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Wi1E J9vk1v571-2 B
1.1 ARV ESAVAYEII-ANDPHEA

dVY—=Jbik—bk, XIERYRD—=0h5 Telnet BEATEEBAVATII-AILPHELATREE. IV FQIVE
FAVAVRITI—=A/CLD) [CENAKRIEED R EEITVET,

BHICOVTE, BAZ21—0IO IRV RCLBIFREISLVIO IRV RCENEZAIVY | F2M1.2 IV
RICLBERTE 1ZSHRL TSN,

1.1.1 VY-S
A= Ibih— MO EEIZ L TOEIETTVNET,
EHAE:

HBRTEOAIOIVY—ILR— MIEROIVY =L —T IV EES L. £ F H%PCRHED COMR— MIHEHL
F9,PC M COM iR—bEA—3F)LII2L—HTRIEET(COM R— FEE (I PC TREZELTEELY,

TERREBERE LTS,

R—L—bk 115200 Baud
T—73 8 Bit
N7+ L
AMYTE Wk 1 Bit
2 00— i) {E] 7L

(1) V=ITayFrTa1—HRBENAT—FEAHALET IR EDI—H AL "admin”, )SAT— FEE U
“admin”EBOTVET,

(2) 1-HRENAT-FEA DR BRESEUEIIVEEAAL, REDHTE . RUHKHIEROBESR
TUFET,

(3) T "exit” IV FEMALLYVAVER T LET,

AVY—=UR— oY AT LICER T U T OO VEEERTLET .

Software Version: FXC5426F
Ver:
Number of Ports: 26

Username:
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[
1-HCLB37IEALAN

A-HFOBELANINT, 1~15 BEICHDMNTOET, LA 15 13, EDT I -FICEPHEARRETHD. TN A
DIRTEEETIENTEET, TNUNDBELAIIONTIE, BT -TDBELAINESE LTS,
1-HFOEELANIUL, 7OEAEDTIN-TOEELANIVLL EDEICEZRELTTSL,

TIAWRRFETIE, TI=TOTLA 513FERIVB7HEA. LA 10IHEZHT7IELATT,
YATLAVTFIATMII7O7YIO- R, TIGHEFRELE) BTG TLAIL 15 AR EEGDET,
BE. LAV EEERITTZADY R TUAI10JFEEI-FRITTHIV A, TLARIL ST A MBI HD
v hERDET,

A—FUARIVEFRTETBICIE. “(config)tt” (THELVT. “username” XY FEERLET,
VAT LOMAAZREREDI-H R HLPIIAT— R admin”/"admin”, PHEALAIL"15"TT,

PR ERHOI-YEBLTIIAT—FiE"admin”/"admin” T,
BTEELAIOI-HIL., “(configlt” DI “username” VY FEF->THELET,

ABCOTAVT3E, TOVTMIWERTSNFET, IVY—ILRADIIY R4 V& R—LTWBTH.
“WEANTBRET DIV FBRREINET,

# 2
clear Reset functions
configure Enter configuration mode
copy Copy from source to destination
delete Delete one file in flash: file system
dir Directory of all files in flash: file system
disable  Turn off privileged commands
do To run exec commands in config mode
dotlx IEEE Standard for port-based Network Access Control
enable Turn on privileged commands
exit Exit from EXEC mode
firmware Firmware upgrade/swap
help Description of the interactive help system
logout Exit from EXEC mode
more Display file
no Negate a command or set its defaults
ping Send ICMP echo messages
reload Reload system.
send Send a message to other tty lines
show Show running system information

terminal Set terminal line parameters

FXC5426F n



1) AHEOBRKRIGYATLIVY FETROCBEITT,
YATLERTE(ZIE., “configure terminal” 1YY FEA N TBE. LTOEEIPRRSNET,

# configure terminal
(config) #

2) config B— KT, RiED—RBREEITOENTEET,
R—FOREEITIEZEL. “interface” IV FEFERTEE. L TOEEIRTINET,
"GigabitEthernet 1/5”(3, T¥HEY M —HRYMDAIYFEE 1. TR—F 5 BIEEKRLET,

(config) # interface GigabitEthernet 1/5
(config-if) #

3) “interface” IV RICIE, BIDHTITY K vian"HiHNET
CDE—FTAREED IP PRUAERETHENTRETT,

(config)# interface vlan 10
(config-if-vlan)#

CCTIR VY- IVEEBADI?YY Y3y —1CoWTERBALET,

PN VE S W=
IRVEFORMD—EBOXFZ2AATRE, AV FANE LK
Tab RENFT L, BIZE., "his"E AR ULLRIC, "Tab" F—EHTE.
IV R& (& “history " ERRSNFET
Esc Avt—YBEmEZERITLED, IYV ROTOVT MEEICENET
1 1DRICADLEIVY FEeRRLET,
| 1DRICAALEITIV FERRULET,
—/— D=V eERICHEEILET,
Backspace H=YVIDORIDXF=HIBRLET,
spaceF— showd¥ Y RIEE T -More-“E R TR ENTZERICEFN LI DI 3R
ERRULET,
? IRV RJAMERRLET,

FXC5426F “
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I
1.2 JYVRICLBERTE

AVY-VEEAOIYY FE-FICE, LTO 4 28\HNET,

1. EFRIVVF

ATAVZROERIVVFTY, TNHDIVY FICIE . AEDERE/AT—RA, 29 MI=DT M AD ping, VT — g
ENBNEY ., TAVTMI“#"ERRENFET

2. RET-FIVVF
“configure terminal”JYY FEERT3E. JO—/V config E— FICADFT,
50—V config E— FOIYY R, KED—BDFRFEEITVET . TAVT ME“(confight” tRRENFET

3. R—MVLAN U —-T8&EIIVEF
R—FOFREEITIE A, JO—/V config E— FT¥interface GigabitEthernet 1/x” 1YY FEA DT 3E, 7OV
7 ME“(config-if#" ERREINET,
BIZIL, “interface GigabitEthernet 1/5”1d. ih—F 5 DR EEITLVET .
VLAN J )L —J %R E T35 4 1d. O\l config E— RICT“interface vlan x" YV FEERT 5L, 7OV T ML
(config-if-vlan)#” ([CHINENDF T, BIAIL. “interface vlan 100”(d. I'VLAN 1001D%E&#ITVET,

Z0=1Nb config B— FICTCDHREZ B TR E L&, “(config-ifi#” TOV T MITHR— PO EE T TSN,
§ER— FOHO—)VL Config E— FBLUR— ME—FOB A TR EEAMNCTIET, BELEEDOR— T
BHICENES,

4. VLAN ZEIIVF
—#%289% VLAN SREETIICIE. HO—)VL config B— RICT “Vian x"IAYV FEA A LET,
FO0V7 ME“(config-vian)#" ERRSNFT,

HO—)\L Config E— RICTCO#REE B MR TE LE. “(config-i# OV T MTTR— PR EEITHOTRES
W FEER—FDTO-N) Config E— FELUR— FME—FOMA TR EEAICTRET, RE LEEDR—
NCESICEDET,

KSave (RHF) »>T3EE

BREERFISH AR LTIV FeE>TREFL TS,

# copy running-config startup-config

FXC5426F n
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————————————
1.21 EXIJIVF
username/password [C“admin”/“admin’ A h 3 3E. EEEE—FICADET,

“CEANTRE, LTOESNIVY RUAMIRIRESNET,

# 2
clear Reset functions
configure Enter configuration mode
copy Copy from source to destination
debug Debugging functions
delete Delete one file in flash: file system
dir Directory of all files in flash: file system
disable Turn off privileged commands
do To run exec commands in config mode
dotlx IEEE Standard for port-based Network Access Control
enable Turn on privileged commands
exit Exit from EXEC mode
firmware Firmware upgrade/swap
help Description of the interactive help system
ip IPv4 commands
logout Exit from EXEC mode
more Display file
no Negate a command or set its defaults
ping Send ICMP echo messages
reload Reload system.
send Send a message to other tty lines
show Show running system information
switch Config commands for the switches in the stack
terminal Set terminal line parameters
#

1. clear YV F
HaeE )y b LET,

2. configure YV F

JVY=IVEIEETO—/V config B— FICER 3L, TOVT M “(configt”ERTRENFET,
COE—RTE. BEEFLARED VAT LR EEITOCENTRETT,
“exit’ ANV FEFERALT. BAERELTVSE-FE#& T LT,

3. copy AV F
AEOABAT)E KIE TFTP H—NERRIC. ZEDIE-EITVET,

# copy ?
flash:filename | tftp://server/path-and-filename File in FLASH or on TFTP
server
running-config Currently running configuration
startup-config Startup configuration

AIYV ROREBH R copy <IE—RER> <IE-H£D"EBTHENET
AE-MZ>-<AE-F>DER I, TEE N~INBREBISERULTANLET,

FXC5426F “
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I

1) flash:filename | tftp://server/path-and—filename
AEONBEATUFEE TFTP Y= RDEZRET—3TT,

2) running—config
AHECTHERBEFORET AT,
% running-config DAEL. AHEDBEHBEICEEINET,
BREZLFEUREEFEALZMESIE. AI7Y RICT running—config % startup—config [CJE—LTK
AR

3) startup—config
ABEDRBIFFICHH HEN. running—config NeBBIE RSN ET—ATY,

FR R 45
(1) copy running—config flash:test
- COZE . ABED running-config DR TENBE . AERBATIAANTPAILE “test" TAE—LET,

(2) copy flash:Test2 startup—config
- COBE . ABRBATIRDOT7M I Test2” DERTERNRE, AMED startup—config AEIE—LET,

4. debug JYVEF

DHCP ALIS=TL—LIEHROF =P TIOV T M OEEELET,
1) debug ip dhcp helper frame information
DHCP AJLIS=TL— LIEROK RETHIVV KT,

2) debug prompt <debug prompt> JYF
A=IFIOTOVT M EERETHIYVFTT,

5. delete AV F
REONBATIRDOT7M IV EHEIBRLET

SO :
delete flashi<771JL &>

6. dir JXVF
FHONBATINOIP/ L ESBLET,

7. disable YV F
HIET-FERTLET,

8. do YV F
“do” DERAICAFENDIYY FEANTEBIET, ZNOIVY FEETLET,

9. dotlx initialize [ interface ( <port_type> [ <plist> ])] AYVF
“dot1x initialize 2”& A DT BE, HTIIV FERRLET,

# dotlx initialize ?
interface Interface
<cr>

dot1x DFNHALEITLET,
AVRII-AERETHET. ZDMURTI— A0 dot1x EHEILLET,

FXC5426F n
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10. enable YV F
HEE-RCRBTLET,
X BHET-RICBITTBICE. HonUD enable SAT— FEERTE LTHLERHDFET,

11. exit JYVF
BEMARL—V3aVE—FE#E T L, BIOE—FICRDET,

12. firmware YV F

AHEDT7— LOIPOYINBZ 7Y T L— FEITVET,
“firmware ?"EANTBET, YTV FERRLET,

# firmware ?

swap Swap between Active and Alternate firmware image.
upgrade Firmware upgrade

1) firmware swap JYVF
BEESEROI7— LIIPERBZT7—LIIT7EVNBZET,

2) firmware upgrade <tftpserver path file> IV F
TFTP H—=NZHEELT. KO I7— LVI7BHFHETVET,

13. help YV F
help YV RICED . A—3FILTO"?"ATY KOFER A ERRRTINET,

14. ip dhcp retry interface vlan YV F
15 Uz VLAN 1 U8 71—AICT. DHCP YT At AEBETLET,

15. logout YV F
Ag 79 NRAOIYY RTT,

16. more YV F
AEONEATIRFEIE TFTP H— AR FEL TS config 77MILDHZRERNBTESEBLET,

# more ?
<Path> File in FLASH or on TFTP server

17.no YV K

REIAVVEDHEIC 0" &R ET, TOHERERESCT D, TIHEHARMEICRTENTEET,
BIELT, “no ip address” NV FEA DT BIGEDFIEELUTFICRUET,
1) H0-V)b config E— FAEREITUET,

# configure terminal
(config) #

(config) # interface vlan 1
(config-if-vlan) #

FXC5426F “
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|
3) “no ip address” YV FEA A LET,

(config-if-vlan)# no ip address
(config-if-vlan) #

CNIZED, VLANT O IP 7 RUADYRER E DIRBEICHBNET,

18. ping ARV F

BIEFLICPING ZEEL. RV MI—DEGHRLUVEBENEE(CITONTVBINEINHERELET,
“oing 27EAADTRE, BTV FBRTRSNET,

# ping ip?
ip IP (ICMP) echo
ipv6 IPv6 (ICMPv6) echo

1) ping ip <v_ip_addr> [ repeat <count> ] [ size <size> ] [ interval <seconds>] YV F

- repeat: Ping E{TEIZR<EEE--1-60 [a] F 74l ~:5 [E]>
-size: Yy YA X<ER---2-1452byte T 77l b:56byte>
~ interval: Ping S24TRIFR<EEH---0-30 # FI7#IL b0

IPv4 7 RLAZIETE LT, MR DIHFRAL ping #ITVET,
Ping EfTEIZL-1\Ty M4 X -Ping RITRIREFNEFNIEE ATRET. FICEEFEE LBEVNE S,
FIA4IMEIZT Ping ’E{TENZET,

2) ping ipv6 <v_ipv6_addr> [ repeat <count> ] [ size <size> ] [ interval <seconds> ] [ interface vlan
v.vlanid> ] JYVFR
- repeat: Ping E{TEI$<EEE---1-60 B T 77)L b5 B>
-size: )Ny MIAX<EE --2-1452byte T 77 M:56byte>
- interval: Ping 324TREIFE<EEMH---0-30 # T 74JL M0 #>
- interface vlan:VLAN 1 V37J1—2
KVLAN A VA T71—AFHEE T RLENHNET

IPv6 7 FUAR U VLAN 1 VA71—AEBE LT, MR DIHHRAL ping EITVET,

Ping £1TEIZ- )ty b4 X -Ping RITRIREZNEFNIEE AR T, HFICEEEELEVME AL,
F74) MEIZT Ping NETENET,

FXC5426F “
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19. reload AY YV F
AHOBEEFIVEIETIRICERLET,

“reload ?"EA AT BE, YTV R RESNET,

# reload ?
cold Reload cold.
defaults Reload defaults without rebooting.

1) AEEERHTIIHEE. “reload cold” IV FEAHLET,
Fh. “sid"EIBETHE T, AEEAIVDIEZKELTIVD
AMVFEeBRE TN TEET,

“reload cold 2", A AT RE, YTAYY FBRRSNET,

# reload cold ?
sid Specific stack switch to reload.
<cr>

2) AHEEHEAIL T BB AL, “reload defaults” IV FEAALET,

“reload defaults keep—ip"EA A LB EE. BEIP 7 RLABREL. FNLUSNOFREOHELEITVE
7,
“reload defaults?”E A HTBE, HTITY FBRRSNET,

# reload defaults ?
keep-ip Attempt to keep VLAN] IP setup.
<cr>

20. send YV F
A=ILEEVATLERLTAYVE—IEENET, EIECKBTBE, send XV RIEIT— Ao —IERRULET,
“send ?"E AN TRE, YTV FBRRESNFET,

# send ?
* All tty lines
<0~16> Send a message to multiple lines
console Primary terminal line
vty Virtual terminal

(1) All tty lines
ABOI—IFIVICEHRLTLVB L2 TOImERA - IEEELET,

(2) <0™16>
AHEDA—IFIUHEBRL TR IR KNP I EEISEIR LT, Z0IHERAAE—-IEEELET,
(3) console
AEDOIVY—IR— FERAWTA—IFIUSERLTVB I RA - IEEELET,
(4) vty
AHED vty R— MERAVTA—IFIUER LTV IHEKOP N LEEISER LT, F0ImEAAVE—ITE
ELEY,

FXC5426F “
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21. show YV K
"show ?"EAATRE, HTITY FBRRSNFET,

# show ?
aaa Login methods
access Access management
access-list Access list
aggregation Aggregation port configuration
clock Configure time-of-day clock
ddmi DDMI Serial Info Table
dotlx IEEE Standard for port-based Network Access Control
history Display the session command history
interface Interface status and configuration
ip Internet Protocol
ipmc IPv4/IPv6 multicast configuration
ipvé IPv6 configuration commands
lacp LACP configuration/status
line TTY line information
11dp Display LLDP neighbors information.
logging Syslog
loop-protect Loop protection configuration
mac Mac Address Table information
mvr Multicast VLAN Registration configuration
ntp Configure NTP
platform Platform specific information
port-security
privilege Display command privilege
pvlan PVLAN configuration
gos Quality of Service
radius-server RADIUS configuration
rmon RMON statistics
running-config Show running system information
sflow Statistics flow.
snmp Display SNMP configurations
spanning-tree STP Bridge
switch show information about the switch
switchport Display switching mode characteristics
tacacs-server TACACS+ configuration
terminal Display terminal configuration parameters
users Display information about terminal lines
version System hardware and software status
vlan VLAN status
voice Voice appliance attributes
web Web

help [EERDEMER R TBICIE. “show xxxx 27 (xxxx [FHTIATVR)EAATRE. LTFOTOVT ME
EHLRREINET,

# show port-security ?
port Show MAC Addresses learned by Port Security
switch Show Port Security status.

(2) "show port-security port ?”EAT1TBE, RD help Avt—INRRSNET,

# show port-security port ?
| Output modifiers
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interface
<cr>

<none>
GigabitEthernet 2/2

<none>

MAC Address VID State Added Age/Hold Time

<none>
GigabitEthernet 2/4

MAC Address VID State Added Age/Hold Time

<none>

MAC Address VID State Added Age/Hold Time

COIRY ROEMICOWTIE. M1, 2.5 show XY KIS BLTEEL,

22. switch stack re—elect JYY F

A YFOARYDEFSN TS IH RIS, COAYY FEANTHETIAI— A1 vTOEEN BBIMICAT
nEy,

23. terminal YV F

AHEDI—IFIDEZEEETVET,
“terminal ?"E A AT BE, BTV FBRRSNFET,

# terminal ?

editing Enable command line editing

exec-timeout Set the EXEC timeout

help Description of the interactive help system
history Control the command history function
length Set number of lines on a screen

width Set width of the display terminal

1) editing AYVF
ROV FIAVDIT1y M EBILET,

2) exec—timeout <min> [ <sec> ]OAYVF
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AHEDI—IFILDRA L7 MEEERELET,
84 L7 MR AR, 1-YIZBEEBMICA-IFIhbOd 7o FEnET,
BAIE<min()>E<secFDICTERELET,

3) help JYVF
KEEDA—IFIUDNVTOANTERTLET,

4) history YV K
history JYY FEA A LEBBICRRENZ IV FBEORERERELET .

5) length JYVF
AN —EICRRAITECXFERTRARENERELET,
BRAITHIGEVERLRRTIABHHIBEE. AR-AF—FEF"G"F -2 T LT, TNOEHRELT
x®rULET,

6) width JYVF
"2 AAUVEBERET A TIEILRTARERRAXFHERELET,
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AV )VEEOEARITY FE—RICT configure terminal "c AAT3E. FOVT MO (config)#”(CH])
NEHNET,

AEO—MRIGEREICOVTE, COE-FTHREETVET,

config = RICT?"EANTBHE, UTOHTITV FIRRSNET

# configure terminal
(config)# ?

aaa Authentication, Authorization and Accounting
access Access management

access-list Access list

aggregation Aggregation mode

banner Define a login banner

clock Configure time-of-day clock

default Set a command to its defaults

do To run exec commands in config mode

dotlx IEEE Standard for port-based Network Access Control
enable Modify enable password parameters

end Go back to EXEC mode

exit Exit from current mode

gvrp Enable GVRP feature

help Description of the interactive help system
hostname Set system's network name

interface Select an interface to configure

ip Internet Protocol

ipmc IPv4/IPv6 multicast configuration

ipv6 IPv6 configuration commands

lacp LACP settings

line Configure a terminal line

1ldp LLDP configurations.

logging Syslog

loop-protect

Loop protection configuration

mac MAC table entries/configuration

monitor Set monitor configuration.

mvr Multicast VLAN Registration configuration
no Negate a command or set its defaults

ntp Configure NTP

port-security

privilege
qgos

radius-server

rmon
sflow
snmp-server

spanning-tree

switch

tacacs-server

Enable/disable port security globally.
Command privilege parameters

Quality of Service

Configure RADIUS

Remote Monitoring

Statistics flow.

Set SNMP server's configurations

Spanning Tree protocol

Config commands for the switches in the stack
Configure TACACS+

username Establish User Name Authentication
vlan VLAN commands

voice Voice appliance attributes

web Web

OV REEMICOLVTIE, T1.2 A9V RICLBEREIESBL TS,
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1.2.3 1V371—AREIIVE

K— FOEES LU VLAN J)L—THREDER E 47513 config E— RICT interface” 19y FE@ALE
ER
config B— FD“(configl#” FOV T MR T, "interface 2’ A ALET,

(config) # interface ?

* All switches or All ports
GigabitEthernet 1 Gigabit Ethernet Port
10GigabitEthernet 10 Gigabit Ethernet Port
vlan VLAN interface configurations

* interface GigabitEthernetl/x JYVF
1~24 DFXHEY M —HRY D "Port X" DREEITVNET,
x DIETE &S “interface GigabitEthernet 1/5” (3, R— I 5. “interface GigabitEthernet 1/5, 6, 10-15"
(FR—k 5,6, 10, 11, 12, 13, 14, 15 DR EETVET,

* interface 10GigabitEthernet1/x JY F
25~26 M 10 FHEY MM —H 2RI FOD Port x DREEITVET
¥ EER 2 209V FICED. “(config” b “(config-if)t” JAV T MIFE1TLET,

* interface vlan x JYVF
VLAN Group x 4 V371—A(CDZEN x"(F VLAN D)EEXELET,
COIRVERIZED. VLAN A UB71—AICIP PRLABEEEINHTET,
VLAN 1 VR71=2AD IP 7 FLADOEINE TEITHIGAIE. COAIY FEERAL T,

[;Es2):

— %975 VLAN DYERKIE config E— FD“vian” IV RICTEHRELET,
SEMRICOLVTIE, TVLAN BREIIV R IES R LTS,

DAY RICED. “(config#t” hhp“(config-if-vian)#” FOV T Mc#BTLET,

FNFNOIIYREEMICOVTIE. T11.2 YV RICLR B TE IS BL TS,
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VLAN 4 U3 71—2ADERE#4To(CIE. config E—RICT interface vlan x” JIV FEFERALET,
config E—FD “(config) #"FOVT MIHRLVT, "interface vian x"EAHNLET,

Bz, “interface vlian 100”7 (&, VLAN100 D% EEITL\ET,

VLAN [Z IP P FLAZEINHTRIE A, COIRY FEFERALTZE,

[¥:2):
VLAN F) —FD4ERL/ -8 M. config E— FD“vIan"aXY KT TS,
FEMIICOLVTIE, TVLAN SR BTV FIESEBL TS,

451
1) config B—F®D “(config)#t” 7OV T MIEET, "interface vlan 100" A AALET,

(config) # interface vlan 100
(config-if-vlan)#

(config-if-vlan)# 2

do To run exec commands in config mode

end Go back to EXEC mode

exit Exit from current mode

help Description of the interactive help system
ip IPv4 configuration

ipv6 IPv6 configuration commands

no Set a command to its defaults
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1.2.5 showdIV F

show JYV RICED, VAT LOEKRERFEPIEBIRTINET

“show 276 A AT BE, LTOHIIATY FBIRFRSNET,

FXC5426F# show ?

aaa Login methods

access Access management

access-list Access list

aggregation Aggregation port configuration
clock Configure time-of-day clock

ddmi DDMI Serial Info Table

dotlx IEEE Standard for port-based Network Access Control
history Display the session command history
interface Interface status and configuration
ip Internet Protocol

ipmc IPv4/IPv6 multicast configuration
ipv6 IPv6 configuration commands

lacp LACP configuration/status

line TTY line information

11ldp Display LLDP neighbors information.
logging Syslog

loop-protect
mac

Loop protection configuration
Mac Address Table information

mvr Multicast VLAN Registration configuration
ntp Configure NTP

platform Platform specific information port-security
privilege Display command privilege

pvlan PVLAN configuration

qos Quality of Service

radius-server
rmon
running-config
sflow

snmp
spanning-tree
switch

RADIUS configuration

RMON statistics

Show running system information
Statistics flow.

Display SNMP configurations

STP Bridge

show information about the switch

switchport Display switching mode characteristics
tacacs-server TACACS+ configuration

terminal Display terminal configuration parameters
users Display information about terminal lines
version System hardware and software status

vlan VLAN status

voice Voice appliance attributes

web Web

CCTE, TATOITVRTRRSNG” | "(COVWVTERBALET,

show IV RTIE, FEROFIRDLSIIC "?” IV FEANTRET, AAARERIVY FRRRENET,
4il:
“show aaa ?"EANLFT

FXC5426F# show aaa °?
| Output modifiers

2TOITVRT” | "BRFSNET,
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EHIC, “show aaa | ?7EAHLET

FXC5426F# show aaa | ?

begin Begin with the line that matches
exclude Exclude lines that match
include Include lines that match

© | TLBOIRY KR T SR 3 IYV RICENET,
LUTICENENDOIIY RICOWTERBALET .

@ show aaa | begin <line>JIYVF
line>AEEDXFEFI

“show aaa”"J¥Y REEITLEBEICRTREINBIFERDISL, inedlCANULEXFIE—BTINXNFESD
TholERORTERIBLET,

51 -

FXC5426F# show aaa | begin 1
Console : local

telnet : local

ssh : local

http : local

@ show aaa | exclude <line>JVYVF
ine>FE DX F5

“show aaa”" IV FEEITUEBBICRTEINBIERDISE, inedlCANLEXFIE—BTINFESD

TERVTERRLET,
R
FXC5426F# show aaa | exclude b
Console : local
telnet : local
ssh : local
http : local

@ show aaa | include <line>JIV K
ine>FE DX F5

“show aaa”" VY FEEITUEBEICRTEINBIFERDISE, linedl[CANLEXFIE—BTINFESD

TOHERTLET,
151 :
FXC5426F# show aaa | include a
Consol : local
telnet : local
ssh : local
http : local
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1. show aaa IV F

AAA BBEEDAT—HAERERTLET,
R

FXC5426F# show aaa
console: local

telnet : local
ssh : local
http : local

2. show access management{ * }JIVF

EERAIP MIADETERBRERTLES,
* UTO—ENEENEBEZERLLES . B UEEROAERTLET,
“show access management ?"E AN T 3L, LTFOYITITY RIARRENFET,

FXC5426F# show access management ?

<AccessIdList : 1~16> ID of access management entry
| Output modifiers

statistics Statistics data

<cr>

FXC5426F# show access management 2
Switch access management mode is disabled
W: WEB/HTTPS

S: SNMP

T: TELNET/SSH

Idx VID Start IP Address End IP Address WS T
2 100 192.168.1.2 192.168.1.2 NYY

3. show access management statistics AV F

EEAP Iy MO ERERRLET

il -

FXC5426F# show access management statistics
Access Management Statistics:

HTTP Receive: 0 Allow 0 Discard: 0
HTTPS Receive: 0 Allow 0 Discard: 0
SNMP Receive: 0 Allow: 0 Discard: 0
TELNET Receive: 0 Allow 0 Discard: 0
SSH Receive: 0 Allow 0 Discard: 0
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4. show access-list{*}avVFK

ACL DR EEMBLUAT—AAERTRLET,
* UTO—EhEEDEEEERLGE

ZULEBROFERTLET,

s BX

“show access—list 2"E A AT BE, LTFOYTIVY FBRRENET,

FXC5426F# show access-list ?

| Output modifiers

entry

The local ACEs status
Select an interface to configure

ace Access list
ace-status

interface

rate-limiter Rate limiter
<cr>

FXC5426F# show access-list
Switch access-1list ace number:
Switch access-list rate limiter
Switch access-list rate limiter

0

Switch access-1list rate limiter
Switch access-list rate limiter
GigabitEthernet 1/1 :

GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet

access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list

access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list

GigabitEthernet 1/24

GigabitEthernet 1/24
GigabitEthernet 1/24
GigabitEthernet 1/24
GigabitEthernet 1/24
GigabitEthernet 1/24
GigabitEthernet 1/24
GigabitEthernet 1/24
GigabitEthernet 1/24
10GigabitEthernet 1/1
10GigabitEthernet 1/1 access-1lis
10GigabitEthernet 1/1 access-1lis
10GigabitEthernet 1/1 access-lis

access-1list
access-1list
access-list
access-list
access-1list
access-1list
access-1list
access-list

ID 1 is 1 pps
ID 2 is 1 pps

ID 15 is 1 pps
ID 16 is 1 pps

action is permit

policy ID is O

rate limiter ID is disabled
redirect is disabled
logging is disabled
shutdown is disabled
port-state is enabled
counter is 0

action is permit

policy ID is O

rate limiter ID is disabled
redirect is disabled
logging is disabled
shutdown is disabled
port-state is enabled
counter is 0

action is permit

policy ID is 0

rate limiter ID is disabled
redirect is disabled
logging is disabled
shutdown is disabled
port-state is enabled
counter is 0

t action is permit
t policy ID is O
t rate limiter ID is disabled
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10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet

access-1list
access-1list
access-list
access-1list
access-list

10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet

access-list
access-1list
access-list
access-1list
access-1list
access-list
access-list
access-1list

18 A9V FMY871—2
redirect is disabled

logging is disabled

shutdown is disabled

port-state is enabled

counter is 0

action is permit

policy ID is 0

rate limiter ID is disabled
redirect is disabled
logging is disabled
shutdown is disabled
port-state is enabled
counter is 0

5. show access-list ace statistic {*}aYVE

ACL DIV MN—-1EHRERTLET,
* PUTO—EhEENEEERRLBE ., ZULEEROHERTLET,

“show access-list ace statistics ?"E AT BE, UTOHTITY FRRRENET,

FXC5426F# show access-list ace statistics ?

<AceId : 1~8192> ACE ID
| Output modifiers
interface Select an interface to configure
rate-limiter Rate limiter
<cr>
151 -
FXC5426F# show access-list ace statistics
ID SID Policy Frame Action Rate L. Counter
10 Any Any Any Permit Disabled 85018
20 1 Any Any Permit Disabled 0

6. show access-list ace statistics interface {*}JYVF

AVE=T1- AR E SN ACL SR EBERERLET,
* UTO—ENFENEBZERLZGE . ZALEREHROH 2R RLET,
” show access-list ace statistics interface ?"E AT 3L, UTOHTIVY FBRRENET,
FXC5426F# show access-list ace statistics interface ?
| Output modifiers
* All switches or All ports

GigabitEthernet 1 Gigabit Ethernet Port
10GigabitEthernet 10 Gigabit Ethernet Port
rate-limiter Rate limiter

<cr>
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FXC5426F # show access-list ace statistics interface GigabitEthernet 1/1

ID

2

SID

Any Any

Switch access-list ace number:
1/1 :

GigabitEthernet

GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet

GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet

GigabitEthernet

GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
10GigabitEthernet

10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet

Policy

Any
1

access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list

access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list

1/24
1/24
1/24
1/24
1/24
1/24
1/24
1/24
1/24

access-1list
access-1list
access-1list
access-1list
access-1list
access-1list
access-1list
access-1list
1/1 :

Frame Action Rate L.

Permit Disabled

Counter

action is permit

policy ID is 0

rate limiter ID is disabled
redirect is disabled
logging is disabled
shutdown is disabled
port-state is enabled
counter is 0

action is permit

policy ID is 0

rate limiter ID is disabled
redirect is disabled
logging is disabled
shutdown is disabled
port-state is enabled
counter is 0

action is permit

policy ID is 0

rate limiter ID is disabled
redirect is disabled
logging is disabled
shutdown is disabled
port-state is enabled
counter is 0

access-list
access-1list
access-list
access-1list
access-list
access-list
access-1list
access-1list

10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet

access-1list
access-list
access-1list
access-1list
access-1list
access-1list
access-list
access-1list

action is permit

policy ID is 0

rate limiter ID is disabled
redirect is disabled
logging is disabled
shutdown is disabled
port-state is enabled
counter is 0

action is permit

policy ID is 0

rate limiter ID is disabled
redirect is disabled
logging is disabled
shutdown is disabled
port-state is enabled
counter is 0
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7. show access-list ace statistics rate-limiter {*}d<YVF

ACL DUy rL— MR ERBRERRLET,
* UTO—EBENoEFENEBEEEIRUVEES., A LEEROHERTLET,
“show access-list ace statistics rate-limiter 2”& AT 3L, LTFOYTIAYY FERTREINFT,

FXC5426F# show access-list ace statistics rate-limiter ?
<RatelLimiterList : 1~16> Rate limiter ID
| Output modifiers

interface Select an interface to configure
<cr>

FXC5426F # show access-list ace statistics rate-limiter
ID SID Policy Frame Action Rate L. Counter

2 Any Any Any Permit Disabled 150
Switch access-list ace number: 1

Switch access-list rate limiter ID 1 is 1 pps
Switch access-list rate limiter ID 2 is 1 pps

Switch access-1list rate limiter ID 14 is 1 pps
Switch access-list rate limiter ID 15 is 1 pps
Switch access-list rate limiter ID 16 is 1 pps

8. show access-list ace-status {*}JYVFK

JORIVEIC ACL IV M —-DAT—RAEHRERTLET,
* LTO—EhoFENEBEEERUEBE. ZALEEROHFERTUET,
“show access—list ace—status ?"E AN TBE, LTFOHTIVY FERTENETS,

FXC5426F# show access-list ace-status ?
| Output modifiers

arp-inspection The ACEs that are configured by ARP Inspection
module
conflicts The ACEs that did not get applied to the hardware
due to
hardware limitations
dhcp The ACEs that are configured by DHCP module
ip-source-guard The ACEs that are configured by IP Source Guard
module
ipmc The ACEs that are configured by IPMC module
loop-protect The ACEs that are configured by Loop Protect
module
static The ACEs that are configured by users manually
switch Switch
<cr>
51 -
FXC5426F# show access-list ace-status
User
S : Static
IPSG: IP Source Guard
IPMC: IPMC
ARPI: ARP Inspection
DHCP: DHCP
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LOOP: Loop Protect
User ID Frame Action Rate L. CPU Counter Conflict

DHCP 1 UDP Deny Disabled Yes 0 No
DHCP 2 UDP Deny Disabled Yes 0 No
Switch 1 access-list ace number: 2
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9. show access-list interface {*}JYVF

18 IRVRV871-2

AVR—=TIAICERE SN ACL D action [EHRDHAZRRLET

* UTO—&

SN oRENEBEERUGE . ZULLFBROSERTLET,

“show access-list interface 2"¢ A TBE, LTFDHITITY FBRFREINET,

FXC5426F# show access-list interface ?
Output modifiers
All switches or All ports

*

GigabitEthernet

10GigabitEthernet

ace

rate-limiter

<cr>

1 Gigabit Ethernet Port

10 Gigabit Ethernet Port

Access list entry
Rate limiter

FXC5426F# show access-list interface

GigabitEthernet

1/1

GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet

access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list

GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet

GigabitEthernet

1/24

access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list

GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet

10GigabitEthernet

1/24
1/24
1/24
1/24
1/24
1/24
1/24
1/24
1/

access-1list
access-list
access-1list
access-1list
access-1list
access-1list
access-list
access-1list
1

10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet

access-1lis
access-1lis
access-1lis
access-1lis
access-1lis
access-1lis
access-1lis
access-1lis

action is permit

policy ID is O

rate limiter ID is disabled
redirect is disabled
logging is disabled
shutdown is disabled
port-state is enabled
counter is 0

action is permit

policy ID is O

rate limiter ID is disabled
redirect is disabled
logging is disabled
shutdown is disabled
port-state is enabled
counter is 0

action is permit

policy ID is O

rate limiter ID is disabled
redirect is disabled
logging is disabled
shutdown is disabled
port-state is enabled
counter is 0

t
t
t
t
t
t
t
t

action is permit

policy ID is 0

rate limiter ID is disabled
redirect is disabled
logging is disabled
shutdown is disabled
port-state is enabled
counter is 0
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10GigabitEthernet 1/2

10GigabitEthernet 1/2 access-list action is permit
10GigabitEthernet 1/2 access-list policy ID is 0
10GigabitEthernet 1/2 access-list rate limiter ID is disabled
10GigabitEthernet 1/2 access-list redirect is disabled
10GigabitEthernet 1/2 access-list logging is disabled
10GigabitEthernet 1/2 access-list shutdown is disabled
10GigabitEthernet 1/2 access-list port-state is enabled
10GigabitEthernet 1/2 access-list counter is 0

10. show access—|ist rate-limiter {*}JIYVF
ACL MYIybL— MR EERERTLET
* UTO—EBENEFENEEEERUEEES. R4 LEEROAERTUET,
“show access-list rate—limiter ?"E A HT 3L, LTOYTITY FBRRSNFET,
FXC5426F# show access-list rate-limiter ?
<RatelLimiterList : 1~16> Rate limiter ID
| Output modifiers

ace Access list entry
interface Select an interface to configure
<cr>

FXC5426F# show access-list rate-limiter
Switch access-list rate limiter ID 1 is 1 pps
Switch access-list rate limiter ID 2 is 1 pps

Switch access-list rate limiter ID 14 is 1 pps
Switch access-list rate limiter ID 15 is 1 pps
Switch access-list rate limiter ID 16 is 1 pps

11. show aggregation{ * }JYF
R=rPO)F =23V DR ERRERTLET,
* UTO—BENEFENEBEEERUEEES. R4 LEEROASERTUET,
“show aggregation 2"t ANTBE, UTFOYTIYY RIRRENET,

FXC5426F# show aggregation ?
| Output modifiers

mode Traffic distribution mode
<cr>
il -
FXC5426F# show aggregation
Aggr ID Name Type Speed Configured Ports Aggregated
Ports
2 GLAG2 Static Undefined GigabitEthernet 1/4-5 none

12. show aggregation mode YV F
w—=rPI)F =300 FIERERRLET,
R

FXC5426F# show aggregation mode
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Aggregation Mode:
SMAC : Enabled
DMAC : Disabled
IP : Enabled

Port : Enabled
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13. show clock Jv¥VF

BITOYAT LA LIESRERTUET,
“show clock 26 A AT 3L, LTFDHTITY FERFRSNET,

FXC5426F# show clock ?
detail Display detailed information
<cr>

FXC5426F# show clock
System Time : 1970-01-01T02:04:18+00:00

14. show clock detail vV F

YATLA LIEROFMERTLET

151 :

FXC5426F# show clock detail

System Time : 1970-01-01T02:04:22+00:00
Timezone : Timezone Offset : 0 ( 0 minutes)

Timezone Acronym
Daylight Saving Time Mode : Disabled.
Daylight Saving Time Start Time Settings

Week: 0

Day: O

Month: 0
Date: O

Year: 0

Hour: O
Minute: 0

Daylight Saving Time End Time Settings

Week: O

Day: O

Month: 0
Date: O

Year: 0

Hour: O
Minute: O

Daylight Saving Time Offset : 1 (minutes)

15. show ddmi {interface}{*}aIYF

DDMI DAT—AAEHRERRTLET,
* LLTFO—Eh B ENEBERIRLEGE ., Y LEBEROAERTLET,
“show ddmi 26 A Z 3L, LTOHTITY FRTRENET,

FXC5426F# show ddmi ?
interface Interface status and configuration
<cr>

FXC5426F# show ddmi
Serial Info Table

GigabitEthernet 1/1

Serial Info Table

FXC5426F “
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Status : N/A

Vendor :

PartNo

SerialNo

Revision

DateCode

Transceiver : N/A

Ddm Info Table

Type AlarmMax AlarmMin WarnMax WarnMin Current
N/A 0.00 0.00 0.00 0.00 0.00
N/A 0.00 0.00 0.00 0.00 0.00
N/A 0.00 0.00 0.00 0.00 0.00
N/A 0.00 0.00 0.00 0.00 0.00
N/A 0.00 0.00 0.00 0.00 0.00
GigabitEthernet 1/2

Serial Info Table

Status : N/A

Vendor :

PartNo

SerialNo

Revision

DateCode

Transceiver : N/A

Ddm Info Table

Type AlarmMax AlarmMin WarnMax WarnMin Current
N/A 0.00 0.00 0.00 0.00 0.00
N/A 0.00 0.00 0.00 0.00 0.00
N/A 0.00 0.00 0.00 0.00 0.00
N/A 0.00 0.00 0.00 0.00 0.00
N/A 0.00 0.00 0.00 0.00 0.00
GigabitEthernet 1/24

Serial Info Table

Status : tx port

Vendor :

PartNo

SerialNo

Revision

DateCode

Transceiver : N/A

Ddm Info Table

Type AlarmMax AlarmMin WarnMax WarnMin Current
N/A 0.00 0.00 0.00 0.00 0.00
N/A 0.00 0.00 0.00 0.00 0.00
N/A 0.00 0.00 0.00 0.00 0.00
N/A 0.00 0.00 0.00 0.00 0.00
N/A 0.00 0.00 0.00 0.00 0.00

10GigabitEthernet 1/1
Serial Info Table
Status : N/A
Vendor :

PartNo

SerialNo

Revision

DateCode

Transceiver: N/A

Ddm Info Table

Type AlarmMax AlarmMin WarnMax WarnMin Current
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N/A 0.00 0.00 0.00 0.00 0.00
N/A 0.00 0.00 0.00 0.00 0.00
N/A 0.00 0.00 0.00 0.00 0.00
N/A 0.00 0.00 0.00 0.00 0.00
N/A 0.00 0.00 0.00 0.00 0.00
10GigabitEthernet 1/2

Serial Info Table

Status : N/A

Vendor :

PartNo

SerialNo

Revision

DateCode

Transceiver : N/A

Ddm Info Table

Type AlarmMax AlarmMin WarnMax WarnMin Current
N/A 0.00 0.00 0.00 0.00 0.00
N/A 0.00 0.00 0.00 0.00 0.00
N/A 0.00 0.00 0.00 0.00 0.00
N/A 0.00 0.00 0.00 0.00 0.00
N/A 0.00 0.00 0.00 0.00 0.00
i

FXC5426F# show ddmi interface GigabitEthernet 1/15
Serial Info Table

GigabitEthernet 1/15

Serial Info Table

Status : N/A

Vendor :

PartNo

SerialNo

Revision

DateCode

Transceiver : N/A

Ddm Info Table

Type AlarmMax AlarmMin WarnMax WarnMin Current
N/A 0.00 0.00 0.00 0.00 0.00
N/A 0.00 0.00 0.00 0.00 0.00
N/A 0.00 0.00 0.00 0.00 0.00
N/A 0.00 0.00 0.00 0.00 0.00
N/A 0.00 0.00 0.00 0.00 0.00
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16. show dotlx statistics all {*}aIYF

802.1x M EAP /3y bELURREE/ VY MERER RLET
* UTO—ENEENEETERULIEE . REULEBROAERTLET,
“show dot1x statistics all 2" AN TBE, UTOHITIATY FRRREINET,
FXC5426F# show dotlx statistics all ?

| Output modifiers

interface Interface

<cr>

FXC5426F# show dotlx statistics all
GigabitEthernet 1/1 EAPOL Statistics:

Rx Total: 0 Tx Total:
0

Rx Response/Id: 0 Tx Request/Id:
0

Rx Response: 0 Tx Request:
0

Rx Start: 0

Rx Logoff: 0

Rx Invalid Type: 0

Rx Invalid Length: 0

GigabitEthernet 1/1 Backend Server Statistics:

Rx Access Challenges: 0 Tx Responses:
0

Rx Other Requests: 0

Rx Auth. Successes: 0

Rx Auth. Failures: 0

GigabitEthernet 1/2 EAPOL Statistics

Rx Total: 0 Tx Total:
0

Rx Response/Id: 0 Tx Request/Id:
0

Rx Response: 0 Tx Request:
0

Rx Start: 0

Rx Logoff: 0

Rx Invalid Type: 0

Rx Invalid Length: 0

GigabitEthernet 1/2 Backend Server Statistics:

Rx Access Challenges: 0 Tx Responses:
0

Rx Other Requests: 0

Rx Auth. Successes: 0

Rx Auth. Failures: 0

GigabitEthernet 1/24 EAPOL Statistics:

Rx Total: 0 Tx Total:
0

Rx Response/Id: 0 Tx Request/Id:
0

Rx Response: 0 Tx Request:
0

Rx Start: 0

Rx Logoff: 0

FXC5426F “
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Rx Invalid Type: 0

Rx Invalid Length: 0

GigabitEthernet 1/24 Backend Server Statistics:

Rx Access Challenges: 0 Tx Responses:
0

Rx Other Requests: 0

Rx Auth. Successes: 0

Rx Auth. Failures: 0

10GigabitEthernet 1/1 EAPOL Statistics:

Rx Total: 0 Tx Total:
0

Rx Response/Id: 0 Tx Request/Id:
0

Rx Response: 0 Tx Request:
0

Rx Start: 0

Rx Logoff: 0

Rx Invalid Type: 0

Rx Invalid Length: 0

10GigabitEthernet 1/1 Backend Server Statistics:

Rx Access Challenges: 0 Tx Responses:
0

Rx Other Requests: 0

Rx Auth. Successes: 0

Rx Auth. Failures: 0

10GigabitEthernet 1/2 EAPOL Statistics:

Rx Total: 0 Tx Total:
0

Rx Response/Id: 0 Tx Request/Id:
0

Rx Response: 0 Tx Request:
0

Rx Start: 0

Rx Logoff: 0

Rx Invalid Type: 0

Rx Invalid Length: 0

10GigabitEthernet 1/2 Backend Server Statistics:

Rx Access Challenges: 0 Tx Responses:
0

Rx Other Requests: 0

Rx Auth. Successes: 0

Rx Auth. Failures:

17. show dotix statistics eapol {*}1aYVE

EAP N7y b OREHRERRLET .
* LTO—ENoFENEEFHERUEBES. ZALEEROASERTUET,
” show dot1x statistics eapol ?"E A AT BE, L TFOYTIVY FBRRENET,

FXC5426F# show dotlx statistics eapol ?
| Output modifiers

interface Interface
<cr>
R
FXC5426F# show dotlx statistics eapol
Rx Tx Rx Tx Rx Tx Rx Rx
Rx
Interface Total Total RespId RegId Resp Reqg Start

Logoff Error
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GigabitEthernet 1/1 0 0 0 0 0 0 0 0
gigabitEthernet 1/2 0 0 0 0 0 0 0 0
0

éigabitEthernet 1/24 0 0 0 0 0 0 0 0
20GigabitEthernet 1/1 0 0 0 0 0 0 0 0
20GigabitEthernet 1/2 0 0 0 0 0 0 0 0
0

18. show dot1x statistics radius{*}JYVF

AN\ bofESRERRUET
* LTO—EBENEFENEEEERUEEES. R4 LEEROASERTUET,
“show access management ?"E AT BE, UTOHITIYY FRRREINET,

FXC5426F# show dotlx statistics radius ?
| Output modifiers

interface Interface

<cr>
i
FXC5426F# show dotlx statistics radius

Rx Access Rx Other Rx Auth. Rx Auth. Tx MAC

Interface Challenges Requests Successes Failures Responses
Address
GigabitEthernet 1/1 0 0 0 0 0
GigabitEthernet 1/2 0 0 0 0 0
GigabitEthernet 1/24 0 0 0 0 0
10GigabitEthernet 1/1 0 0 0 0 0
10GigabitEthernet 1/2 0 0 0 0 0

19. show dotix status{*}avVF

BT0 802.1x RYFI=DT7HE A —NDAT—AAEHRERTLET
* LTFO—Eh B ENEEFRIRLEGS . Y UEEROAERTLET,
“show dot1x status ?"EANTRE, UTFOHITITY FRRFRSNFET,

FXC5426F# show dotlx status ?
| Output modifiers
brief Show status in a brief format
interface Interface
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FXC5426F# show dotlx status
GigabitEthernet 1/1

Force Authorized Globally Disabled - -
Current Radius QOS Current Radius VLAN Current Guest VLAN

Force Authorized Globally Disabled - -
Current Radius QOS Current Radius VLAN Current Guest VLAN

Admin State Port State Last Source Last ID

Force Authorized Globally Disabled - -
Current Radius QOS Current Radius VLAN Current Guest VLAN

Force Authorized Globally Disabled - -
Current Radius QOS Current Radius VLAN Current Guest VLAN

Force Authorized Globally Disabled - -
Current Radius QOS Current Radius VLAN Current Guest VLAN
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20. show dotl1x status brief{*}JIYF

BTN 802.1x 2y FI—DPIEAY—NDAT—A AR Z B A HICKRRLET,
* UTO—ENHFENEBEZERLZGE . RELERHROA ZRRLET,
“show dot1x status brief 2" AN T3, LTOHTIYY MR RSINET,
FXC5426F# show dotlx status brief ?

| Output modifiers

interface Interface

<cr>

FXC5426F# show dotlx status brief
Inf Admin Port State Last Src Last ID QO0S VLAN

Gi 1/1 Auth Disabled - - - - _
Gi 1/2 Auth Disabled - - - - -

Gi 1/24 Auth Disabled - - - - -
10G 1/1 Auth Disabled - - - - _
10G 1/2 Auth Disabled - - - - _

21. show history YV F

ANQUVEIRV FORBREERRLET,
“show history 2" ¢ ANTBE, LLTFOHTIVY FiRRENFT,
FXC5426F# show history ?

| Output modifiers

FXC5426F# show history
show access-list ace-status
show access-list ace-status arp-inspection
show access-list ace-status arp-inspection conflicts dhcp
show access-1list interface GigabitEthernet 1/5
show access-list interface
show access-list rate-limiter
show access-list rate-limiter ace statistics
show access-list rate-limiter ace statistics interface GigabitEthernet 1/3
show aggregation
show aggregation mode
show clock
show clock detail
show history

22. show interface [[GigabitEthernet | 10GigabitEthernet]{Port list in 1/1-24)]capabilities
Ik

R=rD ISV I-NDIEHRERTUET,
R

FXC5426F “



FXC5426F# show interface 10GigabitEthernet 1/1 capabilities
10GigabitEthernet 1/1 Capabilities:

SFP Type: None

SFP Vendor name:

SFP Vendor PN:

SFP Vendor revision:
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23. show interface [[GigabitEthernet | 10GigabitEthernet]{Port list in 1/1-24)] name J3IY
F

R—MIRESNELBIERRLET,
11 :

FXC5426F# show interface GigabitEthernet 1/1 name
Interface Name

24. show interface [[GigabitEthernet | 10GigabitEthernet]{Port list in 1/1-24)] statistics
{*}323VF

h— bO#EHERERRLET,
* UTO—ENEENEBEZERLLES . B UEEROAERTLET,
“show interface 10GigabitEthernet 1/1 statistics ?"E AN T3, LTOYITITY FBRRSNFET,

FXC5426F# show interface 10GigabitEthernet 1/1 statistics ?
| Output modifiers

bytes Show byte statistics.
discards Show discard statistics.
down Show ports which are down
errors Show error statistics.
filtered Show filtered statistics.
packets Show packet statistics.
priority Queue number

up Show ports which are up

<cr>

FXC5426F# show interface 10GigabitEthernet 1/1 statistics
10GigabitEthernet 1/1 Statistics:

Rx Packets: 0 Tx Packets: 0
Rx Octets: 0 Tx Octets:

0
Rx Unicast: 0 Tx Unicast:

0
Rx Multicast: 0 Tx Multicast: 0
Rx Broadcast: 0 Tx Broadcast:

0
Rx Pause: 0 Tx Pause: 0
Rx 64: 0 Tx 64:

0
Rx 65-127: 0 Tx 65-127: 0
Rx 128-255: 0 Tx 128-255: 0
Rx 256-511: 0 Tx 256-511: 0
Rx 512-1023: 0 Tx 512-1023: 0
Rx 1024-1526: 0 Tx 1024-1526: 0
Rx 1527- : 0 Tx 1527- 0
Rx Priority O: 0 Tx Priority O:

0
Rx Priority 1: 0 Tx Priority 1: 0
Rx Priority 2: 0 Tx Priority 2: 0
Rx Priority 3: 0 Tx Priority 3: 0
Rx Priority 4: 0 Tx Priority 4: 0
Rx Priority 5: 0 Tx Priority 5: 0
Rx Priority 6: 0 Tx Priority 6:

0
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Rx Priority 7: 0 Tx Priority 7: 0
Rx Drops: 0 Tx Drops: 0
Rx CRC/Alignment: 0 Tx Late/Exc. Coll.:
0
Rx Undersize: 0
Rx Oversize: 0
Rx Fragments: 0
Rx Jabbers: 0
Rx Filtered: 0

FXC5426F “
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show interface [[GigabitEthernet | 10GigabitEthernet]{Port list in 1/1-24)] status J%
vk

R—rDAT-HAEHRERTLET .

i

FXC5426F# show interface GigabitEthernet 1/1 status

Interface Mode Speed & Duplex Flow Control Max Frame Excessive
Link Users State MAC Cnt

GigabitEthernet 1/1 enabled Auto disabled 10056 Discard
Down (ACL) ---- No users 0

show interface [[GigabitEthernet | 10GigabitEthernet]{Port list in 1/1-24)] switchport
{*]}32IVF

R—FOD vian ZREEBRSLUVAT—HIAERRLET,

* UTO—ENEENEEERIRLEGE . RS LEEROAERTLET,

“show interface GigabitEthernet 1/1 switchport ?"&EA AT 3L LTFOHTIVY PR RENE
7,

FXC5426F# show interface GigabitEthernet 1/1 switchport ?
| Output modifiers

access Show access ports status
hybrid Show hybrid ports status
trunk Show trunk ports status
<cr>

FXC5426F# show interface GigabitEthernet 1/1 switchport
Name: GigabitEthernet 1/1

Administrative mode: access

Access Mode VLAN: 1

Trunk Native Mode VLAN: 1

Administrative Native VLAN tagging: disabled
Allowed VLANs: 1-4095

Hybrid port configuration

Port Type: C-Port

Acceptable Frame Type: All

Ingress filter: Disabled

Egress tagging: All except-native

Hybrid Native Mode VLAN: 1

Hybrid VLANs Enabled: 1-4095

show interface [[GigabitEthernet | 10GigabitEthernet]{Port list in 1/1-24)] veriphy 1
IVF

H=J VB ERTLEY,

il -

FXC5426F# show interface GigabitEthernet 1/1 veriphy

Starting VeriPHY - Please wait

Interface Pair A Length Pair B, Length Pair C Length Pair D
Length
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GigabitEthernet 1/1 OK 0 OK 0 OK 0 OK
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28. show interface vlan{vlan-list)a<Y K

Vian DR EHEHRERTLET,
“show interface vlan ?"EA DT 3L, LTOHYTITY FERRENET,

FXC5426F# show interface vlan ?
| Output modifiers
<vlan list> VLAN list
<cr>

FXC5426F# show interface vlan 1

VLAN1
LINK: 00-17-2e-1b-b7-ff Mtu:1500 <UP BROADCAST RUNNING MULTICAST>
IPv4: 192.168.1.1/24 192.168.1.255
IPv6: fe80::217:2eff:felb:b7ff/64 <ANYCAST TENTATIVE AUTOCONF>

29. show ip arp JIVF

Arp T=TIVEHRERRLET,
“show ip arp ?"EAATRE, LTOHTITY FERFRSNETS,

FXC5426F# show ip arp ?
| Output modifiers
inspection ARP inspection
<cr>

FXC5426F# show ip arp
192.168.1.148 via VLAN1:00-12-2e-bd-fb-9a

30. show ip arp inspection {*}JYUF
Arp A VARG Y3V DAT—AAERERRLET .
* UTO—EBENEFENEBEEERUEEES. R4 LEEROASERTUET,
“show ip arp inspection ?“EANTBRE, UTOHTITY FRRREINFET,

FXC5426F# show ip arp inspection ?

entry arp inspection entries
interface arp inspection entry interface config
vlan VLAN configuration

<cr>

FXC5426F# show ip arp inspection
ARP Inspection Mode : disabled

Port Port Mode Check VLAN Log Type
GigabitEthernet 1/1 disabled disabled NONE
GigabitEthernet 1/2 disabled disabled NONE
GigabitEthernet 1/24 disabled disabled NONE
10GigabitEthernet 1/1 disabled disabled NONE
10GigabitEthernet 1/2 disabled disabled NONE
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31. show ip arp inspection entry{*}JYVF
Arp AVARDY3VDI Y M) —-1ERERRLET,
* LTO—ENoFENEBEEHERUEBES. R LEEROASERTUET,
“show ip arp inspection entry ?"E A AT BE, L TFOHTIVY FBRFRENET,

FXC5426F# show ip arp inspection entry ?

dhcp-snooping learn from dhcp snooping
interface arp inspection entry interface config
static setting from static entries
<cr>
i
FXC5426F# show ip arp inspection entry
Type Port VLAN MAC Address IP Address
Static GigabitEthernet 1/1 1 00-00-00-00-00-01 192.168.1.1

32. show ip arp inspection vlan {vlan-list)aIVF

Vian &I Arp 1 Y ARD Y3V DAT—RAERER RTULET,
R

FXC5426F# show ip arp inspection vlan 1
VLAN VLAN mode VLAN Log Type

1 disabled NONE

33.show ip dhep detailed statistics {*}aYVF
DHCP D74 7> FO#fiaHEHRER RLET
* UTO—EBENoEFENEEEERLEEES. ZALLEROSERTULET,
“show ip dhcp detailed statistics 2"¢ AHTBE, LTFOHTITY FBRRESNET,

FXC5426F# show ip dhcp detailed statistics ?

client DHCP client

combined Show all DHCP related statistics
normal-forward DHCP normal L2 or L3 forward
relay DHCP relay

snooping DHCP snooping

FXC5426F# show ip dhcp detailed statistics client
GigabitEthernet 1/1 Statistics:

Rx Discover: 0 Tx Discover: 0
Rx Offer: 0 Tx Offer: 0
Rx Request: 0 Tx Request: 0
Rx Decline: 0 Tx Decline:

0
Rx ACK: 0 Tx ACK:

0
Rx NAK: 0 Tx NAK:

0
Rx Release: 0 Tx Release:

0
Rx Inform: 0 Tx Inform:

0
Rx Lease Query: 0 Tx Lease Query:

0
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Rx Lease Unassigned: 0 Tx Lease Unassigned:
0
Rx Lease Unknown: 0 Tx Lease Unknown:
0
Rx Lease Active: 0 Tx Lease Active:
0
Rx Lease Active: 0 Tx Lease Active:
0
Rx Discarded checksum error: 0
Rx Discarded from Untrusted: 0

GigabitEthernet 1/2 Statistics:

Rx Discover: 0 Tx Discover: 0
Rx Offer: 0 Tx Offer: 0
Rx Request: 0 Tx Request: 0
Rx Decline: 0 Tx Decline:
0
Rx ACK: 0 Tx ACK:
0
Rx NAK: 0 Tx NAK:
0
Rx Release: 0 Tx Release:
0
Rx Inform: 0 Tx Inform:
0
Rx Lease Query: 0 Tx Lease Query:
0
Rx Lease Unassigned: 0 Tx Lease Unassigned:
0
Rx Lease Unknown: 0 Tx Lease Unknown:
0
Rx Lease Active: 0 Tx Lease Active:
0
Rx Lease Active: 0 Tx Lease Active:
0
Rx Discarded checksum error: 0
Rx Discarded from Untrusted: 0

GigabitEthernet 1/24 Statistics:

Rx Discover: 0 Tx Discover:
0
Rx Offer: 0 Tx Offer:
0
Rx Request: 0 Tx Request: 0
Rx Decline: 0 Tx Decline:
0
Rx ACK: 0 Tx ACK:
0
Rx NAK: 0 Tx NAK:
0
Rx Release: 0 Tx Release:
0
Rx Inform: 0 Tx Inform:
0
Rx Lease Query: 0 Tx Lease Query:
0
Rx Lease Unassigned: 0 Tx Lease Unassigned:
0
Rx Lease Unknown: 0 Tx Lease Unknown:
0
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Rx Lease Active: 0 Tx Lease Active:
0

Rx Lease Active: 0 Tx Lease Active:
0

Rx Discarded checksum error: 0

10GigabitEthernet 1/1 Statistics:

Rx Discover: 0 Tx Discover:
0
Rx Offer: 0 Tx Offer: 0
Rx Request: 0 Tx Request:
0
Rx Decline: 0 Tx Decline:
0
Rx ACK: 0 Tx ACK:
0
Rx NAK: 0 Tx NAK:
0
Rx Release: 0 Tx Release:
0
Rx Inform: 0 Tx Inform:
0
Rx Lease Query: 0 Tx Lease Query:
0
Rx Lease Unassigned: 0 Tx Lease Unassigned:
0
Rx Lease Unknown: 0 Tx Lease Unknown:
0
Rx Lease Active: 0 Tx Lease Active:
0
Rx Lease Active: 0 Tx Lease Active: 0
Rx Discarded checksum error: 0

10GigabitEthernet 1/2 Statistics:

Rx Discover: 0 Tx Discover:
0
Rx Offer: 0 Tx Offer: 0
Rx Request: 0 Tx Request:
0
Rx Decline: 0 Tx Decline:
0
Rx ACK: 0 Tx ACK:
0
Rx NAK: 0 Tx NAK:
0
Rx Release: 0 Tx Release:
0
Rx Inform: 0 Tx Inform:
0
Rx Lease Query: 0 Tx Lease Query:
0
Rx Lease Unassigned: 0 Tx Lease Unassigned: 0
Rx Lease Unknown: 0 Tx Lease Unknown:
0
Rx Lease Active: 0 Tx Lease Active:
0
Rx Lease Active: 0 Tx Lease Active: 0
Rx Discarded checksum error: 0

BHEHERIEESOICHIAHEITAET,
“show ip dhcp detailed statistics client 2”& AT BE, UTFOHTIYY RERFRSNET,

FXC5426F# show ip dhcp detailed statistics client ?
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| Output modifiers
interface Select an interface to configure
<cr>

FXC5426F# show ip dhcp detailed statistics client interface
10GigabitEthernet 3/1
10GigabitEthernet 3/1 Statistics:

Rx Discover: 0 Tx Discover:
0
Rx Offer: 0 Tx Offer: 0
Rx Request: 0 Tx Request:
0
Rx Decline: 0 Tx Decline: 0
Rx ACK: 0 Tx ACK:
0
Rx NAK: 0 Tx NAK:
0
Rx Release: 0 Tx Release:
0
Rx Inform: 0 Tx Inform:
0
Rx Lease Query: 0 Tx Lease Query:
0
Rx Lease Unassigned: 0 Tx Lease Unassigned:
0
Rx Lease Unknown: 0 Tx Lease Unknown:
0
Rx Lease Active: 0 Tx Lease Active:
0
Rx Lease Active: 0 Tx Lease Active:
0
Rx Discarded checksum error: 0

34. show ip dhep relay{*}aIVF

JL-I-VIV bR ERFHRERTLET,
* UTO—ENBFENBE ZERULISGE . BB LLEBROAERTLET,
“show ip dhcp relay ?"E AN TRE UTOHTIYY FRRFRENET,
FXC5426F# show ip dhcp relay ?
| Output modifiers
statistics Traffic statistics
<cr>

FXC5426F# show ip dhcp relay

Switch DHCP relay mode is disabled

Switch DHCP relay server address is 0.0.0.0
Switch DHCP relay information option is disabled
Switch DHCP relay information policy is keep

35. show ip dhcp relay statistics JYVF

DHCP Xyt —JnffsHEHRER ~LET,
51 -

FXC5426F# show ip dhcp relay statistics
Switch DHCP relay mode is disabled

FXC5426F “



Switch DHCP relay server address is 0.0.0.0
Switch DHCP relay information option is disabled
Switch DHCP relay information policy is keep
Server Statistics:

Transmit to Server ! Transmit Error
Receivé %rom Server : 0 Receive Missing Agent Option
Receive %issing Circuit ID : O Receive Missing Remote ID
: 0
Receive Bad Circuit ID : 0 Receive Bad Remote ID
: 0
Client Statistics:
;;;;;;;;_;;_gllé;; : 0 Transmit Error
Receivé %rom Client : 0 Receive Agent Option
Replacé %gent Option ! Keep Agent Option
N
Drop Agent Option : 0
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36. show ip dhep snooping{ * }JYVF

DHCP AX—EVHOR— MEEBLVINTA-AFREERRLET,
* UTO—ENoEENEBTEIRULLEE. U LEEROAERTLET,
“show ip dhcp snooping ?"EA DT RE, LTOHTITY FRRENET,

FXC5426F# show ip dhcp snooping ?
| Output modifiers

interface Select an interface to configure
table show ip dhcp snooping table
<cr>

FXC5426F# show ip dhcp snooping

Agent URL 1is

Timeout interval is 300

Write delay interval is 300

DHCP snooping is configured on following
GigabitEthernet 1/1 trusted
GigabitEthernet 1/2 trusted

GigabitEthernet 1/24 trusted
10GigabitEthernet 1/1 trusted
10GigabitEthernet 1/2 trusted

37. show ip dhcp snooping table J¥YF
DHCP I\ UT4V T T—J I OE#RERRLET,

R

FXC5426F# show ip dhcp snooping table
Entry ID 1

MAC Address : 00-12-2e-bd-fb-9a
VLAN ID N

Expired Lease Time : 2d23h59m48s

Source Port : GigabitEthernet 1/22
IP Address : 192.168.11.59

IP Subnet Mask : 255.255.255.0

DHCP Server Address : 192.168.11.1
Total Entries Number : 1

38. show ip http server secure status JYYF

BITO HTTP tX1UFTE—FDAT—AAERRLET,
R

FXC5426F# show ip http server secure status
Switch secure HTTP web server is disabled
Switch secure HTTP web redirection is disabled
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39. show ip igmp snooping {*}1JYVF

IGMP 2X—EVJ D EFHRZRTLET,
* LTO—ENoFENEBEEERUEB S, R LEEROASERTUET,
“show ip igmp snooping ?"EA AT RE, LTFOHTITY RERFRSNET,

FXC5426F# show ip igmp snooping ?
| Output modifiers

detail Detail running information/statistics of IGMP snooping
group-database Multicast group database from IGMP

mrouter Multicast router port status in IGMP

vlan Search by VLAN

<cr>

FXC5426F# show ip igmp snooping
IGMP Snooping is disabled to stop snooping IGMP control plane.

40. show ip interface brief YUK
JUDPYFLTNBIR— FOAT—AAERERTLET,

151 -

FXC5426F# show ip interface brief
Vlan Address Method Status
1 192.168.1.1/24 Manual UP

41. show ip name-server IYYF

DNS H—NEHERTLET,
R

FXC5426F# show ip name-server
Current DNS server is not set.

42. show ip route DYV F

FELULI-MEHRERTLET,

il -

FXC5426F# Show ip route

FXC5426F# show ip route

127.0.0.1/32 via 127.0.0.1 <UP HOST>
192.168.1.0/24 via VLAN1 <UP HW_RT>
224.0.0.0/4 via 127.0.0.1 <UP>
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43. show ip source binding {*}JIYF
IPY=2H— RN T4V EHRERRLET,
* UTO—ENoEENEBTEIRULLEE. LU LEEROAERTLET,
“show ip source binding ?"EA A TRE, LTOYTIIY FBRRSNFET,

FXC5426F# show ip source binding ?

dhcp-snooping learn from dhcp snooping

interface ip source binding interface config
static setting from static entries

<cr>

FXC5426F# show ip source binding
Type Port VLAN IP Address IP Mask

Static GigabitEthernet 1/22 1 192.168.11.189 255.255.255.0

44. show ip ssh ¥V F

IR170 SSH B ERMERTLET,
R

FXC5426F# show ip ssh
Switch SSH is enabled

FXC5426F# show ip statistics{ * } YV K
1Pv4 )iy bR EHEHRERTLET
* LTFO—ENoBREDRBTERLGE  ZALEBROAERRLET,
“show ip statistics ?"EAATRE, UTFOYTITY RERRENFET,
FXC5426F# show ip statistics ?
| Output modifiers
icmp IPv4 ICMP traffic
icmp-msg IPv4 ICMP traffic for designated message type
interface Select an interface to configure
system IPv4 system traffic
<cr>

FXC5426F# show ip statistics
IPv4 statistics:
Rcvd: 0 total in 0 byte

0 local destination, 0 forwarding
0 header error, 0 address error, 0 unknown protocol
0 no route, 0 truncated, 0 discarded
Sent: 0 total in 0 byte
0 generated, 0 forwarded
0 no route, 0 discarded
Frags: 0 reassemble (0 reassembled, 0 couldn't reassemble)
0 fragment (0 fragmented, 0 couldn't fragment)
0 fragment created
Mcast: 0 received in 0 byte
0 sent in 0 byte

Bcast: 0 received, 0 sent
IP interface statistics:
IPv4 Statistics on Interface VLAN: 1
Revd: 0 total in 0 byte
0 local destination, 0 forwarding
0 header error, 0 address error, 0 unknown protocol
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0 no route, 0 truncated, 0 discarded

Sent: 0 total in 0 byte
0 generated, 0 forwarded
0 discarded

Frags: 0 reassemble (0 reassembled, 0 couldn't reassemble)
0 fragment (0 fragmented, 0 couldn't fragment)
0 fragment created

Mcast: 0 received in 0 byte
0 sent in 0 byte

Bcast: 0 received, 0 sent

IPv4 ICMP statistics:
Revd: 0 Message, 0 Error
Sent: 0 Message, 0 Error

ICMP message statistics:

46. show ip verify source{ * }JYVF
IPY—2T - FOREEHERTLET .
* LTFO—ENoBENEBETERLZGE ., RALLBEROAERRLET,
“show ip verify source ?"EA AT BE, LTFOYTIYY PR RSNET,
FXC5426F# show ip verify source ?
interface ip verify source interface config
<cr>

FXC5426F# show ip verify source
IP Source Guard Mode : disabled

Port Port Mode Dynamic Entry Limit
GigabitEthernet 1/1 disabled unlimited
GigabitEthernet 1/2 disabled unlimited
GigabitEthernet 1/24 disabled unlimited
10GigabitEthernet 1/1 disabled unlimited
10GigabitEthernet 1/2 disabled unlimited
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47. show ipmc profile{*}JIYF

IP IFFLALD IPMC FO771 IVERERRULET .
* LTO—ENoFENEEEERUEES. A UEEHROSERTUET,
“show ipmc profile ?”EANTBE, UTOHTIYY IR RENET,

FXC5426F# show ipmc profile ?
| Output modifiers

<ProfileName : wordlé6> Profile name in 16 char's
detail Detail information of a profile
<cr>

FXC5426F# show ipmc profile
IPMC Profile is currently disabled, please enable profile to start filtering.

48. show ipmc range{ * }J3IVF

FELL P ULFFvALY RLADEREERRLET,
* LTO—ENoREDEBZERLGE ., RALLBEROAERTLET,
“show ipmc range ?"EANTBE, UTOYTIYY FERRENET,
FXC5426F# show ipmc range ?
| Output modifiers
<EntryName : wordl6> Range entry name in 16 char's
<cr>

FXC5426F# show ipmc range
Range Name . test

Start Address: 224.1.1.25
End Address : 224.1.2.125

49. show ipv6 interface{ * }JYVF
AV3=71—-A0 IPv6 AT—AARHMB LU IR BRERRLET
* UTO—ENEENEBEZERLLES . RELEEROAERTLET,
“show ipv6 interface 2"t AN TBE, UTOHTITY FRRRSNFET,
FXC5426F# show ipv6 interface ?
| Output modifiers
vlan VLAN of IPv6 interface
<cr>

FXC5426F# show ipv6 interface
IPv6 Vlanl interface is down.
Internet address is fe80::217:2eff:felb:b7ff
Static address is not set
IP stack index (IFID) is 2
Routing is disabled on this interface
MTU is 1500 bytes
IPv6o Statistics on Interface VLAN: 1
Rcvd: 0 total in 0 byte
local destination, 0 forwarding
header error, 0 address error, 0 unknown protocol
no route, 0 truncated, 0 discarded
total in 288 bytes
generated, 0 forwarded
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0 discarded

Frags:0 reassemble (0 reassembled, 0 couldn't reassemble)
0 fragment (0 fragmented, 0 couldn't fragment)
0 fragment created

Mcast:0 received in 0 byte
4 sent in 288 bytes

Bcast:0 received, 0 sent

50. show ipv6 mld snooping {*}avYVF

IPv6 DRI FFvAMERZRTLET,
* LTO—ENoFENEEEHERUEBE. R LEEROASERTUET,
“show ipv6 mld snooping ?"E A AT BE, LTFDHTIVY FIERRSNET,

FXC5426F# show ipv6 mld snooping ?
| Output modifiers

detail Detail running information/statistics of MLD snooping
group-database Multicast group database from MLD

mrouter Multicast router port status in MLD

vlan Search by VLAN

<cr>

FXC5426F# show ipv6 mld snooping
MLD Snooping is disabled to stop snooping MLD control plane.

B1. show ipv6 neighbor{*}av>F

IPv6 D21 N—1EHRERRLET,
* LTO—EhoEENEBEEERUEB S, ZULEEROASERTUET,
“show ipv6 neighbor ?”E A DT 3E, LTOHYTIIY FERRSNET,

FXC5426F# show ipv6 neighbor ?
| Output modifiers
interface Select an interface to configure
<cr>

FXC5426F# show ipv6 neighbor

fe80::217:2eff:felb:b801 via VLANl: 00-17-2e-1b-b8-01 Permanent/REACHABLE
fe80::2ae:5cff:fe00:aeb5c via VLANl: 00-ae-5c-c7-ab-d7 Dynamic/DELAY
fe80::2ae:bbff:fe00:aebb via VLANl: 00-ae-bb-4f-ed-c2 Dynamic/PROBE

52. show ipv6 route {*}3IYUF

IPv6 CEEF LI —MERERTLET,
* LTO—EhoEENEBEEERUEB S, ZULEEROASERTUET,
“show ipv6 route ?"EAATRE, LTOHTITIY FBERFRSNET,

FXC5426F# show ipvé route ?
| Output modifiers
interface Select an interface to configure
<cr>

FXC5426F# show ipv6 route
::1/128 via ::1 <UP HOST>
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b3. show ipv6 statistics {*1}

IPv6 Ity M OREHERER R LET
* UTO—EBENoEFENEBEEERUEEE. R4 LEEROASERTUET,
“show ipv6 statistics ?"E A NTBE, UTOYTIVY FBERRENET,

FXC5426F# show ipv6 statistics ?
| Output modifiers

icmp IPv6 ICMP traffic

icmp-msg IPv6 ICMP traffic for designated message type
interface Select an interface to configure

system IPv6 system traffic

<cr>

FXC5426F# show ipv6 statistics
IPv6 statistics:
Rcvd: 32 total in 1840 bytes
32 local destination, 0 forwarding
0 header error, 0 address error, 0 unknown protocol
0 no route, 0 truncated, 0 discarded
Sent: 25 total in 1568 bytes
29 generated, 0 forwarded
0 no route, 0 discarded
Frags: 0 reassemble (0 reassembled, 0 couldn't reassemble)
0 fragment (0 fragmented, 0 couldn't fragment)
0 fragment created

Mcast: 32 received in 1840 bytes
25 sent in 1568 bytes
Bcast: 0 received, 0 sent

IP interface statistics:
IPv6 Statistics on Interface VLAN: 1
Rcvd: 32 total in 1840 bytes
32 local destination, 0 forwarding
0 header error, 0 address error, 0 unknown protocol
0 no route, 0 truncated, 0 discarded
Sent: 25 total in 1568 bytes
25 generated, 0 forwarded
0 discarded
Frags: 0 reassemble (0 reassembled, 0 couldn't reassemble)
0 fragment (0 fragmented, 0 couldn't fragment)
0 fragment created
Mcast: 32 received in 1840 bytes
25 sent in 1568 bytes
Bcast: 0 received, 0 sent
IPv6 ICMP statistics:
Rcvd: 32 Messages, 0 Error
Sent: 27 Messages, 0 Error
ICMP message statistics:
IPv6 ICMP Message: Multicast Listener Report
Rcvd: 0 Packet
Sent: 10 Packets
IPv6 ICMP Message: Multicast Listener Done
Rcvd: 3 Packets
Sent: 0 Packet
IPv6 ICMP Message: Router Solicitation (NDP)
Rcvd: 26 Packets
Sent: 12 Packets
IPv6 ICMP Message: Neighbor Solicitation (NDP)
Rcvd: 0 Packet
Sent: 5 Packets
IPv6 ICMP Message: Neighbor Advertisement (NDP)
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Rcvd: 3 Packets
Sent: 0 Packet
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54. show lacp internal JYVF
I1TO LACP SR EHEHRERTLET,

11 :

FXC5426F# show lacp internal

Port Mode Key Role Timeout Priority
Gi 1/1 Disabled Auto Active Fast 32768
Gi 1/2 Disabled Auto Active Fast 32768
Gi 1/24 Disabled Auto Active Fast 32768
10G 1/1 Disabled Auto Active Fast 32768
10G 1/2 Disabled Auto Active Fast 32768

b5. show lacp neighbor YV F

AL LACP THB LTSI N—1EHRERRLET,
R

56. show lacp statistics YUK
LACP RE LiziR— bty M EHESRER RULET .

il -

FXC5426F# show lacp statistics

Port Rx Frames Tx Frames Rx Unknown Rx Illegal
Gi 1/22 0 5 0 0

Gi 1/23 0 0 0 0

57. show lacp system-id ¥V K

BT0 LACP VAT L ID fEHRERRLET,
41 -

FXC5426F# show lacp system-id
System Priority: 32768

b8. show line {*}aYYF

EE7ILAT- ROBEHRERTLET,
* LTO—ENoREDEBTERLZGE . RALLBEROHERRLET .
“show linet ?"E AT BE, LLTOH TV FHRRSNET,
FXC5426F# show line ?
| Output modifiers
alive Display information about alive lines
<cr>

FXC5426F# show line

Line is con 0.
* You are at this line now.
Alive from Console.
Default privileged level is 2.
Command line editing is enabled
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Display EXEC banner is enabled.
Display Day banner is enabled.
Terminal width is 80.
length is 24.
history size is 32.
exec-timeout is 10 min 0 second.
Current session privilege is 15.
Elapsed time is 0 day 0 hour 25 min 2 sec.
Idle time is 0 day 0 hour 0 min 0 sec.
Line is vty 0.
Not alive.
Default privileged level is 2.
Command line editing is enabled
Display EXEC banner is enabled.
Display Day banner is enabled.
Terminal width is 80.
length is 24.
history size is 32.
exec-timeout is 10 min 0 second.
Current session privilege is 0.
Elapsed time is 0 day O hour 0 min 0 sec.
Idle time is 0 day 0 hour 0 min 0 sec.
Line is vty 1.
Not alive.
Default privileged level is 2.
Command line editing is enabled
Display EXEC banner is enabled.
Display Day banner is enabled.
Terminal width is 80.
length is 24.
history size is 32.
exec-timeout is 10 min O second.
Current session privilege is 0.
Elapsed time is 0 day O hour 0 min 0 sec.
Idle time is 0 day 0 hour 0 min 0 sec.

59. show |ldp neighbors{*}avY>F

LLDP THRB LR N—1EHERRLET,
* UTO—BENoEFENEBEEERUEEES. R4 LEEROASERTUET,
“show lldp neighbors ?"¢ AT 3L, LLTOHTITY FIARRSNET,

FXC5426F# show 1lldp neighbors ?
| Output modifiers
interface Interface to display.
<cr>

FXC5426F# show 11ldp neighbors
No LLDP entries found

60. show |ldp statistics{*1JYUF

LLDP TEGLEERA N—DIY M—1EHELU NNy M sHERERRLET
* UTO—ENHENEETERUVLEE . RBVEEROAERRLET,
“show lldp lldp statistics ?"E AT 3E, LLTOHTITY FERRSNET,
FXC5426F# show lldp statistics ?

| Output modifiers

interface Interface to display.

<cr>
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FXC5426F# show 1ldp statistics
LLDP global counters
Neighbor entries was last changed at 1970-01-01T00:00:00+00:00 (12490 secs.
ago) .
Total Neighbors Entries Added 0.
Total Neighbors Entries Deleted 0.
Total Neighbors Entries Dropped O.
Total Neighbors Entries Aged Out 0.
LLDP local counters
Rx Tx Rx Rx Rx TLV Rx TLV Rx
TLV
Interface Frames Frames Errors Discards Errors
Unknown Organiz. Aged

GigabitEthernet 1/1 0 0 0 0 0 0 0
gigabitEthernet 1/2 0 0 0 0 0 0 0
0

éigabitEthernet 1/24 0 0 0 0 0 0 0
SOGigabitEthernet 1/1 0 0 0 0 0 0 0
SOGigabitEthernet 1/2 0 0 0 0 0 0 0
0

61. show logging {*}avYVF

IR1TO system log LU system log FZFEERRLET,
* LTFO—Eh B ENEBERIRLEGE ., Y LEEROAERTLET,
“show logging 2", AATRE, ULTDOHITIATY FBERFRSNET,

FXC5426F# show logging ?
<logging id: 1-4294967295> Logging ID
| Output modifiers

error Error

info Information
switch Switch
warning Warning
<cr>

FXC5426F # show logging

Switch logging host mode is disabled
Switch logging host address is null
Switch logging level is information
Number of entries on Switch 1:

Info : 0

Warning : 0

Error : 0

All : 0

ID Level Time Message

1 Info 1970-01-01T00:00:08+00:00 Link up on switch 3, port 24
2 1Info 1970-01-01T00:00:08+00:00 login successful
3 Info 1970-01-01T00:00:11+00:00 logout
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62. show loop—protect {*}JIVF
=T RIBRDFRESLVAT-HIAERRTLET,
* UTO—ENoEENEBTEIRULLEE. LU LEEROAERTLET,
“show loop-protect ?"E AN TBE, LTOHTIYY IR REINET,

FXC5426F# show loop-protect ?
interface Interface status and configuration
<cr>

FXC5426F# show loop-protect
Loop Protection Configuration

Loop Protection : Disable
Transmission Time : 5 sec
Shutdown Time : 180 sec

GigabitEthernet 1/1
Loop protect mode is enabled.
Action is shutdown.
Transmit mode is enabled.
No loop.
The number of loops is 0.
Status is down.
GigabitEthernet 1/2
Loop protect mode is enabled.
Action is shutdown.
Transmit mode is enabled.
No loop.
The number of loops is 0.
Status is down.

GigabitEthernet 1/24

Loop protect mode is enabled.

Action is shutdown.

Transmit mode is enabled.

No loop.

The number of loops is O.

Status is down.
10GigabitEthernet 1/1

Loop protect mode is enabled.

Action is shutdown.

Transmit mode is enabled.

No loop.

The number of loops is 0.

Status is down.
10GigabitEthernet 1/2

Loop protect mode is enabled.

Action is shutdown.

Transmit mode is enabled.

No loop.

The number of loops is 0.

Status is down.
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63. show mac address-table{*}J<Y>F

MAC 7 RLAT—J IV B LUEDOMEEDEHRERRLET,
* LTO—ENoEFENEBEEHERUEBES. R LEEROASERTUET,
“show mac address—table ?"¢ A T 3BE, ULTOHTITY FRRRENZET,

FXC5426F# show mac address-table ?
| Output modifiers

address MAC address lookup
aging-time Aging time
conf User added static mac addresses
count Total number of mac addresses
interface Select an interface to configure
learning Learn/disable/secure state
static All static mac addresses
vlan Addresses in this VLAN
<cr>

R

FXC5426F# show mac address-table

Type VID MAC Address Ports

Static 1 ff:ff:ff:ff:ff:ff GigabitEthernet 1/1-24 10GigabitEthernet

1/1-2 CPU

64. show mac address-table aging-time YV F

MAC 7 RLAT=IINDI-I VT34 LERRLET,
R

FXC5426F# show mac address-table aging-time
MAC Age Time: 300

65. show mac address-table count{* }JYYF
MAC 7 RLAT=TIL0ZEEHERRTLET,
* LTO—EhoFENEBEEERLEGE. RALEEROHFERTUET,
“show mac address—table count 2"t A A TBE, UTFOYTITYY FBERRSNET,

FXC5426F# show mac address-table count ?
| Output modifiers
interface Select an interface to configure
<cr>

FXC5426F# show mac address-table count
Port Dynamic addresses

1 1
2 0
3 277
24 35
25 0
26 148
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66. show mac address-table learning{*}JYVF

MAC 7 RLAT—TIDEE A iZERRLET,
* UTO—ENoEENEBTEIRULLEE. U UEEROAERTLET,
“show mac address-table learning ?"E AN TBE, LLTOYTIYY FBRRENFET,

FXC5426F# show mac address-table learning ?
| Output modifiers
interface Select an interface to configure
<cr>

FXC5426F# show mac address-table learning
Port Learning
GigabitEthernet 3/1 Auto

GigabitEthernet 3/2 Auto

GigabitEthernet 3/3 Auto

10GigabitEthernet 3/1 Auto
10GigabitEthernet 3/2 Auto

67. show mac—auth-username J¥Y K
MAC 7 RU AR - iE#RERRLET,
R

FXC5426F# show mac-auth-username
mac auth username format:with-hyphen lower-case

68. show mvr {*}1JIVF
MVR B EHLUVAT—HAERRLET,
* LTO—ENoFENEBEEHERUEB S, ZALEEROASERTUET,
“show mvr 2"EANTBE, LTFOYTIYY FRRRENET,

FXC5426F# show mvr ?
| Output modifiers

detail Detail information/statistics of MVR group database
group-database Multicast group database from MVR

name Search by MVR name

vlan Search by VLAN

<cr>

FXC5426F# show mvr
MVR is currently disabled, please enable MVR to start group registration.
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69. show ntp status JYVFK

AHEDIAT LA LOREFRERTLUET,
R

FXC5426F# show ntp status
NTP Mode : disabled
Idx Server IP host address (a.b.c.d) or a host name string

70. show platform phy {*}aIVF

AHED Ether ih— FD PHY DIEHRERRLET,
* LTO—ENoFENEEEHERUEBE. R LEEROAERTUET,
“show platform phy ?"EAAT3E, LLTFOYTIYY FERRENET,

FXC5426F# show platform phy ?
| Output modifiers

failover Failover status

id

instance PHY Instance Information

interface

status

<cr>
51 -
FXC5426F# show platform phy
Port API Inst WAN/LAN/1G Mode Duplex Speed Link
21 Default 1G ANEG - - Yes
22 Default 1G ANEG - - Yes
23 Default 1G ANEG - - No
24 Default 1G ANEG - - No
25 Default LAN - - - No
26 Default LAN - - - No

71. show platform phy failover JYYVFE

AEDITINA—-N—AT—BAERRLET,
R

FXC5426F# show platform phy failover
Port Active Channel Broadcast After reset
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72. show platform phy id {*}3JYYF

A#40) Ether ii— D PHY ID DIERERRLET
* UTO—ENoEENEBTEIRLLEES. U LEEROAERTLET,
“show platform phy ?"¢ A T3, UTDOHTIYY RERRSNET,

FXC5426F# show platform phy id ?
| Output modifiers

interface

<cr>
51 -
FXC5426F# show platform phy id
Port Channel API Base Phy Id Phy Rev.
21 0 0 (lg) 8504 2
22 1 0 (lg) 8504 2
23 2 0 (1lqg) 8504 2
24 3 0 (lg) 8504 2
25 1 25 (109) 8488 5
26 0 25 (10qg) 8488 5

13. show platform phy instance
AN PHY D1 VARV AEHRERRTLET,

151

FXC5426F# show platform phy instance
Next Restart : Cold
Previous Restart : Cold
Current API Version 01
Previous API Version : 0

Phy Instance Restart Source :1G
Phy Instance Restart Port :0
Current Phy Start Instance :none

74. show platform phy status {*}3J9VF

AE2ROD PHY AT—HAAERRLET,
* UTO—ENEENEE*RIRLEEE . Y LEEROAERTLET,
“show platform phy status ?"E AN BE, UTOHTITYY FHRRENET,

FXC5426F#show platform phy status ?
| Output modifiers
interface
<cr>

FXC5426F# show platform phy status
Port Issues seen during 1G PHY warmstart Issues during 10G PHY WS

1 No No
2 No No
3 No No
24 No No
25 No No
26 No No
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75. show port-security port {*}J9VF
AHOER— M F1)T1OERERTLET,
* UTO—EBENoEFENEBEEERUEEE. R4 LEEROASERTUET,
“show port-security port 2"¢ AHTRE, LTOHITIATY FERFRENET,

FXC5426F# show port-security port ?
| Output modifiers
interface
<cr>

FXC5426F# show port-security port
GigabitEthernet 2/1

<none>
GigabitEthernet 2/2

MAC Address VID State Added Age/Hold Time

<none>

GigabitEthernet 2/24

MAC Address VID State Added Age/Hold Time

<none>

MAC Address VID State Added Age/Hold Time

<none>
10GigabitEthernet 2/2
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76. show port-security switch {*}J<YVF

AMYFEEDR— X1 T EHRERTLET,
* LTO—ENoREDEBETERLZGE . RALLEROAERRLET,
“show port-security switch ?”E A T3, LTFOH TV RERFRSNET,
FXC5426F# show port-security switch ?
| Output modifiers
interface
<cr>

FXC5426F# show port-security switch
Users:

L = Limit Control

8 = 802.1X

D = DHCP Snooping

V = Voice VLAN

Interface Users State MAC Cnt

GigabitEthernet 2/1 ---- No users 0
GigabitEthernet 2/2 ---- No users 0
GigabitEthernet 2/3 ---- No users 0
GigabitEthernet 2/22 ---- No users 0
GigabitEthernet 2/23 ---- No users 0
GigabitEthernet 2/24 ---— No users 0

77. show privilege JIVF

ABEDIFEOV O EFRERRUET,
E

| The order is as the input sequence and |
| the last one has the highest priority. |
privilege configure level 15 interface
privilege configure level 15 default
privilege configure level 15 vlan
privilege interface level 10 switchport
privilege interface level 10 speed
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78.show pvlan [ <pvlan_list> 1 {*}JIYVFK

AHNDTF4 -k VLAN O EBERERTLET,
* UTO—EBENoEFENEBEEERUEEE. R4 LEEROASERTUET,
“show pvlan 2" E A AT BE, UTOYTITY RPIRTRENET,

FXC5426F# show pvlan ?
interface List of port type and port ID, ex, Fast 1/1 Gigabit 2/3-5
Gigabit 3/2-4 Tengigabit 4/6

<cr>
R
FXC5426F# show pvlan interface *
Port Isolation
GigabitEthernet 1/1 Disabled
GigabitEthernet 1/2 Disabled
GigabitEthernet 1/3 Disabled
GigabitEthernet 1/24 Disabled
10GigabitEthernet 1/1 Disabled
10GigabitEthernet 1/2 Disabled

79. show qos {*}aIVF

AN QoS FHEZERRLET,
* UTO—ENEENEEZERLLES. REUEEROAERTLET,
“show qos ?"EANTRE, UTFOHTIYY MR RSNET,

FXC5426F# show qos ?
| Output modifiers

interface Interface

maps Global QoS Maps/Tables

qce QoS Control Entry

wred Weighted Random Early Discard
<cr>

FXC5426F# show gos

interface GigabitEthernet 1/1

qos cos 0

qos dpl 0

gos trust dscp disabled

gos policer mode: disabled, rate: 500 kbps

qos shaper mode: disabled, rate: 500 kbps

qos queue-shaper queue 0 mode: disabled, rate: 500 kbps, excess: disabled

gos wrr mode: disabled, weight: g0:17 gl:17 g2:17 g3:17 g4:17 g5:17
qos tag-remark classified

qos map cos-tag cos 0 dpl 0 pcp 1 dei O

qos dscp-translate disabled
qos dscp-classify disabled
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gos dscp-remark disabled

gos storm unicast mode: disabled, rate: 500 kbps
gqos storm broadcast mode: disabled, rate: 500 kbps
gos storm unknown mode: disabled, rate: 500 kbps

gos wred:
Queue Mode Min Th Mdp 1 Mdp 2 Mdp 3
0 disabled 0 1 5 10

DSCP Trust Cos Dpl
0 (BE) disabled 0 0
1 disabled 0 0

gos map dscp-ingress-translation:

DSCP Translated DSCP

gos map dscp-classify:

DSCP Classify
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80. show gos maps {*}aIVF

AHED QoS IV DIEHRERTLET,
* UTO—ENoEFENEBEEEIRUVEES., U LEEROHERTLET,
“show qos maps ?"EANTBRE, UTOHTITY FRRREINFET,

FXC5426F# show gos maps ?
| Output modifiers

cos-dscp Map for cos to dscp

dscp-classify Map for dscp classify enable
dscp-cos Map for dscp to cos
dscp-egress-translation Map for dscp egress translation
dscp-ingress-translation Map for dscp ingress translation
<cr>

FXC5426F# show gos maps
gos map dscp-cos:

0 (BE) disabled 0 0
1 disabled 0 0

gos map dscp-ingress-translation:

DSCP Translated DSCP

qgos map dscp-classify:

DSCP Classify
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81. show gos qce {*}aYVF

AN QoS M QCE 1EHERTLET,
* LTO—ENoFENEBEEERUEBES. R LEEROASERTUET,
“show qos qce ?"EAATIE, UTFOYTITY RPERRENFET,

FXC5426F# show gos qgce ?
<Id : 1-4096> QCE ID
| Output modifiers

FXC5426F# show qos qce 1
static gqce 1:

switch: any
port: 1-26
key parameters:
tag:

type:any

vid: any

pcp: any

dei: any
smac: any
dmac: any
frametype: any
action parameters:
cos: 1

dpl: default
dscp: default

82. show qos wred JVYVFK
AHED QoS DF1—CLDEREERTLET,

R

FXC5426F# show gos wred

gos wred:

Queue Mode Min Th Mdp 1 Mdp 2 Mdp 3
0 disabled 0 1 5 10

1 disabled 0 1 5 10

2 disabled 0 1 5 10

3 disabled 0 1 5 10

4 disabled 0 1 5 10

5 disabled 0 1 5 10
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83. show radius-server{* }JYVF

AHED RADIUS H—N\EEEERERRTLES,
* UTO—ENHFENEBEZERLZGE . RBALERHROA ZRRLET,
“show radius—server 2"t A AT RE, LTFOYTIVY FBRTRENET,
FXC5426F# show radius-server ?

| Output modifiers

statistics RADIUS statistics

<cr>
R
FXC5426F# show radius-server
Global RADIUS Server Timeout : 5 seconds
Global RADIUS Server Retransmit : 3 times

Global RADIUS Server Deadtime : 0 minutes
Global RADIUS Server Key :

Global RADIUS Server Attribute 4

Global RADIUS Server Attribute 95

Global RADIUS Server Attribute 32

No hosts configured!

84. show rmon alarm {*}JvYYF

AHED RMON 75— LR EEHRERRTLET,
* LTO—EBENFENEBEEERULEGE. R4 LEEROASERTUET,
“show rmon alarm ?"E A AT 3L, LTFOHTIVY FBERRENET,

FXC5426F# show rmon alarm ?
<1~65535> Alarm entry list
| Output modifiers

<cr>

il

FXC5426F# show rmon alarm 1

Alarm ID : 1
Interval : 10000
Variable : .1.3.6.1.2.1.2.2.1.10.1
SampleType : absoluteValue
Value S
Startup : risingOrFallingAlarm
RisingThrld : 20000000
FallingThrld : 20000
RisingEventIndex : 0
FallingEventIndex I

% The configure switch ID 1 is non-existing.
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85. show rmon event {*}avYVEK

AN RMON 1 XY DR EERER RLET,
* LTO—ENoFENEBEEERUEB S, R LEEROASERTUET,
“show rmon event ?"¢ AT 3L, LTOHTIYY R RENET,

FXC5426F# show rmon event ?
<1~65535> Event entry list
| Output modifiers

<cr>
151 -
FXC5426F# show rmon event 1
Event ID : 1
Description
Type ! none
Community : public
LastSent : Never

86. show rmon history {*}3JYVF

A0 RMON EAM)—DERFEIFHRERRLET,
* LTO—ENoFENEEEHERUEBES. ZALEEROAERTUET,
“show rmon history ?"E AT BE, UTOHTITY FERRENET,

FXC5426F# show rmon history ?
<1~65535> History entry list
| Output modifiers

<cr>
R
FXC5426F# show rmon history
History ID : 1
Data Source : .1.3.6.1.2.1.2.2.1.1.21
Data Bucket Request : 50
Data Bucket Granted : 50
Data Interval : 1800
% The configure switch ID 1 is non-existing.
History ID : 2
Data Source : .1.3.6.1.2.1.2.2.1.1.21
Data Bucket Request : 50
Data Bucket Granted : 50
Data Interval : 1800

% The configure switch ID 1 is non-existing.
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87. show rmon statistics {*}avYFK

AHED RMON #fstH1EHRERRTLET,
* UTO—ENoEENEBTEIRULLGE. U LEEROAERTLET,
“show rmon statistics 2"t ANTBE, UTOHTIATY FRARRENET,

FXC5426F# show rmon statistics ?
<1~65535> Statistics entry list
| Output modifiers

FXC5426F# show rmon statistics 1
Statistics ID : 1

Data Source : .1.3.6.1.2.1.2.2.1.1.21
% The configure switch ID 1 is non-existing.

88. show running-config {*}JYVE

AETIREEELTVIREFERERRTLET,
* LTO—ENoFENEBEEHERUEBES. ZALEEROASERTUET,
“show running-config ?"E A AT 3L, LTOHYITITY FRRRSNET,

FXC5426F# show running-config ?
| Output modifiers

all-defaults Include most/all default values

feature Show configuration for specific feature
interface Show specific interface(s)

line Show line settings

vlan VLAN

<cr>

FXC5426F# show running-config

Building configuration...

username admin privilege 15 password encrypted YWRtaW4=
I

vlan 1

|

vlan 3
|

vlan 10
|

vlan 20
|

ip route 0.0.0.0 255.255.255.0 192.168.1.1
spanning-tree mst name 00-ff-ff-ff-ff-ff revision O
voice vlan oui 00-ff-ff description Cisco phones

interface GigabitEthernet 1/1

no spanning-tree
|

interface GigabitEthernet 1/2

no spanning-tree
I

interface GigabitEthernet 1/3
no spanning-tree
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interface vlan 1
ip address 192.168.1.1 255.255.255.

line vty 14
!

line vty 15

89. show running-config all-defaults Y2 F

2TORENNHBEERTLET,

51 -

FXC5426F# show running-config all-defaults
Building configuration...

no logging

no logging on

no logging host

logging level info

username admin privilege 15 password encrypted YWRtaWi=
no access management

no loop-protect

loop-protect transmit-time 5

loop-protect shutdown-time 180

90. show sflow IV F

ABED sflow DIEHRERTLET .
* UTO—ENoEENEBTEIRLLGE. U UEEROAERTLET,
“show sflow ?"E AN TR, UTOHTIYY RERRSNET,

FXC5426F# show sflow ?
| Output modifiers
statistics sFlow statistics.
<cr>

FXC5426F# show sflow
Agent Configuration:

Agent Address: 127.0.0.1
Receiver Configuration:

Owner : <none>

Receiver : 0.0.0.0

UDP Port : 6343

Max. Datagram : 1400 bytes
Time left : 0 seconds

No enabled collectors (receivers). Skipping displaying per-port info.

91. show sflow statistics receiver JYVF
D sflow DL Y- NO#EHEHRERRUET,
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FXC5426F# show sflow statistics receiver

Tx Successes Tx Errors Flow Samples Counter Samples
0 0 0 0
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92. show sflow statistics samplers Y2 F

AHED sflow DYV T5—DHEHERERRLET,
* LTO—ENoFENEBEEERUEB S, R LEEROASERTUET,
“show sflow statistics samplers ?"E A AT 3L, LTFOHTITY FERFRSNET,

FXC5426F# show sflow statistics samplers ?
| Output modifiers

* All switches or All ports
GigabitEthernet 1 Gigabit Ethernet Port

10GigabitEthernet 10 Gigabit Ethernet Port
<range list> runtime, see sflow_icli functions.c
<cr>

FXC5426F# show sflow statistics samplers
Per-Port Statistics:

Interface Rx Flow Samples Tx Flow Samples Counter Samples
GigabitEthernet 2/1 0 0 0
GigabitEthernet 2/2 0 0 0
GigabitEthernet 2/3 0 0 0
GigabitEthernet 2/24 0 0 0
10GigabitEthernet 2/1 0 0 0
10GigabitEthernet 2/2 0 0 0
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93. show snmp {*}OYUF
ABED SNMP S EfEHRZRRLET,
* UTO—ENoEENEBTEIRULLEE. U LEEROAERTLET,
“show snmp ?"E AN TRE, UTOHTIVY FERRENET,

FXC5426F# show snmp ?
| Output modifiers

access access configuration

community Community

host Set SNMP host's configurations
mib MIB (Management Information Base)
security-to-group security-to-group configuration

user User

view MIB view configuration

<cr>

FXC5426F# show snmp
SNMP Configuration

SNMP Mode : enabled

SNMP Version : 2c

Read Community : public

Write Community : private
Trap Mode : disabled
Trap Version 01
SNMPv3 Communities Table:

Community : public

Source IP : 0.0.0.0

Source Mask : 0.0.0.0

Community : private

Source IP : 0.0.0.0

Source Mask : 0.0.0.0
SNMPv3 Users Table:

User Name : default user
Engine ID : 800007e5017£000001
Security Level : NoAuth, NoPriv
Authentication Protocol: None

Privacy Protocol : None

SNMPv3 Groups Table;

Security Model vl

Security Name : public

Group Name : default ro group
Security Model : vl

Security Name : private

Group Name : default rw group
Security Model : v2c

Security Name : public

Group Name : default ro group
Security Model : v2c

Security Name : private

Group Name : default rw group
Security Model : v3

Security Name : default user

Group Name : default rw group
SNMPv3 Accesses Table:

Group Name : default ro group

Security Model :any

Security Level : NoAuth, NoPriv

Read View Name : default view

Write View Name: <no writeview specified>
Group Name : default rw group
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Security Model : any
Security Level : NoAuth, NoPriv
Read View Name : default view

Write View Name : default view
SNMPv3 Views Table:

View Name : default view
OID Subtree : .1
View Type : included

94. show snmp access {* }JdYVF

SNMP 7HEATV M)E&RRLET,
* LTO—ENFENEBEEHERUEBES. R LEEROAERTUET,
“show snmp access ?"EANTRE, UTOHTIYY IR RSINET,

FXC5426F# show snmp access ?
| Output modifiers

<GroupName : word32> group name
<cr>
E
FXC5426F# show snmp access
Group Name : default ro group
Security Model T any
Security Level : NoAuth, NoPriv
Read View Name : default view
Write View Name: <no writeview specified>
Group Name : default rw group
Security Model 1 any
Security Level : NoAuth, NoPriv
Read View Name : default view

Write View Name: default view

95. show snmp community v3 {*}JYVF

AHD SNMPV3 11T B RV IP REERTLET
* UTO—ENHENBEE ZERULIGE . REULEBROAERTLET,
“show snmp community v3 ?"E A TR, UTOHTIYY RERRSNET,
FXC5426F# show snmp community v3 ?
| Output modifiers
<Community : word32> Specify community name
<cr>

151 -

FXC5426F# show snmp community v3
Community : public

Source IP : 0.0.0.0

Source Mask : 0.0.0.0

Community : private

Source IP : 0.0.0.0

Source Mask : 0.0.0.0

96. show snmp host {*}JIVF
SNMP R PDEE EEHRER R LET,

* UTO—EBENEFENEBEEHERUEEE. R4 LEEROASERTUET,
“show snmp host ?"E AN TBE, UTOHTIYY FERRENET,
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FXC5426F# show snmp host ?
| Output modifiers
<ConfName : word32>Name of the host configuration

aaa AAA event group
interface Interface event group
switch Switch event group
system System event group
<cr>

il -

FXC5426F# show snmp host

Trap Global Mode : Enabled

Trap test (ID:0) is Disabled

Community : Public

Destination Host : 0.0.0.0

UDP Port : 162

Version : V2C

Inform Mode : Disabled

Inform Timeout : 3

Inform Retry : 5

97. show snmp mib context YV F
PHUATTRER AHED MIB 1EHRERTLET,

1) :
FXC5426F# show snmp mib context
BRIDGE-MIB
- dotldBase (.1.3.6.1.2.1.17.1)
- dotldTp (.1.3.6.1.2.1.17.4)
ENTITY-MIB

- entityMIBObjects (.1.3.6.1.2.1.47.1)
EtherLike-MIB

- transmission (.1.3.6.1.2.1.10)
IEEE8021-BRIDGE-MIB

- ieee8021BridgeBasePortTable (.1.3.111.2.802.1.1.2.1.1.4)
IEEE8021-MSTP-MIB

- ieee8021MstpMib (.1.3.111.2.802.1.1.6)
IEEE8021-PAE-MIB

- ieee8021lpaeMIB (.1.0.8802.1.1.1.1)
IEEE8021-Q-BRIDGE-MIB

- ieee80210BridgeMib (.1.3.111.2.802.1.1.4)
IEEE8023-LAG-MIB

- lagMIBObjects (.1.2.840.10006.300.43.1)

SFLOW-MIB

- sFlowAgent (.1.3.6.1.4.1.14706.1.1)
SMON-MIB

- switchRMON (.1.3.6.1.2.1.16.22)
SNMP-FRAMEWORK-MIB

- snmpEngine (.1.3.6.1.6.3.10.2.1)
SNMP-MPD-MIB

- dotldTpHCPortTable (.1.3.6.1.2.1.17.4.5)

- snmpMPDStats (.1.3.6.1.6.3.11.2.1)
SNMP-USER-BASED-SM-MIB

- usmStats (.1.3.6.1.6.3.15.1.1)

- usmUserTable (.1.3.6.1.6.3.15.1.2)
SNMP-VIEW-BASED-ACM-MIB
- vacmContextTable (.1.3.6.1.6.3.16.1.1)
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- vacmSecurityToGroupTable (.1.3.6.1.6.3.16.1.2)
- vacmAccessTable (.1.3.6.1.6.3.16.1.4)
- vacmMIBViews (.1.3.6.1.6.3.16.1.5)
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98. show snmp mib ifmib iflndex JYVF

A Ifmib DIFHERTLET
il -

FXC5426F# show snmp mib ifmib ifIndex
ifIndex ifDescr

1 Switch 1 - Port 1
2 Switch 1 - Port 2
3 Switch 1 - Port 3

GigabitEthernet 1/1
GigabitEthernet 1/2
GigabitEthernet 1/3

24 Switch 1 - Port 24 GigabitEthernet 1/24
25 Switch 1 - Port 25 10GigabitEthernet 1/1
26 Switch 1 - Port 26 10GigabitEthernet 1/2
50001 VLAN 1 vlan 1
60001 1IP Interface 1 vlan 1

99. show snmp security-to-group {*}JYVF

SNMP £F1YT1HI—T IV NERRLET,
* LTO—ENoFENEBEEHERUEBES. R LEEROASERTUET,
“show snmp security—to—group ?"E A AT BE, LTOYTIVY FBRRENET,

FXC5426F# show snmp security-to-group ?
| Output modifiers
vl vl security model
v2c v2c security model
v3 v3 security model

FXC5426F# show snmp securlty to-group

100.

Security Model
Security Name
Group Name
Security Model
Security Name
Group Name
Security Model
Security Name
Group Name
Security Model
Security Name
Group Name
Security Model
Security Name
Group Name

vl
: private
default rW_group

vl

: public

default ro group

v2c

: public

default ro group
v2c

: private

default rw group
v3

default user
default rw group

show snmp user {*}JYVF

SNMP 1-H01E#HzR=LET,
* LTO—ENoEFENEBEEERUEBES. R LEEROASERTUET,
“show snmp user ?"EANTRE, UTOHTIVY FERRENET,

FXC5426F# show snmp user ?

|
<Username
<cr>

word32>

Output modifiers
Security user name
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R

FXC5426F# show snmp user

User Name : default user

Engine ID : 800007e5017£000001
Security Level : NoAuth, NoPriv
Authentication Protocol : None

Privacy Protocol : None

101. show snmp view {*}JYVF

SNMP E1—-DfE#ZzRRLET
* LTO—EBENEFENEBEEHERUESE. R4 LEEROASERTUET,
“show snmp view ?"E AN TRE, UTOHTIYY FRRRENET,

FXC5426F# show snmp view ?
| Output modifiers

<ViewName : word32> MIB view name
<cr>

51 -

FXC5426F# show snmp view

View Name : default view

OID Subtree : .1

View Type : included

102. show spanning-tree {*}JYVE
ABEOAN VTV -DFREERRUET,
* UTO—ENEENEBEZERLLES. RS UEEROAERTLET,
“show spanning-tree 2"t AT BE, UTOHTITY FRRRENET,

FXC5426F# show spanning-tree ?
| Output modifiers

active STP active interfaces
detailed STP statistics
interface Choose port
mst Configuration
summary STP summary
<cr>

FXC5426F# show spanning-tree
CIST Bridge STP Status

Bridge ID : 32768.00-17-2E-FF-FF-FF

Root ID : 32768.00-17-2E-FF-FF-FF

Root Port .

Root PathCost : 0

Regional Root : 32768.00-17-2E-FF-FF-FF
Int. PathCost : 0

Max Hops : 20

TC Flag : Steady

TC Count : 0

TC Last .

Port Port Role State Pri PathCost Edge P2P Uptime
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103. show spanning-tree active 2~ F
POT4TBANZ T - tERERTUET,
11 :

FXC5426F# show spanning-tree active
CIST Bridge STP Status

Bridge ID : 32768.00-17-2E-FF-FF-FF

Root ID : 32768.00-17-2E-FF-FF-FF

Root Port i

Root PathCost : 0

Regional Root : 32768.00-17-2E-FF-FF-FF
Int. PathCost : 0

Max Hops : 20

TC Flag : Steady

TC Count : 0

TC Last -

Port Port Role State Pri PathCost Edge P2P Uptime

104. show spanning-tree detailed {*}JYVF

ARZIGD) - DOV ERERTLET
* UTO—ENHENBEE ZERULIEE . RELLEBROAERTLET,
“show spanning-tree detailed ?"¢ A N T 3E, LTOHTIVY FBRTRENET,
FXC5426F# show spanning-tree detailed ?
| Output modifiers
interface List of port type and port ID, ex, Fast 1/1 Gigabit 2/3-5
Gigabit 3/2-4 Tengigabit 4/6

FXC5426F# show spanning-tree detailed
Port Rx MSTP Tx MSTP Rx RSTP TxRSTP Rx STP Tx STP RxTCN Tx
TCN Rx Ill. Rx Unk.

105. show spanning-tree mst {*}JYVF

RO MSTP FJUyIDAT—ARERRLET,
* UTO—ENHENBEZERULISE . BB LLEBROAERTLET,
“show spanning-tree mst "¢ A AT RE, UTFOHTIYY IR RENET,
FXC5426F# show spanning-tree mst ?
<Instance : 0-7> Choose port
| Output modifiers
configuration STP bridge instance no (0-7, CIST=0, MST2=1...)
<cr>

FXC5426F# show spanning-tree mst
CIST Bridge STP Status

Bridge ID : 32768.00-17-2E-FF-FF-FF
Root ID : 32768.00-17-2E-FF-FF-FF
Root Port H

Root PathCost: 0
Regional Root: 32768.00-17-2E-FF-FF-FF
Int. PathCost: O
Max Hops : 20
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TC Flag : Steady

TC Count : 0

TC Last .

Mst Port Port Role State Pri PathCost Edge P2P Uptime
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106. show spanning-tree mst configuration =< F

AHD MST O VLAN IvEV TR EFHERTLET

R

FXC5426F# show spanning-tree mst configuration
MSTI1 No VLANs mapped

MSTI2 ©No VLANs mapped

MSTI3 No VLANs mapped

MSTI4 No VLANs mapped

MSTI5 No VLANs mapped

MSTI6 No VLANs mapped

MSTI7 No VLANs mapped

107. show spanning-tree summary JYYF

ANV - IEROMEERRLET,
R

FXC5426F# show spanning-tree summary
Protocol Version: RSTP

Max Age : 20
Forward Delay : 15

Tx Hold Count )

Max Hop Count : 20

BPDU Filtering : Disabled
BPDU Guard : Disabled
Error Recovery : Disabled

CIST Bridge is active

108. show switch stack JYVF
A1VFDARYDIRBEIC OV TOEHRER T LET .
* LTO—EhoEENEBEEERUEB S, ZULEEROASERTUET,
“show switch stack 2" AT dE, LTOHTITY FRRRENFET,

FXC5426F# show switch stack ?

details Detail information

<cr>
51 -
FXC5426F# show switch stack
Stack Interface A : 10GigabitEthernet 2/1
Stack Interface B : 10GigabitEthernet 2/2

Forwarding Master

Stack Member SID Intf A Intf B Prio Time
*00-17-2e-FF-FF-F2 2 Local Local 1 01:27:44

00-17-2e-FF-FF-F1 1 Currently not present in stack
00-17-2e-FF-FF-F3 3 Currently not present in stack

109. show switch stack details JYVF
A1YFDARYDIRBEC OV C ML ERER R UET,

R

FXC5426F# show switch stack details

Stack topology : Standalone

Stack Member Count : 1

Last Topology Change: 1970-01-01T00:00:00+00:00
Master Switch : 00-17-2e-FF-FF-F2
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Last Master Change : 1970-01-01T00:00:00+00:00
Stack Interface A : 10GigabitEthernet 2/1
Stack Interface B : 10GigabitEthernet 2/2
Forwarding Master
Stack Member SID Intf A Intf B Prio Time Reelect
*00-17-2e-FF-FF-F2 2 Local Local 1 01:28:30 0

00-17-2e-FF-FF-F1 1 Currently not present in stack
00-17-2e-FF-FF-F3 3 Currently not present in stack
Intf A Intf B
Link State: Up Down
SPROUT State: Down Down
SPROUT Update Counters:
Rx PDUs: 1608 0
Tx Periodic PDUs: 1607 0
Tx Triggered PDUs: 1
Tx Policer Drops: 0
Rx Errors: 0
Tx Errors: 0
SPROUT Alert Counters:
Rx PDUs: 0 0
Tx PDUs: 0 0
Tx Policer Drops: 0 0
Rx Errors: 0 0
Tx Errors: 0 0

110. show switchport forbidden {*}JIVF
VLAN ID OZ1ER—bDIV M -E2RRLET,
* LTO—ENoFENEEEHERUESE. R4 LEEHROHSERTUET,
“show switchport forbidden 2”& A 1T 3E. L TOHTITY FiRRENET,

FXC5426F# show switchport forbidden ?
| Output modifiers

name name - Show forbidden access for specific VLAN name.
vlan vid - Show forbidden access for specific VLAN id.
<cr>

FXC5426F# show switchport forbidden
VID 1Interfaces

111. show switchport forbidden name <name>J<>F
$BELE VLAN £070 2 A2 IEiR— bMOIEHRER TLET,

il -

FXC5426F# show switchport forbidden name V100eigyou
VID VLAN Name Interfaces

100 V100eigyou 25,26

112. show switchport forbidden vlan <vlan_id>JY>F

$8E U VLAN ID D7Dt AZ IER— FOIEHRER RUET,
E

FXC5426F# show switchport forbidden vlan 100
VID Interfaces
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113. show tacacs-server YV F
AR TFEN TS TACACS H—NDIEHERTLET .

R
FXC5426F# show tacacs-server
Global TACACS+ Server Timeout : 5 seconds

Global TACACS+ Server Deadtime : 0 minutes
Global TACACS+ Server Key :
No hosts configured!

114. show terminal JYY K

A-IF I OFERERTLES,
R
FXC5426F# show terminal
Line is con 0.
* You are at this line now.
Alive from Console.
Default privileged level is 2.
Command line editing is enabled
Display EXEC banner is enabled.
Display Day banner is enabled.
Terminal width is 80.
length is 24.
history size is 32.
exec-timeout is 10 min 0 second.
Current session privilege is 15.
Elapsed time is 0 day 0 hour 28 min 49 sec.
Idle time is 0 day 0 hour 0 min 0 sec.

115. show users {*}d3IVF

AECRAODTIVLTVE 1Y OIEHRERRLET,
“show users ?“EAATBE, UTFOHTIIY IR RENET,
FXC5426F# show users ?
| Output modifiers
myself Display information about mine
<cr>

FXC5426F# show users
Line is con 0.
* You are at this line now.
Connection is from Console.
User name is admin.
Privilege is 15.
Elapsed time is 0 day 0 hour 1 min 53 sec.
Idle time is 0 day 0 hour 0 min 0 sec.
Line is vty 0.
Connection is from 192.168.11.100:49166 by Telnet.
User name 1is test.
Privilege is O.
Elapsed time is 0 day O hour 0 min 5 sec.
Idle time is 0 day 0 hour 0 min 3 sec.
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116. show version JYV K
AEED MAC 7 RLAD Y AT LWEHR, 77— LOI7 N\—J3VBEDIEHRERTLET,

151 -

FXC5426F# show versio

MAC Address : 00-17-2e-FF-FF-FF
Previous Restart : Cold

System Contact

System Name

System Location :

System Time : 1970-01-01T07:14:39+00:00
System Uptime : 07:14:39

Active Image

Image : managed
Version : FXC5426F Ver:1.00.01
Date : 2015-05-13

Alternate Image

Image : managed.bk
Version : FXC5426F Ver:1.00.01
Date : 2015-05-13

SID : 2

Port Count : 26

Product : FXC5426F Switch
Software Version : FXC5426F Ver:1.00.01

117. show vlan {*}JIVEF

ABEOD VLAN SR ETHHRERTLET,
* UTO—ENoEENEBTEIRLLGE. U UEEROAERTLET,
“show vlan ?"EAATRE, UTFOHTIVY IR FRSNET,

FXC5426F# show vlan ?

brief VLAN summary information
id VLAN status by VLAN id
ip-subnet Show VLAN ip-subnet entries.
mac Show VLAN MAC entries.
name VLAN status by VLAN name
protocol Protocol-based VLAN status
status Show the VLANs configured for each interface.
<cr>
151 -
FXC5426F# show vlan
VLAN Name Interfaces
1 default Gi 1/1-2,4-24
Gi 2/1-24
Gi 3/1-24

100 V100eigyou

118. show vlan brief JYVF

ABED VLAN EHROBEERTUET,
R

FXC5426F# show vlan brief
VLAN Name Interfaces

FXC5426F m
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1 default Gi 1/1,6-24
Gi 2/1-24
Gi 3/1-24
2 VLANQ0O0O2 Gi 1/2
3 VLANOOO3 Gi 1/3
4 VLANO0O0O4 Gi 1/4

119. show vlan id <vlan_list>JYYF
$&E L VLAN ID DiE#HRERRLET,

1) :

FXC5426F# show vlan id 1-3

VLAN Name Interfaces

1 default Gi 1/1,6-24
Gi 2/1-24
Gi 3/1-24

2 VLANO00O2 Gi 1/2

3 VLANO0O0O3 Gi 1/3

120. show vlan ip-subnet id {*}JIVF
VLAN O IP TR MR EDERERRLET
* UTO—EBENFENEEEERUEEES. R4 LEEROAERTUET,
“show vlan ip-subnet ?"E AT BE, UTOHTIYY FRRRENET,

FXC5426F# show vlan ip-subnet ?
id Show a specific ip-subnet entry.

FXC5426F# show vlan ip-subnet
VCE ID IP Address Mask Length VID Interfaces

121. show vlan mac {*}3JvYVF

MAC 7 RLAZED VID RUERER— FOEHRERRUET,
* LTO—EhoEENEBEEERUEBES. ZULEEROASERTUET,
“show vlan mac ?"E AN TR UTOHTIYY RERFRSNET,

FXC5426F# show vlan mac ?
address Show a specific MAC entry.
<cr>

FXC5426F# show vlan mac
MAC Address VID 1Interfaces

122. show vlan name <vword32>J3Y F

$&E U VLAN & HERE SN T3 VLAN ID DIE#RERTLET,
51 -

FXC5426F# show vlan name test
VLAN Name Interfaces

FXC5426F “
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123. show vlan protocol { * }OvYV K

FORILAR—A VLAN DfE#RERTLET,
* LTO—ENoFENEBEEERUEBES. ZALEEROASERTUET,
“show vlan protocol ?"E A AT BE, LFDHTIVY RERRSNET,

FXC5426F# show vlan protocol ?
eth? Ethernet protocol based VLAN status

llc LLC-based VLAN status
snap SNAP-based VLAN status
<cr>
il -
FXC5426F# show vlan protocol
Protocol Type Protocol (Value) Group ID
EthernetII ETYPE:0x800 1
Switch 1
Group ID VID Ports
1 1 GigabitEthernet 1/4

124, show vlan status {*}J9IVF
AIBTI—ACED VLAN FHBEEFRRLET,
* UTO—ENoEENEBTEIRULEGE. U LEEROAERTLET,
“show vlan status ?"EANTBRE, UTOHTIATY FRRREINET,

FXC5426F# show vlan status ?

admin Show the VLANs configured by administrator.

all Show all VLANs configured.

combined Show the VLANs configured by a combination.
conflicts Show VLANs configurations that has conflicts.
gvrp Show the VLANs configured by GVRP.

interface Show the VLANs configured for a specific interface(s).
mstp Show the VLANs configured by MSTP.

mvr Show the VLANs configured by MVR.

nas Show the VLANs configured by NAS.

vel Show the VLANs configured by VCL.

voice-vlan Show the VLANs configured by Voice VLAN.

<cr>

FXC5426F# show vlan status

GigabitEthernet 1/1

VLAN User PortType PVID Frame Type Ing Filter Tx Tag
UVID Conflicts

Admin C-Port 1 All Enabled All except-native 1
NAS

GVRP

No
MVR

No
Voice VLAN

No
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MSTP

No
VCL

No
Combined
1 No
GigabitEthernet 1/2
VLAN User PortType
UVID Conflicts

C-Port 1 All

NAS

GVRP

No
MVR

No
Voice VLAN

No
MSTP

No
VCL

No
Combined
1 No

C-Port 1 All

10GigabitEthernet 1/1

VLAN User PortType
UVID Conflicts

PVID Frame Type

Admin
NAS

GVRP

No
MVR

No
Voice VLAN

No
MSTP

No
VCL

No
Combined
1 No
10GigabitEthernet 1/2
VLAN User PortType
UVID Conflicts

C-Port 1 All

PVID Frame Type

Admin
NAS

GVRP
No

18 IRVRV871-2
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Enabled All except-native

Ing Filter Tx Tag

Enabled All except-native 1

Enabled All except-native

Ing Filter Tx Tag

Enabled All except-native 1

Enabled All except-native

Ing Filter Tx Tag

Enabled All except-native 1

FXC5426F “



MVR
No
Voice VLAN
No
MSTP
No
VCL
No
Combined C-Port 1 All Enabled All except-native
1 No
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125. show voice vlian {*}JYVF
FHE VLAN O1EHRERTLET,
* UTO—ENoEENEBTEIRLLEES. U LEEROAERTLET,
“show voice vlan ?"EA AT RE, LTOHTITY FERRENET,

FXC5426F# show voice vlan ?
| Output modifiers

interface Select an interface to configure
oui OUI configuration
<cr>

FXC5426F# show voice vlan

Switch voice vlan is disabled

Switch voice vlan ID is 1000

Switch voice vlan aging-time is 86400 seconds
Switch voice vlan traffic class is 7
Telephony OUI Description

00-01-E3 Siemens AG phones
00-03-6B Cisco phones

00-0F-E2 H3C phones

00-60-B9 Philips and NEC AG phones
00-D0O-1E Pingtel phones

00-E0-75 Polycom phones

00-EO-BB 3Com phones

Voice VLAN switchport is configured on following:
GigabitEthernet 1/1 :

GigabitEthernet 1/1 switchport voice vlan mode is disabled
GigabitEthernet 1/1 switchport voice security is disabled
GigabitEthernet 1/1 switchport voice discovery protocol is oui
GigabitEthernet 1/2 :

GigabitEthernet 1/2 switchport voice vlan mode is disabled
GigabitEthernet 1/2 switchport voice security is disabled
GigabitEthernet 1/2 switchport voice discovery protocol is oui

GigabitEthernet 1/24

GigabitEthernet 1/24 switchport voice vlan mode is disabled
GigabitEthernet 1/24 switchport voice security is disabled
GigabitEthernet 1/24 switchport voice discovery protocol is oui
10GigabitEthernet 1/1

10GigabitEthernet 1/1 switchport voice vlan mode is disabled
10GigabitEthernet 1/1 switchport voice security is disabled
10GigabitEthernet 1/1 switchport voice discovery protocol is ouil
10GigabitEthernet 1/2 :

10GigabitEthernet 1/2 switchport voice vlan mode is disabled
10GigabitEthernet 1/2 switchport voice security is disabled
10GigabitEthernet 1/2 switchport voice discovery protocol is ouil
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126. show web privilege group <group_name> level JYVF

ENENDTIN—TDORHELNIERRLET
“show web privilege group ?"EA AT RE, UTFOHTITY IR RENET,
FXC5426F# show web privilege group ?
CWORD Valid words are 'Aggregation' 'DHCP' 'Debug' 'Dhcp Client'
'Diagnostics' 'Fan Control' 'Green Ethernet' 'IP2'
'IPMC Snooping'
'LACP' 'LLDP' 'Loop Protect' 'MAC Table' 'MVR' 'Maintenance'
'Mirroring' 'NTP' 'Ports' 'Private VLANs' 'QoS' 'RPC' 'Security'
'Spanning Tree' 'Stack' 'System' 'Timer' 'VCL' 'VLANs'
'Voice VLAN' 'XXRP' 'sFlow'
level Web privilege group level
<group_name>ZIETE L CA N UG EIEZOT I —T D4 LA %, <group_name>%
FEEE T show web privilege group level "t AT ULIEIG B2 TOT I —T D4

LRIV ERRUET
il -
FXC5426F# show web privilege group level
Group Name Privilege Level
CRO CRW SRO SRW
Aggregation 5 10 5 10
DHCP 5 10 5 10
Dhcp Client 5 10 5 10
Diagnostics 5 10 5 10
IP2 5 10 5 10
IPMC Snooping 5 10 5 10
LACP 5 10 5 10
LLDP 5 10 5 10
Loop Protect 5 10 5 10
MAC Table 5 10 5 10
Maintenance 15 15 15 15
Mirroring 5 10 5 10
MVR 5 10 5 10
NTP 5 10 5 10
Ports 5 10 1 10
Private VLANs 5 10 5 10
QoS 5 10 5 10
RPC 5 10 5 10
Security 5 10 5 10
sFlow 5 10 5 10
Spanning Tree 5 10 5 10
Stack 5 10 1 10
System 5 10 1 10
Timer 5 10 5 10
VCL 5 10 5 10
VLANs 5 10 5 10
Voice VLAN 5 10 5 10
XXRP 5 10 5 10
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I
B 2= weB o3 EsE B

2.1 Telnet/SNMP &8
2.1.1 TelnetlCLBIRIAV MEHE

Telnet ZNULTAREDE— MEEBEITIE S, £F' IP/NetMask/Gateway ((FE) 7 FLAZREL., OV
Y=IVEEEFEST. BEEIT TS,

2.1.2 SNMPICL3 VR IAV MEH

NMS N LCAEDYE— FEERITOE AL, IP/NetMask/Gateway 7 KL AZERTE LT, SNVP DR E®
TS,

ARBETIESNMP v1, v2e, v3DI—YzV hERESLU MIB [1 (Interface) . Bridge MIB. 802. 10 MIB

HLU Private MIB #HiR—FLTLVET,
EIRED GET 322 =71£&E“public”, BLU SET AZa=F1&(F“private” T,

2.2 HERE
CCTClE WEB 750 ERANWTAR GO WEB IR UXAY ME@EICATVM VT3 FIEEFRBALVELET,

221 T4V EE

WEB 750 FERLTATMI VT BICIZ LU T OFIEICH TR,
Step 1. WEB F50H%#EILET,

Step 2. WEB 7395 DI 7 RLVAICAB ZD IP 7 RLAZA AL, Enter F—F A HLET,
(WHEASRERFE IP 7RLA,. "192.168.1.17ICERESNTLET,)

Step 3. R ATPVLAB®Em CI1-Y—4£ 1ETSAT—RI1ZAHLET,
(AR ER I 1 —R 1T SAT— F1EE(27admin"ERBNET S, )

IP7RLVARZEETRI5EE, LTOFIBICHRE- TS,

1) "config” ARV FEANTBL, “(configt" NN TOVT bRRSNFT,

2) “interface vlan 1”IYVFZANTBE. “(config-if-vian) #’OTOV T FRRICEINENDET,

3) “ip address XxXX.XXX. XXX. XXX YYY. YYY. yyy. yyy’a<IY F (xxx. xxx. xxx. xxx (& IP 7FL A,

YYY. YYY. YYY. YyY ERYRRAD) BEA LT, RIED [P PRLAREELET,

4) Vexit” ANV FEANL. “(configt”ICRNZET,

5) IPH—FITMEHRTETREEIE. “ip route XXX, XXX. XXX. XXX VY. VY. YYY. YYy 22Z. 272. 272. 222"
IRVREAALT, IPIL—FIVMIEFRTELET (xxx. xxx. xxx. xxx (3585 [P xyb7=H, FEEFHRAL
TRV yyY. yyy. yyy. yyy [$585% IP Ry D=5 FRIIHKAMNAD, z22. 222. 222. 2272 135 — b4
D IP7RLA) BERFE LT,

6) “exit”IYVREAANTRE, “BOTOVT FRRICTNENNETS,

7) “show ip interface brief”dYVFEAALT, IP HELERESNTLRNEINMER LTS,

8) “copy running-config startup—config”d¥Y REAHNLT. BHEEERELET,
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HTTP 4 %BA T 3013, IP 2R E UEERY FI—D(T3ERE . A0 IP 7 L AR WEB 75950 WEB 7 K
LAICAATRE, LTOI-HRENAT—ROOTM VEEIRRSNET (T4 bO1—-F R EINAT—RIF
“admin” / "admin” CT9)

IP Address 192.168.1.1

Subnet Mask 255.255.255.0

Default Gateway L

Username admin

Password admin
FELRA7 Ve ABE@

Windows #F¥+a!

The server 192.168.11.69 is asking for your user name and
password. The server reports that it is from FXC5426F

Warning: Your user name and password will be sent using basic
authentication on a connection that isn't secure.

|admin |

I LA L LN ] l
|| BeEmERETD

[ ok || et

GEE):
AT -UEBEBEEETR— L THN, EBEOHN VAT LERETHENAIRETT  EHO1—HH
EEED D #FERATREAF. VATLREETIEHICERANCOTI Y LEI-YDHEFTLET , ZNLISL
N1-HlE, BEED IDEFEALTE, YVATLOEZRUVIDHAIRETT , &K 3 AZTOI-H DA N R
(CAYA VT BIENATHETT

CEE]

WEB 759 (d“Microsoft 1E 6.0”LL L. "Netscape V7. 1”LLE. $3BLME"Fire Fox V1.00”LL L., FE
ZH—(3AREEE"1024x768" A E CTERICHREEHRELET,
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& T DB AL

@D AZa—91VEY

L.

AHGOWEB IR YAV MEEIE, L TDI1Y FITHEBRLTVNET,

0 12 14 16 18 20 2 24

Hardware

Auto-refresh ]| Refresh TN

BE/RREE
D AZa—D1V kY

» LACP
» Loop Protection Time
» Spanning Tree System Date 1970-01-01T18:36:46+00:00
» MVR System Uptime  0d 18:26:46
» IPMC
»LLDP Software Version FXC5426F Ver.1.00.01
= MAC Table Software Date 2015-05-13
» VLANs
= Stack
sFlow

+ Diagnosti 4
= Ping
= Ping6
= VeriPHY

~ Maintenance
= Restart Device
= Factory Defaults
» Software

k’ Configuration )
~ S, e -— N
— Q) AMUI4VEY @ MTAZ2-94VFD

AZ1=4V FOTR AE B TYR- FENBBFAZ1- V- RKICRRSNET

@ AMU4UEY
AZ1—AY R CEIRUVEAZ1- DR TER . RUAT-SAERERTLET,

® MFAZ1—94U kY
AE RO VRI—=714 ADRTEINTHN., 10/100M TUVHPYTLTVBIEEIET# 1T, 1000M T)UH Py F
LTLBIBAIEMEITRLET,
FrRER—FEDIYITBRIEICED, DOVI—DAZ1—-HRRENFET,
Logout ] RAVEDYDTBEICLDARH EhoOd 7o UET,
[Show helpih'bldRTRAZ1—0D Help R4V RITRRTIENATHETT,

EEOA LCUTOPAIVERTENET,
A7 RDINEYTY,

ATEREAETRCENTEET,

HTTP HE#E(CLB YR IAY MAEDFMIE ., LIROETHRALET,
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2.3 MIAZa1—
2.31 AZ1—DER

CCTlE. FNEFNLUTOAZ 12— BEREINTLET,

1. YATL
(1) YATLE. BWEhEE. OT—Y3y, Mac ID, 77— LD17)18—Vay, BERRE
) IP &
() B4 LE&E
(4) log BXE

2. h—*F

(1) BEEE. BET—F. AT-4A, 702 b0-)b, &RKISTY M4
3. DHCP

(1) DHCP AX—EVH

(2) DHCP YJL—
4. £¥aU74

(1) EF1YT4EE Security for Switch Management
a). EEERLIVELELANIDETE
b). AVY—Ib. telnet, ssh, http 1 3—71—ADZRIF A
c). BEE7HEADHIE
d). SSH, HTTPS & &
e). SNMP % E
f). RMON % &

(2) Y RT=D7HEADTF1YT4
a). R—bDFRY FI—DIEGE B O HIR
b). 802.1x %Y FI—=D7Dt AN TE
c). ACL RE
d). DHCP AX—EVI B LU ERTE
e). IPY—AH—FDRE
f). ARP 1 Y ARD Y3V DERTE
(3) AAA
a). RADIUS £4&U TACACS+HF—\DERE

5. 7HUH—=Y3y
(1) 28T19D FSUDERTE
(2) LACP %5

6. V=TTOTIVaY
(1) W=F7ATHIav0HKE

1. 2= 59)—
)y 2ANZVHI - E

8. IPIILFEvAL
(M P IILFFvANSOTPII
(2) IGMP AX—FUHERE
(3) MLD 22—EVH & E
(4) MVR
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9. LLDP
(1) LLDP &5

10. Mac 7—7)
(1) I=IVHRA4 L. 53—V RELHRE.
(2) Z8F7499 Mac ID DEINHT

11. VLAN
(1) 802.1Q VLAN configuration
(2) 754R—F VLAN £%
Rl VIV EVE
(4) Mac A—2/Protocol A—A/IP H T %Y -2 VLAN X E
(5) B VLAN BRE
6) GVRP %5

12. QoS
(1) R=bDTI#IL b QoS FRTE
2) R=FAHARIIVIBLIVHAVIMEVTEETE
®) HARTY1-IEERTE
(5) HARTYI—F5
6) DSCP QoS, Z#. D7ARTHE
7) AM=LIV FA-ILVERE
8) WRED & 7E

13. 35-UU49
(1) RK=P3I5-UITERE

14. sFlow
(1) sFlow %7

15. EoHRHERE
(1) Ping #gE
(2) VeriPHY #&E

16. AVTFIA
(1) YAB—F
2) MEREDVALT
@) YIMIIFDPYTT—b
4) 7vy70- K/ ALY
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2.3.2 KEDERICONT

RHEDRIEHAED

BBECEL. FROLCEESLVETAIVIAZ1—THRLTLET .,

(

\

E1—

X AE

Switch 2 v

~ Configuration
» System
= Ports
» DHCP
» Security
» Aggregation
= Loop Protection
» Spanning Tree
» IPMC Profile
= MVR
» IPMC
» LLDP
= MAC Table
= WLANS
» Private VLANS
»WCL
» Voice VLAN
» QoS
= Mirroring
» GVRP

» System
» Ports
» DHCF

= Loop Protection
» Spanning Tree
» MVR

» IPMC

p LLDP

» MAC Table

» VLANS

= Stack

HiEBIVEZRVD A EICOWTERBALET,

Qh System Information

System
Contact
Name
Location

Hardware

Time
1970-01-20T00:45:58+00:00
19d 00:45:58

System Date
System Uptime

Software Version FXC5426F Ver:1.00.01
Software Date 2015-05-13

= Stack
>v Monitor <

L_ @ Configuration x=1—
(EBREAZ1-)

L— @ Monitor A=1—

Auto-refresh []

(BZRYUTAZa-)

\ _=sFlow )v

ARETIE, AZa—CEIC, UTOLOICHEEEINTNET,

CCC AV RICEBBAZI—DERFEAREDVTEHRBALTVNETN, #F04tDITY FICLBERTEDEEMICOLY
T M3 IYVPICLBETE IESBULTZEN,

@ MConfiguration BREAZ1—): BHEEDHRTEAEICOVWVTEHRBALET,
OWEB [CL3ERE:
OJ3VRICLBERTE:

@ HMMNonitor (EZ/UVY): BHEBEDEZRUVTAERICOVWTEHRBALET,

OWEB ICL2ERE:
Oa9YRICLBETE:
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2.4 Configuration (& H#BEDERE)
2.4.1 System (VYATL)

Tl VAT LIERICOVTRRLET,

System Information

System

Contact
Name
Location
Hardware

Time
System Date 1970-01-01T18:36:46+00:00
System Uptime 0d 18:36:46
Software

Software Version FXC5H426F Ver:1.00.01
Software Date 2015-05-13

2.4.1.1 Information (VAT LIE$RDERE)
B Configuration (B&SEAXA=1—)

OWEB L3 8% 5E:
CCTIR VATLE . FREBBA. YVATLIEYEROREEITICENTEET,

[ Configuration | —T System | = Information &0 JyD 9 3L, L TOEEMRRINET,

System Information Configuration

System Contact

System Name

System Location

| Save || Reset |

OCLI (&P E:
Configuration by Command :
System Name :
(config)# hostname <word32>
(config)# no hostname
System Contact :
(config)# snmp-server contact <1line255>
(config)# no snmp-server contact
System Location :
(config)# snmp-server location <1line255>
(config)# no snmp-server location
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B Monitor (EZ3UY)
COWEB [CL3 8 5E:
VAT LIEHRERRTBICE. Monitor |=T System | —[Information | &0)yD 3 3L, L TFOBEMNKRRINE
’ System Information Auto-refresh [J

System

Contact

Name

Location

Hardware

MAC Address 00-17-2e-1b-b&-00
Time
1970-01-15T21:49:46+00:00
14d 21:49:46

System Date
System Uptime

Software Version FXC5426F Ver:1.00.01
Software Date 2015-05-13

2.41.2 1P (IP & %€)
B Configuration (X5EA=1—)
OOWEB ICE3ERRE:
CCTIIDNSH—)SEBEHIPTY RLADREETVET,

(1) TSystem]—=TIP1&D)YDT 3L, U TOBEENTRRINET,

Switch 2| »

« Contiguration
- System
= Information
.lF
=NTF
« Time
=Log
= Poits
» OHCP
» Secunity Delete V0LAN
v Aggregation 1
= | gop Protection — —

il

G Configuration

Host ||

Tl Mo DMS server

|

IPv4 DHCP
Enable Fallback Current Lease

IPv4
Addrass Mask Length

192.168.11.161

Address

IPvE

Mask Length

e 7 T

» Spanning Tree k""dd iFaiacs

J

¥ IPMC Profile

= MVR

¥ IPMC IP Routes

»LLDF
Delete Metwork Mask Length Gateway Mext Hop VLAN
Add Route
Save | Reset

= MAC Table
=VLANS

» Private VLANS
»VCL

»Voice VLAN

» Q0S5

= Mirroring

» GVRP

= Stack

= sFlow

DNS Y —N\eERT 355 Y-NIP EAALET,

DHCP D34 7 M&ieEH%hICT 2L DHCP H—/ihh B EIIC IP SR ESNET,
DHCP D347 MERERENICTHE. FENCTIP 2R EEITOENTEET,

) BEALO"?"7PA4IVEN)YITRE, BEANOEREB OV TORBAZLH LRI 7Y IRRTEINET,
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OV RICLBERTE:

IPv4 Address

(config-if-vlan)# ip address { { <ipv4 addr> <ipv4 netmask> } | { dhcp
[ fallback <ipv4 addr> <ipv4 netmask> [ timeout <uint> ] ] } }

For example, (config-if-vlan)# ip address 192.168.1.179 255.255.255.0
(config-if-vlan)# no ip address

IPv6 Address

(config-if-vlan)# ipvé address <ipvé6 subnet>

For example, (config-if-vlan)# ipv6 address 1221::215:c5ff:fe03:4dc7/126
(config-if-vlan)# no ipvé6 address [ <ipv6 subnet> ]

IPv4 and IPv6 Routing
(config)# ip routing
(config)# no ip routing
DNS Proxy

(config) # ip dns proxy
(config)# no ip dns proxy

B Monitor (E=5YYY)

OOWEB [CL3E%5E:
IP A7 —R2% &K <7 BIC(E. [Monitor | =T System |—TIP Status |[&#DYUvD T3, U TOBENRRENET,

IP Interfaces Auto-refresh [

Interface Address
0S:lo LINK  00-00-00-00-00-00 <UP LOOPBACK RUNNING MULTICAST=
0S:lo IPvd  127.0.0.1/8
0Sle IPvE6 1128
0S:lo IPv6  feB80::1/64

VLAN1 LINK 00-17-2e-1b-b8-00 <UP BROADCAST RUNNING MULTICAST:
VLAN1 IPvd  192.168.11.69/24
WVLAN1 IPvE  feBD:217:2efffe1b:bB00/64

IP Routes

Network Gateway
0.00.0/0 192.168.11.1 <UP GATEWAY HW_RT=
127.0.0.1/32 127.0.01 <UP HOST=>

192.168.11.0/24 VLAN1 <UP HW_RT=>
224.00.0/4 127.0.01 <UP=>
21128 <UP HOST>

Neighbour cache

IP Address Link Address

192.168.11.1 VLAN1:00-a0-de-ab-19-0d
192.168.11.32 VLAN1:00-Oc-29-cf-9d-c6
192.168.11.35 VLAN1:00-ac-5¢-858-0f-81

fe80::217:2eff-fe1b:b800  VLAN1:00-17-2e-1b-b8-00
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2.4.1.3 IP Route (RATAYIIL—T AT RTE)
B Configuration (BXSEA=21—)

OWEB IC4&3%5%
CCTlE. E= RIS UT L3 I =TV D Re =B N/ ENICLET,
EFNEN. 2 2DE—RFGRANI—3—FE—R)hoBIRTZENTESET,
- Host E—F CAVRII-ARDIP ;57490 —T4 0T LEE R,
- Router E—F : §RTOAVATI—ABITIL—T14 T BT NET,

IPEREDH— 1A 1E, “IP Route” ISR ESNTLET (12.4.1.2 IP (P RE) IDEEERHR) o

Switch 2]~ |
~ Configuration
- Sysiem
= Information

IP Configuration -~ Host/Router £— F

Il

IPv4 DHCP IPv4 IPvG

» DHCP
b Security Delete  VLAN Enable Fallback Current Lease Address Mask Length Address Mask Length

" Loop broteetion = I 19216511161 |24
» Spanning Tree

» IPMC Profile _ Add Interface |

«MVR
» IPMC IP Routes

»LLDP -
« MAC Table Delete Metwork Mask Length Gateway MextHop VLAN

= VLANS
» Private WLANS Add Route

WL

» W oice VLAN Save | Reset

» Q05
= MirToning

» GVRP
= Stack
= sFlow

A3F19D)— MIFH K TI32 288 1 FTTT,

O3vY FCLBEETE:
Static Route Entry and Gateway :

(config)# ip route <destination ip addr> <netmask> <gateway ip addr>
(config) # no ip route <destination ip addr> <netmask> <gateway ip addr>
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B Monitor (E=%Y)> %)

OWEB IC&35%

IP AT—AA%FRRTBICIL. [Monitor ] =T System]—TIP Status %9 JvD 9 3L, LTOEBEmHIRERIN
F9(12.4.1.2 1PIP & 7E) IDEIEE R FR) o

Switch 2|~ | IP Configuration

« Contiguration
- System Mode Host | ]
N :“Ijnr""am Tl Mo DNS server =2l
=NTF ]
« Time
=Log
=Pons
» DHCP Delete VLAN IPv4 DHCP IPv4 IPvE
b Securty Enable Fallback Current Laasa Addrass Mask Length Addrass Mask Length
v Aggregation ,7
« Loap Protection (] 1 | L 192.168.11.161 24
» Spanning Tree
» IPMC Profile Add Interface
= MWVR
» IPMC IP Routes
» LLDP - .
« MAC Table Delete Metwork Mask Length Gateway MextHop VLAN
=VLANS
b Private WLAMS Add Route
WCL
» W oice VLAN Save | Reset
FOOS
= Mirroring
» GVRP
= Stack
= sFlow
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2.4.1.4 NTP (NTP $&5€)

CCTIR>RABED NTP OFREZITICENTEET,
[ Configuration |— [ System ] =INTP1%#D)vD 3 3L, ROBEEHARTINET,

NTP Configuration

Server 1

Server 2

Server 3

Server 4

Server 5

‘ Save H Reset ‘

AL NTP FORILESR— FLTWBEH. NTP H—\hpEEZIEHREAF TICENTEET,
1. COMBEERCLTHDNTP H=1D IP EA A LTS,
GERIMEEEESICTBICE, RYFT-DBEEEICLST,. FENTP =)D IP ZEAFTEILELRHNET,

2. R(Z, [Configuration | =T System 1= Time 1&7UvH LT, 84 LY =V BLUVHYY—51 LDOFREETVET,
2.4.1.5 Time (31 LEXE)

CCCIIBZIDR EETOICENTEET,

lConfiguration | =T System | = Time |&0)yH T3, LT OEEARTINET,

NTP %#->T. R LY —VEBRFETRENTEET NTP Tld. ZEEQT v I BB HIROA Y FF 45 (1RE
0)R#ELTIHEHRBINFERAINET (PE I, UTC EEEFNZ LD THD, EXELFEITUZ9IIE

HERERE (GMT) ) o TINA ADEERER B EREFTBCEICED . YATLATRAAY IV M) B B E IEFEICEE £%
LET,

A=1LA4 LICIE UTREDERZIER T TSI, BEVDIM LY -V DEEEITOTEL,

Time Configuration

Time Configuration

YYY-MM-DD HH-MM:SS

Month
Date
Year
Hours
Minutes

Month
Date
Year
Hours
Minutes

0
Offset settings
Offset (1 - 1440) Minutes

MFY—=54 LIHREICEN. BEORZILN 1 BRECOAT LI LERET SN ARETT
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FRBFREICIR T R EERETHET, TOMMY Y31 LREERE ML TEET,

OCLI [C L3RR E:

NTP :
(config) # ntp
(config) # ntp server <1-5> ip-address { <ipv4 ucast> | <ipv6 ucast> |

<hostname> } (config)# no ntp
(config)# no ntp server <1-5>

Daylight Saving Time :

(config) # clock summer-time <wordl6> date [ <1-12><1-31><2000-2097> <hhmm>
<1-12> <1-31> <2000-2097> <hhmm> [ <1-1440> ] ]

(config) # clock summer-time <wordl6> recurring [ <1-5> <1-7> <1-12> <hhmm>
<1-5> <1-7> <1-12> <hhmm> [ <1-1440> ] ]

(config)# no clock summer-time

Time Zone :
(config)# clock timezone <wordl6> <-23-23> [ <0-59> ]
(config) # no clock timezone

2.4.1.6 Log

H—NTP RVAIC Syslog U—ND7 FLAZRTE LET . CNICED. syslog H—1INIAY MIEEERSNET,
A#ED DNS #EeN BB E S, FAMRELTHERATIRETT(Pv4 DM R,

B Configuration (XEAX=1—)
OOWEB 2435 5E:

CCTlE. Syslog U—NEF/RELET , COMBEZARICTBL. Syslog Y—NTARY MIBERSINET,
[ Configuration]—T System | =l Log | &DYUYD T 3L, L TOBENIRRINET,

System Log Configuration
sysiog Mode || B

Server Mode Disabled hd

Server Address
Syslog Level Info v

Syslog UNJIVTIE, syslog H—NISEEEINI AV —VDTERE T EINTELT,
APBE-FEIUTOESNTT,
-Info : 1B, BE, I5-AvbE—-IEXELET,

- Warning : & I5-Xvt—-I&EELFET,
—Error : I5—AVE—UEEELET,

FXC5426F m



2E WEBICLBREA
OCLI [C&LB 8 5E:

Log Configuration:

config)# logging host { <ipv4 ucast> | <hostname> }
config)# logging level { info | warning | error }
config)# logging on

config)# no logging host

config)# no logging on

config)# no logging

(
(
(
(
(
(

Bl Monitor (EZ3YUYH)
OWEB (C&38%5E:
Syslog & ER R T BICI&. [Monitor | = System | =T Log | EDUYDTBE., L TOEELRRINET,

System Log Information Auto-refresh [

Level All v

Clear Level

The total number of entries is 40 for the given level.

Start from ID with entries per page.

ID Level Time Message
1 Info  1970-01-01700:00:01+00:00 Switch just made a cold boot.

Info  1970-01-01T00:00:04+00:00 Link up on port 16

Info  1970-01-01T00:00:05+00:00 PD is off on port 1.

Info  1970-01-01700:00:05+00:00 PD is off on port 2.

Info  1970-01-01T00:00:05+00:00 PD is off on port 3.

Info 1970-01-01700:00:05+00:00 PD is off on port 4.

Info  1970-01-01T00:00:05+00:00 PD is off on port 5.

Info 1970-01-01T00:00:05+00:00 PD is off on port 6.

Info  1970-01-01T00:00:05+00:00 PD is off on port 7.

Info  1970-01-01T00:00:05+00:00 PD is off on port 8.

Info  1970-01-01T00:00:05+00:00 PD is off on port 9.

Info  1970-01-01T00:00:05+00:00 PD is off on port 10.

Info  1970-01-01700:00:05+00:00 PD is off on port 11

Info  1970-01-01T00:00:05+00:00 PD is off on port 12.

Info  1970-01-01T00:00:05+00:00 PD is off on port 13.

Info  1970-01-01T00:00:05+00:00 PD is off on port 14.

Info  1970-01-01T00:00:05+00:00 PD is off on port 15.

Info  1970-01-01700:00:05+00:00 PD is off on port 16.

Info  1970-01-01T00:00:06+00:00 PoE is enabled on port 1.
Info  1970-01-01T00:00:06+00:00 PoE is enabled on port 2.

(=== e e =
I [olen 1Sl [on B 120 1R 1= 1S 1o oai 1 i iaira 1

TR AERDY AT LOTEERF R RENET,

VAT LOOTIER

Level BRUVELAIVOYATLOTERRULET

Clear Level LARIVEER L. <Clear>ihAVEH T E ERLELALODOT ZEELET,
ID D #0033, 0T DFMEFLIEZDAVE—INNRREINET,
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e ——————————————————
2.4.1.7 Detailed Log (O {E4RDEEH)

B Monitor (EZ3UH)

OWEB &3 5% 5E:
OV EROFEMER R T BICIE. TMonitor | =T System | —[Detailed Logl®7)yD 3 3L, L TFTOEEDRRIN
EX I
Detailed System Log Information | Refresh || |<< || << || > | > |

Message

Level Info
Time 1970-01-01T00:00:01+00:00
Message Switch just made a warm boot.

TR AT OFENRRSNET . ID ZA AT B, 20 D ORTOFMHIRTSINET,
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2.4.2 Port (iR— FRE)

CCTRL R—= DUV DR EOHER R, BIEERE. 70—V MO—IL, ®KRIL—LTA4 X, JUJaVE-R. N

D—1Y MA-ILBEDEK

EETLET,

M Configuration (BXEA=1—)

COWEB ICL2E%5E:

CC Tl BR— PR EEITHICENTEET,
[ Configuration ]—Ports |&0')vD 9 3E, U TOEENTRRINET,

Port Configuration for Switch 2

Flow Control Maximum Excessive
Configured Current Rx Current Tx Configured Frame Size Collision Mode
1 Port1| @@ Down X X O 10056
2 Port2| @@ Down X X O 10056
3 Port3| @ Down X X O 10056
4 Port4 @ Down X X O 10056
5 Ports| @ Down X X O 10056
[ Porté| @ Down X X O 10056
7 Port7| @ Down % x O 10056
8 Port3| @ Down X X O 10056
9 Port3 @ Down % X O 10056
10 Port 10| @ Down X X O 10056
11 Port11] @ Down % X O 10056
12 Port12] @@ Down 4 ' O 10056
h— POERE
Name: FEAVA-J1-2AEERAOAMEERLET,
Speed: BIERESSUBEAXDEREETVET .

Flow Control:

S EREROIO-FHIEHERELET,

Maximum Frame

RAIV—LBAAZERELET, #BHIEM1518-10056 131 T,

Collision Mode:

FEREROIIVIVHENREELET,

Size: B, BRETIEE. AEICERT MmOV NI-DEEREN I v R IL—
LABEBEICH IS LTS NVFERR L TKIESLY,
Excessive
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O3V FIcL 38 5E:

UTOIARY FEANTBE, "(config-if)t"E TAV T FRTENET,

- B—R-IMIEETSHE:
(config) # interface
(config) # interface

- BER-MEIEETR5A:
(config)# interface
(config)# interface

- R—POFEEIEETSHE:
(config)# interface
(config) # interface

GigabitEthernet 1/x
10GigabitEthernet 1/x

GigabitEthernet 1/x,vy,z
10GigabitEthernet 1/x,y

GigabitEthernet 1/x-y
10GigabitEthernet 1/x-y

* Speed:
(config-if)#
[ 1000 ] } }
(config-if) #

speed { 10g | 2500 | 1000 | 100 | 10 | auto { [ 10 ] [ 100 ]

no speed

* Duplex :
(config-if) #
(config-if) #

duplex { half |
no duplex

full | auto [ half | full ] }

= Flow Control :
(config-if)#
(config-if) #

flowcontrol { on |
no flowcontrol

off }

* Maximum Frame Size :
(config-if)# mtu <1518-10056>
(config-if)# no mtu
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|
H Monitor (EZ5Y2%)

OWEB Ic&3E=48)2Y
1) State (R— PDIREE)

CCTlE, R=PDUVDIREEER R ULET . iR— FEDUYDTBE, BIRUER— FOFEHERI R RENET,
'Monitor | =T Ports |=[ State |&7)yD T3¢, UTDEEARRINET,

Port State Overview Auto-refresh [

2) Traffic Overview (FI74YDDEEE)

CCTE, R—hTEfEHERERRLET,
'Monitor | =T Ports ] =T Traffic Overview |&D)yD 3T 3E. L TOBEEDIRRSINET,

Port Statistics Overview for Switch 2 Auto-refresh [

Packets Bytes Errors Drops Filtered

Received Transmitted Received Transmitted Received Transmitted Received Transmitted Received

1 0 0 0 0 0 0 0 0 0
2 0 0 0 0 0 0 0 0 0
3 0 0 0 0 0 0 0 0 0
4 0 0 0 0 0 0 0 0 1]
5 0 0 0 0 0 0 0 0 0
6 0 0 0 0 0 0 0 0 0
7 0 0 0 0 0 0 0 0 0
8 0 0 0 0 0 0 0 0 0
9 0 0 0 0 0 0 0 0 0
10 0 0 0 0 0 0 0 0 0
11 0 0 0 0 0 0 0 0 0
12 0 0 0 0 0 0 0 0 0
13 0 0 0 0 0 0 0 0 0
14 0 0 0 0 0 0 0 0 0
15 0 0 0 0 0 0 0 0 0
16 0 0 0 0 0 0 0 0 0
17 0 0 0 0 0 0 0 0 0
18 0 0 0 0 0 0 0 0 0
19 0 0 0 0 0 0 0 0 0
20 0 0 0 0 0 0 0 0 0
21 0 0 0 0 0 0 0 0 0
2 0 0 0 0 0 0 0 0 0
23 0 0 0 0 0 0 0 0 0
24 871922 160619 115645431 27737839 0 0 127892 0 127892
25 0 23322 0 1772472 0 0 0 0 0
26 0 23322 0 1772472 0 0 0 0 0

3) QoS Statistics (QoS #tEHFHR)

CCTlE, R=REICF1—D FST19D8EHERER R UET  R— MDD T BE, EDiR— O EHIEFERD
RREINFET,
'Monitor | —TPorts | =T QoS Statistics 1&#DUvD T 3L, L TOEEIRTRINET,

Queuing Counters for Switch 2 Auto-refresh []

Q1 Q2 Q3 Q4 Qb5

3
A
)
ol
-

D000 O0OO0 OO O O
A

»
cococoooooo ofld

O 10 10 I~ 1) [ [ [ 1IN =

—
O0O0OO00O0O0 00O O

Dococoooooo ofd
D000 O0 00000 Of
0000000000 Ofl

ODooocooococoo o
YN -F-N-N-N-Y-N-N-}
O0O0O00 000 OO O
0000000000 Ofd
sielelsolslcleleolelels]
Oocooocoooocoo o
ODO0OO0OO0O OO0 OO0 Of
OO0 O0OO0O0O00O0O0O0 O
[=NefoNoNoloNoNoloN=Na) >
Oocoococooocooo

-
-
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4) QCL Status (QCL A7—42R)

CCTlE. QCL 1—YTEIC QCL AT—AARRRLET,
FNFNDITTIE, SRESN TV QCE [LDWTRRLET, ¥ ED QCENN\—FII7(CERSNEB MG E(E))
— RO 7HIRICEDIV VD MIELET,

'Monitor |=TPorts ]|—=TQCL Status |&#DUvD T 3L, U TOEENRRINET,

QoS Control List Status for Switch 2 Auto-refresh []| Resolve Conflict || Refresh

Frame Action Conflict
Type CoS DPL DSCP

User QCE Port

No entries

Conflict(QV 7D MICDNT

QCL IV MDAV IUD MDAT—RANRRENET H/W VY- AFEHOT7 S )r—ay THASNS D, O
VIR AT—HAN Yes IDBZEE QCE ZBMNTBEHICHER)Y—-AFFIATEZE R,

<Resolve Conflicto KAV EDYYHTBE, QCLIY M)DBMICHER H/W)Y—-ARRRT B CElCLD. V7Y
DiEEETIENTEET,

5) Detailed Statistics (§EEHEERDEEH)

CCTRL K= hORREHEROFMERTLET
K= MeBIRT B, TOR— FOIRETHEROFHIRTSNET .

'Monitor | =T Ports | =T Detailed Statistics |ZDyD T BE, LLTOEFRARTRINET,

Detailed Port Statistics for Switch 2 Port 1 Auto-refresn []
Rx Packets 0 Tx Packets 0
Rx Octets 0 Tx Octets 0
Rx Unicast 0 Tx Unicast 0
Rx Multicast 0  Tx Multicast 0
Rx Broadcast 0 Tx Broadcast 0
Rx Pause 0 Tx Pause 0
Rx 64 Bytes 0 Tx 64 Bytes 0
Rx 65-127 Bytes 0 Tx 65-127 Bytes 0
Rx 128-255 Bytes 0 Tx 128-255 Bytes 0
Rx 256-511 Bytes 0 Tx 256-511 Bytes 0
Rx 512-1023 Bytes 0 Tx512-1023 Bytes 0
Rx 1024-1526 Bytes 0 Tx 1024-1526 Bytes 0
Rx 1527- Bytes 0 Tx 1527- Bytes 0
Rx Q0 0 TxQ0 0
Rx Q1 0 TxQ1 0
Rx Q2 0 TxQ2 0
Rx Q3 0 TxQ3 0
Rx Q4 0 TxQ4 0
Rx Q5 0 TxQ5 0
Rx Q6 0 TxQ6 0
Rx Q7 0 TxQ7 0
Rx Drops 0 TxDrops 0
Rx CRC/Alignment 0 Tx Late/Exc. Coll. 0
Rx Undersize 0
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6) DDMI

CZCld. DDMI(Digital Diagnostics Monitor Interface)#gEDH R— FENTLVS SFP MUY= ARHEICIEA
SNTVBIGAIC, 20 SFP FSUY—NDIEREAT-IANRRSINET,

(1) TMonitor ]—TPorts |[=TDDMII1ZDYYD T BE. L TOEEDIRRINET,

DDMI for Switch 2 Port 1 [Port 1| Auto-refresh [ |
Status N/A
Vendor
PartNo
SerialNo
Revision
DateCode
Transceiver N/A
Ddm Info Table
Type AlarmMax AlarmMin WarnMax WarnMin Current
Temperature(°C) 0.00 0.00 0.00 0.00 0.00
Voltage(V) 0.00 0.00 0.00 0.00 0.00
TxBias(mA) 0.00 0.00 0.00 0.00 0.00
TxPower(mW) 0.00 0.00 0.00 0.00 0.00
RxPower(mW) 0.00 0.00 0.00 0.00 0.00

(2) COWEB BIET?"&DUvDTHE. REDFHMNRRINET,

O3V RICLBEZR)VT

SFP DDMI :
# show interface { GigabitEthernet | 10GigabitEthernet } <port list>
capabilities

Link Status :
# show interface { GigabitEthernet | 10GigabitEthernet } <port list> status

Statistics :

# show interface { GigabitEthernet | 10GigabitEthernet } <port list>
statistics [ { packets | bytes | errors | discards | filtered | { priority
[ <0~7> 1 } } 1 [ { up | down } ]

# clear statistics { GigabitEthernet | 10GigabitEthernet } <port list>
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2.4.3 DHCP

COFEAEIL . DHOP #BEICOLVTLA T OAZ1—&HR—FLTLET,

2.4.3.1 Snooping (DHCP AX—EY)

DHCP AX—EVH 1%, DHCP 55472 /% =)\ T®H DHCP Ayt —JiEREE 1R T3 HEETT,
CNICED, RIER DHCP H— /DB AR IENTEET,

DHCP MEREAZ1—(E. LFDEBNTT,
(1) B/ BHOHRTE

(2) DHCP £Fa1YT47—AR—-ADRTE
(3) Trusted/Untrusted D% E

B Configuration (SX¥EA_1—)

OOWEB ICL3ERE:

(1) DHCP MExRTE#{TOICIE. Configuration] => TDHCPJ -> [Snooping Table | ZDUvDd3E. LL T DIEH

EHRRINET,
DHCP Snooping Configuration

Stack Global Settings
Snooping Mode I Disabled v I
Database

Stack Global Settings

Agent URL

Timeout interval 300

Write delay interval gl

seconds
seconds

Stack Global Settings

Renew DHCP Snooping URL |

| | Renew||

Port Mode Configuration for Switch 2
Port Mode

b Y
1 [Trusted W
2 |Trusted W
3 |Trusted W
4 |Trusted W
5 [Trusted W
6
7
8

Trusted W
Trusted W
Trusted W

e

Dynamic DHCP Snooping Table

Start from MAC address |00-00-00-00-00-00 |, VLAN [1

[with [20

| entries per page.

Auto-refresh |:|| Refresh || |<< || >> |

) BEALO?"7PA1IVEIIYITRE. BEANOEE(OVTOHRAZLH LRV TPy IRRRINET,
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HO—-)1\b config B— FICTCO#EREZR A $HTERTE L. “(config-ifi#” FOV T MITR— FOREEITO TSN,
fEER— FOTO—)N) config B— FBLUR— ME— FOB A THREEBNCTEIET. BELEETEDR—
ADICENES,

1) Enable/Disable 3% E LFT
(config)# ip dhcp snooping
(config) # no ip dhcp snooping

2) DHCP tF1UT1DT—AR-2&HELET,
(config)# ip dhcp snooping database <kword255>

(config) # ip dhcp snooping database renew <kword255>
(config)# ip dhcp snooping database timeout
(config)# ip dhcp snooping database writedelay
(config) # no ip dhcp snooping database

(config)# no ip dhcp snooping database timeout
(config) # no ip dhcp snooping database writedelay

3) R—FORFEEATVET
(config-if)# ip dhcp snooping trust
(config-if)# no ip dhcp snooping trust

B Monitor (E=5YYY)

OWEB (&3 EZ5UVY
(1) DHCP AT—H2ADEZAYIHEITSIZIE . TMonitor] —=> TDHCPJ -> [Snooping Table | &D)wHd3E. LL

TOBEENIRTINET,
Dynamic DHCP Snooping Table Auto-refresh [] | Refresh || |s< || == |
Start from MAC address |00-00-00-00-00-00 |, VLAN |1 |with|20 | entries per page.

2) BEALO"?"PAIVED)YITHE. BERNDRE OV TOSRBAZEH LRV T 7y IR RSNETS,

O3V RICEBEZSUVT
# clear ip dhcp snooping statistics [ interface <port type list> ]
# show ip dhcp snooping [ table | interface <port type list> ]
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2.4.3.2 Relay (DHCP YL—I—J1VH)

CCTld. DHCP YL—6B LU DHCP DI AT it 82158 ELET,

DHCP UL—IE, ERBYTRYF A YDDF47 Y bBLUH =T DHCP Ayt —JNEZEEITIEHICER
LET,

D347 b0 DHCP )Yy b DHCP H—NITEE TR, TDHCP #7930 82 (L&D DHCP YL—I—Y1V ME.
DHCP UDIA My MI4F E B EERDAH . H—)3D DHCP /$5y b DHCP 5354 7 MI%{E 33 H(C DHCP
D=1ty Mot EDERERMOBREET,

DHCP H—NZZDIEHREAWNT, IP 7RLA, FRIZZOMDEIN L TRYY—ERITULET, BFICCOAT V3V,

B8 DA TVavMBLVYE—F IDATV3aV@)D 2 2DOYTAT 3V ERTETHECL THEBELET

[E#% ID QY TATavICIFUDIA M ZE L EIRRICBE T3 BRI E ENIOICRESN. VE-FID DY TZTS
DaAVICFEHEDYE— MADKRA MBI EDHREHREEZIETILIICHEINTNET,

AHEDEIRR ID DEZEIIT4 )34 FITHN, 74—y MI"vlan_id”,“module_id”, “port_no“ EBNFET
"vian_id”)S5A—51%, F£EED 2 )1 MITVLAN ID 2R UET ., "module_id”/{52A—43(F, EVa1—-ILIDDI BB D
N MY RPOVEEEET0). A3VHTIVEB D5 A E switch IDIERLET),

"port_no”)NTA—RIF 4 BEHD)IA FTHI., [R— BB 12K LET,

JE—FID (L 6 /N1 FTHD, MhOEDFEL DHCP JL—I—J1V bD MAC 7 RLADIEERILTT,

B Configuration(B2SEA=1—)

__Cld. DHCP OFE %N/ %S, VLAN DLV VEHRTELET,
OOWEB ICL3 88 5E:

(1) DHCP & EZ4TOICIE. [Configuration] > TDHCP] > [Relay /20Uy 3%, UTOBEARRINE
E

DHCP Relay Configuration

Relay Mode Disabled v|
Relay Server 0.0.0.0 |
Relay Information Mode REMEES e
Relay Information Policy QLGEE W

‘ Save H Reset |

() BEALO"?"7P4IVED)YITRE, BEMOER OV TOHRBAZEHE LRy T 7y IRRRESNET

039V FcL3E&E:
Enable/Disable :
(config) # ip dhcp relay
(config)# no ip dhcp relay

(config) # ip dhcp relay information option
(config) # no ip dhcp relay information option

(config)# ip dhcp relay information policy { drop | keep | replace }
(config)# no ip dhcp relay information policy

DHCP Relay Server :

(config) # ip helper-address <ipv4 ucast>
(config)# no ip helper-address
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B Monitor(E=5YYY)

OWEB [C£3EZ8YVY
(1) TMonitor] -> TDHCP] -> [lRelay Statistics &0y 9 3L, UTOEENRRINET,

DHCP Relay Statistics Auto-refresh (]

Server Statistics

Transmit Transmit Receive Receiive Missing Receive Missing Receive Missing Receive Bad Receive Bad
to Server Error from Server  Agent Option Circuit ID Remote ID Circuit ID Remote ID

Transmit Transmit Receive Receive Replace Keep Drop
to Client Error from Client Agent Option Agent Option Agent Option Agent Option

2) BEAELO"?"742VEDYITEE. BEAOER [OVTORAELE LRy TPy IR RSNET

O3V RIC&BEZRIVY:
# clear ip dhcp relay statistics
# show ip dhcp relay [ statistics ]

2.4.3.3 Detailed Statistics ($i&HEHROEEH)

CC Tl R—PO#EHEROFMERTLET,
['Monitor | =T Monitor | = DHCP | =l Detailed Statistics &0y T3, L TDEHRIERRINET,

K- MERIRT B, 20— FORIEHERO RN R R ENET

DHCP Detailed Statistics for Switch 2 Port 1 [Combined v|[Port1 V| Auto-refresh [
Receive Packets Transmit Packets

Rx Lease Query

Rx Lease Unassigned

Rx Lease Unknown

Rx Lease Active

Rx Discarded Checksum Error
Rx Discarded from Untrusted

Tx Lease Query

Tx Lease Unassigned
Tx Lease Unknown
Tx Lease Active

Rx Discover Tx Discover 0
Rx Offer Tx Offer 0
Rx Request Tx Request 0
Rx Decline Tx Decline 0
Rx ACK Tx ACK 0
Rx NAK Tx NAK 0
Rx Release Tx Release 0
Rx Inform Tx Inform 0
0
0
0
0

O0O0O0OO0OO0OO0OO0OO0ODO0OO0OO0O0OO
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2.4.4 Security (E¥1)T158E)
CCTlE, tFaUT4(CBET 3R E(COVTERBALE T,
2.4.4.1 Switch (AMMYyFEEB EOtF1YU71)

A-HOBELANINZ, 1~15 BEICHDMNTOET, LAIL 15 13, EDOT I —FICEPHEARRETHD. TN A
DIRTEEETRIENTEET, TNUNDBELAIONTIE, EHI-TOBELAINESE LTS,
1-HOEELAIE, PHEAEDT I —-TOEFELANILL EOEICRELTTSY,

TIAWRRFETIE, TI—=TOTLA 513FERVB7HEA. TLAIL 101HZEZAT7IEATT,
YATLAVTFIATMII707yIO- R, TIGHAERERELE) BTG TLAIL 15 MR BEEGDET,
BE, LA 5 EBER(TTHDY ., TLAIL 101 B I-F BTV b, TLARIL SIS A ME 70
VhERDET,

1) User (BEEBEHLUVI-Y7HLAUNIDEKRTE)

B Configuration(FxSEA=1—)
COIWEB &35 5 -

(1) 1-YFZEEITOICIE. TConfiguration] —> [Security] > Switchl —> Users &D)vD33E. LT
DE@EHARRINET,

Users Configuration

User Name Privilege Level
admin 15

| Add New User |

2 BEEALO?"PAIVEDIYITRE, BEAOEER OV TORBAZEHE LRy TPy IiRRSNE
ERS

O39VFICLBEEE:
(1) I-YREZTICE. LT OREEITOTTS,
(config) # username <word31> privilege <0-15> password encrypted <word4-44>
(config) # username <word31> privilege <0-15> password none
(config) # username <word31> privilege <0-15> password unencrypted <line31>
(config) # no username <word31>
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2) Privilege Level (1—H D@5 LAIICDVT)

B Configuration(§% EX=1—)
OOWEB &35 5 -
(1) A-Y07DEALNIDOEZEEITOICIE. [Configuration] —> Security] —> [Switchl —> [Privilege
Levels|ZD)vD¥ 3L, LTOBEEARRSINET,

Privilege Level Configuration

Privilege Levels

Group Name Configuration Configuration/Execute Status/Statistics Status/Statistics

Read-only Read/write Read-only Read/write
Aggregation 5 v 10 v 5w 10 v
DHCP 5 W 10 v S W 10 v
Dhcp_Client 5 W 10 v 5 W 10 v
Diagnostics
IP2 10 v 10 v
IPMC_Sneoping
LACP 10 v 10 v
LLDP 5 W 10 v 5 W 10 v
Loop_Protect 5 W 10 v 5 W 10 v
MAC_Table 5 W 10 v 5 W 10 v
Maintenance
Miroring
MVR 10 v 10 v
NTP
Ports 10 Vv 10 v
Private_VLANS Y 10 v 7 W 10 v
QoS 5 W 10 v 5 W 10 v
RPC 5 0w 10 W 5 W 10 W

2 EEALO?PAIVENIYITRE, BEROER OV TORBAZEHE LRy TPy IiRRSNE
3-0

O3V FIC&3E5E:
PHEALARINERFETBICE. LT OB EET TS,

(config) # web privilege group <cword> level { [ cro <0-15> ] [ crw <0-15> ]
[ sro <0-15> ] [ srw <0-15> 1 }
Note 1 : <cword> : Function Name
Note 2 : cro : ConfigurationRead-only
crw : Configuration/Execute Read/write
sro : Status/Statistics Read-only
srw : Status/Statistics Read/write
(config)# no web privilege group [ <cword> ] level
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3) Auth Method (BREE S X DERE)
CCTlE. I A DERTE (Console. Telnet, SSH. Http 1 VATI—A)E{TLNET,
COMBEICED, BIEDSMTY M URTI—2AE N LT AIYFADT M1V 30— RN AT REICENET

B Configuration(FxSEA=1—)
COIWEB &35 5 -
(1) SREEAREHRTETBICIL. Configuration] —> 'Security]l —> [Switch] —> [Auth Method&7')yDd 3
& UTOEEIRTENET,

Authentication Method Configuration

Client Methods

console W
telnet radius no V| no W
ssh !aEEFS Mo “| [no v
hitp local | |no V| no W
| Save || Reset |

(2) BEALO"?"7AIVEDYIT R, BEANOER OV TOHRBAZLH LRV T Py IRRRINET,

039V RcLBEE:
(config) # aaa authentication login { console | telnet | ssh | http } { [ local
| radius | tacacs ] ... }

(config) # no aaa authentication login { console | telnet | ssh | http }

4) SSH
COBEBEICED, SSH OF1UTAHREE B S/ BN TELET S .
B Configuration (B8SEA=1—)
OOWEB ICLBERTE

(1) SSH MEEEEITOIICIL. TConfiguration] —> Security] —> TSwitch] —> TSSH1&EDUvHT3E. LITF
DEEHARRSINET,

S5H Configuration
Mode || Enabled |

| save || Reset |

) BEALO"?"7A4IVEDIYITEE. BEANER OV TORBAZLH LRI Py IRRREINET,
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5) HTTPS D& 5E
COMEEICED, HTTPS Dt F 2T HREE AR/ BRCRELET .

B Configuration(§FEA-1—)

OOWEB [CL3E&5E
(1) HTTPS MEEEZITIICIE. TConfiguration] —> Security] —> Switch] —> THTTPS1&2HYvhd3E.
UTOE@EIRRINET,

HTTPS Configuration

Mode Disabled
Automatic Redirect [JIELELES

| Save || Reset |

(2) BEALO"?"7PAIVEDYIT R, BEANOER OV TOHRBAZLH LRV T Py IRRREINET,

039V FICEBEEE:

- SSH MFRFEEATIICIE LFDREEITOCELSL,
(config) # ip ssh
(config)# no ip ssh

* HTTPS OFREEITIIC . UTOREEITOTUSLY,
(config)# ip http secure-redirect
(config)# ip http secure-server
(config)# no ip http secure-redirect
(config)# no ip http secure-server
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2.4.4.2 Access Management (7Dt ADHIBR)

CCTR. BEBY-21 V8712070 AHIRZITVET

B Configuration(3 EA_1—)

OOWEB IC&3 & 5E:
(1) POEABEOFHEETOICIE. Configuration] —> Security] —> Switch] —> Access Management]
#))ybd B, UTOE@EmIRTINET,

Access Management Configuration

Mode I Disabled Vl

Delete VLANID Start IP Address End IP Address HTTP/HTTPS SNMP TELNET/SSH

Delete 1 0.0.00 0.0.0.0 [ O (]

2) BEAELO"?"742VEDYITEE. BEAOER [OVWTORAELE LRy TPy IR RESNET

039 FICLBERE:
(config) # access management
(config) # access management <1-16> <1-4094> <ipv4 addr> [ to <ipv4 addr> ]
{ [ web ] [ snmp ] [ telnet ] | all }
(config) # no access management
(config)# no access management <1~16>

B Monitor(E=5YVY)

OWEB IC£3EZAYVY:
CCTlE 1371 AD 710D BB EHERIR RSNET,

(1) PHeABEEEER T BICIE. TMonitor] —> TSecurity] —> Access Management Statistics | &0y
H93E, LTOEEmIRTSNET,

Access Management Statistics Auto-refresh [1| Refresh || Clear |
Interface Received Packets Allowed Packets Discarded Packets
HTTP 1] 1] 1]
HTTPS ] 0 ]
SNMP 1] 0 1]
TELNET ] 0 ]

SSH 1] 1] 1]

) BEALO"?"7A4IVEDIYITEE. BEANER OV TORBAZLH LRI Py IRRREINET,

OJYVERICLB AT A:
# show access management [ statistics | <1~16> ]
# clear access management statistics
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2.4.4.3 SNMP

SNMP (&. I'Simple Network Management Protocol IOBETHN. 2y I—DEIED TCP/IP D—E T,
SNMP &0, BRI =DATITH FORY FI—-DEBIEEADS AN AT BEICHDET,

2y rI—DEB YT LIE, SNMP ZRE LTS FI—D#SIN oD My FEEERRIMERIET S L(C
&N XY MI-DORMEEFEE TN AT REICRDETS,

B Configuration (B&SEAXA=1—)

OOWEB IC&3 & 5E:
1) System (YATLOERE)
(1) YATLEHBEDAZ1—%HTFTBICIE. [Configuration] —> [Security] —> Switch] —> TSNMP] —>

[System &0y 3L, UTFOBEENFRRINET,
SNMP System Configuration

Mode SNMP v1
Version
Read Community [JEIRUIERE

Write Community JlUiEis
Engine ID 500007e5017f000001

2 EEALO?"PAIVENIYITRE, BEROER OV TORBAZEHE LRy TPy IiRRSNE
ERS

2) Trap (F39T8%%E)

(1) ;v TEFTRTETBICIE. [Configuration] —> TSecurity] —> ['Switch] => TSNMP] —> [Trap &H)v5
T3 UTOBE@EIRRINET,

Trap Configuration
Global Settings

 woae | pEatien]
Enabled

Trap Destination Configurations

Delete Name Enable Version Destination Address Destination Port
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(2) <Add New Entry>RAaVED)YDTBE, LT OBEIENRRINET,
SNMP Trap Configuration

Trap Config Name

Trap Mode Disabled

Trap Version SMMP v2c

Trap Community Public

Trap Destination Address

Trap Destination Port 162

Trap Inform Mode Disabled

Trap Inform Timeout (seconds) QK

Trap Inform Retry Times 5

Trap Probe Security Engine ID QJESjEGIE
Trap Security Engine ID
Trap Security Name None

SNMP Trap Event for Switch 2

L1+ [lwarm Start
Link up ® none O specific O all switches
LiCh el [ = Link down @ none O specific O all switches
LLDP @ none O specific O all switches
1= [] Authentication Fail
LI=[ClsTP

[cold Start

LIRMON

| save || Reset |

3) BEALO"?"74IVEDIYITEE. BEAOER [OVTORAELE LRy TPy IR RSNET

3) Communities (SNMPv3 J31=F(ER%E)

(1) TConfiguration] —> 'Security] —> 'Switch] —=> TSNMPJ] —> Communities1&D)yDd3E, LLTOD

BEEIARRINET,
SNMPv3 Community Configuration

Source IP

Delete Community

Source Mask

O public 0.0.0.0 0.0.0.0
] private 0.0.0.0 0.0.0.0
| AddNewEntry | | Save || Reset |

() BEALO"?"7P4IVEDIYIT R, BEANER OV TOHRBAZEHE LRV T Py IRRREINET,
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4) User (SNMPv3 1—H3%5E)

(1) TConfiguration] —> TSecurity] > 'Switch] => TSNMP] -> TUsers &HUvHd 3L, LI TOEEH

RRINET,
SNMPv3 User Configuration

Security Authentication Authentication Privacy Privacy

e Aol Level Protocol Password Protocol Password

O 800007e5017f000001 default_user NoAuth, MoPriv None None None None

| AddNewEntry | | save || Reset |

(2 BEALD"?T7AIVED)YITRE, BEEMNNOIER IOV TOFRBAZLE LRy TPy IR RSN,
5) Groups (SNMPv3 JIL—7ME&E)
(1) TConfiguration] —> 'Security] —> Switch] —> [SNMP] > [Groupsl&D)yDd3E. L TOEE

WRRENET,
SNMPv3 Group Configuration

Group Name

Delete Security Model Security Name

] V1 public default_ro_group

] V1 private default_rw_group

] v2C public default_ro_group

] v2e private default_rw_group

] usm default_user default_rw_group
| AddNewEntry | | Save || Reset |

2 EEALO?"PAIVENIYITRE, BEROER OV TORBAZEHE LRy TPy IiRRSNE
3-0

6) Views (SNMPv3 E1—ME&5E)

(1) TConfiguration] —> [Security] —> [Switch] —> TSNMPJ —> [Views1&#DUvh3 3L, LTOEEHR
RENFET,
SNMPv3 View Configuration

Delete View Name View Type OID Subtree

O default_view m 1
excluded |

| AddNewEntry | | Save || Reset |

(2 BEALO"?"7P4IVED)YITRE, BEAOER OV TOHRBAZEHE LRy TPy IRRRESNET,

7) Access (SNMPv3 7Dt AR SE)

(1) TConfiguration] —> 'Security] => 'Switch] => [SNMPJ —> TAccess]&DUyDd3E. L TOEE
BNRREINFET,
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SNMPv3 Access Configuration

Delete Group Name  Security Model Security Level Read View Name Write View Name

[l default_ro_group any MoAuth, NoPriv default_view v MNone W

[  default_rw_group any  MNoAuth, NoPriv |default_view /| |default_view V|

| Add New Entry | | Save || Reset |

2) BEALO"?"PAIVED)YITHE. BEROEER OV TOSRBAZRE LRV T 7y INRRENETS,

O33YFIck 3 E:
Enable/Disable :

(config) # snmp-server
(config) # no snmp-server

= Version :
(config) # snmp-server version { vl | v2c | v3 }
(config) # no snmp-server version

Community :

(config) # snmp-server community v2c <word255> [ ro | rw ]

)
(config) # snmp-server community v3 <word255> [ <ipv4 addr> <ipv4 netmask> ]
(config)# no snmp-server community v2c
(config) # no snmp-server community v3 <word255>

Engine ID :
(config) # snmp-server engine-id local <wordl0-32>
(config) # no snmp-server engined-id local

System Information :
(config) # snmp-server host <word32>
config)# snmp-server contact <line255>

( )

(config) # snmp-server location <line255>
(config) # no snmp-server host <word32>
(config) # no snmp-server contact
(config)# no snmp-server location

« Trap:
(config) # snmp-server trap
(config)# no snmp-server trap
no snmp-server host <word32> traps

+ Users (v3):
(config) # snmp-server user <word32> engine-id <wordl10-32> [ { md5 <word8-32>
| sha <word8-40> } [ priv { des | aes } <word8-32> ] ]
(config) # no snmp-server user <word32> engine-id <wordl0-32>

* Groups (v3) :
(config) # snmp-server security-to-group model { vl | v2c | v3 } name <word32>
group <word32>
(config) # no snmp-server security-to-group model { v1 | v2c | v3 } name
<word32>

* Views (v3) :
(config) # snmp-server view <word32> <word255> { include | exclude }
(config)# no snmp-server view <word32> <word255>

* Access (v3):
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(config) # snmp-server access <word32> model { vl | v2c | v3 | any } level
noauth | priv } [ read <word255> ] [ write <word255> ]

)
{ auth |
(config) # no snmp-server access <word32> model { vl | v2c | v3 | any } level
{ auth | noauth | priv }
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* Host:
(config) # snmp-server host <word32>
config-snmps-host) #host <v_ipv6 ucast> [ <udp port> ] [ traps | informs ]

config-snmps-host) #host { <v_ipv4 ucast> | <v_word45> } [ <udp port> ]
traps | informs ]
config-snmps-host) #informs retries <retries> timeout <timeout>

config-snmps-host) #traps [ aaa authentication ] [ system [ coldstart ]
warmstart ] ] [ switch [ stp ] [ rmon ] ]
engineID <v_wordl0O to 32> ] [ <securtyname> ] }

config-snmps-host) #shutdown
config-snmps-host) #no host
config-snmps-host) #no informs
config-snmps-host) #no shutdown
config-snmps-host) #no traps

)

(
(
[
(
(
[
(config-snmps-host) #version { vl [ <vl comm>] | v2 [ <v2 _comm> ] | v3 [ probe
|
(
(
(
(
(
(config-snmps-host) #no version
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2.4.4.4. RMON

RMON (Remote Network Moniton)lc&D, %y rI—HEBE(F, PR(EE LI DIER LD LAN fl0:&E
EREBOEZRIIVY ., 8B, BLU TN V1—T4 VT eI DOBEEREAFTIENTEET o, %
YRD=DEZR)IT VAT LICEDIR B AT e B R EEZELET . RMON (&, 7/¥1 2 ("probes”&%1V)) #EZR
U TBECENYR-FLET,

Il ZIE LAN 24 9FICE, MIB 2 LT MS749070—-EL TR E Moy T BERY T MII7HAEEN. 20 MIB
[CERERENFET, VI MIITPI—ITY MIEREIEL., 574D 1-H1 V71— 2N LEDIERERY D

—DEBEIRMTHENTTRETT,

B Configuration(B2SEA=1—)

OOWEB IC&3 8% E:

1) Statistics (RMON #fEEHiEHNERE)
CCTClE. RMON #EHEROIY MIDEM/HIBREITOICENTEET,

(1) TConfiguration] —> Security] —> Switch] => TRMON] -> [Statistics |#D)yDd3E. LT DE
ERRINET,
RMON Statistics Configuration

Delete ID Data Source

| AddNewEntry | | Save || Reset |

(2) <Add New Entry>iR32%&0)90 3 3E. LLTOBENRTSNSTH. FFRD ID 255 7E LTS,
RMON Statistics Configuration

Delete Data Source
Delete |:| .1_3_6.1.2_1_2.2_1_1.|j|
| Add New Entry | | Save || Reset |

(2 BEALO"?"7PA4IVED)YITRE, BEMOER OV TOHRBAZEHE LRy TPy IRRRESNET,

2) History (RMON DEBEMDERE)

CCTClZ. RMON BEDOIY MDEM/BIBREITICENTEET,

(1) TConfiguration] —> lSecurity] —> [Switch] —=> TRMON] -> THistory&DUvDd 3L, LL T DEE
HRRENFET,
RMON History Configuration

Buckets

Delete ID Data Source Interval Buckets
Granted

| AddNew Entry | | Save || Reset |
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(2) <Add New Entry>RBVED)YDTEE, LT DEBEIENRTINBEN., FIRD ID £/ E LTS,

RMON History Configuration

Buckets
Data Source
Granted
Delete 1361212211, 0 1600 50
| Add New Entry | | Save || Reset |
Q) BEEALO"?PAIVEIIYDTEIE, BIEANIEBCOWVTORBAZRE LRy I 7y IR RENE
ER

3) Alarm (75—LOHKE)
CCTClE. RMON 75— LOIV NDEM/BIREITICENTEET,

(1) TConfiguration] —> [Security] => 'Switch] -> TRMON] -> TAlarm &Yy T 3L, LITOEEH

RRSNZET,
RMON Alarm Configuration

Startup Rising Rising Falling Falling

e Alarm Threshold Index Threshold Index

| Add New Entry | | Save || Reset |

(2) <Add New Entry>iNaV&ED)wD T 38, L TOBENRTEINSLH., FRO ID 2R/ ELTEEL,

RMON Alarm Configuration
Startup Rising Rising Falling Falling

SHOED Value
Alarm Threshold Index Threshold Index

Interval Variable
Type

Delete 30| 136121221 00| [Deta | 0 [RisingQrFalling V| i 0 0 [i

[ AddNewEntry | [ save || Reset |

(3) BEALO"?"PAIVEDIYITHE. BEANDIERER [COVTORBAZEE LAY T 7y INRRSNET,

4) Event (ARVIDERSE)

CCTlE. RMON 1AV FOIY DB/ BIBREITHICENTEET,

(1) TConfiguration] —> lSecurity] —> Switch] => TRMON] -> lEvent&DYUvDd3E. LLTOEEH

RRSNZET,
RMON Event Configuration

Delete ID Desc Type Community EventLast Time

Add New Entry Save Reset

(2) <Add New Entry>R3VEDUYITRE, LT OBEEN R RENBLH, FHED ID ZFHFE LTS,
RMON Event Configuration

Delete [o] Desc Type Community Event Last Time
Delete public 0
| AddNewEntry | | Save || Reset |

(2) BEALO"?"7PAIVEDIYIT R, BEANOER OV TOHRBAZEH LRI Py IRRREINET,
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O39YRICEBERE:
Create an Alarm Entry :
(config) # rmon alarm <1-65535> <word255> <1-2147483647> { absolute | delta }
rising-threshold <-2147483648-2147483647> [ <0-65535> ] falling-threshold
<-2147483648-2147483647> [ <0-65535> 1 { [ rising | falling | both ] }
(config)# no rmon alarm <1-65535>

Configure Threshold for Variables

(config) # rmon alarm <1-65535> { 1fInOctets | 1fInUcastPkts | 1fInNUcastPkts
| 1fInDiscards | ifInErrors | ifInUnknownProtos | i1fOutOctets |
ifOutUcastPkts | i1fOutNUcastPkts | ifOutDiscards | ifOutErrors } <uint>
<1-2147483647> { absolute | delta } rising-threshold
<-2147483648-2147483647> [ <0-65535> ] falling-threshold
<-2147483648-2147483647> [ <0-65535> 1 { [ rising | falling | both ] }
(config) # no rmon alarm <1-65535>

Create a History Entry :

(config-if)# rmon collection history <1-65535> [ buckets <1-65535> ]
[ interval

<1-3600> ]

(config-if)# no rmon collection history <1-65535>

Create a Statistics Entry :
(config-if)# rmon collection stats <1-65535>
(config-if)# no rmon collection stats <1-65535>

Create an Event Entry :

(config)# rmon event <1-65535> [ log ] [ trap <wordl27> ] { [ description
<linel27> ] }

(config)# no rmon event <1-65535>

B Monitor(EZ8UY)

OOWEB (L3 8&5E:
ENEN UTOFIECAZ1—5RRTBENTRETT,
- HiEIEHmERTIBEE: Monitor] —> Security] —> Switch] —> TRMON] -> [Statistics |
- BEEHRERTTEEE: Monitor] —> TSecurity] —> Switch] => TRMON] -> THistory ]
- P5—-LERTTBES:  Monitor] —> lSecurity] > [Switch] —=> TRMON] -> TAlarm]
s ARV INERTTBEES: [Monitor] —> lSecurityl —=> Switch] —=> TRMON] -> lEvent]

UTIC, ENENOREEEERTLET

1) Statistics (¥EFHHHR)
CCTlE. RMON #EHEROIY NIKRRSNFET,

(1) [Monitor] —> [Security] —> [Switch] —> [RMON] -> [Statistics 1Dy 3L, L TOEEHIRRS
nFxd,

RMON Statistics Status Overview Auto-refresn [ | Refresh || |e< || >> |

Start from Control Index[0_ | wtn entries per page.

ZELE Broad- Multi- CRC  Under- £2 138 | Gl |

ID Source Drop Octets Pkts . 0\_rer- Frag. Jabb. Coll 3 ~ ~ ~
i cast cast Errors size size
(ifindex)

Bytes

127 255 511 1023 1588

Mo more enlries

(2 BEALO"?"7PA4IVED)YDTRE, BENOER OV TOHRBAZEHE LRy T 7y IRRREINET,
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]
2) History(lBEESR)
_C_TCl¥. RMON DEEEHRERRLES,

(1) TMonitor] => T'Security] => Switch] => TRMON] -> THistory |55yD3 3¢, L FTOEEHFR T
ShET,

RMON History Overview Auto-refresh |:|| Refresh || J== || > |

Start from Control Index I:I and Sample Index |0 |with|20 | entries per page.

History Sample Sample Broad- Multi- CRC Under- Over- Frag. Jabb. Coll. Utilization

Drop Octets Pkts

Index Index Start cast cast Errors size size

No more entries

2) BEAELO"?"742VED)YITEE. BEAOER [OVTORAELE LRy TPy IR REINET

3) Alarm (75—L)
CCZTlE. RMON O75—LICBE T 3 EHRIRRSINET,

(1) TMonitor] > Security] —> TSwitch] => TRMON] -> TAlarm &DUvHd 3. L FOEEH R RS

ny.
RMON Alarm Overview Auto-refresh [1| Refresh || << || > |
Start from Control Index |0 |with|20 | entries per page.

Sample Startup Rising Rising Falling Falling

Lo L) =D Type LD Alarm Threshold Index Threshold Index
No more entries

2) BEALO"?"742VED)YITEE. BEAOER [OVTORAELE LRy TPy IR RESNET

4) Event (RMON fAYH)
CCTlE RMON 1 XY bF=T DIV MR FRENET,

(1) TMonitor] => TSecurityl —> Switch] —=> TRMON] -> TEvent &DYUvD93E. L TOBEEMARRS
nEy,
RMON Event Overview  Auto-refresh [1 | Refresh || |<< || > |

Start from Control Index[0 | and Sample Index [0
entries per page.

with[20 |

Event
Index
No more entries

2) BEALO"?"7420E0)YITEE. BEAOER [OVTORAELE LRy TPy IR RSNET

Logindex LogTime LogDescription

O3YVRICLBERE:

show rmon alarm [ <1~65535> ]
show rmon event [ <1~65535> ]
show rmon history [ <1~65535> ]
show rmon statistics [ <1~65535> ]

H o e e
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2.4.4.5 Network(%Y F)—DEEBDtF1YT1)
CCTlE. ®ypI—DERB LD F1YTBEEICOVVTERBALET

1) Limit Control (v ;1Y FO—ILDERTE)
U2y hIY bO—-IVEEEICED, B LIER— FO 1Y HOHREITIENTEE T, MAC 7 FLAB LU VLAN
ID (Z&D, A-HEHB R ULET, VIV PA-ILEEICTRE, R—bO1—HF(CLBT7HEAHD LBEEK
AIRETY, FDLBEB R, —EDRENEITINET,

M Configuration (% EA-1—)
OWEB ICLBE%5E -
(1) Y3ybay bO—-) %R E T BICI1E. [ Configuration] —> [Security] —> Network] —> [Limit

Control |20)yD T 3L, LTOBENRRINET,
Port Security Limit Control Configuration

System Configuration (Stack Global)

Mode | Disabled v
Aging Enabled Bl
Aging Period 3600 seconds

Port Configuration for Switch 2

Port Mode Limit Action State Re-open

- EE—

1 4| [None v| Disabled | Reopen
2 4/ |MNone % Disabled = Reopen
3 4| |None v| Disabled | Reopen
4 4| None v| Disabled | Reopen
5 4/ |MNone % Disabled | Reopen
6 4| [None v| Disabled | Reopen
7 4| [None v| Disabled | Reopen
8 4/ [None v| Disabled | Reopen
9 4/ |None v| Disabled | Reopen
10 4| [None v| Disabled = Reopen

2) BEALO"?"PAIVED)YITHE. BERNDRE OV TOSRBAZEE LRV T 7y IR TESNETS,

O3V RcLBE&E:
Enable/Disable :
(config) # port-security
(config)# no port-security

Aging :
(config
(config
(config
(config

# port-security aging

# port-security aging time <10-10000000>
# no port-security aging

# no port-security aging time

—_ — — —

Enable/Disable by Port :
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(config-if) # port-security
(config-if)# no port-security

Control Number and Action by Port :

(config-if)# port-security maximum [ <1-1024> ]

(config-if)# port-security violation { protect | trap | trap-shutdown |
shutdown }

(config-if)# no port-security maximum

(config-if) # no port-security violation

B Monitor (EZ8YYH)
COIWEB &35 5 -

1) Switch (R—MFeFaVTIDAIYFERTTSEE)
(1) TMonitor] => TSwitch] => Tport1&HUyD T 3L, L TOEEI R TSNET,

Port Security Switch Status Auto-refresh []
User Module Legend

User Module Name Abbr

Limit Control L
802 1X 8
DHCP Snooping D
Voice VLAN Vv

Port Status for Switch 2

MAC Count

Port Users State Current Limit

1 —---- Disabled - -
2 ----  Disabled - -
3 —---- Disabled - -
4 ---- Disabled - -
5 —--- Disabled - -
6 ---- Disabled - -
i ---- Disabled - -
8 ---- Disabled - -
9 —--—- Disabled - -
10 ---- Disabled - -
11  ---- Disabled - -
12 --—- Disabled - -
13 ---- Disabled - -
14 ---- Disabled - -
15 ---- Disabled - -
16 ---- Disabled - -
17  ---- Disabled - -
18 ---- Disabled - -
19 ---- Disabled - -
20 --—- Disabled - -
21 --—-  Disabled - -
22  -——-  Disabled - -
23 --—-  Disabled - -
24 --—-  Disabled - -

2 BEALO"?"PA4IVED)YITRE, BEAOER OV TORBAZEHE LR T 7y IRRREINET,

2) Port(iR—hMeFaYF1DiR—FERTTHEE)

(1) TMonitor] => TSecurityl —=> Network] —> TPort Security] —> port1ED)yD3T3E. LLTOEEH
RREINFET,

Port Security Port Status for Switch 2 Port 1 Auto-refresh []

MAC Address VLANID State Time of Addition Age/Hold
No MAC addresses attached

() BEALO"?"7P4IVED)YIT R, BEANER OV TOHRBAZEHE LRV T Py IRRREINET,
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O39VFICLBERE :
# show port-security switch [ interface <port type list> ]
# show port-security port [ interface ( <port type>
[ <v_port type list> ] ) ]
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2) NAS (802.1x %Y FI—=DFPHEADERE)

IEEE 802.1X & Tld. R— M—-207H L2V FO-ILOFIEEEZLTHD. 1YL ADHF I E%IR
HEBBRECED RV NT=DADRERTFHEAZMIELET 12 LD RY =)\ )NwDT Y FY—=)\
(RADIUS)ICEA T, Ry RI=DADTDEABEF Al SNz 1IN EHIBTLET . chib® RADIUS(\WDIY
RYH—)\DE% E . [ Configuration ]—T Security | =T AAAIDF B CERERIEETT

IEEE802.1X FRAETIE, R— F—ADARL—aVvEFERZLTVETH, IFZELT RS L TR TAEFY
TEOFIRBIENHNES,

MAC R—2FREEICLND, RUR— M ETEHROI-YDOERIEN AT REERD, 1—HI3E < DI AT LI
802 IX HFUHY M T MITTEA VA= TILEEHIFE A,

ARE, 1-HD MAC 7 RLAEFEST, NIV Y= NADZEEETVET,

RAZICLDFIEL MAC 7 RLANMERESNS ATREMEN H D78, MAC A—AEBEE(S. 802.1X FREELNG
1) T4 MECENET,

B Configuration(FxSEA=1—)
OIWEB [CLBERTE
(1) KDY FI=D7HE AT —NDEREEITOICIL. [Configuration] —> Security] —> Network] —>
INAS]—TSwitch | Z0UvD 33, LLTFOEENRRINET,

Network Access Server Configuration

System Configuration (Stack Global)

Mode Disabled hd

Reauthentication Enabled

Reauthentication Period seconds
EAPOL Timeout seconds
Aging Period seconds

Hold Time seconds
RADIUS-Assigned QoS Enabled

RADIUS-Assigned VLAN Enabled

Guest VLAN Enabled

Guest VLAN ID

Max. Reauth. Count

Allow Guest VLAN if EAPOL Seen

Port Configuration for Switch 2

RADIUS- - [e{IT-15 4
Port Admin State Assigned VLAN Port State Restart
QoS Enabled Enabled
= = ~ O |:|
1 |Force Authorized W Sif:l?llgd Reauthenticate Reinitialize
2 |Force Authorized W S::ﬁgllgd Reauthenticate Reinitialize
3 |Force Authorized W Sif:l?llgd Reauthenticate Reinitialize
4 |Force Authorized W Silgggllgd Reauthenticate Reinitialize
5 |Force Authorized W Sif:l?llgd Reauthenticate Reinitialize
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O3V RICEBRTE:
Enable/Disable
(config)# dotlx system-auth-control
(config)# no dotlx system-auth-control

RADIUS-Assigned QoS / RADIUS-Assigned VLAN / Guest VLAN Enabled
(config) # dotlx feature { [ guest-vlan ] [ radius-qos ] [ radius-vlan ] }*1
(config) # no dotlx feature { [ guest-vlan ] [ radius-gos ] [ radius-vlan ] }*1

For Guest VLAN

Guest VLAN ID / Max. Reauth. Count / Allow Guest VLAN if EAPOL Seen
config)# dotlx guest-vlan <1-4095>
config)# dotlx max-reauth-reqg <1-255>

(

( )

(config) # dotlx guest-vlan supplicant
(config) # no dotlx guest-vlan

(config) # no dotlx max-reauth-reg
(config) # no dotlx guest-vlan supplicant

For Re-authentication

Reauthentication Enabled / Period / EAPOL Timeout / Aging Period / Hold Time :
config)# dotlx re-authentication
config)# dotlx authentication timer re-authenticate <1-3600>

(

( )

(config)# dotlx timeout tx-period <1-65535>

(config)# dotlx authentication timer inactivity <10-1000000>
(config) # dotlx timeout quiet-period <10-1000000>

(config) # no dotlx re-authentication

(config)# no dotlx authentication timer re-authenticate
(config)# no dotlx timeout tx-period

(config)# no dotlx authentication timer inactivity

(config) # no dotlx timeout quiet-period

For Configurationby Port

Admin State

(config-if)# dotlx port-control { force-authorized | force-unauthorized
auto | single | multi | mac-based }

(config-if)# no dotlx port-control

RADIUS-Assigned QoS / RADIUS-Assigned VLAN / Guest VLAN Enabled
(config-if)# dotlx radius-gos

(config-if) # dotlx radius-vlan

(config-if)# dotlx guest-vlan

(config-if)# no dotlx radius-gos

(config-if)# no dotlx radius-vlan

(config-if)# no dotlx guest-vlan

Do Re-initialize / Re-authenticate
(config-if)# dotlx re-authenticate
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B Monitor(E=8UVY)
COIWEB 2355 -

2-1) Switch

(1) 802.1x 2YRI—=HPHELADAT—RAERRTBIC(E. [Monitor] —> lSecurity] —> Network] —>
INAS] -> TSwitch1&D)vD 33, UTOBENRRINET,

Network Access Server Switch Status for Switch 2

Port Admin State Port State Last Source LastlD QoS Class Port VLANID

Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized

Globally Disabled
Globally Disabled
Globally Disabled
Globally D'Fabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled

Force Authorized
Force Authorized

Globally Disabled -
Globally Disabled -

== = = | =
'|-h-|C-~J|T~-7|—*|L'-1I&!:'I':“:'I‘--lIﬂ‘-'lﬂ'.ﬂI-h-ltﬂll\-"l—L

) BE@EALO"?7PAIVEDVYITEHE. BENDEE ICOVTORBAEREE LRy TPy ThHRRSNE
ERS

2-2) Port
(1) h— PO NAS#EHFHRERTRTBICIE. TMonitor] —> [Security] —> Network] —> TNAS] -> TPort]
#)ybd s, UTOBEEIRTEINET,

NAS Statistics for Switch 2 Port 1
Port State
Force Authorized
Port State Globally Disabled
(2) EEEJ:G)”?"?CI‘/’&’J'J“J’Ts“éts EEAOIERICOVWTOSBAZEE LRy TPy hiR RehF

Auto-refresh [

O3V FICEBERTE:
# clear dotlx statistics [ interface <port type list> ]
# show dotlx statistics { eapol | radius | all } [ interface <port type list>]
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3) ACL ¥%E

ACL &, TAccess Control List(PH ATV FO=JLIAR) JOBETY , Chid. ACE DYAMT—TILTHD., COYAR
F=ICE. PHEAaV FO-ILOIY MIREFEN., TOEAR, FET0TSLBEDEED F5749D0F T I1H +
[CEFRl/EESNZE 2 D1—HEENFNIETEULET(ACE (F. [Access Control Entry IORETH. 45 FE D ACE
ID (CRREfHTIDN B 7HE A RIICOWT R ENTLET),

ACE (&, 32M7L—LAAFA—H Ry 34T, ARP. IPv(4)E. 2 DM ACE 7D a3V EFRI /4B THEINTLE
T, ACE (L. BLO7T)T— a3V CRIARBER R NIA—ADA T V3V DI EENTNET,

BTPDEATEER F5749DAT IO ML, 2D ACL DB FHEENFT, BELAIUED, HEATIIHH
DT7OEAEDH ENFIRIENET,

ACL MRZE(T, ZNEFNDIKRICIEUT ACE DB LM TEITIEN. EEICEHICEZIBENHNET, 2y bI—
DTIE. ACLIE, RARH=N—LETHEBY—EAR— DAL, FEERYRI-DY—E2EEL. FNENLY-E
ADEREHA/AERSNERA N Y= NOUA R RELTVET,

ACL (&, BEI7M7—7F—IVERHKICRAE b 719D EFIHT B LOICERESNET,

ACL B EICEEENTTHN2 WEB EIEIZLLTFD 3 2T,

3-1) Ports (R—F)
ACL R—FOEREEANT. ANR—MRIY—ID OEN L TEITVNET, Chid. B—D 7492 —)b
(CHESEDIC, R— T —TLTBRRICERTYT . F5749DR)U—IE. "Access Control List”[CERTE LE
T, FEBEARENEFNDOR— FEIHETED FS5T7149D D454 (Action/Rate Limiter /Port copy, ZDH)%&
HRETHELAHEETT , ACE WWF U HE—HULIIGRICOHERINET,
COBE . FDR—MIBEENHRIENKEBNET,
SHMICOLVTIE, WEB EE D help 53R 1S B LTS,

3-2) Rate Limiters (b—PMJ3vh—)
CCTlE, L= M)IvA—ERET D ENATRETT . L— MIZYA—(E 15 BRBSICA DN TWET (EF) 1-1024
IS5y /B, "Ports” BLU " Access Control List” AZ1—0 ACE FIZ A AR—MMIL—FIIVA D %
BNYTRIENTEET,

3-3) Access Control List (PHEAdYMA—IWIAR)

CCTClE. ACE DB EMITOA R ERLEMANGRTHEOERLTIVET,

FIAIETE COT—T NIRRT, AHTL—LIE ACE E—E T B3EHD ACE BMFEIELESEE T,
EFNHMHACEZ 1 DOHEFLET, ACE [C—ET D&, IL—LICHULTPD AV GFRI/IER) BTN 7
D ACE [CREDHBIENEZFT,

ACE RUY—hEHREENBE, RIY—. AAR—FOLTND. HBIVEEDA HR— M AIYF LK) B
EHIHERETT

ACE RY—DR ESN 5L, WEB BEIE D Ports” Dik— b L —FERBE(F(THFT§E T, ACE TR E A
BERNSA—A—F A HNET , EMICOLVTIE, WEB EIE D help 1EHR IS B L TEEL,

ACE O LPRIZT64,TT,
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——————————————
B Configuration (B85EX=1—)

COWEB ICL3ERTE:
1) Port (R—bPOF 74V FERTE)

(1) TConfiguration] —> [Security]l —> Network] —> TACL] —> [Ports]&DUvyD9 3L, LLTOEEH

RTSNFET,
ACL Ports Configuration for Switch 2
Policy ID Action Rate Limiter ID Port Redirect Logging Shutdown State Counter
1 0| [Permit V| [Disabled |  [Disabled | [Disabled V| [Disabled | [Enabled V| 0
2 0| [Permit v Disabled v Disabled ™| |Disabled v| |Disabled v| |Enabled v 0
3 0| |Permit v Disabled v Disabled V| |Disabled V| |Disabled V| |Enabled v 0
4 0| [Permit v| [Disabled v|  |Disabled | [Disabled v| [Disabled v| [Enabled | 0
5 o| [Permit v| [Disabled |  [Disabled V| |Disabled | [Disabled V| |[Enabled V| 0
6 0| [Permit V| |Disabled %|  |Disabled | [Disabled V| [Disabled V| [Enabled v/| 0
7 0| [Permit v Disabled v Disabled ™| |Disabled V| |Disabled v| |Enabled v 0
3 0| [Permit v Disabled v Disabled V| |Disabled V| |Disabled V| [Enabled v 0
3 0| [Permit v Disabled v Disabled ™| |Disabled v| |Disabled v| |Enabled v 0
10 0| [Permit v Disabled v Disabled V| |Disabled V| |Disabled | |Enabled v 0
11 0| [Permit V| [Disabled |  [Disabled | [Disabled V| [Disabled | [Enabled V| 0
12 0 |Permn v| |D|sabled v| |D|sab|ed v| |Dlsabled v| |D|sabled v| |Enabled v| 0
(2) EEELOYPAIVEDIITEE, BENOEER OV TORBERBELERY TPy I RRENE

3-0

2) Rate Limiters (L—PMJ3yrOEEE)

(1) TConfiguration] —> [Security] —> [Network] —> TACL] -> [Rate Limiters1&DUvyDd 3L, LLTD
EENIRREINET,
ACL Rate Limiter Configuration

Rate Limiter ID Rate (pps)

o o
= DO W M o~ M N o L R

=
=]

=y
[¥]

-y
F =N

-
]

ECNY QU QU QEEYY [N RN U IR QTS QECT QNEY) QN IR QU RSN Y N

16

(2) BEALO"?Y7AIVEIYDTEIE, BIEANIEBICOWVTORBAZRE LRy I 7y IR RENE
3-0
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1

3) Access Control List (ACL IV MJER5E)

(1) ACL #ZRETBICIZ. [Configuration] —> [Security]l —> Network] —> TACLJ] —> ['Access Control
List1ZDUyDd3E, UTOEEIRTINET,

Access Control List Configuration Auto-refresh EI| Refresh || Clear || Remove All |

ACE Ingress Port Policy/Bitmask Frame Type Action Rate Limiter Port Redirect Counter

®

(2) “(O)"ZDIYITBE LTOBEENRRENET,
ACE Configuration

Ingress Port QA w Action Permit

Policy Filter QEGIY hd GEICEN TG | Disabled W

Switch Any v Logging Disabled v

Frame Type QGG e Shutdown Disabled v
Counter 0

MAC Parameters VLAN Parameters

DMAC Fitter [JESEIEN VLAN ID Filter NS IIES

Tag Priority Any W

| Save || Reset || Cancel |

@) EEALO?PAIVENIYITRE, BEROER OV TORBAZEHE LRy TPy IiRRSNE
el

039 FlcL3E5E:
Port Default Configuration:
(config-if)# access-list policy <0-255>
(config-if) # access-list action { permit | deny }
(config-if)# access-list rate-limiter <1-16>
(config-if)# access-list redirect interface { <port type id> |
<port type list> }
(config-if)# access-list logging
(config-if)# access-list shutdown
(config-if)# access-list port-state
(config-if)# no access-list policy
(config-if)# no access-list rate-limiter
(config-if)# no access-list redirect
(config-if)# no access-list logging
(config-if)# no access-1list shutdown
(config-if)# no access-list port-state
Rate Limiter Configuration:
(config)# access-list rate-limiter [ <1~16> ] pps <0-131071>

ACL Entry Configuration:

- Create a ACL Entry with default setting

(config) # access-list ace [ update ] <1-256>

- Delete a ACL Entry :

(config)# no access-list ace <1~256>

- Ingress Port

(config) # access-list ace [ update ] <1-256> ingress { interface
{ <port type id> | <port type list> } | any }

- Policy Filter

(config) # access-1list ace [ update ] <1-256> policy <0-255> [ policy-bitmask
<0x0-0xFE> ]
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—————————————

- Frame Type

(config) # access-1list ace [ update ] <1-256> frametype { any | arp | etype
[ etype-value { <0x600-0x7ff,0x801-0x805,0x807-0x86dc,0x86de-0xffff> |
any } 1 | ipvé4 | ipvéd-icmp | ipv4-tcp | ipvéd-udp | ipvé | ipve-icmp | ipv6-tcp
| ipv6-udp }

- DMAC Filter

(config) # access-1ist ace [ update ] <1-256> dmac-type { unicast | multicast
| broadcast | any }

- VLAN ID Filter

(config) # access-list ace [ update ] <1-256> vid { <1-4095> | any }

- Tag Priority

(config) # access-list ace [ update ] <1-256> tag-priority { <0-7> | any }
- Action if matched

(config) # access-list ace [ update ] <1-256> action { permit | deny }

- Rate Limiter if matched :

(config) # access-1list ace [ update ] <1-256> rate-limiter { <1-16> | disable }
- Logging if matched :

(config)# access-1list ace [ update ] <1-256> logging

- Shutdown if matched :

(config) # access-list ace [ update ] <1-256> shutdown

Disable shutdown

(config)# access-1list ace [ update ] <1-256> disable

- Redirect frame to specific port if matched :

(config) # access-1list ace [ update ] <1-256> redirect { disable | interface
{ <port type id> | <port type list> } }

- Insert the current ACE before the next ACE ID

(config)# access-list ace [ update ] <1-256> next { last | <1-256> }

B Monitor(E=5YVY)

OWEB IC& 3% 5E:
(1) ACL#ZRT3ICIE. TMonitor] —> T'Security] —> [Network] —> [TACL Status|&D'wDd3E, LLTF
OE@EIRRINET,
ACL Status for Switch 2 [combined v| Auto-refresh []
User ACE Frame Type Action Rate Limiter CPU Counter Conflict
DHCP 1 IPv4/UDP 67 DHCP Client Deny Disabled Yes 734 No
DHCP 2 IPv4/UDP 68 DHCP Server Deny Disabled Yes 258953 No
(2) BEALO"?PAIVEDIYDTEHE, BIEANIEBICOWVTOSBAZRE LRy 7y IhRRENF
ER
O3aYVFICEBEE:
# clear access-list ace statistics
# show access-list ace statistics [ <1~8192> ] [ interface { <port type id>
| <port type list> } ] [ rate-limiter ]
# show access-1ist ace-status [ static ] [ link-oam ] [ loop-protect ] [ dhcp ]
[ arp-inspection ] [ ipmc ] [ ip-source-guard ] [ conflicts ]
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2.4.4.6 IP Source Guard (IP Y—A%—F)

IPY—2H— K&, DHCP ARX—E VI F—=T IV UT, ;57490074300 & TN IP Y= Ty %EF
ETINMYRTBIECLD, DHCP AX—EVT DTV FSAMR— D IP ;574905 FIBTEENTEET,
CNIZED., BIDIRAMILD IP 7 RUABREICFERSNZEDBEECCENTEST,

B Configuration(B2SEA=1—)
COOWEB [CL3 8% 5E:
1) Configuration (IPY—2AH—FDE&5E)

() BN/ ENDOHRTE. IA1FTI9DD54T7Y MIERETBI2IE. TConfiguration] —> TSecurity] —>
INetwork] —> TP Source Guard] —> [Configuration &0y 9 3E. L TOEEIRRINET,

IP Source Guard Configuration

Stack Global Settings

Mode [IEETEERA

| Translate dynamic to static |

Port Mode Configuration for Switch 2

Port Mode Max Dynamic Clients

1 |Disabled /||Unlimited v|
2 |Disabled W/|[Unlimited V|
3 |Disabled || Unlimited v|
4 |Disabled V|| Unlimited v|
5 |Disabled w/|[Unlimited v|
6 |Disabled /|| Unlimited v|
7 |Disabled || Unlimited e
§ |Disabled || Unlimited N
9 |Disabled || Unlimited hd
10 |Disabled w|| Unlimited A
11 |Disabled “/|[Unlimited v|
12 |Disabled /|| Unlimited v|
13 |Disabled || Unlimited v|

2 EEALO"?"PAIVEDIYITRE, BEANER OV TORBAZEHE LRy T PyIiRRSNE
el

2) Static Table (RAF49D IPY—=AH—FTF—TIDEKE)

(1) TConfiguration] —> [Security] —=> Network] —> TP Source Guard] —> [Static Table &DYUvD¥ 3
& UTOEEMRTENET,
Static IP Source Guard Table for Switch 2

Delete Port VLANID IP Address IP Mask

| Add New Entry |

| Save H Reset |
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.

(2) <Add New Entry>iNaV&ED)wD T 38, L TOBENRTREINSLH., FROD ID 2R ELTEEL,
Static IP Source Guard Table for Switch 1

Delete Port VLANID IP Address IP Mask

[odete | 1
IIHIEII Reset

3) EBEALO"?"PAIVEDIYITHE. BERNDERER OV TOBAZEE LRy T 7y INRTSNETS,

O3V FICLBERTE:
Enable/Disable
(config) # ip verify source
(config) # no ip verify source

Dynamic Client Number :
(config-if)# ip verify source limit <0-2>
(config-if)# no ip verify source limit

Translate Dynamic to Static :
(config)# ip verify source translate

Assign Static Entry :

(config) # ip source binding interface <port type id> <vlan id> <ipv4 ucast>
<ipv4 netmask>

(config) # ip source binding interface <port type id> <vlan id> <ipv4 ucast>
<mac_ucast>

(config) # no ip source binding interface <port type id> <vlan_ id>

<ipv4 ucast> <ipv4 netmask>

(config) # no ip source binding interface <port type id> <vlan id>

<ipv4 ucast> <mac ucast>

B Monitor(EZ5YY)
OWEB [CL3 3% 5E:
IP Source Guard (IPY—AN—F&HKTRTS)

(1) IPY=AH—FEHEEERTTBICIE. TMonitor] —> TSecurity] > Network] —> TIP Source Guardl%&
H)yhgdE, UTOEEIRREINET,

Dynamic IP Source Guard Table for Switch 2 Auto-refresh [ | Refresh || << || =5 |

Start from [Port 1 V|, VLAN [1 | and 1P address [0.0.0.0 |with[20  |entries per page.

Port VLANID IP Address MAC Address
No more entries

() BEALO"?"7P4IVED)YIT R, BEANER OV TOHRBAZEHE LRV T Py IRRREINET,

O3V FICLBEETE:
# show ip verify source [ interface <port type list> ]
# show ip source binding [ dhcp-snooping | static ] [ interface

<port type list> ]
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2.4.4.7 ARP Inspection (ARP 1Y ARYY3Y)

CCTld. ARP A UARD Y3 SRR EEITVET , ARP A VARDYaVIE, X1 T1DIHDH#ERETT , ARP
FrovV1ERA XZUHTRECELT, LAY 2 R RI=DISEHSNTVBIRA R, FETF M AR EEZ (T
BETNSOBEETOVILET, B ARP UDIAMZDIGEDH EBTIENFHETT

B Configuration(B2SEA=1—)

OOWEB (L3RR 5E:

1) Port Configuration(R—rDEETEZH R/ MIHICT3)
(1) TConfiguration] —> [Security]l —> Network] —> TARP Inspection] —> [Port Configuration &5y
DERE. UTOBENRTREINET,

ARP Inspection Configuration

Stack Global Settings

Ty Toisabiea o]

| Translate dynamic to static |

Port Mode Configuration for Switch 2
Port Mode Check VLAN Log Type

= == A% W
1 [Disabled | |Disabled |
2 |Disabled | [Disabled V|
3 |Disabled V| |Disabled v

4 |Disabled V| |Disabled v

5 [Disabled v| [Disabled v| [None w|
6 |Disabled | |Disabled | [None w|
-

8

9

Disabled v| [Disabled »v None W
Disabled W Disabled v None W
Disabled v Disabled v None W

2 EEALO?"PAIVENIYITRE, BEANER OV TORBAZEHE LR T PyIiRRSNE
£l

2) VLAN Configuration (VLAN £%5€)

(1) TConfiguration] —> lSecurity] —> Network] —> TARP Inspection] —> T'VLAN Configuration &%)
vhFE. UTOEEHIRRINET,

VLAN Mode Configuration | Refresh || |<< || >> |
Start from VLAN [1 | with |20 | entries per page.

| Add New Entry |

| save || Reset |
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(2) <Add New Entry>iR3V&DUYDTBHE LT OBEIEDNR TSNS, #HHROD ID 2% TE LTS,

VLAN Mode Configuration | Refresh || |<< || > |

Start from VLAN |1 | with |20 | entries per page.

Delete VLANID Log Type

Delete | | [None /|

2) BEALO"?"PAIVEDIYITHE. BEANDERER OV TOSBAZEH LRy T 7y IR TSNETS,

3) Static Table (RAF4Y2 ARP AYARGY3VDIY M) EIETETB)
(1) TConfiguration] —> Security] —> Network] —> TARP Inspection] —> [Static Table |#D)vyDd 3
& UTOEEMRTENET,
Static IP Source Guard Table for Switch 2

Delete Port VLANID IP Address IP Mask

Add New Entry

Save

(2) <Add New Entry>R3VEDYDTRE, UTOEENRRSNSED, FIED ID #HE LTWESL,
Static ARP Inspection Table for Switch 1

Delete Port VLANID MAC Address IP Address
Delete_ .

Add Hews Entry

i

| Save Reset

2) BEALO"?"PAIVED)YITHE. EBERNDRE OV TOSBAZEH LRV T 7y IR RSNETS,

4) Dynamic Table (M1+39D ARP AV ARDYIVT—T I EHKTRTB)

(1) TConfiguration] —> lSecurity] => Network] —> TARP Inspection] —> [Dynamic Table |&0UvD9
3L UTOEENFRRINET,
Dynamic ARP Inspection Table for Switch 2 Auto-refresh I:I| Refresh || << || == |

Start from [Port 1 |, VLAN |1 . MAC address |DD-DO-OD-OD-DD—DO | and IP address
|D.0.0.D |with |2[| |er|tries per page.

Port VLANID MAC Address |IP Address Translate to static

Mo more entries

(2 BEALO"?"7PA4IVED)YITRE, BENOER OV TOHRBAZEHE LRy T 7y IRRREINET,
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O3YYVRICLBERE:

Clear ARP cache
# clear ip arp

Enable/Disable
(config)# ip arp inspection
(config) # no ip arp inspection

Check VLAN
(config-if)# ip arp inspection check-vlan
(config-if)# no ip arp inspection check-vlan

Create ARP Static Entry

(config)# ip arp inspection entry interface <port type id> <vlan id>
<mac_ucast> <ipv4 ucast>

(config)# no ip arp inspection entry interface <port type id> <vlan id>
<mac_ucast>

<ipv4 ucast>

Logging

(config-if)# ip arp inspection logging { deny | permit | all }
(config-if)# no ip arp inspection logging

(config) # ip arp inspection vlan <vlan list> logging { deny | permit | all }
(config) # no ip arp inspection vlan <vlan list> logging

Specify ARP Inspection is enabled on which VLAN
(config)# ip arp inspection vlan <vlan list>
(config)# no ip arp inspection vlan <vlan list>

(config-if)# ip arp inspection trust
(config-if)# no ip arp inspection trust

Translate Dynamic to Static

(config)# ip arp inspection translate [ interface <port type id> <vlan_ id>
<mac ucast><ipv4 ucast> ]

B Monitor(E=5YY)

OWEB 2428 5E:
ARP Inspection (ARPAVARDYAVAZ1—EHKRRTS)
(1) TMonitor] —> lSecurity]l => Network] —> TARP Inspection | &#DUyDT 3L, LLTOEBEEH R RSN

EX IS
Dynamic ARP Inspection Table for Switch 2 Auto-refresh D| Refresh || |<< || s> |
Start from [Port 1w, VLAN [1 | MAC address [00-00-00-00-00-00 | and IP address[0.0.0.0 |with[20 | entries per page.

Port VLANID MAC Address IP Address
Mo more entries

2 BEEALO?PAIVENIYITRE, BEROER OV TORBAZEE LRy TPy IiRRENE
ER

O3V FICLBEEE:
# show ip arp
# show ip arp inspection [ interface <port type list> | vlan <vlan list> ]
# show ip arp inspection entry [ dhcp-snooping | static ] [ interface
<port type list> ]
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2.4.4.8 AAA(AAA F—)1\DtF1YT4)

CCTlE. AAA DTEFROF RICOVWTERBALET,

1) RADIUS (RADIUS H—/){DE}E)

RADIUS (&, TRemote Authentication Dial In User ServicelDEETY,

CO%YRI=DFORUCED ., I-YDE R ICOVE1—AFERFE LD, RV RI—DH—E2ENLTEHTHEA,
SREE. PHUY MEBETOICENABETT,

RADIUS H—/8(E. ChoDH—EAZIR T2 —I\TT,

B Configuration (XEAZ1—)
OWEB ICL3 8% 5E
(1) RADIUS H—)\DBFEE1TIICIE. [Configuration] —> Security] —> TAAA] -> TRADIUSI%H)yDT

3t UTOEENRRENET,
RADIUS Server Configuration

Global Configuration

Timeout 5 seconds
Retransmit 3 times
Deadtime 0 minutes
Key

NAS-IP-Address

NAS-IPv6-Address

NAS5-ldentifier

Server Configuration

Delete Hostname Auth Port AcctPort Timeocut Retransmit Key

(2) <Add New Server>iN3VED DT 3L, RDBEENR RTINS, ENENEEA LTS,

RADIUS Server Configuration

Global Configuration

Timeoan seconds
Retransmit 3 kimes

Deadtime minutes

Key

HASIP.Address
HAS ] i

HAS Identifier

Server Configuration

Dalate Hostnama Auth Port Acct Port  Timeout Raetransmit Kay
Delete 1812 1813
Seve || Resit
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039V RICEBERE:
Global Configuration:
(config) # radius-server attribute 32 <1linel-253>
config)# radius-server attribute 4 <ipv4 ucast>

no radius-server retransmit
no radius-server timeout

( )

(config) # radius-server attribute 95 <ipv6 ucast>
(config) # radius-server deadtime <1-1440>
(config) # radius-server key <linel-63>
(config) # radius-server retransmit <1-1000>
(config) # radius-server timeout <1-1000>
(config)# no radius-server attribute 32
(config)# no radius-server attribute 4
(config) # no radius-server attribute 95
(config) # no radius-server deadtime
(config)# no radius-server key

( ig) #

( ig) #

Server Configuration:
config) # radius-server host { <wordl-255> | <ipv4 ucast> | <ipv6 ucast> }

(

[ auth-port <0-65535> ] [ acct-port <0-65535> ] [ timeout <1-1000> ]

[ retransmit <1-1000> ] [ key <linel-63> ]

(config) # no radius-server host { <wordl-255> | <ipv4 ucast> | <ipv6_ ucast> }
[ auth-port <0-65535> ] [ acct-port <0-65535> ]

B Monitor(EZ4YVY)
CIWEB IC&BR%7E -
1-1) RADIUS Overview (RADIUS DIZEERTTS)
COTIE. SRR B @ TR E AR RADIUS H—)\DAT—AAEHRERRLET,
(1) TMonitor] —> TSecurity] —> TAAA] -> TRADIUS Overview 150UvD %L, LT OB EH R RINE

TO

RADIUS Authentication Server Status Overview

IP Address
1 00000 Disabled
2 0.00.0:0 Disabled
3 00000 Disabled
4 0.00.0:0 Disabled
5 00000 Disabled

RADIUS Accounting Server Status Overview

IP Address
1 00000 Disabled
2 000.00 Disabled
3 00000 Disabled
4 0.00.0:0 Disabled
5 00000 Disabled

“Status” (2. L TOEHRBIRRINET,
- Disabled : Y—\IEHTT,
- Not Ready : Y—NFHETITN, IP BERFFHDTT,
- Ready  H=NEEZ. M IPBIERFEEDTHD, RADIUS EV1—-ILDT7HEAILEFRIEN T
7,
- Dead(5&D X #): COH—=NICPHEALTH, FHELVEAI L7 FMRTOIRERHDEE v,

Y- NE—BRICEMCBNETH, "dead-time "N INSE, BEERICEIET . COREICLEEIE
TOBREN"( )"AILRTRINET . BEROY - \DENBEEDHCOIRERELELET,

() BEALO"?"7PA4IVED)YIT R, BEANER OV TOHRBAZEHE LRy T Py IRRREINET,
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1-2) RADIUS Details (RADIUS M&k5EDE¥HH) :

ZITlE. ISy bOEZERTZE . RADIUS H—N\DAT—AAEHMDEMERTLET,

(1) TMonitor] => TSecurity] —> TAAA] => TRADIUS Details [£7YUvD T3¢, L TOBEEH TR RENE
7,

RADIUS Authentication Statistics for Server #1  [Server#1 v| Auto-refresh [ | Refresn |[ Clear |

Receive Packets Transmit Packets

Access Accepts

Access Rejects

Access Challenges
Malformed Access Responses
Bad Authenticators

Unknown Types

Packets Dropped

Access Requests
Access Retransmissions
Pending Requests
Timeouts

ocDoooooo

Other Info

oo oo

IP Address 0.0.0.0:0
State Disabled
Round-Trip Time 0ms
RADIUS Accounting Statistics for Server #1
Receive Packets Transmit Packets

Responses 0 Requests 0
Malformed Responses 0 Retransmissions 0
Bad Authenticators 0 Pending Requests 0
Unknown Types 0 Timeouts 0
Packets Dropped 0

IP Address 0.0.0.0:0
State Disabled
Round-Trip Time 0 ms

2) BEEALO?"7A4IVEDVYITEHE. BEADEEICONTO

ERS

OJIVFICLBERE

# show radius-server [ statistics ]

FXC5426F m
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2) TACACS+(TACACS+Y—)\DE&5E)

TACACS+(Z. [Terminal Acess Controller Access Control System Plus |OB&TY,

07OV, b=8—, 2y bD=D7HE A=)\, 1 2L EOE B H—NENLTHORY FI—-DIVE1—4
“*550)7’3’87\$IJ?&I1’&"5?“J rO—=HFORINTT,

TACACS+Y—NTLD, FREE. BF Al 7NV M —EARE R ITITICENAIRETT

B Configuration(Fx5EA=1—)
COIWEB &35 5 -

(1) TConfiguration] —> [Security] -> TAAA] => TTACACS+ &DUvH T3, LI TOBEEIRTEINE
7,

TACACS+ Server Configuration

Global Configuration

Timeout 5 seconds
Deadtime Qi minutes
Key |

Server Configuration

Delete Hostname Port Timeout Key

(2) <Add New Server>hAVEDUYDT BE, RDBEENRRINZTH. TNENEZA ALTIEE,
TACACS+ Server Configuration

Global Configuration

Timeout 5 seconds
Deadtime Qi minutes
Key |

Server Configuration

Delete Hostname Timeout

!m\!—\!—\!—\l—l

Add New Server

(3) BEALD"?"PAIVED)YITHE. BEROER [COVTORAELER LRI TPYITHRTSNET

O3V RIcEBERE:
Global Configuration:

(config) # tacacs-server deadtime <1-1440>
config)# tacacs-server key <linel-63>

( )

(config) # tacacs-server timeout <1-1000>
(config)# no tacacs-server deadtime <1-1440>
(config) # no tacacs-server key <linel-63>
(config) # no tacacs-server timeout <1-1000>

Server Configuration

(config) # tacacs-server host { <wordl-255> | <ipv4 ucast> | <ipv6 ucast> }
[ port <0-65535> ] [ timeout <1-1000> ] [ key <linel-63> ]

(config) # no tacacs-server host { <wordl-255> | <ipv4 ucast> | <ipv6 ucast> }
[ port <0-65535> ]
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2.4.5 Aggregation(7J1)5—3aY)

iR—FPTUS =23y (Link Aggregation) (d, BER— FERRTAWVSILICED, K- FOHIPREEZ T
VOREERESE, TRAMOINESVREDEHET

2.4.5.1 Static (A3T1YDE&E)
CC Tl PHUT =3 s REE B R TR E THENTEET,
B Configuration (BXEA_-1—)

OOWEB IC&3 & 5E:
(1) TConfiguration] -> lAggregation] —> [Static|ZDUyDT 3L, UTDEENRRINET,

Aggregation Mode Configuration
Stack Global Settings

Hash Code Contributors

Source MAC Address
Destination MAC Address [
IP Address
TCP/UDP Port Number

Aggregation Group Configuration for Switch 2

Port Members
Locality GrouplD 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

Normal  ( 0l
Global 1 {
Global
Global
Global
Global
Global
Global
Global
Global
Global
Global

W oo =~ O M & W M

— .
= o

[ Aggregation HashE— KT, [Hash Code Contributors |DAZ1—DHHnEIRLT. 7L—LDFEER—
FeEHLET, 7UU5 -0 -7k, &K 8 R—METEIE R ENAEETT,

[ Aggregation Mode Configuration |OXZ1—DHH 5, HEVDI-FREBICADETR— MR EEITOT
&L

() BEALO"?"7AIVEDIYITEE. BEANOER OV TORBAZEH LR TPy IRRREINET,

039V FICLBERTE:
Traffic distribution mode :
(config) # aggregation mode { [ smac ] [ dmac ] [ ip ] [ port ] }

(config) # no aggregation mode
Add Ports to Aggregation Group :

(config-if)# aggregation group <uint>
(config-if)# no aggregation group
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B Monitor(E=3YY)

OWEB [C&35%5E:
Monitor] —> 'Aggregation] —> [Static1&#DyDT 3L, UTOBEEHIRRINET,

BEEALD"?"7AIVEDYITEE. BEANODER [COVTOSRAZRE LRI TPy THRRENET,

O33YFIck 3 E:

# show aggregation [ mode ]

FXC5426F “
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2.4.5.2 LACP

LACP &l3. EHOMEMRR— MERRTUEDDREBRIFr2ILELTIRIEHOTOPILOIETT, IETF (24D
EAPROVEDTHS IEEE 802. 3ad DL THESNTLET,

B Configuration (BXSEA=1—)
OOWEB [C&38%5E:
(1) LACP MERFEZITOICIE. [Configuration] —> [Aggregation] —> TLACPI&EDYDT 3L, LLTOEEH
RRSNFET,

LACP Port Configuration for Switch 2

Port LACP Enabled Ke: Role Timeout Prio

y
=0 [ V[ e [ v s
1 O [Active | [Fast w| | 32768
2 O [Active V| [Fast V] 32768
3 O [Active w| [Fast v| 32768
4 O [Active | [Fast v| | 32768]
5 O [Active | [Fast v| 32768
6 O [Active V| [Fast V] 32768
7 O [Active w| [Fast v| 32768
8 O [Active v| [Fast V]| 32768
9 O [Active | [Fast v| 32768
10 M [Auto W] [Active | [Fast v 32768
() BEALO"?"7P4IVED)YITRE, BEMOER OV TOHRBAZEHE LRy T 7y IRRREINET,

O39VFICLBERE:
System Priority :
(config) # lacp system-priority <1-65535>
(config) # no lacp system-priority <1-65535>

LACP Port Configuration:
config-if)# lacp
config-if)# lacp key { <1-65535> | auto }
config-if)# lacp port-priority <1-65535>
config-if)# lacp role { active | passive }
config-if)# lacp timeout { fast | slow }
config-if)# no lacp

config-if)# no lacp key { <1-65535> | auto }
config-if)# no lacp port-priority <1-65535>
config-if)# no lacp role { active | passive }
config-if)# no lacp timeout { fast | slow }

(
(
(
(
(
(
(
(
(
(

Bl Monitor (E=3YUYH)
COWEB [CL2ERE

1) System Status (VATLAT—RADETE)

(1) Monitor] —> TLACP| -> [System Status |&7')y73 3¢, U TOEENRRINET
LACP System Status

Aaar ID Partner | Partner | Partner Last Local
99 System ID Key Prio Changed | Ports

No ports enabled or no existing pattners
() BEALO"?"7PA4IVED)YDTRE, BENOER OV TOHRBAZEHE LRy T 7y IRRREINET,
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2) Port Status (K—PFAT—RADERE)

(1) TMonitor] => TLACP] —> TPort Status |&0)vD 93¢, U TOBEENFRRINET,
LACP Status

Partner | Partner | Partner
ol | i | Lo Pt i System ID Port Prio
Mo = 3 5
Mo
Mo
Mo
Mo
Mo
Mo
Mo
Mo
Mo

[ w i xR R 7 R R

=

2) BEALO"?"PAIVED)YITHE. BEROEER OV TORBAZRE LRV T 7y INRRENETS,

3) Port Statistics (R—FtEtiER)

(1) TMonitor] => TLACP] -> lPort Statistics|&9)vD e, L TOBEENIRRINET,
LACP Statistics

LACP LACP Discarded

Fart Received | Transmitted | Unknown | lllegal

L0 N B I 6 [ R ) N ]
(e} (= Qe (= fm ] (= Qum]} () fum]

(=) {mm ) (=) RemB () fem § (=) Qe () Qum]
(=) fem i () Qe () Qe B () Qe () Q]

0
EEAOEEB IOWTOSBAZEH LR TPy IR RSN

Foooooooooo

10
(2 EEALO"?"7A4IVEDIVITS
el

039V FICLBERTE:
# clear lacp statistics
# show lacp { internal | statistics | system-id | neighbour }
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2.4.6 Loop Protection()L—77075Y3Y)

CCTE =T TOTD VAV BBEDRE A EICOVWVTEHRBALET  W—THRETRE. ISV A= LHE
BENBEICED. Ry PI—DEENS | FRIESND AT REENHDFET,
=777 D 03 BRECED, R— b ETRETINODESEREMTEENTEET,
W=77070 a0/ MCTRE, TX(GEIE) E— FRERICE TS IEE . R—MIIL—-T7O75 Y300
PDU R ELET, =T\ ERIE T 3L, R—MIDvy DY ENZ ., FRIFENERERLET,
Doy MO VBEREIE. —EDREIRTERETEETT,

B Configuration (B&SEAXA=1—)

OOWEB (C&3 8% 5E:

(1) I=77FO0TD3V0EFE=EITOICIE. [Configuration] —> Loop Protection &0y 93, LT OEIE
BRRREINFET,

Loop Protection Configuration

w General Settings

Enable Loop Protection QIBIEEISARS

Transmission Time 5 seconds
Shutdown Time 180 seconds
B o Conturaton for Swich 2

Port Enable Action Tx Mode

* [+ <> V| < v

1 ¥ Shutdown Port || Enable v

2 M [shutdown Port v|[Enable v|

3 ] Shutdown Port “||Enable W

4 [ Shutdown Port || Enable W

5 A Shutdown Port ~||Enable v

6 [ Shutdown Port || Enable v

7 M [shutdown Port v||[Enable v|

(2 BEALO"?"7P4IVED)YITRE, BEMOER OV TOHRBAZEHE LRy TPy IRRRESNET,

039 RIcL3ER5E:
Global Enable/Disable :
(config) # loop-protect
(config) # no loop-protect

Global Transmission Time :
(config)# loop-protect transmit-time <1-10>
(config) # no loop-protect transmit-time

Global Shutdown Time :
(config) # loop-protect shutdown-time <0-604800>
(config) # no loop-protect shutdown-time

Port Loop Protection Enable/Disable :
(config-if)# loop-protect
(config-if)# no loop-protect

Port Action if loop detected :
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(config-if)# loop-protect action { [ shutdown ] [ log ] }
(config-if)# no loop-protect action

Port Actively Generate PDUs
(config-if) # loop-protect tx-mode
(config-if)# no loop-protect tx-mode

B Monitor (E=41)24)
OWEB [C&3E%5E:
CCTR =7 70F7D0a300OR— FAT—A AR RSNET,

(1) I=F7FOaFDV3VDAT—HAER T BICIE. TMonitor] —> Loop Protection&D)yD 9 3L, LLTD

EENRRINET,

Loop Protection Status for Switch 2 Auto-refresh []
Port Action Transmit Loops Status Loop Time of LastLoop
No ports enabled

W=TBRETBE. 1Ty AL E RSN, 2y ) -DEENSI RSN AN HNET
W=TTOFDVaEEICID, R— P ETRETENODEEERE T HENTEETY,

2 EEALO?PAIVENIYITRE, BEROER OV TORBAZEHE LRy TPy IRRRSNE
ERS

O3V RcE B8 E:
# show loop-protect [ interface <port type list> ]
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2.4.7 Spanning Tree(R/S=Y5Y—)

ANZVT9)—F . 29 rD=D bROJADRY FI)—DDI—T&BAIE T ZHO ORI TT,
2YRD=DDN—TORRELETIE. FT19IDZLBNELRBEE . 2 RT—=DDI—TFICEDRY FI—DH T
REICHEDET, 2O, 2V RIT=DDI—THELDRE, ANZUDV)—=TORUZED, W —T U ESKE
BEMICTOYILET, 2y MI—D ORI —DIRHICEDRY M) —DIEENEEINDIE, BIE (STP 015
A1E730 # 1. RSTP MIHFE(ET30 #FLUT 1) HNELET,

AHET(E, MSTP/RSTP/STP #REETR— FL TSt CITIE. ANZUTV—DFRFE A EICOVTERHA
LEY,

2.4.7.1 Bridge Setting(STP 7y YDERE %)
CCTE ASZVT W=D T )y IOWTORTE A EICOVTERBALET,
M Configuration (FRFEX=1—)
OWEB (243 3% 5E:

(1) STP JUvID/RFEEITIICIE. [Configuration] —> [Spanning Tree] —> [Bridge Settings |#5vyDd3
EUTOEENRRINET,

STP Bridge Configuration

g Basic Setings
Protocol Version MSTP hd
Bridge Priority 32768 b
Forward Delay 15
Max Age 20
Maximum Hop Count [gpdl]

Transmit Hold Count s

Advanced Settings

Edge Port BPDU Filtering
Edge Port BPDU Guard

oo

Port Error Recovery
Port Error Recovery Timeout

) BEALOPAIVENIYITRE, BEANEE OV TORBAZEH LR T PyIiRRSNE
3-0

039V FICLBERTE:
Protocol Version :

(config) # spanning-tree mode { stp | rstp | mstp }
(config) # no spanning-tree mode

Forward Delay :
(config) # spanning-tree mst forward-time <4-30>
(config) # no spanning-tree mst forward-time

Max Age :
(config) # spanning-tree mst max-age <6-40> [ forward-time <4-30> ]
(config) # no spanning-tree mst max-age
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Maximum Hop Count
(config) # spanning-tree mst max-hops <6-40>
(config) # no spanning-tree mst max-hops

Transmit Hold Count
(config) # spanning-tree transmit hold-count <1-10>
(config)# no spanning-tree transmit hold-count

Edge Port BPDU Filtering
(config) # spanning-tree edge bpdu-filter
(config) # no spanning-tree edge bpdu-filter

Edge Port BPDU Guard :
(config) # spanning-tree edge bpdu-guard
(config) # no spanning-tree edge bpdu-guard

Port Error Recovery Timeout
(config) # spanning-tree recovery interval <30-86400>

(config) # no spanning-tree recovery interval

Set the STP migration check
# clear spanning-tree detected-protocols [ interface <port type list> ]

B Monitor (EZRUVY)
OWEB (CL3 8 5E:
(1) TMonitor] —> [Spanning Treel —> [Bridge Status &7 vD3 3L, LTOEEMIRRINET,

STP Bridges Auto-refresh []

Topology Topology
Port Cost Flag Change Last
768.00-17-2E-1B-B8-00 32768.00-17-2E-1B-B8-00 0 Steady -

Bridge ID

() BEALO"?"7A4IVEDIYITEE. BEANDER OV TORBAZLH LRI Py IRRREINET,

(8) TMSTIAZa1—DICIST1Z#DYYDTBE, TVVIDAT—AADFMNR REINET,

STP Detailed Bridge Status Auto-refresh [

Bridge Instance CIST

Bridge 1D 32768.00-17-2E-1B-B5-00
Root ID 32768.00-17-2E-1B-B8-00
Root Cost 0

Root Port -

Regional Root 32768.00-17-2E-1B-B5-00
Internal Root Cost 0

Topology Flag Steady

Topology Change Count 0

Topology Change Last -

CIST Ports & Aggregations State

SwitchID Port PortlD Role State Path Cost Edge Point-to-Point Uptime
No ports or aggregations active

@) BEAELO?P4IVEDIYITRE, BERNOEBICOVWVTORBAEEE LR T 7Y IRRREINET,

O3V FICL B8 5E:

# show spanning-tree summary
# show spanning-tree active
# show spanning-tree mst
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2.4.7.2 MSTI Mapping
B Configuration (B8 EEA=1—)
OOWEB [CL3E%5E:

(1) MSTIIVEVTHFEEITIICIE. [Configuration] —> 'Spanning Tree] —> TMSTI Mappingl&5'vDd 3
& UTOEEMRTENET,
MSTI Configuration

Add VLANs separated by spaces or comma.

Unmapped VLANs are mapped to the CIST. (The default bridge instance).

Configuration |dentification
Configuration Name 00-17-2e-1b-b8-00
Configuration Revision [l

MSTI Mapping

MSTI VLANs Mapped
MSTI1

MSTI2

MSTI3

MSTI4

MSTIS

MSTI6

MSTI7

ID (&, VLAN h'b MSTI ORYEV T &# AT 3HICARIEIE V3V TR SNET,
JUyJld. BETEUEVavEREF L., BARICESO MSTI ROR)S=U5Y)—0 VLAN-to-MSTI mapping
REERATILENHIET,

2 EEALO?PAIVEDIYITRE, BEANOER OV TORBAZEHE LR T PyIiRRSNE
el

039V RICEBERE:
ConfigurationIdentification :

(config) # spanning-tree mst name <word32> revision <0-65535>
(config) # no spanning-tree mst name

MSTI VLAN Mapping :
(config) # spanning-tree mst <0-7> vlan <vlan list>
(config)# no spanning-tree mst <0-7> vlan
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2.4.7.3 MSTI Priorities
M Configuration (BXFEAZ1—)
OOWEB (CL3 8% 5E:

(1) MSTI 34 A)T1DEFEEITOICIE. [Configuration] —> Spanning Tree] —> TMSTI Priorities | &%)
vT3E, UTOEENIRRINET,
MSTI Configuration

MSTI Priority Configuration
MSTI Priority
CIST [32768 v

MSTI1 32768 v
MSTIZ (327658 v

s Tia
s TIa

MSTIS 32766 v
MSTI6 32768 v
MSTI7 [32768 v

Tl MSTITSAAUTAERELET  EMEVNVAD., T3 AT EENET
TI9IDTFATITAE MST A VARV AFEE (L, 6 )31 bD MAC 7 FLATERESN., Ty DRI F &8
BLET,

2 BEEALO?P4IVEDIYITEHE, BERNDEBICOVWVTORAZTH LRI TP INRRTINE
ERS

O3V FICLBRE:

MSTI Priority Configuration:
(config) # spanning-tree mst <0-7> priority <0-61440>
(config) # no spanning-tree mst <0-7> priority
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2.4.7.4 CIST Port (CIST ii—F)

CCTI3. CIST IR— PO FEEITICENTEET,
1) CIST iR— FDEXE
OOWEB ICLBER5E -
(1) TConfiguration] —> [Spanning Tree] -> [CIST Ports1#DUvD ¥ 3L, LTOEEIRRINET,

STP CIST Port Configuration

CIST Aggregated Port Configuration (Stack Global)

STP - Admin Restricted Point-to-
Enabled FE) E FOEOET | o Role TCN point

Non-Edge
[ CIST Normal Port Configuration for Switch 2

STP - Admin Auto  Restricted Point-to-
Port Enabled Path Cost Priority Edge Role TCN

I R R = v M O O O (= v
10 M O O O
2 O M 0O O O
3 O 128 v M O O O
s 0O M O O O
5 O M O O O
6 O M O O O
70 M O O 0O
8 O M O O O
s O m O O O
(2 BEALO"?”"PA4IVED )T 3. BEERONIEB OV TOGBAERLE LRI 7y IR RENET,

03XV RICEBERTE:
Enable/Disable on Port
(config-if)# spanning-tree
(config-if)# no spanning-tree

Path Cost
(config-if)# spanning-tree mst <0-7> cost { <1-200000000> | auto }
(config-if)# no spanning-tree mst <0-7> cost

Priority
(config-if) # spanning-tree mst <0-7> port-priority <0-240>
(config-if)# no spanning-tree mst <0-7> port-priority

Admin Edge
(config-if) # spanning-tree edge
(config-if)# no spanning-tree edge

Auto Edge
(config-if)# spanning-tree auto-edge
(config-if) # no spanning-tree auto-edge

Restricted Role
(config-if) # spanning-tree restricted-role
(config-if) # no spanning-tree restricted-role

Restricted TCN
(config-if)# spanning-tree restricted-tcn
(config-if) # no spanning-tree restricted-tcn

BPDU Guard
(config-if) # spanning-tree bpdu-guard
(config-if)# no spanning-tree bpdu-guard
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Point-to-Point
(config-if)# spanning-tree link-type { point-to-point | shared | auto }
(config-if)# no spanning-tree link-type

all-port

(config) #spanning-tree aggregation
(config-stp-aggr) #do <command>
(config-stp-aggr) #end

(config-stp-aggr) fexit

(config-stp-aggr) fhelp

(config-stp-aggr) #spanning-tree
(config-stp-aggr) #spanning-tree auto-edge
(config-stp-aggr) #spanning-tree bpdu-guard
(config-stp-aggr) #spanning-tree edge
(config-stp-aggr) #spanning-tree link-type { point-to-point | shared |
auto }

(config-stp-aggr) #spanning-tree mst <instance> cost { <cost> | auto }
(

(

(

(

(

(

(

(

(

(

(

(

—_— — — — — — — —

)
config-stp-aggr) #spanning-tree mst <instance> port-priority <prio>
config-stp-aggr) #spanning-tree restricted-role

config-stp-aggr) #spanning-tree restricted-tcn

config-stp-aggr) #no spanning-tree

config-stp-aggr) #no spanning-tree auto-edge

config-stp-aggr) #no spanning-tree bpdu-guard

config-stp-aggr) #no spanning-tree edge

config-stp-aggr) #no spanning-tree link-type

config-stp-aggr) #no spanning-tree mst <instance> cost
config-stp-aggr) #no spanning-tree mst <instance> port-priority
config-stp-aggr) #no spanning-tree restricted-role
config-stp-aggr) #no spanning-tree restricted-tcn

# clear spanning-tree statistics [ interface <port type list> ]

# show spanning-tree interface <port type list>
# show spanning-tree detailed interface <port type list>
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2.4.7.5 MSTI Port (MSTI i— FDEE5E)
B Configuration (XTEA-1—)
OOWEB ICL3ERE:

(1) MSTIR— FDEZRFEEFR T BICIE. [Configuration] —> [Spanning Tree] > TMSTI Ports 1&5)vD$ 3
EUTOEENRRINET,

MSTI Port Configuration

(2) TMSTLEFEIRL T, <Get>RAVED)YDTBE, MSTI Dik— MR EBE AR REINET,

MST1 MSTI Port Configuration

MSTI Aggregated Ports Configuration (Stack Global)

Port Path Cost Priority
-

MSTI Normal Ports Configuration for Switch 2
Port Path Cost Priori

<

<= V’—| < W
1 |[Auto V| 128 W
2
3 [0V
s [0 25 v
5

3) EEALO"?"PAIVED)YITHE. BEROIRE OV TOSRBAZEE LRV T 7y IR RENETS,

039V RIcL3 R 5E:
Path Cost :

(config-if) # spanning-tree mst <0-7> cost { <1-200000000> | auto }
(config-if)# no spanning-tree mst <0-7> cost

Port Priority :
(config-if)# spanning-tree mst <0-7> port-priority <0-240>
(config-if)# no spanning-tree mst <0-7> port-priority

# show spanning-tree mst <0-7> interface <port type list>
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2.4.8 IPMC Profile (IPRILFE¥A FOTOT7MI)

IPRIVFEVALE, BEDEHDZEERICHULT—MET IP T-EXETIHNARTT,
AVB=29bELVTIAR— bR FI=D ETREAN) IV T - ATAP P T)T—0av i S ERASNET

2.4.8.1 Profile Table (FA771)L7—=7)l)

IPMC 70774 JUiZ. TIP MultiCast Profile IOBETY ., IPMC 7A771 UL, IP ILFFvAPAMNI—LEDTHEA
IV bA=JUCERSNET,

B Configuration (BXEA=1—)
OWEB [C&3 5% E:
() FATPANT—TIDEREEFTIICE. [Configuration] —> TIPMC Profile] —> Profile Table | %&D)vhd
3. UTOEEIRREINET,

IPMC Profile Configurations
IPMC Profile Global Setting

Global Profile Mode I Disabled VI

IPMC Profile Table Setting

Delete Profile Name Profile Description Rule

| Add New IPMC Profile |

‘ Save H Reset ‘

(2 BEALO"?"7PA4IVED)YITRE, BERAOER OV TOHRBAZEHE LRy TPy IRRRESNET,

Q) AT A EEDERERFE LT, "Rule"EFIvILET , <Add New IPMC Profile> N3V EDUYDT B,
ROBEENTRRSINIDT, HLLVIY MEEMLTZENIY MOFRE A EICONTIE,
"I Configuration] —> TIPMC Profile] —> [Address Entry] %588 L TEELY),
IPMC Profile Configurations

IPMC Profile Global Setting

Global Profile Mode I Disabled VI

IPMC Profile Table Setting

Delete Profile Name Profile Description Rule

|oeec | [ 0000000000 ]®®

| Add New IPMC Profile |

| Save H Reset |

O3V FICLBERE:
Enable/Disable :
(config)# ipmc profile
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(config) # no ipmc profile

Create/Delete IP Multicast Profile

(config)# ipmc profile <wordl6>

And the prompt will become” (config-ipmc-profile)#”.
(config) # no ipmc profile <wordle>

Edit/Delete IP Multicast Profile Rule
(config-ipmc-profile)# range <wordl6> { permit | deny } [ log ] [ next
<wordle6> ]

(config-ipmc-profile) # no range <wordl6>
“<wordl6>" is the name of Address Entry.
Edit/Delete Description of Profile
(config-ipmc-profile)# description <line64>
(config-ipmc-profile)# no description

2.4.8.2 Address Entry (7 FLADIYV M))

B Configuration (BXEA=1—)

OOWEB (C&3 8% 5E:
(1) PRVADIY MIERFEEITOICIE. IConfiguration] —> TIPMC Profile] —> [Address Entry &ED)YD93E.
LTOEENKRRINET,
IPMC Profile Address Configuration Refresh || |<< || >>
Navigate Address Entry Setting in IPMC Profile by entries per page.

Delete Entry Name Start Address End Address

‘ Add New Address (Range) Entry ‘

) BEALOPLIVENIYITRE. BEANEE(COVTORBAZEH LR T PyIiRRSNE
3-0

O3V FICL B & 5E:

Create/Delete IP Multicast Address Entry for Profile
(config) # ipmc range <wordl6> { <ipv4 mcast> | <ipv6 mcast> }
(config)# no ipmc range <wordl6>
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2.49 MVR

MVR #EBEICED. QILFFv AL VLAN ETIIFFY AN T749DDEEERTREICLET
INFFrAMTLETTUT =23V Tld, PC E2E Ry FI—DFLE., H3LMEEY MM TRYDAICEZTILFF
YARAN)—LOZENTARETT . BEBDTY T RYDA, HB0ME PC &1 20 AZR— k(MVR 24541
R—PELTERESNTVSIR— P [THEFERTRETT , MAB R FroRIVERIRT L, By TRYDA, H
UME PC (& IGMP/MLD LiR— pAvt—J%&ISwitch AJICEE LT, @EUIBIILF AN IIN—T7 RLARE
EULET,

INFFLAMVLAN IS T BTN FFv AT —ADEREFLDT7YTIVDR— MEWR ZEEFETTR—MNET VE
T, CNICED. BIILFFr AL VLAN CEICHIET B F v RIIDTOT71 I EE D MR ik K 4 DFTERE A
BETT . FroRIOTO774 UL, 243U &EZED IPMC FOT71 WL TERSNET,

B Configuration (B&SEAXA=1—)

CIWEB IC&BER5E
CCTClE. MVR BBEDER EEITVVET . MVR BEEEICED, TILTFFY AR NI 19D ETIVFFr AR VLAN (LIRE%E
TOCEN AT REICENET
(1) MVR ME&EZ4TOICIE. [Configuration] —> TMVRIZEDUYDT 3L, LT OBEENTRRINET

MVR Configurations
Global Setting

MVR Mode I Disabled VI

VLAN Interface Setting for Switch 2 (Role [l:Inactive / S:Source / R:Receiver])

Interface Channel
Profile

MVR MVR IGMP

DB VID Name Address

Mode Tagging Priority LLQI

| Add New MVR VLAN |

Immediate Leave Setting for Switch 2

Port Immediate Leave

= '
Disabled Vv
Disabled Vv
Disabled v
Disabled Vv
Disabled Vv
6 Disabled Vv

2) BEALO"?"PAIVEDIYITHE. BEANDIERR OV TORBAZREE LAY T 7y IR RSNET,

[ I - I R O .

O39YRICLBEE:

Enable/Disable :

(config) # mvr

(config) # no mvr

VLAN Interface Setting :

(config)# mvr vlan <vlan list> [ name <wordl6> ]
(config) # mvr vlan <vlan list> channel <wordlé6>
(config) # mvr vlan <vlan list> frame priority <0-7>
(config) # mvr vlan <vlan list> frame tagged
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config)# mvr vlan <vlan list> igmp-address <ipv4 ucast>

config)# mvr vlan <vlan list> last-member-query-interval <0-31744>
config)# mvr vlan <vlan list> mode { dynamic | compatible }
config)# mvr name <wordl6> channel <wordl6>

config)# mvr name <wordl6> frame priority

config)# mvr name <wordl6> frame tagged

config) # mvr name <wordl6> igmp-address <ipv4 ucast>

config)# mvr name <wordl6> last-member-query-interval <0-31744>
config)# mvr name <wordl6> mode { dynamic | compatible }

config)# no mvr vlan <vlan list>

ig)# no mvr vlan <vlan list> channel
config)# no mvr vlan <vlan list> frame priority
config)# no mvr vlan <vlan list> frame tagged
config)# no mvr vlan <vlan list> igmp-address
config)# no mvr vlan <vlan list> last-member-query-interval
config)# no mvr vlan <vlan list> mode
config)# no mvr name <wordl6> channel
config)# no mvr name <wordl6> frame priority
config)# no mvr name <wordl6> frame tagged
config)# no mvr name <wordl6> igmp-address
config)# no mvr name <wordl6> last-member-query-interval

(config)# no mvr name <wordl6> mode
Immediate Leave Setting on Port
Enable/Disable

(config-if)# mvr immediate-leave
(config-if)# no mvr immediate-leave

Port Role

(config-if)# mvr vlan <vlan list> type { source | receiver }
(config-if)# no mvr vlan <vlan list> type

(config-if) # mvr name <wordl6> type { source | receiver }
(config-if)# no mvr name <wordlé6> type

B Monitor (EZ3UH)
OOWEB ICL3ER7E
1) Statistics (MVR #EEHHEIR)

(1) MVR O#EstIEsRERTTBICIE. Monitor] -> TMVR] —> [Statistics IEDYYDT 3L, L TFOEEN
KRSnFET,

MVR Statistics for Switch 2 Auto-refresh []

IGMP/MLD IGMP/MLD IGMPv1 IGMPv2/MLDv1 IGMPv3/MLDv2 IGMPv2/MLDv1

VLANID Queries Received Queries Transmitted Joins Received Reports Received Reports Received Leaves Received
No more entries

(2 BEALO"?"7P4IVED)YITRE, BEAOER OV TOHRBAZEHE LRy TPy IRRRESNET,

2) MVR Channel Groups (MVR FvxJILTIL—F)

(1) MVRFeRITIN—TEZFETBICIE. TMonitor] => TMVR] -> TMVR Channel Groups |ZHDUvyh3 3.

LTOBEENIRRINET,
MVR Channels (Groups) Information for Switch 2 Auto-refresh [ | Refresh || |<< || >> |
Start from VLAN and Group .ﬂ\ddress|:: |with |2{] |entries per page.

Port Members

VLANID Groups 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26
MNo more entries
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() EEALD"?"P(IVED )0 BE. BENOER OV TORBAERE LRV T 7y INRTENETS,
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3) MVR SFM Information (MVR SFM{RiR)

(1) MVR SFM f&#% 3R~ 3ICIE. TMonitor] —=> TMVR] —> TMVR SFM Information 1 &DUyDT3E. LA

TOEENIRRINET,
MVR SFM Information for Switch 2  aAuto-refresh [ | Refresh || [<= H == ‘

Start from VLAN |1 and Group Address ‘ = ‘

with (20 entries per page.

Source Hardware

VLAN
Group Port Mode  pjgress — TYP® Filter/Switch

ID
No more entries

2) BEALO"?"PAIVEDIYITHE. BEANDERER OV TOBAZEH LRy T 7y IR TSNETS,

O3V FICEBERE -
# show mvr [ vlan <vlan list> | name <wordl6> ] [ group-database [ interface
<port type list> ] [ sfm-information ] ] [ detail ]

# clear mvr [ vlan <vlan list> | name <wordl6> ] statistics
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2.4.10 IPMC (IPRILFF+vAH)
CCTlE, IGMP ARX—EVHT BRUMLD ARXR—EVT DIEHRD R RICOVWTERBALET,

2.4.10.1 IGMP (IGMP AX—E'>4)

IGMP &lZ. lnternet Group Management Protocol |IOBETY,

COZ7ARVIE, 1 V3=2y TR ILRIVTFERAM =T DA N—EEBTZEETAMINTT,

IGMP (. IP RAMBLIEBEDTILFF v AR —RCEINFEREIN, ILFFvAMIN—TOAVN-2FRELET,
hlE, IZF A REITO) ICMP ERIFRIC, IP ILFFr A MEBR LRI RBER S TT L IGMP (&, A1 VETH
BLUT—LICERIN, VI -2AEL0ERMICFERTIENTEET,

IGMP ZX—EVH1Z, IGMP 2y rI—=D ’ 50490 ZETRTHDFIETT . COMREICLD ., 2YMI—DA1YFIE.
KA =50 IGMP B{EZZETEILOICHNET . cNLMBIEEZIETEHEICED. IP YILFFYAIAN
—LICBERIVIOIYTERFTHENTTRETT,

DO ARERINFRLASETINAIITTEEICLD, R— FTRIEUEHEEDIIFELAID F57190% S
HIBENTEET,

B Configuration (BXSEA=1—)
OOWEB [CL3E%5E:
1) Basic Configuration(JO—SIWCLREARBTEHLUR— FEEDERE)

(1) TA-NUCLRERBZEHLUR— MEEDEREZ1TIICIE. [Configuration] —> TIPMCJ] —> TIGMP
Snooping] —> [Basic Configuration&9)yD33E, L TOEEDRRSINET,

IGMP Snooping Configuration
Stack Global Settings

Global Configuration

Snooping Enabled ]
Unregistered IPMCv4 Flooding Enabled
IGMP SSM Range 232.0.0.0 HUE |
Leave Proxy Enabled ]
Proxy Enabled O

Port Related Configuration for Switch 2

Port Router Port FastLeave Throttling

<= W

unlimited Vv

unlimited v

unlimited v

unlimited Vv

(2 BEALO"?"7P4IVED)YITRE, BEMOER OV TOHRBAZEHE LRy TPy IRRRESNET,

ogoood
oooood

2) VLAN Configuration (IGMP AX—EF>4 VLAN & 5€)

CCTIE IGMP AX—EVH D VLAN T—T DA TFHIAETVET,

(1) IGMP AX—EV4 VLAN 2 E%#{T3ICIE. Configuration] —> TIPMCJ -> TIGMP Snooping] —>
T'VLAN Configuration |Z#9)yD 338, U TOBEMSRTEINET,
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IGMP Snooping VLAN Configuration ‘ Refresh H << || . |

Start from VLAN D with entries per page.

QRl LLQl

VLAN Snooping Querier Querier - URI
DEee 1D Enabled Election Address Compatbilityg IR IRV (L e (sec)
sec) sec)
Add New IGMP VLAN

LA O#REEY R— FLTVET,

- #7138 IGMP VLAN OB/ R E/M1R7E
- IGMP VLAN O#r&

- IGMP VLAN O#1&

(2 BEALO"?7A42VED )T EE. BIEANIER OV TOFBAEREH LRI 7y IHRRENET,
3) Port Filtering Profile (1GMP AX—EYHJH—Fr24L5)0 5 07O774))) :

(1) IGMP AX—=EVTR—br24AYITDTOT7M V&R E T BICIE. [Configuration] —> TIPMC] —>
FIGMP Snooping] —> [Port Filtering Profile J#0UyD$2E. L FOBEEIRFTSNET,

IGMP Snooping Port Filtering Profile Configuration for Switch 2

Port Filtering Profile

1

2900000909
<

() BEALO"?"7AIVEDIYITEE. BEANER (OVTORBAZLH LRI Py IRRREINET,

GERR): 707710V ERRUER B PL4I0EDDTBE, TOTHAORBHERENET,

O3V RcE B8 E:
IGMP Snooping Basic Configuration:
- Snooping Enable/Disable :
(config)# ip igmp snooping
(config)# no ip igmp snooping

- Unregistered IPMCv4 Flooding Enable/Disable :
(config)# ip igmp unknown-flooding
(config)# no ip igmp unknown-flooding

- IGMP SSM Range :
(config)# ip igmp ssm-range <ipv4 mcast> <4-32>
(config)# no ip igmp ssm-range

- Proxy Enable/Disable :
(config)# ip igmp host-proxy
(config)# no ip igmp host-proxy

- Leave Proxy Enable/Disable :
(config)# ip igmp host-proxy leave-proxy
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(config)# no ip igmp host-proxy leave-proxy

Port Related Basic Configuration:

- Router Port Enable/Disable
(config-if)# ip igmp snooping mrouter
(config-if)# no ip igmp snooping mrouter

- Immediate-Leave Enable/Disable
(config-if)# ip igmp snooping immediate-leave
(config-if)# no ip igmp snooping immediate-leave

- Throttling (Max. Group Number)
(config-if)# ip igmp snooping max-groups <1-10>
(config-if)# no ip igmp snooping max-groups

IGMP Snooping VLAN Configuration:

- Assign VLAN for IGMP Snooping

(config)# ip igmp snooping vlan <vlan list>
(config) # no ip igmp snooping vlan [ <vlan list> ]

- Configure IGMP Snooping for VLAN

config-if-vlan)# ip igmp snooping

config-if-vlan ip igmp snooping compatibility { auto | vl | v2 | v3 }
config-if-vlan)# ip igmp snooping last-member-query-interval <0-31744>
config-if-vlan)# ip igmp snooping priority <0-7>

config-if-vlan)# ip igmp snooping querier { election | address

1pv4 ucast> }

config-if-vlan
config-if-vlan
config-if-vlan

(
( ) #
( )
( )
( )
<
(
(
(
(config-if-vlan
(
(
(
(
(
(
(
(
(

)# ip igmp snooping query-interval <1-31744>

)# ip igmp snooping query-max-response-time <0-31744>

)# ip igmp snooping robustness-variable <1-255>

)# ip igmp snooping unsolicited-report-interval <0-31744>
config-if-vlan)# no ip igmp snooping

config-if-vlan)# no ip igmp snooping compatibility
config-if-vlan)# no ip igmp snooping last-member-query-interval
config-if-vlan)# no ip igmp snooping priority

config-if-vlan)# no ip igmp snooping querier { election | address }
config-if-vlan)# no ip igmp snooping query-interval
config-if-vlan)# no ip igmp snooping query-max-response-time
config-if-vlan)# no ip igmp snooping robustness-variable
config-if-vlan)# no ip igmp snooping unsolicited-report-interval

IGMP Snooping Port Filtering Profile
(config-if)# ip igmp snooping filter <wordl6>
(config-if)# no ip igmp snooping filter

B Monitor (EZ3UH)
OOWEB ([CL3 5% 5E:

1) Status(IGMP AX—EVTAT—H8AERTTS)

CCTIELVIGMP AR—EVTDAT—RATA PN AT—IAR F#HEHER. L —3R— bR EE) 2R RUET,

(1) IGMP AX—EVUHAT—RAABER KT BICIE. TMonitor] > TIPMCJ —-> TIGMP Snooping] —> [Status]
#DUyD9 3, L TOE@EmIRRSNET,
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IGMP Snooping Status for Switch 2 Auto-refresh [

Statistiis

_ . . . V1 V2 V3 V2
VLAN Querier Host Querier Queries Queries Reports Reports Reports Leaves

ID Version Version Status Transmitted Received Received Received Received Received

Router Port

(2) BIEA LD 7AIVED)YDTRE, BIEmANIE B ICOWTORBEL&H LRy TPy TIRRRESNET,
2) Groups Information (1GMP AX—EVHTIL—T1E4R)
ZC T3, TIGMP Group IT—TILDIEBRNI R RENET,

(1) IGMP AX—EVTH I —J1E#HERRTBICE. TMonitor] —> TIPMC] -> TIGMP Snooping] —>
['Groups Information]&0)yD 3L, LI FDBEEDNRTINET,

IGMP Snooping Group Information for Switch 2 Auto-refresh [] [ Refresh |[ << |[ >> |

Start from VLAN and group address |224_D_0_O |with |20 | entries per page.

Port Members
VLANID Groups 1234567891011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26

No more entries

2) BEALO"?"PAIVEDIYITHE. BEANDIERER OV TOSRBAZEE LRV T 7y INRRSNET,

3) IPv4 SFM Information (IGMP SFM {&%R)

CCZTCIITIGMP SFM Information | 7—7ILDI Y MDIERIR RSNFET,

(1) IGMP @ SFM 1E#&ERTRTB(CIE. Monitor] —> TIPMC] —> TIGMP Snooping] —> [1Pv4 SFM
Information|&D)yD T 3E, L TOBEENRRINET,

IGMP SFM Information for Switch 2 Auto-refresh D‘ Refresh H |<< H > ‘

Start from VLAN and Group | 224000 |with |20 | entries per page.

Source Hardware

VLAN
p  Group Port Mode  p45ress  TYPE Filter/Switch

No more entries

FIGMP SFM(Source-Filtered Multicast) Information | 7—7JUIZIE, SSM(Source-Specific Multicast) {&
MEEENFT, CORE, FTVLANID CEIC, RITHI—TZE, iR—FZEILY—FENET, LT IL-TD
£3%Y-A7 FLAIOWTI}, BE—DIY MELTRESNET,

(2 BEALO"?"7PA4IVED)YITRE, BENOER OV TOHRBAZEHE LRy TPy IRRRESNET,

O3V RICLBERE:
# clear ip igmp snooping [ vlan <vlan list> ] statistics
# show ip igmp snooping [ vlan <vlan list> ] [ group-database [ interface
<port type list> ] [ sfm-information ] ] [ detail ]
# show ip igmp snooping mrouter [ detail ]
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2.4.10.2 MLD Snooping (MLD AX—E>)

MLD &l IPv6 [[] (7D Multicast Listener Discovery IOBS T,

CO7ORIVIE, IGMP H IPv4 THEASNZDER UL, EHEEDIIVFFr AN AFT—ERHE T 30T, IPv6
V=ATERINET, 2OTOMIVE, OO LERWLT, ICMPV6 (CHEHAFNTVET,

MLD AX—EVHIZED MLD ¥y b eR{EL. TEORBICE LT EEZITVET,

A TE. MLD. F=(E MLD AX—EVHDT)7hn MLD HIVEZETEHTRYMAD MLD AX—E VT %A
FBRLOICERTET R ENAIRETT,

MLD AX—EVH (&, L1 2 O LAN R— MEEIRIICER T T B LlcED. L1 2 D IPv6 RILFFYA NS 7490%
& LT, BIEEERTIR—MIDH IPv6 IILFEvAN T T4 BIEELET,

B Configuration (XEA-1—)

OOWEB (L3 5E:
1) Basic Configuration(JYO—/UVEXBREHLUR— MNEEDERE)
CCCld. MLD AX—EV T HBBEDEARZEETVET,

(1) J0-PIVEREBRTEHSLUR— FMEEDFREEITIICE. [Configuration] > NPMCJ] -> TMLD Snooping]
-> [Basic Configuration]&DUyD§ 3L, L FOBEAEDNRTRINET,

MLD Snooping Configuration
Stack Global Settings

Global Configuration

Snooping Enabled O
Unregistered IPMCv6 Flooding Enabled
MLD SSM Range |ff3e:: l1jee |
Leave Proxy Enabled ]
Proxy Enabled ]

Port Related Configuration for Switch 2

Port Router Port FastlLeave Throttling

| | <> v
1 [l | unlimited Vv
2 | | unlimited v
3 O O unlimited W
(@ EEALO™PAIVEIIYT L, BEENOBR OV TORIERBLLRTPITNERENE
ER

2) VLAN Configuration (MLD AX—E>5T® VLAN §%5€)

(1) TConfiguration] => TIPMCJ] —> TMLD Snooping] —> [VLAN Configuration &D)y0 3 3E. LT DE

EHRRINET,
MLD Snooping VLAN Configuration

‘ Refresh H |<< H >> |

Start from VLAN |1 ‘with ‘20 | entries per page

: : QRI LLQI
VLAN  Snooping  Querier ... .¢hility PRI RV 01 (01

URI

Delete (sec)

ID Enabled Election

sec)

| Add New MLD VLAN |

LT OBBENTIR— FENTVET,

- #3R MLD VLAN miEfn/E%5E/ RTF
- MLD VLAN O#m%E

- MLD VLAN OH!IRR
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) BE@EALO"?"PAIVEDVYITEHE. BEANEE IOV TORBAEEE LR T 7y THRRSNE
3-0

3) Port Filtering Profile (MLD AX—EVHR—bD214IBYYTTOT74I))
CCTlEMLD 24 AT TN =T DA TF I AEITVNET, IPILFFr AN I —TDT4RY T E4TVE
7,

(1) MLD AX—EVTR—=bDI1IAYITTO774 V&R FE T BICIE. [ Configuration] -> MPMCJ] -> MLD
Snooping] —> [Port Filtering Profile 1Z#0UyD ¥ 3L, LU TOEEIRTINET,

MLD Snooping Port Filtering Profile Configuration for Switch 2

Port Filtering Profile

1

2900009
<

() BEALO"?"7PA4IVED)YITRE, BERMNOER OV TOHRBAZEHE LRV TPy IRRRSNET,

GER]: JO77VEBRLER,” B PAI0EIUyDT R, TOTPA IV ORBN R RENET,

O39VFICLBERE:
MLD Snooping Basic Configuration:
- Snooping Enable/Disable :
(config)# ipvé mld snooping
(config)# no ipv6 mld snooping

- Unregistered IPMCv6 Flooding Enable/Disable :
(config)# ipv6 mld unknown-flooding
(config)# no ipv6 mld unknown-flooding

- MLD SSM Range :
(config)# ipv6 mld ssm-range <ipv6 mcast> <8-128>
(config) # no ipv6 mld ssm-range

- Proxy Enable/Disable :
(config)# ipvé mld host-proxy
(config)# no ipv6 mld host-proxy

- Leave Proxy Enable/Disable :
(config)# ipvé mld host-proxy leave-proxy
(config) # no ipvé mld host-proxy leave-proxy

Port Related Basic Configuration:

- Router Port Enable/Disable :
(config-if)# ipv6 mld snooping mrouter
(config-if)# no ipvé mld snooping mrouter

- Immediate-Leave Enable/Disable :
(config-if)# ipvé mld snooping immediate-leave
(config-if)# no ipvé mld snooping immediate-leave

FXC5426F m



2% WEB (L3R EH %
.

- Throttling (Max. Group Number)
(config-if)# ipvé mld snooping max-groups <1-10>
(config-if)# no ipvé mld snooping max-groups

MLD Snooping VLAN Configuration:

- Assign VLAN for MLD Snooping

(config) # ipv6 mld snooping vlan <vlan list>
(config) # no ipv6 mld snooping vlan [ <vlan list> ]

- Configure MLD Snooping for VLAN
(config-if-vlan)# ipvé mld snooping
(config-if-vlan)# ipv6 mld snooping compatibility { auto | vl | v2 }
(config-if-vlan)# ipv6 mld snooping last-member-query-interval <0-31744>
(config-if-vlan)# ipvé mld snooping priority <0-7>

(config-if-vlan)# ipv6 mld snooping querier election

(config-if-vlan)# ipv6 mld snooping query-interval <1-31744>
(config-if-vlan)# ipv6 mld snooping query-max-response-time <0-31744>
(config-if-vlan)# ipv6 mld snooping robustness-variable <1-255>
(config-if-vlan) # ipv6 mld snooping unsolicited-report-interval <0-31744>
(config-if-vlan)# no ipvé6 mld snooping

(config-if-vlan)# no ipv6 mld snooping compatibility

(config-if-vlan)# no ipv6 mld snooping last-member-query-interval
(config-if-vlan)# no ipv6 mld snooping priority

(config-if-vlan)# no ipvé mld snooping querier election
(config-if-vlan)# no ipvé mld snooping query-interval

(config-if-vlan)# no ipv6 mld snooping query-max-response-time
(config-if-vlan)# no ipv6 mld snooping robustness-variable
(config-if-vlan)# no ipv6 mld snooping unsolicited-report-interval

MLD Snooping Port Filtering Profile

(config-if)# ipv6 mld snooping filter <wordl6>

(config-if)# no ipvé mld snooping filter

B Monitor (E=3UUY)
OOWEB |c&38&E

1) Status (MLD AR—EYHDAT—HR)

CCTIEOMLD Z2X—EVTDAT—RATORINAT-AAR VA B, L—R— bOREINRREINE
3-0

(1) MLD ARX—EVTDAT—AAEFRTT BICIE. TMonitor] -> TIPMC] -> TMLD Snooping] —> [Status]
E#D)yhT 3. LTOBEEIRRINET,
IGMP Snooping Status for Switch 2 Auto-refresh [

Statistics

VLAN Querier Host Querier Queries Queries V1 Reports V2 Reports V3 Reports V2 Leaves

ID Version Version Status Transmitted Received Received Received Received Received

Router Port

1
2
3 -
4
1=

() BEALO"?"7PA4IVED)YDTRE, BENOER OV TOHRBAZEHE LRy T 7y IRRREINET,
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2) Groups Information (MLD AX—EVIDAT—3ADTIN—TAVI\=)

CCTld MLD T —TIEHRARRSNET

(1) TMonitor] —=> TIPMC] —> TMLD Snooping] —> [Groups Information1&5')yD 3 3L, L TOEENER

RENFET,
MLD Snooping Group Information for Switch 2 Auto-refresh [ | Refresh H [<< || >> |
Start from VLAN and group address |ﬁ00:: |with |20 | entries per page.

Port Members
VLANID Groups 12345678910 111213 14 15 16 17 18 19 20 21 22 23 24 25 26

No more entries

TMLD GrouplT—7)UIE. ¢ VLAN ID. RICH I —FEICY— FENET

() BEALO"?"7PA4IVED)YITRE, BEEMAOER OV TOHRBAZEHE LRy TPy IRRRSINET

3) IPv6 SFM Information (IPv6 SFM {F#R)

CZTlE, TMLD SFM Information ] 7—FILDIY M)DIFERHIRRENET,

(1) IPv6 SFM 1E#EREFR~ T BICIE. TMonitor] > TIPMCJ] -> TMLD Snooping] —> Pv6 SFM
Information |20y T 38, U TOBENRRINET,

MLD SFM Information for Switch 2 Auto-refresh D‘ Refresh H |<< H =5-3 ‘

Start from VLAN and Group |ff0[]:: |with |20 |entries per page.

VLANID Group Port Mode Source Address Type Hardware Filter/Switch
No more entries

TMLD SFM(Source—Filtered Multicast) Information]7—7JUIZIE . SSM(Source—Specific Multicast)|&$R
LtEFNEY,

COFEIE. £ VLAN ID, RIZTI—T, R—FZELY—PENET,
BIUII—TORLEZY-A7RLVAICOWTIE, BE—OIY MELTREESNET,

) E@EALO"?PAIVEDVYITEHE. BEANEE IOV TORBARE S LRV T 7y THRREINE
3-0

O3V RIcLBE&E:
# clear ipv6 mld snooping [ vlan <vlan list> ] statistics
# show ipv6 mld snooping [ vlan <vlan list> ] [ group-database [ interface
<port type list> ] [ sfm-information ] ] [ detail ]
# show ipv6 mld snooping mrouter [ detail ]
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2.411 LLDP

LLDP &(d. IEEE802. 1AB #2270+ TY,
TRIVDRB O e/ BT $TO LT IEEE802. 1ab [CENIRELSNTIET,
LHAET LAN [CHERE SN E SR TR H L TR B OREPERETOIENTEET,

LLDP (%, TEEE802 @ LAN D##r e DAT—avh, RIL IEEE802 0 LAN [CHEESN CL\B D AT— 23y
(. INOOHAEEDEERETOIAKDEREY FLA. EERAOKRKICHERD [EEES02 ADEHDAT— 3y
RV PDBEREMDAG VAT LICL TR IESND T B AT BALET

TARIVEN UGEESN TV ERIE. MIB OZERICIO>TARYSN, SNIP BEDEETO IV ERERA
LT NMS [CLBTEHRADT7OE AN AT REICENET

B Configuration (BXSEA=1—)

OWEB [C&3E%5E:
CCTlE, IATO LLDP 2 N—HEEBE (B IEEBE)DAT—AAERTUET,

(1) RAN—1EHRERTTBICIE. [Configuration] > TLLDP] —>INeighbors |ED)whd3E. LU TOEEH
RRINET,
LLDP Configuration

LLDP Parameters

Tx Interval [y seconds
TxHoid  FEEECES

Tx Delay seconds|
Tx Reinit seconds

LLDP Port Configuration for Switch 2

Optional TLVs
Port [T [ CDP aware PortDescr Sys Name Sys Descr Sys Capa Mgmt Addr

= = v ] v ¥ I ¥ il
1 |Disabled v O [ W 7 Wl Wl
2 |Disabled w O [« v W v W
3 |Disabled v O % | ] i ]
4 |Disabled v ] [+ 5 [+ ] ]
5 |Disabled v J [+ [ [+ [ [
6 |Disabled w Il [+ [+ A i i

KICIE, BH U LLDP A N—EEHNR— FEICRTSNET,
(2) BImA LD PA4IVED)yDT 3L, BIEmANIE B [COWTOHRBAEL&H LRy TPy IR RESNET,

O399V RICLBERE:
General Configuration:
- Tx Interval :
(config)# 1ldp timer <5-32768>
(config) # no 1lldp timer
- Tx Hold :
(config)# 1ldp holdtime <2-10>
(config) # no 1lldp holdtime

- Tx Delay :
(config)# 1lldp transmission-delay <1-8192>

(config)# no 1lldp transmission-delay

- Tx Reinit :
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(config)# 1ldp reinit <1-10>
(config)# no 1lldp reinit

Port Configuration:

- Enable/Disabled transmission of LLDP frames
(config-if)# 1ldp transmit

(config-if)# no 1lldp transmit

- Enable/Disable decoding of received LLDP frames
(config-if)# 11ldp receive
(config-if)# no 1ldp receive

- Optional TLVs to transmit

(config-if)# 1ldp tlv-select { management-address | port-description |
system-capabilities | system-description | system-name }

(config-if)# no 1ldp tlv-select { management-address | port-description |
system-capabilities | system-description | system-name }

- CDP aware
(config-if)# 11ldp cdp-aware
(config-if)# no 1ldp cdp-aware

Bl Monitor (EZ3UUY)

OOWEB ICL3ERE:
1) Neighbors (R4 )\—1{5%k)
CCTlE. IATH LLDP R N—FEE(RBREBE)DAT-ARERRLET,

(1) KAN—fEHERTTBICE. TMonitor] —> TLLDP] -> TNeighbors |EDUyH T 3E. LLTOEEN R R
INET,
LLDP Neighbor Information for Switch 2 Auto-refresh []

LLDP Remote Device Summary

Local Chassis Port Port System System Management
Port [0] ID Description Name  Capabilities Address
No neighbor information found

RICIE, BWH UL LLDP 2 N—FENR— FTEICRTRSINET

) BEALO7PAIVENIYITRE, BEANEE OV TORBAZEH LR T PyIiRRSNE
3-0

2) Port Statistics (RK— FO#EEHER)

(1) R— FO#EHBEREFRTTBICIE. TMonitor] —> TLLDP] -> TPort Statistics IED)wD T3, LU TOE
AR TINET,
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LLDP Global Counters for Switch 2 Auto-refresh []

Global Counters

Neighbor entries were last changed 1970-01-01T00:00:00+00:00 (1902281 secs. ago)

Total Neighbors Entries Added 0
Total Neighbors Entries Deleted 0
Total Neighbors Entries Dropped 0
Total Neighbors Entries Aged Out 0

LLDP Statistics Local Counters for Switch 2
Local Tx Rx Rx Frames TLVs TLVs Org. Age-

Port Frames Frames Errors Discarded Discarded Unrecognized Discarded Outs

2 0
3 0
4 0
] 0
6 0
7 0
8 0

coooooo
coooooo
ocoo oo oo
ocoooooo
L= e ) e I o I e e
o oo oo oo

2 EEALO?PAIVENIYITRE, BENOEER OV TORBAZEE LRy TPy IiRRENE
el

O3V FICLB R E:
# clear 1ldp statistics
# show lldp neighbors [ interface <port type list> ]
# show lldp statistics [ interface <port type list> ]
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2.4.12 MAC Table(MACT—7l)

IL—LOYINEZ (L. 7L— LKA DMAC 7 RLAICKUTERDET,

AM19F(E. TU—LDEEFLDR—MEHR (TL—LAD DMAC 7 FLAICETNVT) #FRE# LT, MAC 7 RL A%
R—MIIVEVT T BN T—TINEERLET, COT—TILCE. A3T49DBLUVH1FIvDIV MINES
NFET, A3719DIT YV MJIE, DMAC 7 RLAER— FEIDIYE VT EREIE LIz ME S (CRY FI—DEIRE(CLD
EREREETT,

IU—LICIEMAC P RLA(SMAC 7 RLA) W& FEN. COMAC 7 FL A, 7L—LDEETTDHEZZD MAC 7 KL
AT, SMAC 7 RLAIZAS Y F ARE TR DN MAC T—TILIEHA4FI9D MAC 7 RLAICEN B EIRICE #i S
nEd,

HAFIYITIY R, 35T 5 SMAC 7 RLAZEEDTIL— LRI —I VT4 LRICERTRSNGIMGE (L. NAC
T=T I LBIREINET,

CCTIE AAFIYIMAC T=TIVRDIY FUDBA L7 I b &ERFEL, A3T149D MAC T—T IV EERELET,
B Configuration (XEA-1—)

OOWEB [CL3 88 5E:
(1) MAC F—7IDERFEEITOICIL. [Configuration] —> TMAC Table JEDUvHT3E. L TOEEN R RS
nEd,

MAC Address Table Configuration

Stack Aging Configuration

Disable Automatic Aging Jll
Aging Time 300 seconds

MAC Table Learning for Switch 2

Port Members
1 2 3 4 5 6 7T 8 9 10 1 12 13 14 15 16 17 18 19 20 21 22 23 24

e @ @ @ @ @ e @ (o @ @ @

Static MAC Table Configuration for Switch 2

Port Members
Delete VLANID MAC Address 12345678910111213 141516 17 18 19 20 21 22 23 24

| Add New Static Entry |

I-IV084 L MAC 7 RLAZEE . 287490 MAC 7 RLADER EEITLET,

I-IV584 LT 74 M EREE. 1300 2T,

MAC 7 RLAT—FIDAZ1— DR TE%E"Secure”" IR ETEE. A3T19D MAC IV M) DA EZEZ L.
NN DIL—LIFTATHESNET,

(2 BEALO"?"P4IVED)YITEHE. BIEANER OV TORRBAERE LRy T 7y TR RSNE
3-0

039 FICLB & 5E:
Aging Configuration:
(config) # mac address-table aging-time <0,10-1000000>
(config)# no mac address-table aging-time <0,10-1000000>

Static MAC Table Configuration:
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(config) # mac address-table static <mac_addr> vlan <vlan id> interface
<port type list>

(config) # no mac address-table static <mac addr> vlan <vlan id> interface
<port type list>

MAC Address Learning on Port
(config-if)# mac address-table learning
(config-if)# no mac address-table learning

MAC Address Secure on Port

(config-if) # mac address-table learning secure
(config-if)# no mac address-table learning secure

B Monitor (E=41)24)

OOWEB [CL3 8 E
(1) MAC T—F IV &FR T 3ICIE. TMonitor] > TMAC Table |Z9)wD T3¢, L FOEEH R TEINET,

MAC Address Table for Switch 2 Auto-refresh |:|| Refresh || Clear || |e< || ==
Startfrom VLAN[1 | and MAC address [00-00-00-00-00-00 | with [20 | entries per page
Port Members

Switch Type VLAN MACAddress CPU 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26

2 Dynamic 1 00-06-A5-0C-82-21

2 Dynamic 1 00-0C-29-02-75-BEB

2 Dynamic 1 00-0C-29-Cl-92-EB

2 Dynamic 1 00-13-20-3F-00-28

2 Dynamic 1 00-15-60-95-8F-C7

2 Dynamic 1 00-17-2E-00-07-04

2 Dynamic 1 00-17-2E-01-0D-BE

2 Dynamic 1 00-17-2E-SA-Bl-4n

2 Dynamic 1 00-17-2E-9A-B1-C2

MAC F=FIUlE, IV MET8192 fBIFTEFEN, £ VLAN ID, RICMAC 7 RLAZEILY - banET,

2 BEALO?"PA4IVEDIYITRE, BERODEBICOWVTORBAEELHE LRV T 7Y IRRREINET,

O3V RICEB R E:
# clear mac address-table
# show mac address-table [ conf | static | aging-time | { { learning | count }
[ interface <port type list>] } | { address <mac_addr> [ vlan <vlan id> ] }
| vlan <vlan id> | interface <port type list> ]
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2.413 VLAN

VLAN ({28 LAN) (&, 24 vFiR— FEIDBIEZFIR T BHETT . LAV 2 TR, RyMI-DF EROELS
SRELIZTO— FFRv AR RAM VI DNTVET,

ABETIE ., & VLAN 97 )T —23vI i UT, 802, 10 VLAN, 754 X—k VLAN, MAC X—2Z VLAN, 7O ~2JJb
R—=2VLAN, IP 572y rR—=Z VLAN, HLUEF VLAN ZHiR—FLTVET,

2.4.13.1 802.1Q VLAN

IEEE 802.1Q (&, 1 —H Ry bRy FI—=H ED{RAE LAN OHR— bRy kI—D384& (VLAN) TF,

COIRE TR, IL—LENETZT ) IBLVAIVFTCHWSFIE, 1 —H%yIL—LOD VLAN 3T {FFD VAT
LEEELET,

VLAN [C3 IS LTS R RI—HE (T s, IEEE802.1Q #EHL)ICIE, VLAN 3T & FENFET,

2y rI)=5_E® VLAN (SRS LTOEN M 749D(F 5, IEEES02.1D EHLICIE VLAN AT EENF B,
L= LK%y FI=H0 VLAN G EB TRIESNDE, R— =R, FEFR—F/FORIA—AVLAN DDFA
MEIMISUTAT DT mEN., IL—LOR—, R—=b/FORIVEEB EHEZWNVTNAD VLAN AV )N-hi%
RENFET,

& IL—LIE, VLAN CECR BN B IINERB TN EBDEE A,

29 RI=DVLAN (TR L2 70— L (VLAN 35 & & F 50V [E . 24 747 VLAN($HBUMETI4)L + VLAN) £ TimiE e
NBEZRMRELTVET,

B Configuration (B&SEA=1—)

OOWEB ICL3 5% E:
CCTlE. R—b? 802.1Q VLAN B4U Q-in-Q #EEDHR EETLET,

(1) TConfiguration] => TVLANs |&#D)yD 338, UTOEEISRREINET,

Global VLAN Configuration

Allowed Access VLANs 1
Ethertype for Custom S-ports [JEtrt)

Port VLAN Configuration for Switch 2

Port Ingress Ingress Egress Allowed Forbidden

Port Mode v,y  POLTYPE  Eitering Acceptance Tagging VLANs VLANs

> v 1| [<> VoM e v vl
1 Access Vv 1| |C-Port v v Tagged and Untagged V| Untag Port VLAN V| 1
2 Access v 1| | C-Port v v Tagged and Untagged Vv Untag Port VLAN V| |1
3 Access Vv 1| | C-Port v 4 Tagged and Untagged Vv | Untag Port VLAN V| |1
4 Access V 1| C-Port A v Tagged and Untagged Vv | Untag Port VLAN v | 1
] Access Vv 1| | C-Port v o Tagged and Untagged Vv | Untag Port VLAN V| |1
6 |Access Vv 1| C-Port v i Tagged and Untagged Vv | Untag Port VLAN Vv 1
7 Access V' 1| | C-Port v v Tagged and Untagged Vv | Untag Port VLAN V| |1

() BEALO"?"7A4IVEDIYITEE. BEANE R OV TORBAZLH LR T Py IRRREINET,

h—r347

Unaware: R— M3 “Unaware” (TR ESNDE. ZIETL—LIE"ATHBLIL—L"ELT
MBINFT, ZETL— LT HEQFAETE, AT (IRIO—- RELTAL
BENET, JL—LIFIR— FMA—AVLAN —PVIDICDI AN TENET, Th
(Z. 802.1Q7D AR, FEQ-in-QAI VU DEKERTYT, ih— X
—AVLANEZFE R T 3154 . BIUPVIDDIE S (& Unaware JICER E L TLESE
AN

C-port: R— b C—port AT FETL— LICERESNTWBIHZ AL, 3T FEIL—L

(FT7L—LDATZIE UTVLANIZDS AR FENET . Chid. 802.1Q VLAN
FSUDTT,

FXC5426F m




2E WEB (CLBEREHE

S-port: S—portlC R ESNTBIH AL, HAIL—LOATOTPIDIREEY—E R
VLANELTI0x88A81TT , Chld, Q-in—Q7YyFUV DG AT,

S-custom—port: S—custom-port|CERE SN TNBIGEE. HATL—LORTDTPIDIEH—
EAVLANELTHRAYS XENET,

R—FVLAN

None: PVIDIZEMEINET , VIAS TSNLVLAN IDEEDATHR— b E TS

SNEIL—LICEASNET,

COE— R, E5E802.1Q VLAN FSUDEKEL TVLANER A v F(CHE
BN TR R—MIERSNET, COT—FEFEARBICIE, "Tx Tag"ld
lUntag pvid | [CE%E LTS,

Specific: R— FOVLAN IDERETRETT . R— FCZIELEATBLIL— LI, R
— FOVLAN IDIZDSAS FTENFET , VLAND RN TER M A (R— M
ATHERIEDIEE) (E, R—FTCRELEIL—LIZTATZOR— D
VLAN IDIZDS5 AR FENET , R— b ETEESNEIL—LAD D525
[+&NZVLAN ID”H”R— FVLAN ID"EEB BB AL, "DIAR TN
VLAN ID"E"VLANRD "D IL— LICHEASNET,

“Tx Tag"IC&D, R— oD TL—LOEEROITFIHENFZRESNET,

1) 802.1Q VLAN FRFEICHVT, &FR— FOBRERF FEOEHITT,
Access: [Port Typel-"Unaware”, [Port VLAN Mode]-"Specific(set PVID)”, [Tx Tag]-"Untag_all”
Trunk: [Port Type]-"C—port”, [Port VLAN Mode]-"None”, [Tx Tag]-"Untag_pvid”
Hybrid: [Port Typel-"Unaware”, [Port VLAN Mode]-"Specific(set PVID)”, [Tx Tag]-"Untag_pvid”

2) Q-in-Q RECHVT, FR—PORERFIFEDESITY,
Uplink: [Port Typel-"S-port” (%3 L\, custom TPID %% 2”S—custom—port”), [Port VLAN
Mode]-"None”, [Tx Tag]-"Untag pvid”
Downlink: [Port Typel-"Unaware” . [Port VLAN Mode]-"Specific” (4} —F' A VLAN ID Z"PVID"ICERE LFE
T, BHNTH—EZ VLAN ID Z4ER L. D VLAN RTOPYT) VD /890) 00— MO E & LTS, ).
[Tx Tagl-"Untag all”

O3V FICLBEEE:
Add/Delete a VLAN :
(config)# vlan <vlan list>
(config) # no vlan <vlan list>

Ethertype for Custom S-ports :
(config) # vlan ethertype s-custom-port <0x0600-0Oxffff>
(config) # no vlan ethertype s-custom-port

Port VLAN Configuration:

- Port Mode :

(config-if) # switchport mode { access | trunk | hybrid }
(config-if)# no switchport mode

- Port VLAN ID :

If port is in Access mode,

(config-if)# switchport access vlan <vlan id>
(config-if)# no switchport access vlan

If port is in Trunk mode,

(config-if) # switchport trunk native vlan <vlan id>
(config-if)# no switchport trunk native vlan

If port is in Hybrid mode,

(config-if)# switchport hybrid native vlan <vlan id>
(config-if)# no switchport hybrid native vlan

- Port Type : (If port is in Hybrid mode.)
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(config-if)# switchport hybrid port-type { unaware | c-port | s-port |
s-custom-port }
(config-if)# no switchport hybrid port-type

- Ingress Filter : (If port is in Hybrid mode.)
(config-if)# switchport hybrid ingress-filtering
(config-if)# no switchport hybrid ingress-filtering

- Ingress Acceptance : (If port is in Hybrid mode.)
(config-if)# switchport hybrid acceptable-frame-type { all | tagged |
untagged }

(config-if)# no switchport hybrid acceptable-frame-type

- Egress Tagging

If port is in Trunk mode,

(config-if)# switchport trunk vlan tag native

(config-if)# no switchport trunk vlan tag native

If port is in Hybrid mode,

(config-if)# switchport hybrid egress-tag { none | all [ except-native ] }
(config-if)# no switchport hybrid egress-tag

- Allowed VLANS

If port is in Trunk mode,

(config-if)# switchport trunk allowed vlan { all | none | add <vlan list>
| remove <vlan list> | except <vlan list> | <vlan list> }

(config-if)# no switchport trunk allowed vlan

If port is in Hybrid mode,

(config-if)# switchport hybrid allowed vlan { all | none | add <vlan list>
| remove <vlan list> | except <vlan list> | <vlan list> }

(config-if)# no switchport hybrid allowed vlan

- Forbidden VLANs
(config-if)# switchport forbidden vlan { add | remove } { vid <vlan id> }
(config-if)# no switchport forbidden vlan

Bl Monitor (EZ3UH)

OOWEB (L3 5E
1) Membership (802.1Q VLAN x/i-)

CCTlE. VLAN XU N=DAT—AAN R RENET

(1) 802.1Q VLAN AV )\—%FKRr93BIC(E. Monitor] -> TVLANs] —> Membershipl&D)yD33E. LI
DEEHIFRRFINET,
VLAN Membership Status for Combined users for Switch 2 Auto-refresh []
Start from VLAN |1 ‘with |20 | entries per page.

Port Members

VLANID 1 2 3 4 5 6 7 8 9 10111213 14 1516 17 18 19 20 21 22 23 24
1 MVIVIVIMIMIVIMIM MIIMIVIMIFIKIVIM VIV

(2) BEEAELD"?”PAIVEDYYITRE, BIENNDIE B (COWTOHRBAESREH LERY TPy TIRRRENET,
2) Ports (VLAN h—PFDHREDERT)

CCTld. VLAN iR— FOAT 2B LURENRRSNET S
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—————————————

(1) VLAN iR— FEFRRTBICIE. TMonitor] —> TVLANs] -> TPorts %&Hwh 33, L TOEEHNER RS

ni?-o

VLAN Port Status for Combined users for Switch 2 Auto-refresh []
Port Type Ingress Filtering Frame Type Port VLAN ID Tx Tag Untagged VLAN ID Conflicts

1 C-Port All 1 Untag PVID Mo

2 C-Port All 1 Untag PVID Mo

3 C-Port All 1 Untag PVID No

4 C-Port All 1 Untag PVID Mo

3 C-Port All 1 Untag PVID Mo

6 C-Port All 1 Untag PVID No

7 C-Port = All 1 Untag PVID Mo

8 C-Port = All 1 Untag PVID MNo

9 C-Port i All 1 Untag PVID i [o]

10 C-Port " All 1 Untag PVID Mo

11 C-Port = All 1 Untag PVID Mo

039 Rl 38 E:

# show vlan [ id <vlan list> | name <vword32> | brief ]
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2.4.14 Private VLAN (7514 A— FVLAN)

754 X— bk VLAN, PVLAN Tl&. B—70— EXv AR AV DR— MEIDLAY 2 OH ERITIVET,
PVLAN E3&LTH EISNEiR— NI EISBIEEITHICENTEZEh, PVLAN DAV N—KR—MIFBE(ISE
{EATHETT.

2.1.14.1 Port Isolation (R— ;7MY L—YaVDERE)

TR R—FOPAYL—2aV iR E R E LET . ERESNTR— MY, BU VLAN ETHEEVCRIEEITICEN
TEBNETS,

B Configuration (BXEA=1—)
OOWEB [C&3 8 5E:

(1) R=bPAYL—2aVDFEEITOICIE. Configuration] —> Private VLANs] —> [Port Isolation &)y
DTBE LLTOEEISRRINET,
Port Isolation Configuration for Switch 2

Port Number
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 M1 22 23 24
00000 oooobooobooonOonOodn

Save | Reset |

2) BEALO"?"742VE0)ITEE. BEAOER [OVTORAELE LRy TPy IR RSNET

O3V RICLBREE:
Assign ports to Private VLAN :
(config-if)# pvlan <range list>
(config-if)# no pvlan <range list>
Set ports as Isolation :

(config-if)# pvlan isolation
(config-if)# no pvlan isolation

B Monitor (E=5YUVY)
OOWEB [CL3 8% E:

UTOFIETHET SN AIRETT
1) VLAN Member (VLAN DAV)I\—%RRT3)

(1) VLAN AU N\—DAT—RAEF T BICIE. TMonitor] > TVLANs] -> MembershipEDUvH3 3L, LA
TOEENRTRENET,
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VLAN Membership Status for Combined users for Switch 2 [Tl Auto-refresh [

Admin
Start fi VLAN |1 ith |20 tri 3 NAS
art from | | with | | entries per page >> NS

Port Members i
VLANID 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 RIS

1 VIV IMIMIVMIVIVIVIMIVIVI VIV I

VLAN ID (& 1 Dot ED 1 BIECEIC, 20 TV M T OREMEETT,
FNFN. ICombined]. TAdminl. INAS]. TGVRPJ. TMVR]. Voice VLANIDHH &R LTS
LYo

2) Ports (VLAN K—F)

(1)  VLAN iR—FOAT—HAABLUEREERRT BICE. [Monitor] => TVLANs] —> [Port] &HUwDT 3L,
UTOEEIRREINET,

VLAN Port Status for Combined users for Switch 2

Port VLAN
]

Frame
Type

Ingress

Filtering L

1 C-Port 2| All 1 No
2 C-Port ] All 1 No
3 C-Port ] All 1 No
4 C-Port [+ All 1 No
5 C-Port [ All 1 No
6 C-Port ] All 1 No
7 C-Port ] All 1 No
& C-Port ] All 1 No
9 C-Port All 1 No

FNFN. ICombined]. [Admin]. TNAS|. TGVRP]. TMVR]. Voice VLAN]. TMSTP]. TVCL]®
FDEIRLTTE,

O3V FIcL B 8% 5E:

# show pvlan [ <range list> ]

ﬁl\‘!:
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2.4.15VCL
COE(L, MAC K—2 VLAN, FORIILA—Z VLAN, IP §F %y hR—2 VLAN SORRENET,

2.4.15.1 MAC-based VLAN(MAC AX—2 VLAN)

VLAN AV N =%&5 I —Ft T3 H:%£ELT. MAC 7 FLAR—AVLAN (MAC-based VLAN) (Z£1D. 7L—LDEE
5t MAC 7 RLAICIE LT AT LIL— LOERE %D VLAN BRE LET,

B Configuration (B%EX=1—)

OOWEB 23 5% 5E:

1)  MACAX—AVLAN 2 E T 3ICIE. Configuration] > TVCL] -> TMAC-based VLAN |ZDUvHd 3L,
UTOEEIRREINET,

MAC-based VLAN Membership Configuration for Switch 2  Auto-refresh []

Port Members
Delete MAC Address VLANID 12345678910111213 141516 17 18 19 20 21 22 23 24

Currently no entries present
Add New Entry

039V RcLBEE:
Add/Remove ports to Mac-based VLAN :

(config-if)# switchport vlan mac <mac_ucast> vlan <vlan id>
(config-if)# no switchport vlan mac <mac ucast> vlan <vlan_ id>

2.4.15.2 Protocol-based VLAN(7O FJJVX—2 VLAN)

JORIVAR=A VLAN AV N=IZIE LT, BEVDOTORIVCENIER D PC (& VLAN [CEIDETOHNET,
HIZIX. IPX(Internetwork Packet Exchange). 7z I& IP(Internet Protoco)IXEH M VLAN [CE%E T BNl RE
TY,

B Configuration(B2EA=1—)

OOWEB [CL2 5% 5E:
1) Protocol to Group (FARILDTIN—TADIYEVT DERTE /HIBE)

(1) FArINDTIN—TADIIE VT DERTE/HIBRESTIICE. Configuration] > TVCL] —>
IProtocol-based VLAN] —> [Protocol to Group |&DwDT3E, L TOEEIRRINET,
Protocol to Group Mapping Table Auto-refresh []

Delete Frame Type Value Group Name
No Group entry found!

‘ Add New Entry ‘

‘ Save H Reset ‘
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(2) EEALD"?"PA0VED)DTRE. BIEADIEB(COVWTOHRBAELE Uz 7y IR RENFE
ER
2) Group to VLAN (VLAN R9EVHYIN—TDR5E /HEIER)

(1) VLAN YEVIDIN—-T 0% E /BIBR%E{TOICIE. I Configuration] —> TVCL] -> 'Protocol-based
VLAN] -> TGroup to VLANIEDYDT 3L, LT OEENKRRINET,

Group Name to VLAN mapping Table for Switch 2 Auto-refresh [

Port Members
Delete Group Name VLANID 1234567891011 1213 14 1516 17 18 19 20 21 22 23 24

No Group entries
Add New Entry

‘ Save H Reset ‘
(2) BEALO"?YPAIVEDIYDTEHE, BIEANIEBICONVTORBAZRE LRy T 7y IR RENE
3-0

O399V RICEB R TE:
Add/Delete Protocol Group :
(config) # vlan protocol { { eth2 { <0x600-0xffff> | arp | ip | ipx | at } }
| { snap { <0x0-0xffffff> | rfc-1042 | snap-8021h } <0x0-0xffff> } | { llc
<0x0-0xff> <0x0-0xff> } } group <wordlé6>
(config) # no vlan protocol { { eth2 { <0x600-0xffff> | arp | ip | ipx | at } }
| { snap { <0x0-0xffffff> | rfc-1042 | snap-8021h } <0x0-0xffff> } | { llc

<0x0-0xff> <0x0-0xff> } } group <wordlé6>
Add/Remove ports to Protocol-based VLAN :

(config-if)# switchport vlan protocol group <wordl6> vlan <vlan id>
(config-if)# no switchport vlan protocol group <wordl6> vlan <vlan id>
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|
2.4.15.3 IP Subnet-based VLAN(IP 7%y ;A—2 VLAN)

IP #7229 bR—=2Z VLAN TlE, IP Y TRV DIV RI—=HAT—aV[ETATELU VLAN (CENLH THNFET,
CO VLAN TlE, Y FI=D7 RLADBEREITICERL, T—DAT— Va3V e TT 3 ENTEET,

IP 729k VLAN (&, /S5y bOAYEDLA ¥ 3 BE|RICIE UTERBDET,

VLAN AU N=FRETELET, 2YNI=DB7RLABIZE, TCP/ IP 2y rI=DDH T2y P RLA) EFERALE
T, Ny DT B L/ATHEDIGEIE. ChITIEUT—8T 3 IP YRy ISAICI Ty MR &R 1TET,

IP Y729 bDDSAR IBMTOHN G &, A1 FDIZZE VLAN D522 I — IS ERENET,

CO IP YT Ry MEREL . IL—T1AVTHEEETEH . VLAN ZIL—T1 00T 38D TEHNFEE .

IP 729 bDDS AR TOHEEER. ) VTy b VLAN SR EREICOHFEREINET, Ny EtINBEZ 3T, @G
802.1Q VLAN R ENNETT,

B Configuration(BX EA=1—)
OOWEB [C&38%5E:

(1) IP Subnet-based VLAN %#E& €9 3(Cld. [Configuration] —> TVCL] —> TP Subnet-based VLAN %5
vTdE, UTOBEENIRRINET,

IP Subnet-based VLAN Membership Configuration for Switch 2 Auto-refresh []

Port Members
Delete VCEID IP Address MaskLength VLANID 12345678910 111213 14 15 16 17 18 19 20 21 22 23 24

Currently no entries present
Add New Entry

(2) <Add New Entry>iR3V&DUYDTBE, U TOEENRTINGDT, FEBICENENMEEZA DL TS
lI\O

IP Subnet-based VLAN Membership Configuration for Switch 2 Auto-refresh [

Port Members
Delete VCEID IP Address Mask Length VLANID 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

Delete | |0 0.0.00 24 1ooooooooooooooooooooooono

O3V FIcL B & 5E:

Add/Remove ports to IP Subnet-based VLAN :

(config-if)# switchport vlan ip-subnet id <1-128> <ipv4 subnet> vlan
<vlan id>

(config-if)# no switchport vlan ip-subnet id <1~128>
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2.4.16 Voice VLAN (;K1 AVLAN)

Voice VLAN (&, FFE p5749D D% A1 VLAN BRFETY . Voice VLAN D EERERRER— MIEREL T,
BEET—A0 QoS BEDREEITICEICED. BEFE M IDDBIE LOBEIRMNSIVRELLEE M
BEHRTHENAIRETT

2.4.16.1 Configuration (Voice VLAN 87 /5i%)
B Configuration (BXEA=1—)
COWEB (CL3 8% 5E:

y—=

(1) Voice VLAN DR EZE{TICIE. IConfiguration] —> Voice VLAN] —-> TConfiguration&D)yHd3E.
UTOE@EIRRINET,

Voice VLAN Configuration
Stack Global Settings

Mode Disabled v|

VLAN ID 1000
Aging Time 86400 seconds

Traffic Class JE(gll)] V|

Port Configuration for Switch 2

Port Mode Security Discovery Protocol
Disabled V|| Disabled V| | OUI
Disabled V|| Disabled V| |OUI
|Disabled V|| Disabled V| [OUI
|Disabled V|| Disabled V| [OUI
Disabled V|| Disabled V| | OUI
Disabled V|| Disabled V| |OUI

< <Jl<] <]l<][<

[ B I R

CCTIRRABDER VLAN 2R ELET,

COMBEEBRICTBRE, VoIP 519D EBERAL. BHEDTFMFUTAIEUTERE VLAN F57495
DIEEEITVET, BF VLAN R—MRHE 7O RIUE, OUl £2(3 LLDP ([CENAE#TT(OUI (E, MAC 7R
LADRHND3) FORVET—RTT),

2) BEALO"?"PAIVEDIYITHE. BEANDIERR OV TORBAZREE LAY T 7y IR RSNET,
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2.4.16.2 OUI

CCTlE. B VLAN (Voice VLAN) MEREICOLVCERBALET,
CCZ T3, Voice IP ;574900 OUL T=T VDAV T+ AEITVET , OUI IE, MAC 7 RLADFR#MD3)\1 FTT,
OuUl #£2/ Wy ME, BE FS749DELTREBENET,

B Configuration (BXSEA=1—)
OOWEB [C&3 5% E:
(1) OUl #E&E T BICIE. Configuration] —> 'Voice VLAN] —> TOULIEDYwH T2, L TOBEENTRRE
nEy,

Voice VLAN OUI Table

Delete Telephony OUI Description
O 00-01-e3 Siemens AG phones
| 00-03-6b Cisco phones
] 00-0f-e2 H3C phones
] 00-60-b9 Philips and NEC AG phones
| 00-d0-1e Pingtel phones
| 00-e0-75 Polycom phones
| 00-20-bb ACom phones

| Add New Entry |

| Save || Reset |

CC Tl Voice IP F57495® OUl T—=FIDAVTFIAETNET, OUl I, MAC 7 RLADZHID3/34
FCT, QUL EED) STy MITE R FI219DELTREBENET,

(2) EIE TD<Add New Entry>IN3VED YD T HE, UTDEEHNRRINDTH., FRICA S LTS,

Voice VLAN OUI| Table

Delete Telephony OUI Description

] 00-01-e3 Siemens AG phones
] 00-03-6b Cisco phones
] 00-0i-e2 H3C phanes
] 00-60-b9 Philips and NEC AG phones
O 00-d0-1e Pingtel phones
| 00-e0-75 Polycom phones
O 00-e0-bb 3Com phones

‘ Delete | | | |

| Add New Entry |

\ Save H Reset \
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O3V FICL B 8% E:

Enable/Disable
(config) # voice vlan
(config) # no voice vlan

ﬁl\‘!:

VLAN ID
(config)# voice vlan vid <vlan id>
(config) # no voice vlan vid

Aging Time
(config)# voice vlan aging-time <10-10000000>
(config) # no voice vlan aging-time

Traffic Class
(config) # voice vlan class { <0-7> }
(config)# no voice vlan class

OUI Definition
(config) # voice vlan oui <oui> [ description <1ine32> ]
(config) # no voice vlan oui <oui>

Port Configuration:

- Mode

(config-if) # switchport voice vlan mode { auto | force | disable }
(config-if)# no switchport voice vlan mode

- Security
(config-if)# switchport voice vlan security
(config-if) # no switchport voice vlan security

- Discovery Protocol

(config-if) # switchport voice vlan discovery-protocol { oui | 11dp | both }
(config-if)# no switchport voice vlan discovery-protocol
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2.417 QoS

QoS (£.” Quality of Service(HY—EALE) " ORTT,
COMEER . BRO7TVT—avFE R 7O B OFEEERIILET .

BEXYNI—DE U7V LEFEDIIBEREDETABLVEEICH L TAROKREVNT—35E0%
BEB7T)r—avT—3%EELET,

2yRD=0id, REMNE FABLGRIETREGRIAY—EAZIRETILENHNET,

0 QoS HEREL, IV FY—TIV ROE YRR Ya—YaveRkD, 2y rD—=H)Y -2 EE T 3D 1
2TY,

RETL—LIARTIFE QoS D3ACHEFESN . ZORED QS HFAIE LT, TU—LICHTEF1—1VT A
BI1-U0 BLVERERGHIHORIIETICHICREE AR TEAINET,

QoS DA, F1—BLVBEEEDEDIIEV T EITVET , QS H5ANT0(EN) IDBZE R, BEENRL
B<BNET,

2.4.17.1 Port Classification (ii— FA ADI5 A5 )

FARTOR— MR LT, EARIE QoS AADSARTOHREETVET,
[DSCP Based&{#>T. IP AwH® DSCP T QoS &%/ EXHICLET,

DSCP H32A7}HI2WT

AH DSCP U35 AR TMERFEICOULVTIE, TDSCP-Based QoSIEIE &S B LTS, COEED! Trust 1 &8
RI3E. DSCP ENEMICHNET,

AFIDSCPOIANITEMDEEEICEETBEEMICOLVTIL., TDSCP Translation 15 & U TPort DSCP &SR L TK
ZEL,

B Configuration (XEAX=1—)
OOWEB 2435 5E:

(1) R=FAHDHFIARIIDFHREZEITIICIE. [Configuration] > TQoS] -> Port Classification1%%')w
DB, UTOE@EIRTSNET,

QoS Ingress Port Classification for Switch 2

Port CoS DPL DSCP Based

oviov D
1 O
2 O]
3 0w 0w ]
4 [ov| [ov O
5 [0wv| [0w ]
‘ 0
7 0w 0w ]
8 (0v| [0V ]
2 E@EALOFAIVENIYITEE. BENOER OV TORBERH LRI PyINRRENE

3-0
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O3V FIELBEEE:
Port Ingress QoS Class :

(config-if)# gos cos <0-7>
(config-if)# no gos cos

Port Ingress DPL :

(config-if)# gos dpl <dpl>
(config-if)# no gos dpl
Enable/Disable DSCP QoS on Port :

(config-if)# gos trust dscp
(config-if)# no gos trust dscp

2.4.17.2 Port Policing (if— FA ARUDUH)

COFREERNT. K- FOASL— FOHIREITNET , JO—FIEHEZFR. MOIO—FKIEHE-FOBEE. £R
DL—MIETBE, IL-LERELT(C. KR—ATL—-LEEELET,

B Configuration (BXEA=1—)
OOWEB [C&3 8 5E:

(1) "= PAAR)DYv—DFHRFEEITIICIE. [Configuration] => TQoS] —> Port Policing/&ED)yD$ 3L, KL
TOEENRRENET,

QoS Ingress Port Policers for Switch 2

Port Enabled Rate Unit Flow Control
= ] 500| |<= (V4 ]
1 O 500| |kbps WV O
2 n 500| |kbps V| O
3 O 500 O
4 O 500| |kbps W ]
5 O 500| [kbps v O
6 ] 500| [kbps WV ]
7 O 500| [kbps Vv O
8 [l 500| |kbps W [l
9 O 500| [kbps V| O
10 O 500| [kbps V| O

() BEALO"?"7AIVEDIYITHE. BEANER (OVTORBAZLH LRV T Py IRRREINET,

O3V FICLBEETE:
Port Ingress Policer :
(config-if)# gos policer <100-13200000> [ fps ] [ flowcontrol ]
(config-if)# no gos policer
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2.4.17.3 Port Scheduler(ihi—FH AR I1—-3)

CCTClE.R=—FOHEART V1—5BLUEF1—DEHIIHRTINET,
B Configuration (BXEA=1—)
OWEB (2435 5E:

(1) R—PHEARTI1-5—DFEETOICIE. TConfiguration] > TQoS] —> TPort Scheduler | &D)vHd
3. UTOEEIRREINET,

QoS Egress Port Schedulers for Switch 2

Weight

Port  Mode o) @1 @2 Q3 Q4 as
Strict Priority - - - - - -
Strict Priority - - - - - -
Strict Priority - - - - - -
Strict Priority - - - - - -
Strict Priority - - - - - -
Strict Priority - - - - - -
Strict Priority - - - - - -
Strict Priority - - - - - -
Strict Priority - - - - - -
Strict Priority - - - - - -
Strict Prioritv - - - - - -

O O 100 [~ I e Lo N =

s

—
-

(2) K—PEBEDIYITEHE. F1-DH AT Y1-5-BLV VM -EEFRRINET,

QoS Egress Port Scheduler and Shapers for Switch 2 Port 1
Scheduler Mode

Queue Shaper Port Shaper
Enable Rate Unit Excess Enable Rate Unit

QOHS}

[1]500 kbps W /
Q1|~(S}

[1|500 kbps W
Qzf=(5
:|-<|;|'>5CID kbps W ?
QaHS}

[1|500 kbps W R
-0 I | Olso0  |[keps v

[]/500 kbps v s
ash-(3) T

[1|500 kbps W \
Qﬁlvls}

[1|500 kbps W \
Q7S

[1/500 kbps W

w
W
-
@
A
m
@
iy
o
B
=
[x]
o
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BIRLRLCIMEIIII—— ]
(3) F5249DATYa—3ME, TStrict Priority JE— K. $3MEMWeighted JE— FOWTNITERE LET,
[Weighted |E— FDIHZEIT, TFNEFNDF1—DEH I EREINET,

QoS Egress Port Scheduler and Shapers for Switch 2 Port 1
Scheduler Mode v
Queue Shaper Queue Scheduler Port Shaper
Enable Rate Unit Excess Weight Percent Enable Rate Unit

aol-(S
39500 kbps v 1?%/
at]-(s
IH:D)sno Kbps v 17% D
s
El-95130 kbps v 17| W ?
@@ R
11500 |[kbps v 7 R R ©
N0 I | Diso0  |[kbps v
01500 |[kbps v 1?%\ G
as]-(S
3-9500 kbps v 17% \T
as]-(3)
[]|500 kbps Vv \
ar](s
[]|500 kbps Vv

| Save || Reset || Cancel |

(4) +I749D914 18— &, Fa—BAL, F@R— PR THRELET,
WINHEERTHE. ENENHIRENRESNET

(6) BEALD"?"PAIVED )DL BIENOIEE [COWVTOHRBAZRH LRV T 7y INR RENET,
O3YVFICEBERTE:
Weighting of Queue for WRR :

(config-if)# gos wrr <1-100> <1-100> <1-100> <1-100> <1-100> <1-100>
(config-if)# no gos wrr

B Monitor (E=3UUY)
O3V RIcL3 8 5E:

# show gos interface [ <port type list> ]
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2.4.17.4 Port Shaping(f— FpLUF1—HHV11/1-)
COBE, Bf— FeBLUF1-OE D VI - OB ENRTINET,
= MEEEDUYDLT, AV S~ DR EEFT TR,

OOWEB ICL3 8% E:

(1) TConfiguration] —> TQoS] —> lPort Shaping]&DJvD ¥ %L, UTDEIEIRRINET,
QoS Egress Port Shapers for Switch 2

Shapers

Port

Qo o Q2 Q3 Q4 Qs Q6 Q7 Port
disabled disabled disabled disabled disabled disabled disabled disabled disabled
disabled disabled disabled disabled disabled disabled disabled disabled disabled
disabled disabled disabled disabled disabled disabled disabled disabled disabled
disabled disabled disabled disabled disabled disabled disabled disabled disabled
disabled disabled disabled disabled disabled disabled disabled disabled disabled
disabled disabled disabled disabled disabled disabled disabled disabled disabled
disabled disabled disabled disabled disabled disabled disabled disabled disabled
disabled disabled disabled disabled disabled disabled disabled disabled disabled
disabled disabled disabled disabled disabled disabled disabled disabled disabled
disabled disabled disabled disabled disabled disabled disabled disabled disabled
disabled disabled disabled disabled disabled disabled disabled disabled disabled

3 |00 100 [t [ [ [ [ I |—

o

-t
-

(2) K—FESEDIYITHE UTDOLIC, R—+ELUF1-HAAT Y1-58LU V1M /- DR EE IR
RENFT,

QoS Egress Port Scheduler and Shapers for Switch 2 Port 1
Scheduler Mode

Queue Shaper Port Shaper
Enable Rate Unit Excess Enable Rate Unit

QIJHS}

[1|500 kbps W /
QWHS!

[1/500 kbps v

)
E‘Qﬁ]ﬁ kbps W ?
oaHs:

[J/500 kbps W R
6 | | Tls00 Kbps v

[]/500 kbps ™ G
as]-(S) T

[]/500 kbps W l
oﬁHS}

[]/500 kbps W \
a7 s

1500 kbps W
| Save || Reset || Cancel |
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(B) F3749HAYa1—713. TStrict Priority |E— K. MM Weighted JE— FOVTNICERELET,

[Weighted |E— FDIHZEIT, TFNEFNDF1—DEH I EREINET,
QoS Egress Port Scheduler and Shapers for Switch 2 Port 1

Scheduler Mode [[ETIEL] v

Queue Shaper Queue Scheduler Port Shaper
Enable Rate Unit Excess Weight Percent Enable Rate Unit

a0l-(3)
01500 |[kbps v 17%/
a1l(8
Il{g)sno kbps v 17% D
s
@9500 kbps v 1% W _IS_
FONG R
39500 kbps v 7 R R
6 | | D500 [kops v
C]1500  |[kbps v 17%\ G
as(5
:}{D)sno Kbps v 17% \T
as}-(8)
[1|500 kbps v \
ar]-(E
[1|500 kbps %
| Save || Reset || Cancel |

@) 374909141, F1—BA6L, F@R—- FEMTHRELETS . VINDERIRTHE, ENENFHIRIE
NEESNET,

(5) EEALD"?"PAIVED)YITBE. BERORE OV TOSRBAZEE LRV T 7y IR RENETS,

039 RIcL3ER5E:
Port Egress Shaper :

(config-if) # gos shaper <100-13200000>
(config-if)# no gos shaper

Queue Egress Shaper of Port

(config-if)# gos queue-shaper queue <0~7> <100-13200000> [ excess ]
(config-if)# no gos queue-shaper queue <0~7>
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2.4.17.5 Port Tag Remarking(it— MH H3T DUI—F )
COAZ1—TlF, BR—POHEAATD)I—F T E-FERRLET,

COE-RIE, TNEFNLUTOAZ1—-h iR ENET,

- Classified : D325 (F&Nz PCP/DEI{EZ{EH,

- Default : 774)L D PCP/DEI{E%{FE .

- Mapped : QoS HIABLUY DP LAIDIYEVT LEN-JavEER,
R—FEEEDUYILT, FOE DT DUI—F VU TE-RERTELET,

B Configuration (B&SEXA=1—)

OWEB (C&38%5E:
(1) R—FHEABTOVI—F 5 DEEEFTIICIEL. [Configuration] => TQoS] -> TPort Tag Remarkingl%&
HUyh 3, UTOE@EHIRRINET,

QoS Egress Port Tag Remarking for Switch 2

Port Mode

Classified
Classified
Classified
Classified
Classified
Classified
Classified
Classified
Classified
Classified

210 (9D |4 137 167 [ (6 [ |—

-

2) R—FEBEDIIDTRE, R— O AT D)I-F VTR EDEENRRNET,

» [Classified ] E— FDIHA:
QoS Egress Port Tag Remarking for Switch 2 Port 1

Tag Remarking Mode [[ERS:NITT RS

| Save || Reset || Cancel |

+ [Default JE— FDIBA:
QoS Egress Port Tag Remarking for Switch 2 Port 1

Tag Remarking Mode

PCP/DEI Configuration

Default PCP
Default DEI

| Save || Reset || Cancel |
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+ [Mapped | E— RDIHE:
QoS Egress Port Tag Remarking for Switch 2 Port 1
Tag Remarking Mode
(QoS class, DP level) to (PCP, DEI) Mapping
QoSclass DPlevel PCP DEI

* .
0 0
0 1
1 1] 0 v 0 v
1 1 0 w1 v
2 ] 2 v 0 v
2 1 2 w1 v
3 1} 3 w0 W
3 1 3 w1 w
4 1] 4 v 0 v

Q) EBEALO"?"P(IVED )0 RE. BENOER OV TORBAZRE LRV T 7y INRTENETS,

03XV RICLBBRE:
Default PCP and DEI setting
(config-if) # gos tag-remark pcp <0-7> dei <0-1>
(config-if)# no gos tag-remark

Map PCP and DEI setting
(config-if) # gos tag-remark mapped [ yellow <0-4> ]
(config-if)# no gos tag-remark

Internal Priority to PCP and DEI Map : (Egress)

(config-if)# gos map cos-tag cos <0~7> dpl <0~1> pcp <0-7> dei <0-1>
(config-if)# no gos map cos-tag cos <0~7> dpl <0~1>
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2.4.17.6 Port DSCP(DSCP D& 5E)

iK— O QoS iR— 0D DSCP DEKREREZITICENAIRETT , IP DESEELRFRIC, Ny MCBEEER TS
HEICERALET,
DSCP D& 5E A ik
CIWEB (CLBER7E
(1) TConfiguration] > TQoS] —> Port DSCP1&ED)yDT3E. L TOEENPRRINET,

QoS Port DSCP Configuration for Switch 2

Ingress Egress
Translate  Classify Rewrite
=3 W == b

Port

Disable w
Disable v

Selected -
All Disable v

Disable “| |Disable v
Disable V| [Disable v
Disable | [Disable v

oooooog

(s TS T S U T S B

2) BEALO"?"742VED)YITEE. BEAOER [OVTORAELE LRy TPy IR RSNET

CCTlE. DSCP ANBLUH NDRFEETVET  ANREDHS . K- ELANEE, DIATEOREE
RETCELT, HAREDH AR, ER—FOUSMT1UTEIIIEVTETVET

* Ingress Translate( A AZEH)CDNT:
“Translate” H&REN TLVB154E . A 71 DSCP {E(S. QoS FZEMICHID DSCP {EICE#TEET, TH#H
IYEV(ETDSCP Translation | Bl CE&E LTS, EH#2 U7 DSCP fE(E. A 51 DSCP M QoS FXE(C
FRALET,

* Ingress Classify (A JATIARHICOWT:
[DSCP ingress classify ][, DSCP 75 QoS ADDF A FE{TIETIZ1L(DSCP h'> QoS ADIVE VY
[3IDSCP-Based QoS B E C:% FE AT AE). [Port DSCP JEIE M "Ingress Classify (A ADSAD ) "1F.
QoS h'pRER DSCP ADIYEVIEITNET,
lport default], TVLAN 55 | TDSCP1DL\FNHND QoS H5AEAFTBL. Ingress Classify (A H1D5
ARHIZED. ZD QoS HFAERER DSCP (CIWEVT LET
NEB DSCP (371 — LiA{ERF(D DSCP fEZZEE T 310IC. BlDOA NIV TEITIENAIRETT,
R DSCP AM QoS YYE V(4. IDSCP Classification |EE CXE LET
[Port DSCP1® Egress Rewrite(H 71'J54 F)"H“enable” /" Remap” DIZ & &, H ANy Ml D%
TWET, COESTD DSCP Bl EESNFET,

+ Ingress Classify (A5 T) DEEMICONTIE, LTFDERDTT,

- Disable : %} DSCP AMD DSCP M QoS HIANIYE VTR EREMICLET .

- DSCP=0 : 5%{g DSCP WloIhEIMNEDIARFTLET GFREBENLIGEEEHBRINET),
[DSCP Translation | B HE C&E LD AR 8N B %173 DSCP DA DIARFLET,
(“classify"DMERSNTNBIEEDH)

- All: $ATO DSCP {EICE).

* Egress Rewrite(tH 1U54 1): 5 71/379 +D DSCP )51 MR ELET,
- Disable: Egress rewrite(H 7154 M L,
- Enable: JIYEVJ LT, IDSCP Classification | CHI Rewrite IR ENBIICHNET,
- Remap DP Unaware: &} DSCP fENAIDSCP Translation | EE D “Remap DPO” &R EE)IVEVT L
7,
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- Remap DP Aware : &} DSCP {Eh I DSCP Translation B E M “Remap DP0”, F7=(d“Remap DP1”
DERFEEIIEVILET,
O3V RICLBERTE:
Ingress DSCP Translate Enable/Disable :

(config-if)# gos dscp-translate
(config-if)# no gos dscp-translate

Ingress Classify DSCP values :
(config-if) # gos dscp-classify { zero | selected | any }
(config-if)# no gos dscp-classify

Egress DSCP Rewrite :
(config-if)# gos dscp-remark { rewrite | remap }
(config-if)# no gos dscp-remark

2.417.7 DSCP-Based QoS

DSCP ADORNEBT A A)T1DIVEVY (A H)

CCTlE. #NEFNOD DSCP ECEIC QoS AHDYIAN TETNET,
F5A L DSCP DEEEDTL—LDH . HETED QoS VIABLUHERELAIADITIE VI EITNET,
7Y N5 N DSCP fEX#EH 27— LI BRINEE .

B Configuration (XEA=1—)

CIWEB IC&% 5% 5E
(1) DSCP A—2 QoS DX E#1TIIC(E. Configuration] —> TQoS] -> [DSCP-Based QoS %7933
EUTOEENPRRINET,
DSCP-Based QoS8 Ingress Classification
* O <>
0 (BE)
1

=
0
=

A

=
<
b=
<]

=

=]
<]

[=]
<] [<] [«
(=]
d

Oooooood

= o g e M

(=]
<]

) BEALO?"PA4IVEDIYITRHE, BERODEBICOWVTORAZLHE LRV T 7Y IRRTEINET,

039V RICEBERE:
DSCP to Internal Priority Mapping and trust :
(config) # gos map dscp-cos { <0~63> | <dscp> } cos <0-7> dpl <dpl>
(config)# no gos map dscp-cos { <0~63> | <dscp> }
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2.4.17.8 DSCP Translation (DSCP Z#D&%E %)

CCClE, $ATOD DSCP {EM QoS DSCP NE AL #%E1TLVET, DSCP (£, "Ingress(A A1),
FIrE"Egress(H A1) TE#SNET,

[ Configuration]—TQoS]—IDSCP Translation|&D)yD 9 3L, LTOE@EIRRINET,

DSCP Translation

Ingress Egress
Translate Classify Remap

DsSCP

"
o
W

!

Oooooooooodod
!

<

(BE) 0 (BE)

L]
=
R

£

(CS1)

oo

[in} (| S| | || ]| P =

(CS1) Cs1

D0 =] I N B R = O

10 (AF11) [10 (AF11

—
[}
e

= ||l o) =I|| || || P || ]| B =

AF11)

QoS H5AB LU DPL Iy S DSCP #{E AT 3HIIC. A A8l DSCP #F3'HLL)DSCP [CEH#LFET,

DSCP ZHAE(CIE, AT D 2 DOREH EZDNHNET,
- Translate : A F1{8]0 DSCP (&, DSCP {E(0~63 DL\TNHDE)CEHATRETT,
- Classify : Port DSCPJ*=1—TlIngess Classify IIEIRENTIVBIEEIC. DSCP EERINT 3L,
NER DSCP AD QoS DZANIYEVITHEHICLETS .

HAETMGEICE DBAITERERMBELNIA—RIUTOEBITT,

- Remap DPO [Z&D, TDP level 0J07L—LDYIIEVTEHIEILET

- Remap DP1[C&D. TDP level 1107L—L0DUIYEV D EHIFLET,

CHEZREIL. TPort DSCPIAZ1—0®0 Egress Rewrite(HH 154 DICERAINET,
SEHMBICOLVTIE. TPort DSCPIAZ1—MlEgress Rewrite(H 7154 1) BB BB LTS,

FXC5426F m



2% WEBICLBRWRERE

—————————————————
2.4.17.9 DSCP Classification (DSCP 5524} (7)

DSCP ADREB T FUT1DIVEVY (HH)
CC Tl QoS DI AMMER DSCP EADIYE VT &HRELET .
IL—LlE. T74I MR— b, F(E VLAN 5, #7523 DSCP LI NHD QoS H5AEAFLT. 0 QoS EHNER
DSCP [CRYEVH T BENTEET,
CNICED, WER DSCP ($, BIOE ATy TN, TU—LEZEIERD DSCP EICEEE 5 2B ATREMENHNET,
Port DSCPIEIE N 7151 MiE$hI5E . 7 DSCP ERUFM M BENTEET,
M DULVTIE. TPort DSCPIEE NI Egress Rewrite(tH H1)54 1) 125 B LT T &L,

B Configuration (XEA=1—)
OWEB ICL3 R 5E

(1) DSCP D3ARTDEF/RFEEITIICIE. Configuration] —=> TQoS] —> DSCP Classification 1#9YUvDd 3
ECUTOEEERRLET,
DSCP Classification

QoS Class DSCP

* <=

<L 44040 €

= T N s W R = O
sy s o I o s Y e
ElEEEEEEE
m|m|m|m|m|m|m|m

‘ Save || Reset |

) BEALO"?"7A4IVEDIYITEE. BEANER OV TORBAZLH LRI Py IRRREINET,

O3V RICLBERE:
Internal Priority to DSCP Mapping :
(config)# gos map cos-dscp <0~7> dscp { <0-63> | <dscp> }
(config) # no gos map cos-dscp <0~7>
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2.4.17.10 QoS Control list (A rA=JLJAR)

QCL [ QoS JV FA—JLIA FDRETHY, QCE DTAT—TFIVTT,
COTAMT=TIUE AFED M T49DAT IO P LDYETED QoS DIAZEIC. 7583 QoS IV bO—ILIV M)

NEENET,

FNFNDOTHEATTEER F5749DICIE ., D OCL DFBAFHEENFET , BEIERIICEST, HFED QoS U7
DEED N T49DATITH MHRENFET,
QCE IE. QoS HZAIV A=V IV F)DBETHN., 45 ED QCE D ID ICRAEDHS QoS DFAICDWTER R L TLE

?—o

QoS IV FA-IWA MO TE A %

OWEB (CLBE%5E -
(1) TConfiguration] > TQoS] -> QoS Control List1#DUyD T 3L, L TOEEIRTRINET,

QoS8 Control List Configuration

QCE Switch Port DMAC SMAC

Tag vin pcp DEI

Frame
Type Type CoS DPL DSCP

Action

€]

(2) "(+)"&DYYHTBE, QoS IV MA—ILIV MIERELET
QCE Configuration

Port Members
13 14 15 16 17 18 19 20 21 22 23 24 25

MM AMMAdMMWMMMMMM -

SMAC
Tag

vID
PCP

DEI

Frame Type e |

~ CoS
v DPL
¥ DSCP

| Save || Reset || Cancel |

Action Parameters

0

W

Default v

Default V|

3) EEALO"?"7AIVEDIIDTHE, BEAOER [COVTOHRAZEE LRy TPy INRRENET,

O3V RICEBERE:
Create/Edit a QoS Control Entry :
- Setup matched DMAC :
(config)# gos gce <1-4096> dmac { unicast | multicast | broadcast | any }
- Setup matched frame type :

(config) # gos gce <1-4096> frame-type { any |
[ { <0x600-0x7ff,0x801-0x86dc,0x86de-0xffff> | any }

{ etype

]} I { 1llc [ dsap

{ <0-0xff> | any } 1 [ ssap { <0-0xff> | any } ] [ control { <0-Oxff> | any } ] }

| { snap

[ { <0-0xffff> | any } 1 }

- Setup port members :

(config)# gos gce <1-4096> interface <port type list>

- Setup matched SMAC :
(config) # gos gce <1-4096> smac { <mac_addr> | <oui> | any }
- Setup tag options :
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(config) # gos gce <1-4096> tag { [ type { untagged | tagged | any } ] [ vid
{ <vcap vr> | any } ] [ pcp { <pcp> | any } ] [ dei { <0-1> | any } ] } ]
- Setup action

(config) # gos gce <1-4096> action { [ cos { <0-7> | default } ] [ dpl { <0-1>
| default } ] [ dscp { <0-63> | <dscp> | default } ]

- Place QCE before the next QCE ID
(config) # gos gce <1-4096> next <1-4096>
- Place QCE at the end

(config) # gos gce <1-4096> last

Delete a QoS Control Entry :
(config) # no gos gce <1-4096>

Refresh QCE tables in hardware
(config)# gos gce refresh
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2.4.17.11 Storm Control (Ar—L1Y FA—=J))

FARTOR—MIAM=LIY MOV EERE ERIBETT
CCTE AZFvAMIL—L4, FA—-RE9ANIL— L, BEFRB (T39T100ENE) IU—LDOA M= LL—FIY
FO—ILTERERTRETT,

B Configuration (BXFEA=1—)
CIWEB (T3R5
(1) AR=LIY PA-ILOFFRFEEITOICIE. Configuration] > TQoS] -> [Storm Control JZDyD T 3L, LA

TOEBENRREINET,
Qo3 Port Storm Control for Switch 2

Unicast Frames Broadcast Frames Unknown Frames

Port

Enabled Rate Unit Enabled Rate Unit Enabled Rate Unit
= O 500| [== W ] 4000] [=> W O 500| [=> W
1 | 500| |kbps v 4000| |kbps W [l 500| |kbps
2 ] 500| |kbps W 4000| [kbps W | 500| |kbps »
3 O 500| [kbps w O 500| [kbps O 500| [kbps v
4 ] 500| |kbps W | 500| |kbps W | 500| |kbps »
5 O 500| [kbps w O 500| [kbps W O 500| [kbps W
6 O 500| [kbps O 500| [kbps v O 500| [kbps v
7 | 500| |kbps W | 500| |kbps W [l 500| |kbps »
8 O 500| [kbps “ O 500| [kbps O 500| [kbps W
9 O 500| [kbps O 500| [kbps v O 500| [kbps W
10 ] 500| |kbps W | 500| |kbps W | 500| |kbps »
11 O 500| [kbps “ O 500| [kbps O 500| [kbps W
12 ] 500| |kbps v ] 500| |kbps ] 500| |kbps
13 O 500| |kbps O 500| |kbps W O 500| |kbps W

() BEALO"?"7AIVEDIYITRE. BEANER OV TORBAZLH LR T Py IRRREINET,

O3YVRICLBEEE:
Enable/Rate Setting :
(config-if) # gos storm { unicast | broadcast | unknown } <100-13200000> [ fps ]

Disable :
(config-if)# no gos storm { unicast | broadcast | unknown }
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2.4.17.12 WRED (Weighted Random Early Detection) &

WRED(Weighted random early detection)ld, 88 % [EE B3 A(C, F1—NEBEHIELT, 1 /A—TJ1—-ADF
1-RNOITy MEEZELFT, CO WRED [, RED(random early detection) &3k LIzt D THD. VT ILE1—(3
NEFNF1—-OREZE>TLET,

BF1—DOULEMEIR. HEDM219DD3AICEERF TN TNET,

FlZIE, F1—1F. BEEVEN Y MDLBIEVRBEZRFTIENTEET, 200, F1—DEFER.
BRIBELOSZVNNTY I EREL. BEIBEZOEVN VY M EEELET,

COLSNC, RUNYI7—RAWT/ Ty b T— I EER) VY MR LT QoS DB STIERLFTEITIENTE
F7, BHRIC ZED P71 ETIAT)TADE NS 719D EDEHESND AT REMNE<ENET,

B Configuration (¥ FEA=1—)
OWEB ICL2ER5E -
(1) WRED O&HFEE{TIICIE. Configuration] —> TQoSJ -> TWRED1&DYyH3 3k, L FTOEEAR RS
nEy,

Weighted Random Early Detection Configuration

Queue Enable Min. Threshold Max.DPF1 Max.DP2 Max.DP 3
0 O 1] 1 5 10
1 O i} 1 5 10
2 O i} 1 5 10
3 | 1] 1 5 10
4 O 0 1 5 10
5 Il 0 1 5 10

() BEALO"?"7A4IVEDIYITHE. BEANER OV TORBAZLH LRI Py IRRREINET,

O3V RcLBE&E:
(config) # gos wred queue <0~5> min th <0-100> mdp 1 <0-100> mdp 2 <0-100>
mdp 3 <0-100>
(config)# no gos wred queue <0~5>
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2.4.18 Mirroring (ih— F35—U2%)

*YRI=DOBBEDT NI FBFRYMIT=DM5T49DDEZRVVTEATICR . EHDR— b HI5—-) VT iR—
MIOL—LOI5-UVTTRILIICIAT LERET HENARETT (LB EDIL—LDOIF-UVTER, Ib
—LEIE-FBIEERUTY) . ERIETL—LEIFT—R—MIIFT-UVTTHIENTEET

B Configuration (B&SEA=1—)

OWEB IC &35 5E:
(1) R=FIF-Y25DFHFEEITIICIE. [Configuration] —> Mirroring IEDYYD T 3L, L TOEEHNR RS
nv,
Mirror Configuration

Port to mirror to Disabled v
Switch to mirror to [T W

Mirror Port Configurationfor Switch 2

<= A"
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled v

b = IR B S R L R

357490 STy DRI/ RIE . HBVFEOEADIL—LTIFT—R—MIIF-UVTEITVET,
£— K& Disabled” SR ET 3L, IT-UVTHBEREHICHNETS

() BEALO"?"7PA4IVED)YITRE, BEEMOER OV TOHRBAZEHE LRy TPy IRRRSNET,

O3V FICEBERTE:
Mirroring Destination Port :
(config) # monitor destination interface <port type id>
(config) # no monitor destination

Mirroring Source Port :

(config) # monitor source { { interface <port type list> } | { cpu

[ <range list> ] } } { both | rx | tx }

(config) # no monitor source { { interface <port type list> } | { cpu
[

<range list> ] } }
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2.4.19 GVRP

GVRP (GARP VLAN Registration Protocol or Generic VLAN Registration Protocol) (. KFR#E
%Y ;7—DRA0 VLAN %1819 570 RV TT, GVRP (& TEEE 802. 1Q (CZEHLL ., VLAN BRET—3DTL— L
DRATRFAEZERLET, CNITED. XY I —DEER IO EREDRIT VLAN B2 E R E B BIRIICRK
HTEBLOCHNET,

GVRP (. GARP (Generic Attribute Registration Protocol) (CIGUCTERBNFET,

GARP (&, LAN DIV FAT—2ay/ A1y Fhi D 2R DRI TR F 07 RLABE DB ZEZ H LD,
ERERIIFIEZERTLHOTONIINTT,

FDEH, IVRAT—2aVBLVAMYFI>IART B RICPDEATRER T AR B TIENTEET,
GVRP (&, GARP ERI#RIC, B ERSINTUWVEWI—FADEHRODEEZEE TH_ECED FELBRYII—DD
FoO49DBBEIBRULET, Tl ZMVFE1 B DHEE THRETIVLENRBNIETN. FNUSNDRIFIETA
TKRIIEUTERESNET,

2.4.19.1 Global config (GVRP O&EXKERE):

B Configuration (B%EX=1—)

OOWEB Ic&3 5% 5E:
(1) TA-NLEREEITIICI. [Configuration] -> TGVRPJ —> [Global config|Z0UvD T3¢, LI T DEE
HERENET,
GVRP Configuration
[l Enable GVRP
Join-time: 20
Leave-time: 60

LeaveAll-time: | |1000
Max VLANs: 20

(2 BEALO"?"742VE0)y0TdE. BIERONIE R (COVWTOFRBAEREH LRI 7y IR RENET,
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2.4.19.2 Port config (1i— D GVRP 5&5€)

B Configuration (B8 5EX=1—)

OOWEB [C£35%5E:
(1) R—rDGVRP HZEE1TSICIZ. Configuration] —> TGVRP] -> Port configl&H)yH T 3L, LLTOE
ENRTREINET,
GVRP Port Configuration for Switch 2

* |e=

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

2 BEAELO?FAIVED DT RE,. BENOEBICOVTOSBRERH LRy TPy IR RENET,

- T, R S TR U
MEIRIEIRIEIR1R 9L

O3V RICLB & E:
Enable/Disable GVRP :
(config) # gvrp
(config)# no gvrp

Max. VLAN Number :
(config)# gvrp max-vlans <1-4095>
(config)# no gvrp max-vlans <1-4095>

GVRP Time Intervals :

(config)# gvrp time { [ join-time <1-20> ] [ leave-time <60-300> ]

[ leave-all-time <1000-5000> ] }*1

(config)# no gvrp time { [ join-time <1-20> ] [ leave-time <60-300> ]
[ leave-all-time <1000-5000> ] }*1

Enable/Disable GVRP on Port :

(config-if)# gvrp
(config-if)# no gvrp
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2.4.20 Stack (ASYDE#)

CCTlE. AR A EICOVWTERBALET,
ARVDIEG T REREFROIN—T1 VT BRBEEAIYIRDEAMYF TH BRI REERD . MEERICIETDOA
19FH 1 BORBHBAIYFELTRIELET (RIVDRDE A1V F CEICREEITODLENHIF . )

B Configuration (XEA-1—)

OOWEB ICL3 5% 5E:
(1) 2D EHEEITOICIE. [Configuration] —> Stackl&D)yDT3E, L TOBEEIPRRSNET,
Stack Configuration

Stacking State Enabled
Stacking Enabled Y|

Master

Delete Stack Member Switch ID A Stack Ports Switch Status Switch Type
1| Capable Priority
00-17-2e-1b-b8-00 |2 Yes Active FXC5426F Switch
[0 00-17-2e-1b-b7-£f 3 - - . Not Present
[[] 00-17-2e-1b-b8-01 5 Not Present
6
Start Master Election ;

:

12
13
14
15
16
Bl Monitor (EZ3UVY)
OOWEB [C&3E%5E:
(1) A3YDHEHEOAT—IAER KT BICIE. [Monitor] —> lStack ZDUyD¥ 3L, LT OEENRRINE
el
Stack Topology Auto-refresh [
State Stacking Enabled
Topology Standalone
Member Count 1
[T TG R EL T 1570-01-01T00:00:00+00:00
Master Switch 00-17-2e-1b-b8-00
Last Master Change 1970-01-01T00:00:00+00:00

Stack List

Product Master
MName Version Priority Time Reelect
FXCE5426F Switch FXC5426F Ver:1.00.01 1 13d 18:18:30 No

Stack Member Switch ID
2

00-17-2e-1b-b&-00

Master Forwarding Table

Distance Forwarding

StackMember  SwitchID Ports oo o8 port26 Port25 Port26

00-17-2e-1b-bE-00 2 1-24 0 0 Local Local
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2.4.21 sFlow

sFlow (X, R—=FADVADS VA L, FE—ERBOY YTV CIHTRYNI=DDEZRI VT EITIER
BEOBMTT, BTV 10y B LUV (FNEN. 20— VTV " hovE—H 0T IVE
BES) (&, RRYRI=DD IS5719DEZHBY T =N LT, sFlow @ UDP F—HELTEESNFET,
oy —)\E, "sFlow DL Y=V Fd”sF low ALDAERTET,

sFlow DFEMAICOLVTIE., Thttp://sflow. org 1 ZSBRULTIZELN,

B Configuration (B&SEAXA=1—)
OOWEB (C&3 8% 5E:

(1) sFlow DFHFEEITIICIE. Configuration] —> [sFlow &0y 3E. LTOEENIRRINET,
sFlow Configuration

Agent Configuration

[127.0.01 ]

Receiver Configuration

Owner <none:= Release
IP Address/Hostname KRy
UDP Port 5343
Timeout 0 seconds
Max. Datagram Size  [JEET0 bytes

Port Configuration for Switch 2

Flow Sampler Counter Poller
Enabled Sampling Rate Max. Header Enabled Interval

Port

(2) sFlow BRERERTELET, BEIEIE sFlow LY—1NDERFEER— FED flow/ DI VARSI TILDERTED 2 DIC

2IoNET,
CEEE]: sFlow DRFERRKDAENCREFESNE R, EOTW. BEBFFC sFlow BT T[> EIELBNE
ERS
O3V FICL B & 5E:

Agent IP Address :
(config) # sflow agent-ip { ipv4 <ipv4 addr> | ipv6 <ipvé6 addr> }
(config) # no sflow agent-ip

Receiver Configuration:

- Receiver IP Address :

(config) # sflow collector-address [ receiver <range list> ] [ <word> ]
(config)# no sflow collector-address [ receiver <range list> ]

- Receiver UDP Port :

(config) # sflow collector-port [ receiver <range list> ] <1-65535>
(config) # no sflow collector-port [ receiver <range list> ]

- Timeout Interval :

(config) # sflow timeout [ receiver <range list> ] <0-2147483647>
(config) # no sflow timeout [ receiver <range list> ]

- Max. Datagram Size

(config) # sflow max-datagram-size [ receiver <range list> ] <200-1468>
(config) # no sflow max-datagram-size [ receiver <range list> ]
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Configurationon Port

- Counter Poller

(config-if)# sflow counter-poll-interval [ sampler <range list> ]

[ <1-3600> ]

(config-if)# no sflow counter-poll-interval [ <range list> ]

- Flow Sampler Enable/Disable

(config-if)# sflow [ <range list> ]

(config-if)# no sflow [ <range list> ]

- Flow Sampler Max. Size

(config-if)# sflow max-sampling-size [ sampler <range list> ] [ <14-200> ]
(config-if)# no sflow max-sampling-size [ sampler <range list> ]

- Flow Sampler Sampling Rate

(config-if) # sflow sampling-rate [ sampler <range list> ] [ <1-4294967295> ]

B Monitor (E=41)2%)

OOWEB (C&3 8% 5E:
(1) TMonitor] > TsFlow | &EDUYDT3E, LLTOBEIRRINET,

sFlow Statistics Auto-refresh D| Refresh || Clear Receiver || Clear Ports

Receiver Statistics

Owner <none:
IP Address/Hostname geXiRiR]
Timeout 0
Tx Successes 0
Tx Errors 0
Flow Samples 0

0

Counter Samples

Port Statistics for Switch 2

Port Rx Flow Samples Tx Flow Samples Counter Samples

0

o J e e e s e Y s e e s e e }
o I s e I o Y e e Y s s e e e Y e}
b I v e I o Y e Y o Y s e s e Y e Y |

) BEALO"?"7A4IVEDIYITEE. BEANER OV TORBAZLH LRI Py IRRREINET,

039V FICLBERTE:
# clear sflow statistics { receiver [ <range list> ] | samplers [ interface
[ <range list> ] <port type list> ] }
# show sflow
# show sflow statistics { receiver [ <range list> ] | samplers [ interface
[ <range list> ] <port type list> ] }
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2.5 Monitor(E=41>%)

2.1 Configuration & Monitor (ZHEREN R EH KUE=FY2T)IDZEAZ1—(T, [WEMonitor (EZ4Y)
VD) 1ELTERELTENET DT, FNENEEECS S,

2.6 Diagnostics (R Ei#aE)
KBTI ping FAb. BEY TX Ko FOT—TIBEICEN R hI—DEEBERLET,

Switch 2 v Bl ICMP Ping

» Configuration

» Monitor IP Address  |0.0.0.0
v Diagnostics Ping Length |56

:E:ESE Ping Count |5
weriPHY Ping Interval |1
F Maintenance
Start

2.6.1 Ping
CC T, IP DRI RRDEDIC, ICMP 0 PING /S5y M EETRENTEET,
OOWEB [C&3 5% E:

(1) TDiagnostics| —> TPingl&D)yh 9 3L, LLFDEENRTINET,

ICMP Ping

IP Address 0.0.00
Ping Length |56
Ping Count

e

Ping Interval

—

<Start>IRIVEDUYDT BE, ICMP )Ty MR ESN . BWEERERE Y- TVABRSHIVEERMIER
REINFT,

ICMP ECHO_REPLY @ IP )35y MERZE L T—AE BICER ULET—HAR—A(ICMP header) £NE K E
{8 MIBNET, COEMEE. TATONTY M oDIGBEEZETEFET., FRIFIAMLTPIMETHEMIC
BHINET,

() BEALO"?"7A4IVENIYITRE. BEANERE OV TORBAZLH LRI Py IRRTEINET,
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2.6.2 Ping by IPv6

CCTld. ICMPV6 ##tDRFRERZIRDZHIC, ICMPV6 PING /37y bR ETBENTEEY,

OOWEB ICL3ERE:

(1) TDiagnostics] —> Ping6 &DUvDT 3L, U TOEENARRENET,

ICMPvE Ping
IP Address 00000000
Ping Length |56
Ping Count |5
Ping Interval |1
Egress Interface i

(Start>RIVEDIIIT BE, IOMPVE ) 7y MU ESN., BEERIERE Y~ TV AB S BLUEERE
HERRSNET,

COEEE, IRTOI Ty MLDBENRZIESNDET, FFIM L7I METEBRICEHRINET,

() BEALO"?"7PA4IVED)YIT R, BEANOER OV TOHRBAZEHE LRV TPy IRRRSINET

2.6.3 Verify Cable Connection (7—7 )i 87)

CCCl&. 10/100/1000M R— ko Ver iPHY (5 —JILE2HT) OB EZITVET,

OWEB (C3 8 5E:
(1) 5= zZkEfTO1Cld. Diagnostics] —> VeriPHY1%#DYUvDd3E. L TOEEHIRTRENET,

VeriPHY Cable Diagnostics for Switch 2

Start

Cable Status
Length A PairB LengthB PairC LengthC PairD LengthD

Port Pair A
21 -
2 - = = = =
23 - - - - -
24 - = = = =

R— FEHEE L T<Star> &0V 3 3L, EDR— FOZENFRIGSNET . BEICETH 5 #1FEDMDE
3-0

FATOIR— FIEIRESN TR E(F. ZWICTH15R IGEELEY . ETT5E. EENBEMICEH
SN T—TIVAT-AARICT TN ZHOBRIRRENET

(GEEE):

VeriPHY 1. T7~140mIDESOT—FINCDWTIFEREICETTRENTEET,

10/100Mbps h— M. VeriPHY QOENERFICUVDAD VT B8, 10Mbps E/z(E 100Mbps DEER— T
VeriPHY &#2E1T 3315 & . VeriPHY H5E T T3 T & L<inNET,

2) BEALO"?"PAIVEDIYITHE. BEANDIERER OV TORBAZLE LRV T 7y INRTSNET,
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O39YRcLBEE:
Ping by IPv4
# ping ip <wordl-255> [ repeat <1-60> ] [ size <2-1452> ] [ interval <0-30> ]
Ping by IPv6 :
# ping ipv6 <ipvé6 addr> [ repeat <1-60>] [ size <2-1452>] [ interval <0-30> ]

[ interface vlan <vlan id> ]

Verify Cable Connection :
# show interface <port type list> veriphy

ER): COTAME. TX R—FDT—TJIVEHEOH HR— FLTVET,
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2.7 Maintenance (AY7F>2A)

CCTRAYTFIA(ATLD)T = . YIMITPOEH/EIR. NvDPYTDETE/IALN? . TIBETEE
&) ICOVVTERBALET,

2] Restart Device

» Configuration

» Monitor
~ Maintenance Are you sure you want to perform a Restart?
= Restart Device

= Factory Defaults

» Software
» Configuration

2.7.1 Restart(YATLUT—F})
CCTIR ABOBEBETVET,

(1) YATLO)T—FEITIICIE. TMaintenance ] -> Restart Device |1&0)vD 93, LT DEIEA R TRIN
7,

Restart Device

Are you sure you want to perform a Restart?

-Yes : AEEHEBLET,
-No : BEHETNHIIC. IPort State Overview |BEIEICRNFT .

2) BEALO"?"PAIVEDIYITHE. BEANDERR OV TOSRBAZREE LAY T 7y INRRSNET,
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2.7.2 Factory Defaults (#f)#is&EICRET)

(1) #EAREICRE TS, TMaintenance] —> [Factory Defaults 120D T3¢, U T OBEHRFINE
7,

Factory Defaults

Are you sure you want to reset the configuration to

Factory Defaults?

CCTIR RO EETIHERAFFREICRTCENTEZTIP REDHREFINET, ),
FULLERERICISERING N, BREEITILENHNEEh,

- Yes : ABDFRTEELISHARFOIKELCRLET,

-No : BEZEIEYMTFIC, [Port State Overview IEIEICRNET,

GERE):

TISHEROKREAL, RPICBEELTHLOH A ERICTR— 11BLUTR—F 2B THERMIIL—
TIDETIEICENIARTEINET , T— MEDE S RIAIC, “loopback” /Sy METHR—F 11ICEEEN. 7
loopback” VT b &l R— b 21 TRIETIE. ABDHRE X TIHHEHOKRECRNET,

() BEAELO?PAIVED DS 5L, BENOEE IO TORPFERB LRI PI IR RENET,
2.7.3 Software (Y7 FJII7)
CIT . UTNITFOPYIO- ReTMITPOBE F AN THIALET
2.7.3.1 Upload (VY7 My1707vy70—-F)

(1) Y7 boz7%E7y70—F33ICI&. [Maintenance] —> [Software] —> [Upload &D)yD 93, LI T DE
ERRSNET,

Software Upload

=iE Upload

VI MII7DPYTA— RO, <SB>RIVEDUYDLT, YIMII7DRFGZERL.
<Upload>HRAVEDUVILET ,

VIMIIPDRFHETIGE . EFNRBSINTOSE DAV E—INKRRSNET,

F1~2 nRBTdE, YIMNIITOEFHNET L, BEELET,

AT, YINIITDNNYD 7Y THEBERE S R— FLTVET, YIMIIPOEFH®R. LY I MII 7R E
YIRIIPICUMEEDD., HROVIMII7EBRNCLETS , HWWN—J3avnV I b1 72EALEMEE .
lNmage Select]EEM<Activate Alternate Image> RV EDYDTBEICIH>THEIICTBENAIHET
7,

(24£]):

B, Web AOTILANHRETLTVISLIICRZAETH, BREFBEB LD, BREZLLEOLENT
28V B —BHPICEREVLLIGEE., Ao OESIEESAIREMENHNET,
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2.7.3.2 Image Select (V7 MITPEEEHZ)

CCTClE, RETIREASELB>TBY I oz P(Active Image)e . XY 7 P17 (Alternate Image)lCOWNTDIE
WARTEN, FRHTEYINITPEEIRTBENMRETT,

(1) WEFALTNBRYIMII7EEEHZB(C1E. [Maintenance] —> Software] —> Image Select %5
yhT3E. UTOEEIARRINET,

Software Image Selection

Image  managed
Version FXC5426F Ver:1.00.01
Date 2015-05-13

Image  managed bk
Version FXC5426F Ver:1.00.01
Date 2015-05-13

‘ Activate Alternate Image || Cancel ‘

GERE):

1. REERTHOVIMIIPHERBOVIMIITOB AL, BEFOYIFIITOF DR TIN, <
Activate Alternate Image > RAVISESCHENFET,

2. RBEVIMII7EFERALTVBIEE (TR ENIKELE LY I M1 7ICEN H2 5 E . FETYD
FIT7EUINEZLZOEBAT)., FHLWIMIIPEPYTO—-FT 3L, “Active Image” M AOY MHFT LI
YIMITTHRA VA= VSN, CNBERELBDET,

2.7.4 Configuration (config 77/ LDEXE)

COWEB [CL25%

1) Save startup—config GEEIF config 771 IVELTRTETB)
(1) TMaintenance] —> [Configuration] —> [Save startup—configl®DvDd 3L, LTOEEIRRINE
7,

<Save Configuration>h3AV&EDYYITBET, IRHED Config 771 IV &F2ENF Config 771ILELTRTEL
7,

Save Running Configuration to startup-config

Please note: The generation of the configuration file may be time consuming, depending on the amount of non-default
configuration.

| Save Configuration |

(2) BEALD"?"PAIVED)YITHE. BEROEEICOVNVTORAETLHE LAY T 7Y IRRTEINE
3-0
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2) Download (config 774 VDAY 00— F)

(1) TMaintenance] —> [Configuration] —> Download |&D)yDd3E, LTOBEERIRTINET,
COEE(CTAIYA—RUELY Config 774 )L%EZER L. <Download Configuration>haY&DyHTBIET,
ER U Config 774 )VEAIYO-FLET,

Download Configuration
Select configuration file to save.

Please note: running-config may take a while to prepare for download.

O running-config
() default-config

‘ Download Configuration ‘

(2) BEEALD"?"7A42VEDYYDTRE. BIEROE B OV TORBAERE LR TPV IRRRENET,
3) Upload (config 774 )ILO7y7O—F)

(1) config 774 IOPyFO— F&E{TIICIE. [Maintenance] —> [Configuration] —> [Upload | &DYvDd 3L,
UTOE@EIRRINET,

Upload Configuration

File To Upleoad

Destination File

File Name Parameters

O running-config ® Replace Merge
O Create new file

| Upload Configuration |

config 771 ILDT7YFO— FEITIICIE . <BBORAVEDYYILTPYIO— RT3 771V EER L, 2Dk
“Destination File”[C TR FE L %:EIR L T<Upload Configuration>h3V&EDYYDLET,

4) Activate (config 771 VEEICTS)
(1) config 771 EAZCTBICIE. TMaintenance] —> [Configuration] —> [Activate |[Z#DUvD33E, LITF
DE@EIRFINET,

Activate Configuration

Select configuration file to activate. The previous configuration will be completely replaced,
potentially leading to loss of management connectivity.

Please note: The activated configuration file will not be saved to startup-config automatically.

O default-config

| Activate Configuration |

A UL Config 774 )L %:E3R L T<Activate Configuration>?ha&EDyh 3B ET. EIR U Config 7
PANEREMICLET,
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Config 7P VERRCTHETENF THEALTVEIPMIN EEESNZTOT, BE LiEHEAINTL
FOREMENHNFET

[EER): CCToonfig 77400 EECLTE, FDT7MIUSBEIMICEEEIR config 771 ILELTRESNEL
EDER LTS,
AL UE config 771V & 2EN A config 771l ELTRET B154A13. TSave startup—config]
BEEICT Save Configuration”iNayaED)yHLTIZE,

5) Delete (config 771V &HIRT %)
(1) config 774V &HIFRT BIC(E. Maintenance] —> [Configuration] —> Delete |&9)yDT3E. LLTD
BEEIARTEINET,
Delete Configuration File

Select configuration file to delete.

() startup-config

| Delete Configuration File I

(2) BEALO"?"7PA4IVEDIYIT R, BEANOER OV TOHRBAZLH LRV T Py IRRRINET,

O3V FICL %8 5E:

System Reboot :
# reload cold

Factory Default :
# reload defaults [ keep-ip ]

Software Upload :
# firmware upgrade <tftp://server/path-and-filename>

Software Image Select :
# firmware swap

Configuration:

- Save running-config to startup-config :

# copy running-config startup-config

- ConfigurationDownload :

# copy { startup-config | running-config | <source path> }
<tftp://server/path-and-filename> [ syntax-check ]

- ConfigurationUpload :

# copy <tftp://server/path-and-filename> { startup-config | running-config }
[ syntax-check ]

- ConfigurationActivate :

# copy { startup-config | running-config | <source path> } running-config
- ConfigurationDelete :

# delete <path>
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