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1 │∂╘⌐ 

KEMP♥◒ⱡ꜡☺⁸│כ▪ⱪꜞ◔כ◦ꜛfi ≤ ⌐ ⇔≡⁸ / ⌐ ╣

√ ╩⅔ ╘╛∆™ ≢⅔ ⌐↔ ⇔≡™╕∆⁹ ─ │↕╕↨╕⌂

⌐ ≢⅝╢ ╩ꜗ♅◒♥◐כ▪⌂ ⇔≡⅔╡⁸ ─ ╩╙√╠∆≤≤╙

⌐⁸▬fi♃כⱠ♇♩ⱬכ☻─▬fiⱨꜝ☻♩ꜝ◒♅ꜗ⌐ ∆╢ⱦ☺Ⱡ☻╩ ⇔≡⁸

─⅔ ⅜ ⁸ ⁸⅔╟┘Ɽכ♫♩כ≤ ⇔≡ⱦ☺Ⱡ☻╩ ⅎ╢╟℮⌐⇔

╕∆⁹ 

KEMP♥◒ⱡ꜡☺כ─ │⁸ HA ⁸ Ɽⱨ◊כⱴfi☻⁸ ⱦꜝכ◔☻⌂

ꜞ♥▫⁸☿◐ꜙꜞ♥▫⁸⅔╟┘ ─⇔╛∆↕⌐╟∫≡ ↕╣╢╟℮⌐⁸Web⅔╟┘

▪ⱪꜞ◔כ◦ꜛfi─▬fiⱨꜝ☻♩ꜝ◒♅ꜗ╩ ⇔╕∆⁹╕√⁸ ≢ ™ ○

ⱪ◦ꜛfi╩ ∆╢≤≤╙⌐⁸Web▬fiⱨꜝ☻♩ꜝ◒♅ꜗ─ ◖☻♩ TCO ╩

⌐ ⅎ╕∆⁹  

1.1 ♪◐ꜙⱷfi♩─  

♪◐ꜙⱷfi♩≢│⁸KEMP꜡ ─┼כ♃☻ⱴ♪כ RESTful API▬fi♃כⱨ▼▬☻⌐≈™≡

⇔╕∆⁹ ♪◐ꜙⱷfi♩≢│⁸RESTful API╩ ∫≡ KEMP꜡ ─כ♃☻ⱴ♪כ

╩ ∆╢ ⌐≈™≡ ⇔ↄ ⇔╕∆⁹ 

♪◐ꜙⱷfi♩≢│⁸ ₁─ ╛○ⱪ◦ꜛfi⌐≈™≡│ ⇔ↄ ⇔≡™╕∑╪⁹

⌐≈™≡│⁸www.kemptechnologies.com/documentation⌐№╢ ─♪◐ꜙⱷfi

♩╩ ⇔≡ↄ∞↕™⁹  

1.2  

♪◐ꜙⱷfi♩│⁸RESTful API╩ ∫≡ KEMP꜡ ╩כ♃☻ⱴ♪כ ╩◙כꜚ╢∆

≤⇔≡™╕∆⁹ 

http://www.kemptechnologies.com/documentation
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2 The RESTful API Interface▬fi♃כⱨ▼▬☻ 

↓─♪◐ꜙⱷfi♩│⁸꜡כ♪ⱴ☻♃כ⸗ꜞ─┼כ♩▪◒☿☻╩ ⌐ ℮ ⌐♦◙▬fi

↕╣√▬fi♃כⱨ▼▬☻≢№╢ RESTful API⌐ ⇔≡ ⇔≡™╕∆⁹↓─▬fi♃כⱨ▼

▬☻│⁸REST Representational State Transfer ⌐ ⇔√╙─≢∆⁹REST

Representational State Transfer│⁸ ◦☻♥ⱶ ♁ⱨ♩►▼▪כ▪ה◐♥◒♅ꜗ─

1≈─☻♃▬ꜟ≢⁸ ⇔√►▼Ⱪ◘כⱦ☻─♦◙▬fi⸗♦ꜟ─ ≈≢∆⁹ 

2.1 RESTful API≤│ 

─כ♃☻ⱴ♪כ꜡ RESTful API│⁸ꜚכ◙╙⇔ↄ│▪ⱪꜞ◔כ◦ꜛfi⅜ HTTPSꜞ ◒◄☻♩

⌐כ♃☻ⱴ♪כ꜡╩ ╢─╩ ↕∑╢▬fi♃כⱨ▼▬☻≢∆⁹꜡כ♪ⱴ☻♃⁸│כ∕

─ HTTPSꜞ ◒◄☻♩⌐ ⇔≡ XMLⱨ◊כⱴ♇♩─꜠☻ⱳfi☻╩ ⇔╕∆⁹HTTPSꜞ ◒◄

☻♩│⁸ ─╟℮⌂ⱨ◊כⱴ♇♩≤⌂╡╕∆⁹ 

https://<LoadMaster IP Address>/access/<command>?<parameter1>=value&<parameter2>=value 

⌂▬fi♃כⱨ▼▬☻│⁸URL⌐╟∫≡ ↕╣╢◖ⱴfi♪╩ HTTPS GET⌐≡

⇔╕∆⁹╙⇔⁸Ɽꜝⱷכ♃⅜ ⌂╙─│⁸◒◄ꜞ Ɽꜝⱷכ♃≤⇔≡ ⇔╕∆⁹ 

│⁸↓─ HTTPSꜞ ◒◄☻♩─ⱨ◊כⱴ♇♩⌐≈™≡─ ≢∆⁹ 

¶ ⌐ ≈─◖ⱴfi♪─╖ ≢⅝╕∆⁹ 

¶ ΨΚΩ◐ꜗꜝ◒♃⁸│כ◖ⱴfi♪─ ╩ ⇔╕∆⁹ 

¶ ΨϧΩ◐ꜗꜝ◒♃⁸│כⱤꜝⱷכ♃/Ᵽꜞꜙכ─Ɑ▪─ ╩ ⇔╕∆⁹ 

¶ ╙⇔ ⌂Ɽꜝⱷכ♃ Ᵽꜞꜙכ─Ɑ▪╩ ╪≢™╢ │⁸∕╣╠│ ↕╣

╕∆⁹ 

¶ ◖ⱴfi♪⌐ ↄⱤꜝⱷכ♃ Ᵽꜞꜙכ─Ɑ▪─ │№╡╕∑╪⁹ 

¶ ◒◄ꜞ ⌐☻Ɑ⁸⇔∞√⁹╪∑╕╡№│☻כⱩꜝ►◙⌂≥─▪ⱪꜞ◔כ◦ꜛfi≢│⁸

╩ LoadMaster⌐ ∆╢ ⌐☻Ɑכ☻⅜ HTML◖כ♪⌐ ↕╣╕∆⁹ 

¶ ─Ɽꜝⱷ⁸│♃כ ∂◖ⱴfi♪ ≢№╣┌ ≢∆⁹ 

ⅎ┌⁸ ─◒◄ꜞ│ IP▪♪꜠☻ ╡╟כ♃☻ⱴ♪כ꜡─10.11.0.20 ◐ꜗ♇◦ꜙⱷ

╩☼▬◘כꜞ⸗ ╘╢╙─≢∆⁹ 

https://10.11.0.20/access/get?param=cachesize 

↓─◒◄ꜞ⌐ ⱳfi☻│⁸☻꜠─╠⅛כ♃☻ⱴ♪כ꜡╢∆ ─╟℮⌐ ♪כ◖♦⌐

≢⅝╢ XMLⱨ◊כⱴ♇♩≢∆⁹ 

---------------------------------------------------------- 

<?xml version="1.0" encoding="ISO-8859-1"?> 
<Response stat="200" code="ok"> 
    <Success> 
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        <Data> 
            <cachesize> 
            100 
            </cachesize> 
        </Data> 
    </Success> 
</Response> 

--------------------------------------------------------- 

♪◐ꜙⱷfi♩⌐ ↕╣≡™╢∆═≡─◖ⱴfi♪⅜∆═≡─꜡כ

♪ⱴ☻♃כ≢ ≢⅝╢╦↑≢│№╡╕∑╪⁹◖ⱴfi♪⌐╟∫≡│

─כ♃☻ⱴ♪כ꜡⁸ ─ꜝ▬☿fi☻≢─╖ ⌂╙─╙№╡

╕∆⁹ 

2.2 ☿◐ꜙꜞ♥▫ 

▪ⱪꜞ◔כ◦ꜛfi│⁸ ⌂WUI IP▪♪꜠☻╩ ☻☿◒▪⌐כ♃☻ⱴ♪כ꜡≡⇔

≢∆⁹☿◐ꜙꜞ♥▫≤⇔≡⁸HTTPS╩ ⇔≡WUI┼▪◒☿☻∆╢ ≤ ∂ ⌂ꜚ

כ◙כ ╩▪◒☿☻∆╢ ⌐ HTTPⱬכ◦♇◒ ╩ ⇔≡ ∆ ⅜№╡╕∆⁹  

כ◙כꜚ "bal" │⁸∆═≡─ ┼─▪◒☿☻⅜ ≢∆⁹ כꜚ─⧵⁸│כ◙כꜚ─

⌐כ◙ ⅎ╠╣≡™╢◘Ⱪ◦☻♥ⱶ⌐─╖┼─▪◒☿☻∞↑⅜ ╘╠╣╕∆⁹ 

≢│⁸↓─▬fi♃כⱨ▼▬☻⌐╟╢ꜚכ◙כ─ │≢⅝╕∑╪⁹ 

☿◐ꜙꜞ♥▫─ ⌐╙╟╡╕∆⅜⁸WUI┼─꜡◓▬fi⅜ ⌐⌂↕╣≡™⌂™ │⁸

꜡◓▬fi ╩ ⇔⌂↑╣┌⌂╡╕∑╪⁹ ─ ⌐꜡◓▬fi⅜⌂↕╣≡™╢ ─

◖ⱴfi♪ⱨ◊כⱴ♇♩│ ≢∆⅜⁸  

https://<LoadMaster IP address>/access/<command>?params 

כ◙כꜚ⁸⇔╙ ╩ ╕∑⌂↑╣┌⌂╠⌂™ │ ─ⱨ◊כⱴ♇♩⌐⌂╡╕∆⁹ 

─◒fiꜞכⱢ▬Ɽ !כꜝ◄ ⌐ ╡⅜№╡╕∆⁹
Name>:<UserPassword>@<LoadMasterIPaddress>/access/<command>?params 

2.3 RESTful API▬fi♃כⱨ▼▬☻─  

RESTful API▬fi♃כⱨ▼▬☻│⁸꜡כ♪ⱴ☻♃כ─WUI⅛╠ ╩ ™╕∆⁹

♦ⱨ◊ꜟ♩≢│⁸↓─▬fi♃כⱨ▼▬☻│ ⌐⌂∫≡™╕∆⁹  

RESTful API▬fi♃כⱨ▼▬☻╩ ≢⅝╢╟℮⌐∆╢⌐│⁸ ─ ≢ ™╕∆⁹ 

1. WUI─ⱷ♬ꜙכ╟╡ System Configuration > Miscellaneous Options > Remote Access ○

ⱪ◦ꜛfi⌐ ⇔╕∆⁹ 

2. ά9ƴŀōƭŜ !tL LƴǘŜǊŦŀŎŜέ ♅▼♇◒Ⱳ♇◒☻╩○fi⌐⇔╕∆⁹ 



RESTful API  

 
The RESTful API Interface▬fi♃כⱨ▼▬☻ 

 

 

                                                                  ꜡ ♩כⱡ☻כꜞꜞ ☼כꜞ◦כ♃☻ⱴ♪כ Ver 7.1.35) 

Copyright © 2002 - 2016   KEMP Technologies, Inc. All Rights Reserved.                              12 

2.4 get⅔╟┘ set◖ⱴfi♪─  

─♃כⱤꜝⱷ─כ♃☻ⱴ♪כ꜡ ↄ│⁸set⅔╟┘ get◖ⱴfi♪╩ ⇔≡ ≢⅝╕∆⁹

Ɽꜝⱷ⁸│≡™≈⌐♃כ↓─♪◐ꜙⱷfi♩ ╩ ⇔≡ ⇔╕∆⁹Ɽꜝⱷכ♃כ─

ꜞ☻♩│ A ς Ɽꜝⱷכ♃─ ≤ ⌐╙ ↕╣≡™╕∆⁹ 

Ɽꜝⱷכ♃─ │⁸ ─╟℮⌂ⱨ◊כⱴ♇♩─ get◖ⱴfi♪≢ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/get?param=<ParameterName> 

Ɽꜝⱷכ♃─ │⁸ ─╟℮⌂ⱨ◊כⱴ♇♩─ set◖ⱴfi♪≢ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/set?param=<ParameterName>&value=<ParameterValue> 

 

 ♩כⱳ꜠כꜝ◄ 2.5

⌂Ɽꜝⱷכ♃⅜ ⇔≡™√╡⁸Ᵽꜞꜙכ⅜ ⇔ↄ⌂™ │⁸◦☻♥ⱶ⅜ ─

╩♩כⱳ꜠כꜝ◄⌂℮╟ ⇔╕∆⁹ 

---------------------------------------------------------- 

<?xml version="1.0" encoding="ISO-8859-1"?> 
<Response stat="400" code="fail"> 
    <Error> 
    param:String Value missing 
    </Error> 
</Response> 

----------------------------------------------------------- 

ꜞ◒◄☻♩─ HTTP☻♥⁸╛☻♃כ꜠☻ⱳfi☻◖כ♪⅜↓─꜠ⱳכ♩ ⌐ ↕╣╕∆⁹ 

2.6  

↓─♪◐ꜙⱷfi♩ ╩ ⇔≡⁸Ɽꜝⱷכ♃─♃▬ⱪ│ ─╟℮⌐ ↕╣╕∆⁹ 

   

Boolean B Y╕√│ N⁸y╕√│

n⁸1╕√│ 0 

 I < >-< > 

String S " " 

▪♪꜠☻ A IP▪♪꜠☻ 

ⱨ□▬ꜟ F ∂ ─ⱨ□▬ꜟ 

2-1:Parameter Notation 
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3 RESTful API ◖ⱴfi♪  

3.1 ◖ⱴfi♪─  

ꜞ◒◄☻♩│⁸◖ⱴfi♪≤Ɽꜝⱷכ♃─ 2≈─ ╟╡ ╡ ∫≡™╕∆⁹ 

https://<LoadMaster IP address>/access/<command>?params 

ꜞ◒◄☻♩ ⌐ ─Ɽꜝⱷכ♃כ⅜№╢ │⁸ Ɽꜝⱷכ♃כ╩▪fiⱤ◘fi♪

& ≢ ╡╕∆⁹ 

∆═≡─◖ⱴfi♪│⁸ ⅜№∫≡│⌂╡╕∑╪⁹ ⅎ┌⁸ ☻ⱦכ◘ VS ─

∆═≡─◖ⱴfi♪⌐⅔™≡│⁸ ─╟℮⌐ VS│Ψvs=<ipaddr>Ω─ⱨ◊כⱴ♇♩≢ VIP▪

♪꜠☻╩ ∆╢ ⅜№╡╕∆⁹  

https://<LoadMasterIPAddress>/access/showvs?vs=10.0.0.10&port=80&prot=tcp 

VS ─ RS╩ ∆╢ │⁸ ─╟℮⌐ΨǊǎҐғƛǇŀŘŘǊŜǎǎҔΩ─ⱨ◊כⱴ♇♩⌐⌂╡

╕∆⁹  

https://<LoadMasterIPAddress>/access/showrs?vs=10.0.0.10&port=80&prot=tcp&rs=99.1.1.1&rsport=8
0 

3.2 getall◖ⱴfi♪ 

getall◖ⱴfi♪│⁸ ⌂ ⅛≈ null≢⌂™ ∆═≡─Ɽꜝⱷכ♃כ─ꜞ☻♩╩

⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/getall 

3.3 Home ─  

≢WUIכ♃☻ⱴ♪כ꜡ ⌂ ─ │⁸API≢╙ ≢⅝╕∆⁹ │ ─

◘Ⱪ☿◒◦ꜛfi╩ ⇔≡ↄ∞↕™⁹ 

─fiꜛ☺כⱶ►▼▪Ᵽכ□ⱨ─כ♃☻ⱴ♪כ꜡ 3.3.1  

≥♪fi│⁸get◖ⱴfiꜛ☺כⱶ►▼▪─Ᵽכ□ⱨ─כ♃☻ⱴ♪כ꜡ versionⱤꜝⱷכ♃כ

╩ ⇔≡ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/get?param=version 

3.3.2 Ⱪכ♩ ≤▪◒♥▫Ⱪ  

Ⱪכ♩ ⅜כ♃☻ⱴ♪כ꜡⁸│≥ ⌐ ⇔√ ⅜כ♃☻ⱴ♪כ꜡⁹∆≢≥↓─

HA⸗כ♪≢ ⇔≡™⌂™ ⁸Ⱪכ♩ ≤▪◒♥▫Ⱪ │ ∂⌐⌂╡╕∆⁹HA

╢№⌐♪כ⸗ ⁸▪◒♥▫Ⱪ ⅜כ♃☻ⱴ♪כ꜡│ ⌐ⱴ☻♃כꜚ♬♇♩⌐⌂∫
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√ Ⱪ▫♥◒▪│⅝≥─♪כ⸗Ⱪכ꜠☻⅜כ♃☻ⱴ♪כ꜡⁹∆╕╡⌂⌐ │♀꜡⌐

⌂╡╕∆⁹traceroute╩ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/get?param=boottime 

https://<LoadMasterIPAddress>/access/get?param=activetime 

3.3.3 ◦ꜞ▪ꜟ ─  

ꜟ▪ꜞ◦─כ♃☻ⱴ♪כ꜡ ╩ ∆╢⌐│⁸serialnumberⱤꜝⱷכ♃כ─ get◖ⱴ

fi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/get?param=serialnumber 

≥☻ⱦכ◘ 3.3.4 ─כⱣכ◘  

⁸ ⁸⅔╟┘ ⌐╟╡ ⌐↕╣≡™╢ ⱦ☻⁸◘Ⱪכ◘ VS⁸ כ◘

Ᵽכ♩─כ♃ꜟ─ ╩ ∆╢⌐│⁸vstotals◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/vstotals 

3.3.5 ꜝ▬☿fi☻ ─  

⌐☻fi☿▬ꜝ─כ♃☻ⱴ♪כ꜡ ∆╢ ╩ ∆╢⌐│⁸licenseinfo◖ⱴfi♪╩

⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/licenseinfo 

3.4  

─ API◖ⱴfi♪│⁸꜡כ♪ⱴ☻♃כ for Amazon Web Services

AWS ≢│ ≢⅝╕∑╪⁹ 

╩כ♃☻ⱴ♪כ꜡ ╘≡ ∆╢ ⁸◄fi♪ꜚכ◙כꜝ▬☿fi☻ EULA ─

╛ꜚ♬♇♩─ꜝ▬☿fi☻ ⌂≥⁸↕╕↨╕⌂ ⅜ ╩כ♃☻ⱴ♪כ꜡⁹∆≢

⌐ ⌂ ⌐∆╢⌐│⁸EULA╩ ⇔≡ ∆╢ ⅜№╡╕∆⁹

│⁸WUI╕√│ API─™∏╣⅛╠╙ ⅎ╕∆⁹ ─ API◖ⱴfi♪│⁸ ─

☿◒◦ꜛfi≢ ⇔╕∆⁹ 

↓─◖ⱴfi♪│ ⌐ ∆╢ ⅜№╡╕∆⁹ 

3.4.1 EULA─ ╖ ╖ 

ReadEula◖ⱴfi♪│⁸EULA≤ⱴ☺♇◒◒♇◐כ╩ ⇔╕∆⁹ 

ⱴ☺♇◒◒♇◐⁸│כ☿◐ꜙꜞ♥▫ ─ ⅛╠ ↕╣╕∆⁹↓

♩כ⸗ꜞ⁸│╣ ─ ╩ ⅎ╕∆⁹ ─☿◒◦ꜛfi─
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─◖ⱴfi♪─╟℮⌐ ◖ⱴfi♪⅜ⱴ☺♇◒◒♇◐כ╩ ≤⇔⁸∕

─ ─◖ⱴfi♪⅛╠ ⇔™ⱴ☺♇◒◒♇◐כ╩ ≢⅝⌂™ ⁸

∕─◖ⱴfi♪│ ⇔ↄ ↕╣╕∑╪⁹ 

https://<LoadMasterIPAddress>/access/readeula 

ⱴ☺♇◒☻♩ꜞfi◓│⁸ ⌐ ↕╣√ꜝfi♄ⱶ⌂ ≢∆

: c0a6fccc-1c53-4a26-8ed3-e0d0bb8e23f3 ⁹ ─◖ⱴfi♪≢ꜝ▬

☿fi☻♃▬ⱪ╩ ∆╢─⌐ ≤⌂╢√╘⁸↓─ ╩◖Ⱨכ

⇔≡⅔™≡ↄ∞↕™⁹ 

3.4.2 EULA─ ≤ꜝ▬☿fi☻♃▬ⱪ─  

⁸3≈─ꜝ▬☿fi☻♃▬ⱪ⅜ ↕╣≡™╕∆⁹ ─ 3≈≢∆⁹ 

¶ ⌂⇔  

¶  

¶ ⅝  

AcceptEULA◖ⱴfi♪│⁸EULA╩ ⇔≡ ∆╢ꜝ▬☿fi☻─ ⁸ ⁸

⌂≥ ╩ ∆╢√╘⁸readEula◖ⱴfi♪⌐╟╡ ↕╣√ⱴ☺♇◒◒♇◐כ◐כ╩

∆╢─⌐ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/accepteula?magic=<CorrectMagicString>&type=free 

 WUI⌐⅔↑╢   

Trial 

 

⌂⇔  

 

KEMP꜡ ╩כ♃☻ⱴ♪כ

∆╢√╘─ ꜝ

▬☿fi☻ 

 

Perm  ⇔≡ ⌐

 כ♃☻ⱴ♪כ꜡╢∆

Free ⅝  כ♃☻ⱴ♪כ꜡─ 

3-1:ꜝ▬☿fi☻♃▬ⱪ─Ɽꜝⱷכ♃כ≢ ⌂  

ꜝ▬☿fi☻♃▬ⱪ│ⱴꜟ♅♥♫fi♩꜡כ♪ⱴ☻♃כ⅛╠ ↕╣╢

√╘⁸ⱴꜟ♅♥♫fi♩꜡כ♪ⱴ☻♃כ≢ ↕╣√ ☻ⱴ♪כ꜡

כ♃ VLM ≢↓─◖ⱴfi♪╩ ⇔√ ⁸↓↓≢ ⇔√ꜝ

▬☿fi☻♃▬ⱪ│ ╩ ∟╕∑╪⁹√∞⇔⁸ ─◖ⱴfi♪

AcceptEula2 ╩ ∆╢─⌐ ⌂ ─ⱴ☺♇◒☻♩ꜞfi◓╩

∆╢ │⁸↓─◖ⱴfi♪╩ ∆╢ ⅜№╡╕∆⁹ 

3.4.3 ⱱכⱶ ┘ ⇔ ─ ─ ─  

AcceptEULA2◖ⱴfi♪│⁸ⱱכⱶ ┘ ⇔ ─ ─ ╩ ∆╢─⌐ ⇔╕∆⁹ 
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https://<LoadMasterIPAddress>/access/accepteula2?magic=<CorrectMagicString>&accept=<yes/no> 

☻fi☿▬ꜝ─כ♃☻ⱴ♪כ꜡ 3.4.4  

╩☻fi☿▬ꜝ⌐כ♃☻ⱴ♪כ꜡ ∆╢⌐│⁸license◖ⱴfi♪╕√│ alsilicense◖ⱴfi♪

╩ ⇔╕∆⁹ │☿◒◦ꜛfi 3.17.1.8╩ ⇔≡ↄ∞↕™⁹ 

3.4.5 Ɽ☻꞉כ♪─  

SetInitialPasswd◖ⱴfi♪│⁸꜡כ♪ⱴ☻♃כ─♦ⱨ◊ꜟ♩ꜚכ◙כ bal ─Ɽ☻꞉כ♪

╩ ∆╢─⌐ ⇔╕∆⁹ 

https://<loadMasterIPAddress>/access/set_initial_passwd?passwd=<password1> 

Ɽꜝⱷכ♃כ 

Ɽꜝⱷכ♃

─כ    

Passwd String ↓╣│⁸♦ⱨ◊ꜟ♩─ כ◙כꜚ

bal ─Ɽ☻꞉⁹∆≢♪כⱤ☻꞉כ♪

⌐│ 8 ─ ⅜ ╕╣≡™

⌂↑╣┌⌂╡╕∑╪⁹ 

Yes 

3-2:SetInitialPasswd─Ɽꜝⱷכ♃כ 

3.5 Virtual Services ☻ⱦכ◘  

─ⱦ☻(VS)כ◘ 3.5.1  

─♪ⱦ☻◖ⱴfiכ◘ ╩ ⌐ ⇔╕∆⁹ ▬≥☻꜠♪▪ⱦ☻│⁸IPכ◘

fi♦♇◒☻ ID ─™∏╣≢╙ ≢⅝╕∆⁹▬fi♦♇◒☻≤│⁸ ╩☻ⱦכ◘

≢ ∆╢√╘─ ≢∆⁹ 

 

 3-1: ☻ⱦכ◘ ID 

▬fi♦♇◒☻╩ ∆╢⌐│⁸showvs◖ⱴfi♪╕√│ listvs◖ⱴfi♪╩ ∆╢⅛⁸

WUI─ ▫♥ⱦ☻ⱪ꜡Ɽכ◘ ↓↓⌐ ☻ⱦכ◘ ID⅜ ↕╣╕∆ ╩♅▼

♇◒⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/listvs 

https://<LoadMasterIPAddress>/access/showvs?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>  

https://<LoadMasterIPAddress>/access/showvs?vs=<index>  

https://<LoadMasterIPAddress>/access/addvs?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>[&...] 

 

https://<LoadMasterIPAddress>/access/delvs?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>  

https://<LoadMasterIPAddress>/access/delvs?vs=<index>  
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https://<LoadMasterIPAddress>/access/modvs?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>[&...] 

https://<LoadMasterIPAddress>/access/modvs?vs=<index>[&...] 

ΨdelvsΩ◖ⱴfi♪⌐╟╢ VS─ ⅜ ⇔√ │⁸OK─☻♥כ♃☻╩ ⇔╕∆⅜⁸∕

╣ │ VS─ ╩ ⇔╕∆⁹  

addvs◖ⱴfi♪≤ modvs◖ⱴfi♪│⁸™∏╣╙ ─≡═∆─☻ⱦכ◘ ╩ ≢⅝

╕∆⁹addvs◖ⱴfi♪│⁸│∂╘⌐ ╩☻ⱦכ◘ ⇔╕∆⁹ ⁸modvs◖ⱴfi♪

│ ─ ╩☻ⱦכ◘ ⇔╕∆⁹  

listvs◖ⱴfi♪│⁸꜡כ♪ⱴ☻♃כ⌐№╢∆═≡─ ─☻ⱦכ◘ ╩ ⇔╕∆⁹ 

⇔™ ⅜☻ⱦכ◘ ↕╣╢ ⁸udpⱪ꜡♩◖ꜟ≢─ │ L7─♩ꜝfi☻

Ɑ▪꜠fi◦כ⸗כ♪─♦ⱨ◊ꜟ♩─ ⅜ ↕╣╕∆⁹   

⅜☻♃כ♥☻─☻ⱦכ◘ ↕╣╢ ⌐⁸ ∆╢ כⱣכ◘ RS ╙ ↕╣╕

∆⁹ 

◖ⱴfi♪⌐╟∫≡│⁸ ─◖ⱴfi♪─ ⅜ ≤⌂∫≡™╢

╙─⅜№╡╕∆⁹∕─ ⅜ √↕╣⌂™ ⁸ ⇔√◖ⱴfi♪

╩ ⇔≡╙ ╙ ↓╡╕∑╪⁹ 

 

∆═≡─Ɽꜝⱷכ♃⅜∆═≡─ ⌐ ≢⅝╢≤│ ╡╕∑╪⁹

Ɽꜝⱷכ♃⅜ ≢⅝╢⅛≥℮⅛│⁸ ∆╢ ⌐╟╡ ⇔╕

∆⁹ 

Sub-Virtual Services (SubVSs) 

│♪ⱦ☻─◖ⱴfiכ◘ SubVS≢╙ ≢⅝╕∆⁹√∞⇔⁸SubVS│ IP▪♪꜠☻╩

∫≡™⌂™√╘⁸SubVS─▬fi♦♇◒☻╩ ∆╢ ⅜№╡╕∆⁹SubVS─▬fi♦♇

◒☻╩ ═╢⌐│ listvs◖ⱴfi♪╩ ⇔╕∆⁹ 

 

 3-2:◘Ⱪ VS ID 

╕√│⁸◘Ⱪ VS─"modify" ╩◒ꜞ♇◒⇔⁸WUI─◘Ⱪ IDⱪ꜡Ɽ♥▫ ╩♅

▼♇◒⇔╕∆⁹ ─ ≢│◘Ⱪ ID│ 2⌐⌂∫≡™╕∆⁹  

─ SubVS⌐ ∆╢ ╩ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/showvs?vs=<SubVSindex> 

─™∏╣⅛─◖ⱴfi♪╩ ∆╢↓≤≢⁸SubVS╩ ⌐ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/modvs?vs=<VSIP>&port=<Port>&prot=<tcp/udp>&createsubvs
= 
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https://<LoadMasterIPAddress>/access/modvs?vs=<index>&createsubvs= 

─◖ⱴfi♪╩ ∆╢↓≤≢⁸ ╠⅛☻ⱦכ◘ SubVS╩ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/delvs?vs=<VSindex> 

─◖ⱴfi♪╩ ∆╢↓≤≢⁸SubVS⅛╠ ╩כⱣכ◘ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/delrs?vs=<SubVSindex>&rs=%21<RSindex> 

SubVS─ ╩ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/modvs?vs=<SubVSindex> [&...] 

SubVS─▬fi♦♇◒☻│ ≢∆⁹ 

─☿◒◦ꜛfi≢⁸addvs◖ⱴfi♪⅔╟┘ modvs◖ⱴfi♪≢ ⌂Ɽꜝⱷכ♃כ

⌐≈™≡ ⇔╕∆⁹ ™╛∆↕╩ ⅎ≡⁸Ɽꜝⱷכ♃כ⌐ ∆╢ⱨ▫כꜟ♪⅜WUI

─≥↓⌐ ↕╣╢⅛⌐ ≠⅝Ɽꜝⱷכ♃כ╩ ⇔≡№╡╕∆⁹ 

3.5.1.1 ⱪ꜡Ɽ♥▫ 

  ♦ⱨ◊ꜟ♩   

VSPort I <  ♩כⱦ☻─ⱳכ◘ 3-65530 <

Protocol ⱪ꜡♩◖

ꜟ : 

S < > udp⁸tcp ◘כⱦ☻≢ ∆╢ⱪ꜡♩◖

ꜟ 

VSAddress A ▪♪꜠☻  ◘כⱦ☻─ IP▪♪꜠☻ 

MasterVS I

╖

╡

 

< > 0 ς ◘כⱦ☻≢

│⌂™ 

1 ς ◘כⱦ☻≢

№╢ 

⅜☻ⱦכ◘ ≢☻ⱦכ◘

№╢⅛≥℮⅛ 1≈ ─ SubVS

╩ ≈⅛≥℮⅛ ╩ ⇔╕∆⁹ 

3-3:APIⱤꜝⱷכ♃כ─ⱪ꜡Ɽ♥▫ 

3.5.1.2 Basic Properties 

  ♦ⱨ◊ꜟ♩   

Enable B Y  ◘כⱦ☻─▪◒♥▫Ⱪ ╕√

│ ▪◒♥▫Ⱪ  

VStype S <ⱳכ♩⌐ > gen -  
http - HTTP/HTTPS 

http2 - HTTP/2 

ts - ꜞ ♫Ⱶכ♃♩כ⸗

ꜟ 

tls ς STARTTLSⱪ꜡♩

◖ꜟ 
log ς Log Insight 

╩ ─☻ⱦכ◘℮ ╩

⇔╕∆⁹ 
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  ♦ⱨ◊ꜟ♩   

NickName S < ╩ⱶכⱦ☻─♬♇◒Ⱡכ◘  < ⇔

╕∆⁹ 

☻ⱦכ◘ ⌐│⁸ ─ ─

╒⅛⌐⁸ ─₈ ₉ ⅜

≢⅝╕∆⁹ 

.@ - _ 

√∞⇔⁸ ─ ⌐ 1≈

─ ⅜⌂↑╣┌⌂╡╕∑╪⁹ 

3-4:APIⱤꜝⱷכ♃כ─ ⱪ꜡Ɽ♥▫ 

3.5.1.3 Standard Options ⌂○ⱪ◦ꜛfi  

  ♦ⱨ◊ꜟ♩   

Cookie S < >  ↓─Ɽꜝⱷ⁸│כ♃כⱤכ◦☻♥

fi☻⸗כ♪⅜ cookie⁸active-

cookie⁸cookie-src⁸active-cook-src

⌐ ↕╣≡™╢ ─╖ ≢

─כ◐♇◒╢∆◒♇▼♅⁹∆

╩ ⇔≡ↄ∞↕™⁹ 

ForceL7 B Y UDP≢⌂™

 

0 =  

1 =  

ForceL7╩ ⌐∆╢≤⁸꜠▬ꜘ 4

≢│⌂ↄ꜠▬ꜘ 7≢ ☻ⱦכ◘

⅜ ↕╣╕∆⁹↕╕↨╕⌂

≢↓─ ⅜ ⌐⌂╡╕∆ ꜠

╖─☻ⱦכ◘─7כꜘ▬ ⌐

≢⅝╢ ⌂≥ ⁹ 

Idletime I 0 0-86400 ⅜ ∂╠╣╢ ⌐⁸ ⅜▪

▬♪ꜟ ≢™╠╣╢ ╩ ≢

⇔╕∆⁹↓─Ɽꜝⱷכ♃כ─

│ 0 86400≢∆⁹0│

╩ ⇔╕∆⁹ 
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  ♦ⱨ◊ꜟ♩   

Persist S none ⌂⇔  ∆╢Ɽכ◦☻♥fi

☻ │ ─≤⅔╡≢

∆⁹ 

- ssl 

- cookie כ◐♇◒  

- active-cookie ▪◒♥▫

Ⱪ◒♇◐כ  

- cookie-src ♁כ◐♇◒

☻כ  

- active-cook-src ▪◒♥

▫Ⱪ◒♇◐כ♁כ☻  

- cookie-hash Ɫכ◐♇◒

♇◦ꜙ  

- cookie-hash-src ◒♇◐

☻כ♁ꜙ◦♇Ɫכ  

- url 

- query-hash ◒◄ꜞⱢ♇

◦ꜙ  

- host ⱱ☻♩  

- header Ⱬ♇♄כ  

- super כⱤכ☻  

- super-src כ♁כⱤכ☻

☻  

- src ☻כ♁  

- rdp 

- rdp-src rdp♁כ☻  

- rdp-sb 

rdp-sb-src rdp-sb♁כ

☻  

↓─ ≢☻ⱦכ◘ ∆╢Ɽכ

◦☻♥fi☻ ☻♥▫♇◐Ⱡ☻ ─

╩ ⇔╕∆⁹ 

SubnetOriginating B 0 0 ς  

1 ς  

⅜♪כ⸗ ─ ⁸ כ◘

Ᵽכ┼─ ⌐⅔↑╢ IP▪

♪꜠☻│ ─☻ⱦכ◘ IP▪♪꜠

☻≤⌂╡╕∆⁹ ⅜♪כ⸗

─ ⁸ IP▪♪꜠☻│

⌐☻ⱦכ◘ ∆╢ IP▪♪꜠☻⌐

⌂╡╕∆⁹ ♇ⱩⱠ◘⅜כⱣכ◘

♩ ⌐№╡⁸"Subnet Originating 

Requests" ◘ⱩⱠ♇♩⅛╠─ꜞ◒

◄☻♩ ⅜ ─ ♪כ꜡⁸│

ⱴ☻♃כ─◘ⱩⱠ♇♩▪♪꜠☻⅜

IP▪♪꜠☻≤⇔≡ ↕╣

╕∆⁹ 
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  ♦ⱨ◊ꜟ♩   

PersistTimeout I 0 0-86400 ⌐ ♃☻ⱴ♪כ꜡╠⅛≡⇔

☻fi♥☻◦כⱤ⅜כ ╩ ∆

╢ :  

QueryTag S < >  ↓╣│⁸Persist type⅜ query-hash

⌐ ↕╣≡™╢≤⅝⌐ ↕╣

╢◒◄ꜞ♃◓≢∆⁹ 

Schedule S rr rr 
wrr 
lc 

wlc 

fixed  

adaptive ▪♄ⱪ♥▫Ⱪ  
sh 
dl 

sdn-adaptive sdn▪♄

ⱪ♥▫Ⱪ  

⌐כⱣכ◘ ╩ ℮☻◔

─◓fiꜞכꜙ☺ ╩ ⇔╕

∆⁹↓─ │ ─╟℮⌐ ⇔

╕∆⁹ 

rr = round robin ꜝ►fi♪꜡ⱦfi  

wrr = weighted round robin ꜝ

►fi♪꜡ⱦfi  

lc = least connection  

wlc = weighted least connection

 

fixed =  

adaptive = ꜞ♁כ☻ⱬכ☻

 

sh = source IP hash♁כ☻ IPⱢ♇

◦ꜙ  

dl = ╖ ↑  

sdn-adaptive = ꜞ ☻כⱬ☻כ♁

SDN▪♄ⱪ♥▫Ⱪ  
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  ♦ⱨ◊ꜟ♩   

ServerInit I 0 0-6 ♦ⱨ◊ꜟ♩≢│⁸◒ꜝ▬▪fi♩⅛

⅜♃כ♦╠ כ꜡⁸≢╕╢╣↕

♪ⱴ☻♃כ│ ⌐כⱣכ◘ ⇔

╩♃כ♦⁸╘√─⧵⁹╪∑╕

∆╢ ⌐ ─┼כⱣכ◘ ⅜

⌂ⱪ꜡♩◖ꜟ│⁸↓─╕╕≢│

⇔ↄ ⇔╕∑╪⁹ 

⅜☻ⱦכ◘ ─™∏╣⅛─

ⱪ꜡♩◖ꜟ╩ ∆╢ │⁸ 

ServerInitⱤꜝⱷכ♃כ╩ ⇔≡

ⱪ꜡♩◖ꜟ╩ ⇔⁸∕─ⱪ꜡♩

◖ꜟ⅜ ⇔ↄ ∆╢╟℮⌐⇔╕

∆⁹ 

 

0 = ⱪ꜡♩◖ꜟ 
1 = SMTP 
2 = SSH 

3 = ∕─ כⱣכ◘─  
4 = IMAP4 
5 = MySQL 
6 = POP3 

Transparent B Y 0 ς  

1 =  

╩7כꜘ▬꜠ ⇔≡™╢ ⁸

↓─○ⱪ◦ꜛfi╩ ⌐∆╢≤⁸

⌐כⱣכ◘ ∆╢ ⅜◒ꜝ

▬▪fi♩⅛╠ ≡™╢╟℮⌐

ⅎ╕∆⁹╕√│⁸ ╩

⌐∆╢↓≤╙ ≢⁸∕─ ⁸

─┼כⱣכ◘ ☻ⱴ♪כ꜡│

╠⅛כ♃ ≡™╢╟℮⌐ ⅎ╕

∆⁹ 
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  ♦ⱨ◊ꜟ♩   

UseforSnat B N 0 ς  

1 ς   

⅜כ♃☻ⱴ♪כ꜡ SNAT כⱣכ◘

≢ ↕╣╢ ⁸♦ⱨ◊ꜟ♩≢

☻כ♁─כ♃☻ⱴ♪כ꜡│ IP▪♪

꜠☻⅜▬fi♃כⱠ♇♩≢ ↕╣

╕∆⁹ 

↓─○ⱪ◦ꜛfi╩ ⌐∆╢≤⁸

╩☻ⱦכ◘ ∆╢╟℮

↕╣√ ☻כ♁⅜כⱣכ◘ IP▪♪

꜠☻≤⇔≡ ↕╣╕∆⁹ 

↓─○ⱪ◦ꜛfi⅜ ↕╣√

─ ☻ⱦכ◘ ≢ ╩כⱣכ◘

⇔√ ⁸ ⱳכ♩ 80┼─

─╖⁸↓─ ♁╩☻ⱦכ◘

☻כ IP▪♪꜠☻≤⇔≡ ⇔╕

∆⁹ 

QoS S 0 ς ─◘כⱦ☻ 0 - ─◘כⱦ☻ 

1 - ◖☻♩╩ ⌐∆╢ 

2 - ╩ ⌐∆╢ 

╩♩♇ⱪכꜟ☻ - 4

⌐∆╢ 

8 - ╩ ⌐∆╢ 

Quality of Service QoS Ɽꜝⱷכ

⁸│כ♃ ╠⅛☻ⱦכ◘ ↕

╣╢Ɽ◔♇♩─ IPⱫ♇♄כ⌐ ╕

╣╢ Differentiated Services Code 

Point DSCP ╩ ⇔╕∆⁹↓─

⌐╟╡⁸ ─ ≢Ɽ◔♇♩

╩ ∆╢♦Ᵽ▬☻╛◘כⱦ☻⌐

♩ꜝⱨ▫♇◒─ ≤

─ ╩ ⇔╕∆⁹

─ ™Ɽ◔♇♩│⁸

─ ™Ɽ◔♇♩╟╡╙ ♪כ꜡⌐

ⱴ☻♃כ⅛╠ ↕╣╕∆⁹ 

StartTLSMode I  0-6 
 

0 = HTTP/HTTPS ↓─ ╩

↕∑╢⌐│⁸Service Type╩

HTTP/HTTPS⌐ ∆╢ ⅜№╡

╕∆  

╡─ ╩ ∆╢⌐│⁸Virtual 

Service Type╩ STARTTLS⌐ ∆

╢ ⅜№╡╕∆⁹ 

1 = SMTP ⌂ STARTTLS 

2 = SMTP ⌐ STARTTLS 
3 = SSH 
4 = SSH 

6 = POP3 
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  ♦ⱨ◊ꜟ♩   

ExtraPorts S < ╢∆ⱦ☻⅜ꜞ♇☻fiכ◘ 3-65530 <

ⱳכ♩╩ ⇔╕∆⁹ ─

ⱳכ♩╩ ∆╢⌐│⁸ExtraPorts

Ɽꜝⱷכ♃כ⌐ ─ ╩

⇔╕∆⁹ 

3-5:APIⱤꜝⱷכ♃כ─ ○ⱪ◦ꜛfi 

Ɽכ◦☻♥fi☻ ╩ cookie⁸active-cookie⁸cookie-src⁸active-

cook-src⌐ ⇔√ ⁸◖ⱴfi♪≢◒♇◐כ ╙ ∆╢ ⅜

№╡╕∆⁹  

 

  

─◒fiꜞכⱢ▬Ɽ !כꜝ◄ ⌐ ╡⅜№╡╕∆⁹
LoadMasterIPAddress>/access/modvs?vs=10.0.2.194&port=80&prot=tcp

&persist=cookie&cookie=<cookie name>& 
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3.5.1.4 SSL PropertiesSSL─ⱪ꜡Ɽ♥▫  

  ♦ⱨ◊ꜟ♩   

CertFile S < >  ▬fi☻♩כꜟ↕╣≡™╢ ─

ID⁹ 

Ciphers S Default assignment All supported 
ciphers 

◖꜡fi≢ ╢↓≤⌐╟╡⁸

─ ╩ ╡ ≡╢↓≤⅜

≢⅝╕∆⁹↓─ ≢

╩ ╡ ≡√ ⁸

Custom_<VirtualServiceID>≤ ┌╣

╢ ☿♇♩⅜ / ↕╣╕

∆⁹ 

:↓─ ≢ ╩ ⇔

√ ⁸ ─ ╡ ≡ꜞ

☻♩⅜ ⅝↕╣╕∆⁹ ╡ ≡

╢ ⅜∆═≡ ╕╣≡™

╢↓≤╩ ⇔≡ↄ∞↕™⁹ 

♦ⱨ◊ꜟ♩≢ ╡ ≡╠╣≡™╢

─ꜞ☻♩⁸⅔╟┘◘ⱳ

╢™≡╣↕♩כ ─ꜞ☻♩⌐

≈™≡│⁸▪ⱪꜞ◔כ◦ꜛfiⱨ□

◒♇Ɽꜟכ◊►▪▬ AFP ◌☻♃

ⱶꜟכꜟ╩ ⇔≡ↄ∞↕™⁹ 

:CipherSet≤ Ciphers╩ ⌐

⇔⌂™≢ↄ∞↕™ ™∏╣⅛ 1

≈╩ ⇔≡ↄ∞↕™ ⁹ ─◖

ⱴfi♪╩ ⇔≡⁸◌☻♃ⱶ

☿♇♩╩ ≢⅝╕∆⁹ │☿

◒◦ꜛfi 3.11.2.1╩ ⇔≡ↄ∞

↕™⁹ 
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  ♦ⱨ◊ꜟ♩   

CipherSet S ♦ⱨ◊ꜟ♩ ⌂ ☿

♇♩ 
↓─Ɽꜝⱷכ♃כ╩ ∆╢≤⁸

⌐☻ⱦכ◘ ☿♇♩╩ ╡

≡╢↓≤⅜≢⅝╕∆⁹↓─Ɽꜝ

ⱷכ♃כ╩ ⇔≡⁸◦☻♥ⱶ

─ ☿♇♩≤◌☻♃ⱶ ☿

♇♩╩ ╡ ≡╢↓≤⅜≢⅝╕

∆⁹ ⌂ │ ─≤⅔╡≢∆

⁹ 

- ♦ⱨ◊ꜟ♩ 

- Default_NoRc4 

- BestPractices 

- Intermediate_compatibility 

- Backward_compatibility 

- WUI 

- FIPS 

- Legacy 

- <◌☻♃ⱶ ☿♇♩ > 

:CipherSet≤ Ciphers╩ ⌐

⇔⌂™≢ↄ∞↕™ ™∏╣⅛ 1

≈╩ ⇔≡ↄ∞↕™ ⁹ ─◖

ⱴfi♪╩ ⇔≡⁸◌☻♃ⱶ

☿♇♩╩ ≢⅝╕∆⁹ │☿

◒◦ꜛfi 3.11.2.1╩ ⇔≡ↄ∞

↕™⁹ 

ClientCert I 0 0-6 0 = ◒ꜝ▬▪fi♩ ⅜  

1 = ◒ꜝ▬▪fi♩ ⅜  

2 = ◒ꜝ▬▪fi♩ ≤⁸Ⱬ♇♄

─  

3 = ◒ꜝ▬▪fi♩ ≤⁸SSL-

CLIENT-CERT≤⇔≡─ DER─ ↑

⇔ 

4 = ◒ꜝ▬▪fi♩ ≤⁸X-

CLIENT-CERT≤⇔≡─ DER─ ↑

⇔ 

5 = ◒ꜝ▬▪fi♩ ≤⁸SSL-

CLIENT-CERT≤⇔≡─ DER─ ↑

⇔ 

6  = ◒ꜝ▬▪fi♩ ≤⁸X-

CLIENT-CERT≤⇔≡─ PEM─ ↑

⇔ 
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  ♦ⱨ◊ꜟ♩   

SSLReencrypt B N 0 =  

1 =  

↓─Ɽꜝⱷ⁸│כ♃כSSL▪◒☿ꜝ

⅜fiꜛ◦כ꜠ ─≤⅝─╖

⇔╕∆⁹ 

↓─○ⱪ◦ꜛfi╩ ⌐∆╢≤⁸

⌐כⱣכ◘ ↕╣╢ ⌐ SSL

⅜ⱶכꜞ♩☻♃כ♦─ ↕

╣╕∆⁹ 

SSLReverse B N 0 =  

1 =  

↓─Ɽꜝⱷכ♃כ╩ ⌐∆╢

╠⅛כ♃☻ⱴ♪כ꜡⁸≥ Ᵽכ◘

⅜♃כ♦─┼כ ↕╣╕

∆⁹ 

SSLRewrite S < > < >⁸http⁸
https 

HTTPꜞ ♄▬꜠◒♩╩ ╗ꜞ◒◄☻

♩⅜ ╡╟⌐כⱣכ◘ ↕╣╢

⁸HTTP≢│⌂ↄ HTTPS╩

∆╢╟℮⌐⁸ꜞ◒◄☻♩ ─꜡◔

fiꜛ◦כ URL╩ ∆╢ ⅜№

╡╕∆ ↓─ ╙  

ReverseSNIHostname S < >  ↓─○ⱪ◦ꜛfi╩ ⌐∆╢≤⁸

TLS◒ꜝ▬▪fi♩─ Helloⱷ♇☿כ

☺⌐≡ⱱ☻♩ ╩ ∆╢ ⅜

№╡╕∆⁹ ⇔⌂™ ⁸

⅜♪꜡♇ⱪ↕╣╕∆⁹ 

SSLAcceleration B N 0 =  

1 =  

↓─ ≢☻ⱦכ◘ SSL─ ╩

⌐⇔╕∆⁹ 

OCSPVerify B 0 ς  0 ς  

1 ς  

○fiꜝ▬fi ⱪ☻♃כ♥☻

꜡♩◖ꜟ OCSP ╩ ⇔≡ ◒

ꜝ▬▪fi♩─ ⅜ ⅛≥℮

⅛╩ ⇔╕∆⁹ 

TLSType B SSL▪◒☿ꜝ꜠כ◦ꜛ

fi⅜ ≢⌂™≤⅝

│ ⌐⌂╡╕∆⁹ 

SSL▪◒☿ꜝ꜠כ◦ꜛ

fi⅜ ⌂≤⅝│

⌐⌂╡╕∆⁹ 

0 =  

1 =  
↓─○ⱪ◦ꜛfi╩ ∆╢≤⁸

SSLv3─◘ⱳכ♩⅜ ⌐⌂╡⁸

TLS1.xⱪ꜡♩◖ꜟ─╖◘ⱳכ♩↕

╣╕∆⁹ 

 

NeedHostName B 0 ς  0 =  

1 =  
↓─Ɽꜝⱷכ♃כ╩ ⌐∆╢

≤⁸TLS◒ꜝ▬▪fi♩─ Helloⱷ♇

♩☻ⱱ≡⌐☺כ☿ ╩ ⌐ ∆

╢ ⅜№╡╕∆⁹ ⇔⌂™

⁸ ⅜♪꜡♇ⱪ↕╣╕∆⁹ 

3-6:APIⱤꜝⱷכ♃כ─ SSLⱪ꜡Ɽ♥▫ 
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3.5.1.5 Advanced Properties ⌂ⱪ꜡Ɽ♥▫  

  ♦ⱨ◊ꜟ♩   

AddVia I  0 = Legacy 
Operation 

1 = X-ⱨ◊꞉כ♦

▫fi◓↕╣╢ 

2 =⌂⇔ 

3 = X-◒ꜝ▬▪fi

♩◘▬♪ 

4 = X-◒ꜝ▬▪fi

♩◘▬♪ Via⌂

⇔  
5 = X-Forwarded-

For (No Via) 
6 = Via Only 

↓╣│⁸WUI─ Add HTTP Headers

ⱨ▫כꜟ♪⌐ ⇔╕∆⁹HTTP ꜞ

◒◄☻♩⌐ ↕╣╢Ⱬ♇♄╩

⇔╕∆⁹X-ClientSide ⅔╟┘ X-

Forwarded-For⅜ ↕╣╢─│⁸

♩ꜝfi☻Ɑ▪꜠fi◦כ ⌐

↕╣╕∆⁹ 

Cache B N 0 = ◐ꜗ♇◦fi◓  

1 ς ◐ꜗ♇◦fi◓  

URL─◐ꜗ♇◦fi◓╩ ╕√│

⌐⇔╕∆⁹ 

Compress B N 0 ς  

1 =  

↓─○ⱪ◦ꜛfi╩ ⌐∆╢≤⁸

╠⅛כ♃☻ⱴ♪כ꜡ ↕╣╢ⱨ

□▬ꜟ⅜ Gzip≢ ↕╣╕∆⁹ 

CachePercent I 0 0-100 ↓─Ɽꜝⱷ⁸│כ♃כ◐ꜗ♇◦fi

◓⅜ ─≤⅝─╖ ⇔╕∆⁹

↓─ ≢☻ⱦכ◘ ↕╣╢◐

ꜗ♇◦ꜙ ─ ╩

⇔≡ↄ∞↕™⁹ 

DefaultGW A < >  ◒ꜝ▬▪fi♩⌐ ╩ ∆√╘⌐

∆╢⁸ ☻ⱦכ◘ ─♦

ⱨ◊ꜟ♩◕כ♩►▼▬╩ ⇔╕

∆⁹↓─Ɽꜝⱷכ♃כ╩ ⇔⌂

™ ♩ꜟ◊Ᵽꜟ─♦ⱨכ꜡◓⁸

⅜▬▼►♩כ◕ ↕╣╕∆⁹ 

ErrorCode I 0 200-505 ◘כⱣכ⅜ ≢⅝⌂™ ⁸

│כ♃☻ⱴ♪כ꜡ HTTP◄ꜝכ◖כ

♪⌐ ∫≡ ╩ ≢⅝╕∆⁹

↓─Ɽꜝⱷכ◖כꜝ◄≢כ♃כ♪

╩ ⇔≡ↄ∞↕™⁹◄ꜝכ

─♪כ◖ ╩ ∆╢⌐│⁸Ɽ

ꜝⱷכ♃כ⌐ ─ ╩ ⇔

╕∆⁹ 

ErrorUrl S < ⅜כⱣכ◘  < ≢⁸◒ꜝ▬

▪fi♩⌐◄ꜝכ ⅜ ↕╣√

⁸ꜞ♄▬꜠◒♩ URL╩ ≢⅝

╕∆⁹ 
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  ♦ⱨ◊ꜟ♩   

PortFollow I < > 0⅔╟┘ 3 65530 ↓─Ɽꜝⱷ⁸│כ♃כⱣכ☺ꜛfi

7.1-24⌐⅔™≡ ⅜ ⇔

╕⇔√⁹Ᵽכ☺ꜛfi 7.1-24 ─

⁸FollowVSID│≢כ♃☻ⱴ♪כ꜡

Ɽꜝⱷכ♃כ╩ ⇔≡ⱳכ♩ⱨ

╩◓fi▫►כ꜡◊ ⇔≡ↄ∞↕

™⁹ 
 

ⱨ◊꜡כ∆╢ ─☻ⱦכ◘ ID╩

⇔╕∆⁹↓─ ╩ 0⌐ ∆

╢≤⁸ⱳכ♩ⱨ◊꜡כ►▫fi◓⅜

⌐⌂╡╕∆⁹1≤ 2│ ⌂

≢№╢√╘⁸ⱨ◊꜡כ∆╢

⅜☻ⱦכ◘ 3 65530─ ╩ ∫≡

™╢↓≤╩ ⇔≡ↄ∞↕™⁹ 

FollowVSID I < >  ⱨ◊꜡כ∆╢ ─☻ⱦכ◘ ID╩

⇔╕∆⁹ 

LocalBindAddrs A < > ☻Ɑכ☻≢ ╠╣

√ IP▪♪꜠☻─ꜞ☻

♩≢∆⁹ 

↓╣│WUI─"Advanced 

Properties" ⌂ⱪ꜡Ɽ♥▫

☿◒◦ꜛfi⌐№╢"Alternate Source 

Address" ☻꜠♪▪☻כ♁

⌐ ⇔╕∆⁹↓─ ╩ ↕

∑╢⌐│⁸Allow connections scaling 

over 64K Connections╩ L7 

Configuration≢ ⌐∆╢ ⅜

№╡╕∆⁹ 

NRequestRules I ╖ ╡

 

< >  HTTPⱫ♇♄ ꜟכꜟ♩☻◄◒ꜞ

─ ╩ ⇔╕∆⁹ 

NResponseRules I ╖ ╡

 

< >  HTTPⱫ♇♄ ꜠☻ⱳfi☻ꜟכꜟ

─ ╩ ⇔╕∆⁹ 

RequestRules ꜞ☻♩ ╖

╡  

⌐☻ⱦכ◘   ╡ ≡╢ꜞ◒◄

 ♩☻ꜞ─ꜟכꜟ♩☻

ResponseRules ꜞ☻♩ ╖

╡  

⌐☻ⱦכ◘   ╡ ≡╢ ꜟ

 ♩☻ꜞ─ꜟכ

StandbyAddr A < >  ─ ⅜כⱣכ◘ ≢⅝⌂™≤

⅝⌐ ↕╣╢ά{ƻǊǊȅέ◘כⱣכ─

IP▪♪꜠☻╩ ⇔╕∆⁹↓─◘

⌐כⱣכ ⇔≡│Ⱬꜟ☻♅▼♇◒

│ │כⱣכ◘─↓⁹╪∑╕╣╦

⌐ ≤╖⌂↕╣╕∆⁹ 

StandbyPort I < >  ά{ƻǊǊȅέ◘כⱣכ─ⱳכ♩╩ ⇔

╕∆⁹ 
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  ♦ⱨ◊ꜟ♩   

Verify              I 0 0 7 ⱦ♇♩ⱴ☻◒

 

VerifyⱤꜝⱷכ♃כ─ ⌐≈

™≡│⁸☿◒◦ꜛfi 3.5.2╩

 

  

AltAddress A < > IP▪♪꜠☻ ↓─ ─☻ⱦכ◘ ▪♪꜠☻

╩ ⇔╕∆⁹ 

AddVia I  0-6 
 

HTTP ꜞ ◒◄☻♩⌐ ↕╣╢Ⱬ♇

♄╩ ⇔╕∆⁹X-ClientSide ⅔╟

┘ X-Forwarded-For⅜ ↕╣╢─

│⁸ ♩ꜝfi☻Ɑ▪꜠fi◦כ

⌐ ↕╣╕∆⁹ 

0 = ─ X-Forwarded-For  

1 = X-Forwarded-For + Via  

2 =⌂⇔ 

3 - X-ClientSide + Via  

4 = X-ClientSide Via⌂⇔  
5 = X-Forwarded-For (No Via) 

6 = Via Only 

PreProcPrecedence S < >  
↓─Ɽꜝⱷ⁸│כ♃כ

PreProcPrecedencePos≤ ╖ ╦

∑≡ ℮ ⅜№╡╕∆⁹↓─Ɽ

ꜝⱷ⁸│כ♃כ∕─ⱳ☺◦ꜛfi╩

⇔√™ ─ꜟכꜟ─ ╩

∆╢─⌐ ⇔╕∆⁹ 

↓─Ɽꜝⱷ⁸│כ♃כContent 

Matching Rules ◖fi♥fi♠

⌐─╖ ⇔╕∆⁹ 

PreProcPrecedencePos Int16 < >  
↓─Ɽꜝⱷ⁸│כ♃כⱤꜝⱷכ♃

⌐╙≥≥PreProcPrecedenceכ

⇔⁸ ꜟ─⧵≡™⅔⌐ꜟכꜟ─

╩ⱳ☺◦ꜛfi─ꜟכ ∆╢─⌐

⇔╕∆⁹ ⅎ┌⁸ⱳ☺◦ꜛfi

⅜ꜟכꜟ│2 2 ⌐♅▼♇◒↕

╣╢↓≤╩ ⇔╕∆⁹ 

↓─Ɽꜝⱷ⁸│כ♃כContent 

Matching Rules ◖fi♥fi♠

⌐─╖ ⇔╕∆⁹ 
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  ♦ⱨ◊ꜟ♩   

RequestPrecedence String < >  
↓─Ɽꜝⱷ⁸│כ♃כ

RequestPrecedencePos≤ ╖ ╦

∑≡ ℮ ⅜№╡╕∆⁹↓─Ɽ

ꜝⱷ⁸│כ♃כ∕─ⱳ☺◦ꜛfi╩

⇔√™ ─ꜞ◒◄☻♩─

╩ ∆╢─⌐ ⇔╕∆⁹ 

↓─Ɽꜝⱷ⁸│כ♃כ ─

⌐ꜟכꜟ─ ⇔╕∆⁹ 

Content Matching ◖fi♥fi♠ⱴ♇

♅fi◓  

Add Header Ⱬ♇♄כ─  

Delete Header Ⱬ♇♄כ─  

Replace HeaderⱫ♇♄כ─  

Modify URL URL─  

RequestPrecedencePos Int16 < >  
↓─Ɽꜝⱷ⁸│כ♃כⱤꜝⱷכ♃

⌐╙≥≥RequestPrecedenceכ

⇔⁸ ꜟ─⧵≡™⅔⌐ꜟכꜟ─

╩ⱳ☺◦ꜛfi─ꜟכ ∆╢─⌐

⇔╕∆⁹ ⅎ┌⁸ⱳ☺◦ꜛfi

⅜ꜟכꜟ│2 2 ⌐♅▼♇◒↕

╣╢↓≤╩ ⇔╕∆⁹ 

ResponsePrecedence String < >  
↓─Ɽꜝⱷ⁸│כ♃כ

ResponsePrecedencePos≤ ╖ ╦

∑≡ ℮ ⅜№╡╕∆⁹↓─Ɽ

ꜝⱷ⁸│כ♃כ∕─ⱳ☺◦ꜛfi╩

⇔√™ ─ ─ ╩

∆╢─⌐ ⇔╕∆⁹ 

↓─Ɽꜝⱷ⁸│כ♃כ ─

⌐ꜟכꜟ─ ⇔╕∆⁹ 

Content Matching ◖fi♥fi♠ⱴ♇

♅fi◓  

Add Header Ⱬ♇♄כ─  

Delete Header Ⱬ♇♄כ─  

Replace HeaderⱫ♇♄כ─  
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  ♦ⱨ◊ꜟ♩   

ResponsePrecedencePos Int16 < >  
↓─Ɽꜝⱷ⁸│כ♃כⱤꜝⱷכ♃

⌐╙≥≥ResponsePrecedenceכ

⇔⁸ ─⧵≡™⅔⌐ꜟכꜟ─

╩ⱳ☺◦ꜛfi─ꜟכꜟ ∆╢─

⌐ ⇔╕∆⁹ ⅎ┌⁸ⱳ☺◦ꜛ

fi ⅜ꜟכꜟ│2 2 ⌐♅▼♇◒

↕╣╢↓≤╩ ⇔╕∆⁹ 

3-7:APIⱤꜝⱷכ♃כ─ ⌂ⱪ꜡Ɽ♥▫ 

3.5.1.5.1 Ɽꜝⱷכ♃כ─  

 Verify│ⱦ♇♩ⱴ☻◒≢∆⁹VerifyⱤꜝⱷכ♃─ ⌂ │ ─≤⅔╡≢∆⁹ 

¶ ⱦ♇♩ 0: ╩ ⌐∆╢⌐│↓─ⱦ♇♩╩ 1⌐⇔╕∆⁹ 

─ 2≈─ⱦ♇♩╩ ∆╢⌐│ⱦ♇♩ 0╩ 1⌐ ∆╢ ⅜№

╡╕∆⁹ 

¶ ⱦ♇♩ 1│⁸ ╩ꜞ☺▼◒♩∆╢⅛♪꜡♇ⱪ∆╢⅛╩ ⇔╕∆⁹1⌐☿♇♩

∆╢≤ ⅜♪꜡♇ⱪ↕╣╕∆⁹ 

¶ ⱦ♇♩ 2│⁸ ⌂ ╛ №╢ √∞⇔ ≢│⌂™ ⌐ ⇔≡ ⌐

╩ ⅎ╢∞↑⌐∆╢⅛≥℮⅛╩ ⇔╕∆⁹ 

─ ⌐⁸ ⌂ ⁸⅔╟┘∕╣╠⅜ ↕╣√≤⅝⌐ⱨ▫כꜟ♪⌐ ↕╣╢

╩ ⇔╕∆⁹   

 

Detect Malicious Requests

IDS ─  ─  ♅▼♇◒Ⱳ♇◒☻ 

0  N/A N/A 

1  ─♪꜡♇ⱪ ♅▼♇◒○ⱨ 

2  ╩  ♅▼♇◒○ⱨ 

3  ╩  ♅▼♇◒○ⱨ 

4  ─♪꜡♇ⱪ ♅▼♇◒○fi 

5  ─♪꜡♇ⱪ ♅▼♇◒○fi 

6  ╩  ♅▼♇◒○fi 

7  ╩  ♅▼♇◒○fi 
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3-8:Ɽꜝⱷכ♃כ ─  

3.5.1.6  WAF─  

  ♦ⱨ◊ꜟ♩   

Intercept B 0 0 ς  

1 ς  

↓─ ◔ꜞⱦ☻─Web▪ⱪכ◘

ꜟכ◊►▪▬□fiⱨꜛ◦כ

WAF ╩ / ⌐⇔╕∆⁹ 

InterceptOpts S < >  ↓─Ɽꜝⱷכ♃כ╩ ∆╢≤⁸

─כ♃☻ⱴ♪כ꜡ ☻ⱦכ◘

─"WAF Options" WAF─○

ⱪ◦ꜛfi ☿◒◦ꜛfi⌐№╢╒≤

╪≥─ⱨ▫כꜟ♪╩ ≢⅝╕

∆⁹ │☿◒◦ꜛfi 3.5.1.6.1╩

⇔≡ↄ∞↕™⁹ 

AlertThreshold I 0 =  0 - 100000 
⅜♩כꜝ▪ ↕╣╢╕≢─ 1

√╡─▬fi◦♦fi♩─⇔⅝™

≢∆⁹0╩ ♩כꜝ▪≥╢∆

⅜ ⌐⌂╡╕∆⁹ 

 

3-9:APIⱤꜝⱷכ♃כ─WAF  

3.5.1.6.1 AFP─ InterceptOptsⱤꜝⱷכ♃כ 

AFP─ InterceptOpts│ ⌂Ɽꜝⱷ⁹∆≢כ♃כ↓─Ɽꜝⱷכ♃כ╩ ∆╢≤⁸ ─

ↄ─Ɽꜝⱷכ♃כ─╟℮⌐ 1≈─ⱨ▫כꜟ♪≢│⌂ↄ⁸ ─ⱨ▫כꜟ♪⌐ ╩

≢⅝╕∆⁹InterceptOptsⱤꜝⱷכ♃כ╩ ─כ♃☻ⱴ♪כ꜡⁸≥╢∆ ☻ⱦכ◘

─WAF Options☿◒◦ꜛfi⌐№╢╒≤╪≥─ⱨ▫כꜟ♪╩ ≢⅝╕∆⁹ 

WAF╩ ⌐∆╢⌐│⁸InterceptⱤꜝⱷכ♃כ╩ 1⌐ ⇔╕∆⁹ 

InterceptOptsⱤꜝⱷכ♃כ⌐ ∆╢WUIⱨ▫כꜟ♪─ ╩ ─ ⌐ ⇔╕∆⁹ 

1≈─◖ⱴfi♪≢ 1≈ ─ⱨ▫כꜟ♪ ╩ ≢⅝╕∆⁹ ╩☿Ⱶ◖꜡fi≢ ╢↓

≤≢⁸1≈─◖ⱴfi♪≢ ─ ╩ ≢⅝╕∆⁹ : 

https://<LoadMasterIPAddress>/access/modvs?vs=<VirtualServiceIPAddress>&port=<Port>&prot=<tcp

/udp>&InterceptOpts=opnormal;auditnone;reqdataenable;resdataenable;jsondisable;xmldisable 

─ ⌐⁸ ⅜ ╩ ∆╢⅛─ ╩ ⇔╕∆⁹ 

 ∂WUI○ⱪ◦ꜛfi⌐ ∆╢ │ ⌐│ ≢⅝╕∑╪⁹ ⅎ┌

⁸Basic Operation⌐ opnormal≤ opblock─ ╩ ∆╢↓≤│≢

⅝╕∑╪⁹ : InterceptOpts─Ɽꜝⱷכ♃כ  
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∆╢WUI○ⱪ◦

ꜛfi ♦ⱨ◊ꜟ♩   

opnormal Default Operation

♦ⱨ◊ꜟ♩  

Audit Only

─

╖  

Basic Operation╩ Audit Only⌐ ⇔╕∆

⁹ 

opblock Default Operation

♦ⱨ◊ꜟ♩  

Audit Only

─

╖  

Basic Operation╩ Block Mode⌐ ⇔╕∆

⁹ 

auditnone Audit mode ⸗

♪כ  

No Audit

⌂⇔

 

Basic Operation╩ No Audit⌐ ⇔╕∆⁹

│♃כ♦ ↕╣╕∑╪⁹ 

auditrelevant Audit mode ⸗

♪כ  

No Audit

⌂⇔

 

Audit mode╩ Audit Relevant⌐ ⇔╕∆

⁹ ꜠ⱬꜟ ╩♃כ♦─ ⇔╕∆⁹ 

auditall Audit mode ⸗

♪כ  

No Audit

⌂⇔

 

Audit mode╩ Audit All⌐ ⇔╕∆⁹

☻ⱦכ◘ ╩♃כ♦─≡═∆─ ⇔╕

∆⁹ 

─ ≢│ Audit All○ⱪ◦ꜛfi│

⇔╕∑╪⁹Audit All│⁸ ─ ╩

∆╢ ─╖ ⇔≡ↄ∞↕™⁹ 

reqdataenable Inspect HTML POST 

Request Content

HTML POST ─

╩ ∆╢  

 Inspect HTML POST Request Content○ⱪ◦

ꜛfi╩ ⌐⇔╕∆⁹ 

reqdatadisable Inspect HTML POST 

Request Content

HTML POST ─

╩ ∆╢  

 Inspect HTML POST Request Content○ⱪ◦

ꜛfi╩ ⌐⇔╕∆⁹ 

resdataenable Process Response 

Data ╩♃כ♦

∆╢  

 Process Response Data○ⱪ◦ꜛfi╩ ⌐

⇔╕∆⁹ 

resdatadisable Process Response 

Data ╩♃כ♦

∆╢  

 Process Response Data○ⱪ◦ꜛfi╩ ⌐

⇔╕∆⁹ 

jsondisable Disable JSON Parser

JSONⱤכ◘כ╩

⌐∆╢  

 JSONⱤכ◘כ╩ ⌐⇔╕∆⁹ 

↓─○ⱪ◦ꜛfi│⁸Inspect HTML POST 

Request Content○ⱪ◦ꜛfi⅜ ⌂ ⌐

╡ ⇔≡⅝╕∆⁹ 

jsonenable Disable JSON Parser

JSONⱤכ◘כ╩

⌐∆╢  

 JSONⱤכ◘כ╩ ⌐⇔╕∆⁹ 

↓─○ⱪ◦ꜛfi│⁸Inspect HTML POST 

Request Content○ⱪ◦ꜛfi⅜ ⌂ ⌐

╡ ⇔≡⅝╕∆⁹ 
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∆╢WUI○ⱪ◦

ꜛfi ♦ⱨ◊ꜟ♩   

xmldisable Disable XML Parser

XMLⱤכ◘כ╩

⌐∆╢  

 XMLⱤכ◘כ╩ ⌐⇔╕∆⁹ 

↓─○ⱪ◦ꜛfi│⁸Inspect HTML POST 

Request Content○ⱪ◦ꜛfi⅜ ⌂ ⌐

╡ ⇔≡⅝╕∆⁹ 

xmlenable Disable XML Parser

XMLⱤכ◘כ╩

⌐∆╢  

 XMLⱤכ◘כ╩ ⌐⇔╕∆⁹ 

↓─○ⱪ◦ꜛfi│⁸Inspect HTML POST 

Request Content○ⱪ◦ꜛfi⅜ ⌂ ⌐

╡ ⇔≡⅝╕∆⁹ 

 

3-10:InterceptOpts─Ɽꜝⱷכ♃כ  

─┼☻ⱦכ◘ 3.5.1.6.2 AFPꜟ ─ꜟכ ╡ ≡ 

─◖ⱴfi♪╩ ∆╢↓≤≢⁸ ⌐☻ⱦכ◘ AFPꜟ ╩ꜟכ ╡ ≡╠╣╕∆⁹ 

https://< LoadMasterIPAddress>/access/vsaddwafrule?vs=<VSIPAddress>&port=<Port>&prot=<tcp/udp

>&rule=<Prefix>/<RuleName> 

 

https://10.11.0.30/access/vsaddwafrule?vs=10.11.0.35&port=80&prot=tcp&rule=C/modsecurity_crs_1

3_xml_enabler 

<RuleName>─ ⌐│⇔⅛╢═⅝ ╕√│ ≤☻ꜝ♇◦ꜙ╩ ∆╢ ⅜№╡

╕∆⁹↓─ / │⁸ ─ꜟכꜟ╢∆ ⌐╟∫≡ ╕╡╕∆⁹ 

≤ ⅜ ↕╣╕∆⁹◖ⱴfi♪╩ ⇔ↄ ↕∑╢⌐│

⁸ / ─ ≤ ╩ ⇔ↄ ∆╢ ⅜№╡╕∆⁹ 

¶ C╕√│ Custom ◌☻♃ⱶ  

¶ Z╕√│ ApplicationGeneric ▪ⱪꜞ◔כ◦ꜛfi  

¶ A╕√│ ApplicationSpecific ▪ⱪꜞ◔כ◦ꜛfi  

¶ G╕√│ Generic  

vsaddwafrule◖ⱴfi♪≢│⁸ ─◖ⱴfi♪ ⌐ ⇔√∆═≡─Ɽ

ꜝⱷכ♃כ⅜ ≢∆⁹™∏╣⅛─Ɽꜝⱷכ♃כ╩ ∆╢≤⁸

String value missing ⅜№╡╕∑╪ ⅜כꜝ◄─ ↕╣╕

∆⁹ 

☻Ɑכ☻ ╕√│%20 ≢ ╢↓≤≢⁸1≈─◖ⱴfi♪⌐ ╩ꜟכꜟ─ ╡ ≡╢

↓≤⅜≢⅝╕∆⁹  

https://10.11.0.30/access/vsaddwafrule?vs=10.11.0.35&port=80&prot=tcp&rule=C/modsecurity_crs_1

3_xml_enabler%20C/modsecurity_crs_10_ignore_static 
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↓─ ≢ ╩ꜟכꜟ─ ╡ ≡╢ │ ⅜ ≢∆⁹ ⌐

╡ ≡ ╩ꜟכꜟ─╖ ∆╢≤⁸WAF Misconfigured WAF─

⅜ ∫≡™╢ ⌐⌂╡╕∆⁹ ─↓⅜☻ⱦכ◘ ⌐№

╢≤⅝⁸∆═≡─♩ꜝⱨ▫♇◒⅜Ⱪ꜡♇◒↕╣╕∆⁹♩ꜝⱩꜟ◦ꜙ

─◓fi▫♥כ │⁸ ⌐ ∂≡∕─ ─☻ⱦכ◘ AFP╩ ⌐

⇔⁸♩ꜝⱨ▫♇◒⅜Ⱪ꜡♇◒↕╣⌂™╟℮⌐∆╢↓≤⅜ ≢∆⁹ 

vslistwafruleids◖ⱴfi♪╩ ∆╢↓≤≢⁸▪◒♥▫Ⱪ⌂ꜟכꜟ≥ꜟכꜟ─♩♇☿ꜟכ

ꜟ ID─ꜞ☻♩⅜ ↕╣╕∆⁹ : 

https://10.11.0.30/access/vslistwafruleids?vs=10.11.0.35&port=80&prot=tcp&rule=G/ip_reputation 

ꜟכꜟ≥ꜟכꜟ─♩♇☿ꜟכꜟ√⇔ ID─ꜞ☻♩⅜ ↕╣╕∆⁹ : 

<Response stat="200" code="ok"> 
<Success> 

<Data> 
<ip_reputation> 

<InactiveRule1> 
2200000:REPUTATION/MALICIOUS:SLR:Client IP in Blacklist. 

</InactiveRule1> 
<InactiveRule2> 

2200002:REPUTATION/ANONYMIZER:SLR:Client IP in TOR Exit Nodes Blacklist. 
</InactiveRule2> 

</ip_reputation> 
</Data> 

</Success> 
</Response> 

ꜟכꜟ ─ ⌐ ↕╣╢ ⅜ ID≢∆⁹ 

╩ꜟכꜟ ∆╢ ⌐⁸ ꜟכꜟ╢∆⌐ ID╩ disablerulesⱤꜝⱷכ♃כ≢ ∆╢≤⁸

⌐≥↔♩♇☿ꜟכꜟ ╩ꜟכꜟ─ ⌐≢⅝╕∆⁹ 

 

https://10.11.0.30/access/vsaddwafrule?vs=10.11.0.35&port=80&prot=tcp&rule= 

G/ip_reputation&enablerules=2200000 

╩ꜟכꜟ ∆╢ ⌐⁸ ꜟכꜟ╢∆⌐ ID╩ enablerulesⱤꜝⱷכ♃כ≢ ∆╢≤⁸

⌐≥↔♩♇☿ꜟכꜟ ╩ꜟכꜟ─ ⌐≢⅝╕∆⁹  

https://10.11.0.30/access/vsaddwafrule?vs=10.11.0.35&port=80&prot=tcp&rule= 

G/ip_reputation&enablerules=2200000 

disablerules/enablerulesⱤꜝⱷכ♃כ⌐ ⇔≡◌fiⱴ ╡─ IDꜞ☻♩╩ ∆╢↓≤

≢⁸1≈─◖ⱴfi♪≢ ╩ꜟכꜟ─ / ⌐≢⅝╕∆⁹ 

ꜟכꜟ ™⌂│≢♩♇☿ꜟכꜟ ─ ─╖╩ ℮ │⁸ ─ ruleⱤꜝⱷכ♃כ╩

⇔≡ vsaddwafrule◖ⱴfi♪╩ ⇔╕∆⁹ : 

https://10.154.11.100/access/vsaddwafrule?vs=10.154.11.102&port=443&prot=tcp&rule=&disablerules

=960020,958291 
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╩ꜟכꜟ─≡═∆ ⌐∆╢⌐│⁸ ─ disablerulesⱤꜝⱷכ♃כ╩ ⇔≡

vsaddwafrule◖ⱴfi♪╩ ⇔╕∆⁹ : 

https://10.154.11.100/access/vsaddwafrule?vs=10.154.11.102&port=443&prot=tcp&rule=&disablerules

= 

∆╢WUI  

Virtual Services > View/Modify Services > Modify > WUI Options > Manage Rules 

3.5.1.6.3 єכѲјϷеК AFPҊכҊК ж В  

─◖ⱴfi♪╩ ∆╢↓≤≢⁸ ╠⅛☻ⱦכ◘ AFPꜟ ─ꜟכ ╡ ≡╩ ≢⅝╕

∆⁹↓─◖ⱴfi♪│⁸WUI─ Modify Virtual Service ─☻ⱦכ◘ ─

Available Rulesⱨ▫כꜟ♪⅔╟┘ Assigned Rulesⱨ▫כꜟ♪⌐ ⇔≡™╕∆⁹ 

https://<LoadMasterIPAddress>/access/vsremovewafrule?vs=<VSIPAddress>&port=<Port>&prot=<tcp/

udp>&rule=C/<RuleName> 

 

https://10.11.0.30/access/vsremovewafrule?vs=10.11.0.35&port=80&prot=tcp&rule=C/modsecurity_cr

s_13_xml_enabler 

<RuleName>─ ⌐│⇔⅛╢═⅝ ╕√│ ≤☻ꜝ♇◦ꜙ╩ ∆╢ ⅜№╡

╕∆⁹↓─ / │⁸ ─ꜟכꜟ╢∆ ⌐╟∫≡ ╕╡╕∆⁹ 

¶ C╕√│ Custom ◌☻♃ⱶ  

¶ Z╕√│ ApplicationGeneric ▪ⱪꜞ◔כ◦ꜛfi  

¶ A╕√│ ApplicationSpecific ▪ⱪꜞ◔כ◦ꜛfi  

¶ G╕√│ Generic  

vsremovewafrule◖ⱴfi♪≢│⁸ ─◖ⱴfi♪ ⌐ ⇔√∆═≡─

Ɽꜝⱷכ♃כ⅜ ≢∆⁹™∏╣⅛─Ɽꜝⱷכ♃כ╩ ∆╢≤⁸

String value missing ⅜№╡╕∑╪ ⅜כꜝ◄─ ↕╣╕

∆⁹ 

∆╢WUI  

Virtual Services > View/Modify Services > Modify > WAF Options > Assign Rules 

3.5.1.7  ESP○ⱪ◦ꜛfi 

  ♦ⱨ◊ꜟ♩   

AllowedHosts S < >  ↓─Ɽꜝⱷ⁸│כ♃כESP⅜

─≤⅝─╖ ⇔╕∆⁹↓─

☻☿◒▪╠⅛☻ⱦכ◘ ⌂

ⱱ☻♩╩ ⇔≡ↄ∞↕™⁹ 
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  ♦ⱨ◊ꜟ♩   

AllowedDirectories S < >  ↓─Ɽꜝⱷ⁸│כ♃כESP⅜

─≤⅝─╖ ⇔╕∆⁹↓─

☻☿◒▪╠⅛☻ⱦכ◘ ⌂∆═

≡─ ♦▫꜠◒♩ꜞ╩ ⇔≡

ↄ∞↕™⁹ 

Domain S < >  ↓─ ⅜☻ⱦכ◘ ∆╢◦fi

◓ꜟ◘▬fi○fi SSO ♪ⱷ▬fi 

Logoff  S < >  ↓─Ɽꜝⱷ⁸│כ♃כESP⅜

⅛≈ ◒ꜝ▬▪fi♩ ⱨ⅜♪כ⸗

⌐☻כⱶⱬכ◊ ↕╣≡™╢≤

⅝─╖ ♃☻ⱴ♪כ꜡⁹∆╕⇔

╩♩ⱬfi▬♩►▪◓꜡⅜כ ∆

╢─⌐ ∆╢ ╩ ⇔≡

ↄ∞↕™⁹ ─꜡◓○ⱨ

╩ ∆╢⌐│⁸☻Ɑכ☻ ╡

─ꜞ☻♩╩ ⇔╕∆⁹ 

↕╣╢ URL⌐⅔™≡⁸ ⇔

√ ─ ⌐◘Ⱪ♦▫꜠◒♩ꜞ

⅜ ╕╣≡™╢ ⁸꜡◓○ⱨ

│ ↕╣╕∑╪⁹↓─

╩כ◙כꜚ│כ♃☻ⱴ♪כ꜡⁸

꜡◓○ⱨ⇔╕∑╪⁹ 

DisplayPubPriv B 1 ς  0 ς  

1 ς  

꜡◓▬fiⱭכ☺⌐ⱤⱩꜞ♇◒/ⱪꜝ

▬ⱬכ♩○ⱪ◦ꜛfi╩ ⇔╕∆

⁹☿♇◦ꜛfi♃▬ⱶ▪►♩─ │

⁸꜡◓▬fiⱨ◊כⱶ⌐≡ꜚכ◙כ

⅜ ⇔√○ⱪ◦ꜛfi⌐ ≠™≡

⁸ⱤⱩꜞ♇◒╕√│ⱪꜝ▬ⱬכ♩

─♃▬ⱶ▪►♩≤⇔≡ ⇔√

⌐ ↕╣╕∆⁹ 

DisablePasswordForm B 0 ς  0 ς  

1 ς  

↓─○ⱪ◦ꜛfi╩ ⌐∆╢≤⁸

꜡◓▬fiⱭכ☺⅛╠Ɽ☻꞉כ♪ⱨ

⅜♪ꜟכ▫ ↕╣╕∆⁹↓─○

ⱪ◦ꜛfi│⁸RSA SecurID ─╖

╩ ⇔≡™╢ ⌂≥⁸Ɽ☻꞉

─♪כ ⅜ ⌂ ⌐ ≤

⌂╡╕∆⁹ 
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  ♦ⱨ◊ꜟ♩   

ESPLogs I 7 0 7  
 

ESP꜡ ◓─ ⌂ │

─≤⅔╡≢∆⁹ 

0 = ꜡ ◓╩ ⇔⌂™ 

1 = ꜚ  ☻☿◒▪כ◙כ

2 = ☿◐ꜙꜞ♥▫ 

3 = ꜚ  ▫♥ꜞꜙ◐☿≥☻☿◒▪כ◙כ

4 =  

5 = ꜚ ≥☻☿◒▪כ◙כ  

6 = ☿◐ꜙꜞ♥▫≤  

7 = ꜚ ♥ꜞꜙ◐☿⁸☻☿◒▪כ◙כ

▫⁸  

:SMTP◘כⱦ☻─ ⁸0≤ 4─

╖ ≢∆⁹SMTP◘כⱦ☻≢│☿

◐ꜙꜞ♥▫─ │ ⌐ ↕╣

╕∆⁹꜡◓▬fi↕╣⌂™√╘⁸ꜚ

│☻☿◒▪כ◙כ ↕╣╕∑

╪⁹ 

SMTPAllowedDomains S < ╢╟⌐☻ⱦכ◘  < ╩ ∆

╢∆═≡─♪ⱷ▬fi╩ ⇔╕∆

⁹ 

EspEnabled B N 0 ς  

1 =  

◄♇☺☿◐ꜙꜞ♥▫Ɽ♇◒ ESP

╩ / ⌐⇔╕∆⁹ 

InputAuthMode I 0 0-5 
 

∆╢◒ꜝ▬▪fi♩ ╩

⇔╕∆⁹ 

⌐כⱣכ◘ = 0  

1 =  

2 = ⱨ◊כⱶⱬכ☻ 
3 = KCD 

4 = Client Certificates◒ꜝ▬▪fi♩

 
5 = SMTP 

OutputAuthMode I Dependant on 
InputAuthMode value 

0-2 
 

כⱣכ◘╢∆ ╩

⇔╕∆⁹ 

0 =⌂⇔ 

1 =  
2 = KCD 

OutConf S < >  ▪►♩Ᵽ►fi♪ SSO♪ⱷ▬fi ╩
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  ♦ⱨ◊ꜟ♩   

SingleSignOnDir S < >  ↓─Ɽꜝⱷ⁸│כ♃כ ⱦכ◘

☻ ─"ESP Options" ESP─

○ⱪ◦ꜛfi ☿◒◦ꜛfi⌐№╢

"SSO Image Set" SSO ☿♇

♩ ♪꜡♇ⱪ♄►fiꜞ☻♩⌐

⇔≡™╕∆⁹꜡◓▬fi ≢

∆╢ ☿♇♩─ ╩ ⇔╕

∆⁹ ☿♇♩╩ ⇔⌂™

⁸♦ⱨ◊ꜟ♩─ Exchange ☿

♇♩⅜ ↕╣╕∆⁹ 

AllowedGroups S < >  ↓─ ╩☻☿◒▪─┼☻ⱦכ◘

╩ⱪכꜟ◓╢∆ ⇔╕∆⁹ 

IncludeNestedGroups B 0 =  0 ς  

1 =  

↓─Ɽꜝⱷ⁸│כ♃כ

AllowedGroupsⱤꜝⱷכ♃כ⌐

⇔╕∆⁹ ─ ⌐Ⱡ☻♩↕╣√

╩ⱪכꜟ◓ ╘╢ │⁸↓─○

ⱪ◦ꜛfi╩ ⌐⇔╕∆⁹↓─○

ⱪ◦ꜛfi╩ ⌐∆╢≤⁸

꜠ⱬꜟ─◓ꜟכⱪ⌐ ◙כꜚ╢∆

⅜☻☿◒▪╖─כ ↕╣╕∆⁹

↓─○ⱪ◦ꜛfi╩ ⌐∆╢≤⁸

꜠ⱬꜟ⅔╟┘ ─ ꜠

ⱬꜟ─◓ꜟכⱪ⌐ כ◙כꜚ╢∆

─▪◒☿☻⅜ ↕╣╕∆⁹ 

ExcludedDomains String < >  ↓─ⱨ▫כꜟ♪≢ ⇔√ ♦

▫꜠◒♩ꜞ│⁸↓─ ☻ⱦכ◘

≢ ↕╣∏⁸ ∆╢ ◘

⌐כⱣכ ↕╣╕∆⁹ ─

♪ⱷ▬fi╩ ∆╢⌐│⁸☻

Ɑכ☻ ╡─ꜞ☻♩╩ ⇔╕

∆⁹ 

AltDomains String < >  ─♪ⱷ▬fi─ ╩ ∆╢

⌐ ⌐☻ⱦכ◘ ╡ ≡╢

♪ⱷ▬fi╩ ⇔╕∆⁹ ─

♪ⱷ▬fi╩ ∆╢⌐│⁸☻

Ɑכ☻ ╡─ꜞ☻♩╩ ⇔╕

∆⁹ 

3-11:APIⱤꜝⱷכ♃כ─ ESP○ⱪ◦ꜛfi 
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 כⱣכ◘ 3.5.1.8

  ♦ⱨ◊ꜟ♩   

CheckType S <tcp> ♦ⱨ◊ꜟ♩ │

⌐♩כⱦ☻─ⱳכ◘

╟╡ ⌂╡╕∆⁹

─ ╩ ⌐ ⇔

╕∆⁹ 

- icmp 

- https 

- https 

- tcp 

- smtp 

- nntp 

- ftp 

- telnet 

- pop3 

- imap 

- rdp 

- bdata 

- none ⌂⇔  

Real Server─Ⱬꜟ☻♅▼♇◒⌐

↕╣╢ⱪ꜡♩◖ꜟ╩ ⇔╕

∆⁹ 

CheckHost A < >  CheckHost─ ╩ ∆╢⌐│⁸

CheckUse1.1╩ ⌐∆╢ ⅜№

╡╕∆⁹HTTP/1.1╩ ⇔≡♅▼

♇◒∆╢ ⁸ ⌐כⱣכ◘ ∆

╢ ꜞ◒◄☻♩⌐ⱱ☻♩ ╩ ⅎ

╢ ⅜№╡╕∆⁹ ╙ ╩

⇔⌂™ ⁸↓─ⱨ▫כꜟ♪⌐│

─☻ⱦכ◘ IP▪♪꜠☻⅜

↕╣╕∆⁹ 

CheckPattern S < >  CheckType⅜ http ╕√│ https⌐

↕╣≡™╢  - ↓╣│⁸WUI

─ Reply 200 Pattern⌐ ⇔╕

∆⁹↓─Ɽꜝⱷ⁸│כ♃כHTTP 

Method⅜ GET╕√│ POST⌐

↕╣≡™╢ ─╖ ↕╣╕

∆⁹Check Type⅜ bdata⌐ ↕

╣≡™╢ : ≢ ∆╢ 16

╩ ⇔╕∆⁹ 
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  ♦ⱨ◊ꜟ♩   

CheckUrl S < >  CheckType⅜ http ╕√│ https⌐

↕╣≡™╢  - ♦ⱨ◊ꜟ♩

≢⁸Ⱬꜟ☻♅▼♇◌כ│ URL"/" ┼

─▪◒☿☻╩ ╖⁸↓╣⌐╟╡∕

─ⱴ◦fi⅜ ⅛≥℮⅛╩

⇔╕∆⁹CheckUrlⱤꜝⱷכ♃כ

⌐≡ ─ URL╩ ≢⅝╕∆⁹ 

Check Type⅜ bdata⌐ ↕╣≡

™╢ : ⌐כⱣכ◘ ∆╢ 16

╩ ⇔╕∆⁹ 

CheckCodes S < ╠⅛כⱣכ◘ 300-599 < ⇔√≤⅝⌐

≤⇔≡ ∆╢ ─№╢⁸☻

Ɑכ☻≢ ╠╣√ HTTP☻♥כ♃

 ♩☻ꜞ─♪כ◖☻

CheckHeaders S < >  Ⱬꜟ☻♅▼♇◒ ≤≤╙⌐

↕╣╢ ─Ⱬ♇♄כ/ⱨ▫כꜟ♪

╩ 4≈╕≢ ≢⅝╕∆⁹↓

─ │Ɽ▬ⱪ≢ ╡╕∆ : 

Host:xyc|UserAgent:prq ⁹ 

MatchLen S 0 0-8000 ↓─Ɽꜝⱷ⁸│כ♃כCheckType

⅜ bdata⌐ ↕╣≡™╢≤⅝─

╖ ⇔╕∆⁹CheckPattern╩

∆╢Ᵽ▬♩ ╩ ⇔≡ↄ∞↕

™⁹ 

CheckUse1.1 B N 0 ς  

1 =  
♦ⱨ◊ꜟ♩≢│⁸Ⱬꜟ☻♅▼♇◌

│כ HTTP/1.0╩ ⇔≡ Ᵽכ◘

─כ ╩♅▼♇◒⇔╕∆⁹

CheckUse1.1╩ ⌐∆╢≤⁸

HTTP/1.1⅜ ↕╣╕∆ ↓∟╠

─ ⅜ ≢∆ ⁹ 

CheckPort I < > 3-65530 ♅▼♇◒∆╢ⱳ⁹∆≢♩כⱳכ♩

╩ ⇔⌂™ ⁸ ─כⱣכ◘

ⱳכ♩⅜ ↕╣╕∆⁹ 

NumberOfRSs I ╖ ╡

 

< ⌐☻ⱦכ◘  < ╡ ≡╠╣≡™

╢ ─כⱣכ◘ ╩ ⇔╕∆⁹ 

NRules I ╖ ╡

 

< >  ◖fi♥fi♠☻▬♇♅⅜ ⌂≤⅝

⌐ Real Server⌐ ╡ ≡╠╣╢ꜟ

─ꜟכ ╩ ⇔╕∆⁹  
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  ♦ⱨ◊ꜟ♩   

RuleList  ꜞ☻♩

╖ ╡

 

⌐כⱣכ◘   ╡ ≡╢◖fi♥fi

 ♩☻ꜞ─ꜟכꜟ♠

CheckUseGet I N 0 - HEAD 
1 - GET 
2 - POST 

Ⱬꜟ☻♅▼♇◒ URL⌐▪◒☿☻

∆╢ ⌐⁸◦☻♥ⱶ│⁸HEADⱷ♁

♇♪⁸GETⱷ♁♇♪⁸╕√│ POST

ⱷ♁♇♪╩ ≢⅝╕∆⁹ 

ExtraHdrKey S < ⌐כⱣכ◘  < ↕╣╢∆═≡─

ꜞ◒◄☻♩⌐ ∆╢ Ⱬ♇♄

╩כ◐─כ ⇔╕∆⁹ 

ExtraHdrValue S < ⌐כⱣכ◘  < ↕╣╢∆═≡─

ꜞ◒◄☻♩⌐ ∆╢ Ⱬ♇♄

─כ ╩ ⇔╕∆⁹ 

CreateSubVS  < >  ↓─Ɽꜝⱷכ♃כ╩ ∆╢≤⁸

☻ⱦכ◘ ⌐ SubVS╩ ≢

⅝╕∆⁹↓─Ɽꜝⱷכ♃כ│ ╩

∟╕∑╪ createsubvs≤ ∆

╢≤ SubVS⅜ ↕╣╕∆ ⁹ 

SubVS I ╖ ╡

 

 0 ς  

1 ς  

↓─Ɽꜝⱷ⁸│כ♃כ ⱦכ◘

☻⌐ ∆╢◘Ⱪ VS─ ╩

⇔╕∆⁹ 

CheckPostData S < > 2047 ╕≢ ≢

⅝╕∆⁹ 

↓─Ɽꜝⱷ⁸│כ♃כHTTP 

Method⅜ POST⌐ ↕╣≡™╢

─╖ ↕╣╕∆⁹POSTⱷ♁

♇♪╩ ⇔√ ⁸ 2047

─ POST♦כ◘╩♃כⱣכ⌐

≢⅝╕∆⁹ 

RSRulePrecedence String < >  

 

 

↓─Ɽꜝⱷ⁸│כ♃כ

RSRulePrecedencePos≤ ╖ ╦∑

≡ ℮ ⅜№╡╕∆⁹↓─Ɽꜝ

ⱷ⁸│כ♃כ∕─ⱳ☺◦ꜛfi╩

⇔√™ ─ꜟכꜟ─ ╩

∆╢─⌐ ⇔╕∆⁹ 

RSRulePrecedencePos Int16 < >  ↓─Ɽꜝⱷ⁸│כ♃כⱤꜝⱷכ♃

⌐╙≥≥RSRulePrecedenceכ

⇔⁸ ꜟ─⧵≡™⅔⌐ꜟכꜟ─

╩ⱳ☺◦ꜛfi─ꜟכ ∆╢─⌐

⇔╕∆⁹ ⅎ┌⁸ⱳ☺◦ꜛfi

⅜ꜟכꜟ│2 2 ⌐♅▼♇◒↕

╣╢↓≤╩ ⇔╕∆⁹ 
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  ♦ⱨ◊ꜟ♩   

EnhancedHealthchecks Boolean 0 ς  0 ς  

1 ς  

EnhancedHealthchecksⱤꜝⱷכ♃

╩כ ⌐∆╢≤⁸Ⱬꜟ☻♅▼♇

◒⌐ ∆╢ ─Ɽꜝⱷכ♃כ

RsMinimum ⅜ ╣╕∆⁹

EnhancedHealthchecksⱤꜝⱷכ♃

⅜כ ⌂ ⁸1≈ ─ ◘

⅜כⱣכ ≢№╣┌⁸

⅜☻ⱦכ◘ ≢№╢≤╖⌂

↕╣╕∆⁹EnhancedHealthchecks

Ɽꜝⱷכ♃כ⅜ ⌂ ⁸

⅜☻ⱦכ◘ ≢№╢≤

↕╣╢─⌐ ⌂ ─ כ◘

Ᵽכ ╩ ≢⅝╕∆⁹  

RsMinimum  1 1 ─ כⱣכ◘

─ ╕≢ ≢⅝╕

∆⁹ 

↓─Ɽꜝⱷ⁸│כ♃כ

EnhancedHealthchecksⱤꜝⱷכ♃

⅜כ ⌂ ─╖⁸modvs◖ⱴ

fi♪╩ ™≡ ≢⅝╕∆⁹

⅜☻ⱦכ◘ ≢№╢≤ ↕

╣╢─⌐ ⌂ ─ Ᵽכ◘

כ ╩ ⇔≡ↄ∞↕™⁹

⌂ ─כⱣכ◘ ⅜ ╟╡

⌂™ ⁸ ⌂꜡◓⅜ ↕

╣╕∆⁹ ─ ⅜כⱣכ◘

⇔≡™╢╙──⁸ ↕╣√

╩ ∫≡™⌂™ │⁸

⅜ ↕╣╕∆⁹Eⱷכꜟ○ⱪ◦

ꜛfi⅜ ↕╣≡™╢ ⁸

∆╢ ⌐ Eⱷכꜟ⅜ ↕╣

╕∆⁹ 

↓─Ɽꜝⱷכ♃כ─ ╩ ∆╢

⁸ ⌐☻ⱦכ◘ ⅜כⱣכ◘

⌂™ │ 0 ♦ⱨ◊ꜟ♩ ⌐

⌂╡⁸ ⌐☻ⱦכ◘ כⱣכ◘

⅜№╢ │ 1⌐⌂╡╕∆⁹√∞

⇔⁸ ⌐│ │ ⌐ 1⌐⌂

╡╕∆⁹ 

3-12: ─כⱣכ◘ APIⱤꜝⱷכ♃כ 
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3.5.1.9 ∕─  

  ♦ⱨ◊ꜟ♩   

Adaptive S ╖ ╡

 

< >  ↓─Ɽꜝⱷכ♃│ ╖ ╡ ≢

№╡⁸ ↕╣╢─│ Scheduling 

Method⅜ resource based (adaptive) 

⌐ ↕╣≡™╢ ⌐ ↕╣

╕∆⁹ 

MultiConnect B 0 0 =  

1 =  

↓─○ⱪ◦ꜛfi╩ ⌐∆╢≤⁸

≥כ♃☻ⱴ♪כ꜡ ─≥כⱣכ◘

─ ≢כ♃☻ⱴ♪כ꜡╩

≢⅝╢╟℮⌐⌂╡╕∆⁹

─◒ꜝ▬▪fi♩⅛╠─ꜞ◒◄☻♩

│⁸ ∂ TCP ╩ ⇔≡ ↕

╣╕∆⁹ 

ⱴꜟ♅ⱪ꜠◒◦fi◓│ ⌂ HTTP 

GET ≢─╖ ⇔╕∆⁹↓─

Ɽꜝⱷ⁸│כ♃כ"Enable Multiple 

Connect"♅▼♇◒Ⱳ♇◒☻│⁸

WAF⁸ESP⁸SSL▪◒☿ꜝ꜠כ◦ꜛ

fi⅜ ⌐⌂∫≡™╢ ⌂≥⁸

─ ≢│ ⌐≢⅝╕∑

╪⁹ 

Non-local B 0 =  0 ς  

1 ς  

♦ⱨ◊ꜟ♩≢│⁸꜡כ◌ꜟⱠ♇♩

꞉כ◒ ─ ╖─כⱣכ◘ ◘

⌐☻ⱦכ ╡ ≡╠╣╕∆⁹↓─

○ⱪ◦ꜛfi╩ כ꜡⁸≥╢∆⌐

◌ꜟⱠ♇♩꞉כ◒ ⌐⌂™ כ◘

Ᵽכ╩ ⌐☻ⱦכ◘ ╡ ≡╢

↓≤⅜≢⅝╕∆⁹ 

↓─○ⱪ◦ꜛfi│⁸ ∆╢

-ⱦ☻⌐⅔™≡⁸Enable Nonכ◘

Local Real Servers⅜ ⌐⌂∫≡

⅔╡⁸Transparency⅜ ⌐⌂∫

≡™╢≤⅝─╖ ≢⅝╕∆⁹ 

3-13:∕─ ─ APIⱤꜝⱷכ♃כ 

3.5.2 ♥fiⱪ꜠כ♩╩ ™√ ─☻ⱦכ◘  

♥fiⱪ꜠כ♩╩ ⇔≡⁸ ─☻ⱦכ◘ ≤ ╩ ℮⌐│⁸ ─◖ⱴfi♪╩

⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/addvs?vs=<VSIPAddress>&port=<port>&prot=<tcp/udp>&temp

late=<TemplateName> 

ⱳכ♩≤ⱪ꜡♩◖ꜟ─Ɽꜝⱷכ♃כ⅜ ≢∆⅜⁸♥fiⱪ꜠כ♩⌐╟╡ⱳכ♩⅜ ↕

╣╢ ⁸◖ⱴfi♪≢ ⇔√ │ ↕╣╕∆⁹ 
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♥fiⱪ꜠כ♩╩ / / ∆╢◖ⱴfi♪⌐≈™≡│⁸☿◒◦ꜛfi 3.5.3╩ ⇔≡ↄ

∞↕™⁹ 

3.5.3 Manage Templates ♥fiⱪ꜠כ♩─  

3.5.3.1 ♥fiⱪ꜠כ♩≤⇔≡  ╢∆♩כⱦ☻╩◄◒☻ⱳכ◘

─◖ⱴfi♪╩ ∆╢≤⁸ ─ ♩כⱳ☻◒◄≡⇔≥♩כ꜠ⱦ☻╩♥fiⱪכ◘

≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/exportvstmplt?vs=<VirtualServiceIPAddress>&port=<VirtualSer

vicePort>&prot=<tcp/udp> 

vsⱤꜝⱷ⁸│⌐כ♃כ ╙☻◒♇♦ⱦ☻─▬fiכ◘ ≢⅝╕∆ ↓─ ⁸∕─

─Ɽꜝⱷכ♃כ│ №╡╕∑╪ ⁹ ─☻ⱦכ◘ ID╩ ∆╢⌐│⁸listvs◖ⱴfi

♪╩ ⇔╕∆⁹ │☿◒◦ꜛfi 3.5.1╩ ⇔≡ↄ∞↕™⁹ 

3.5.3.2 ♥fiⱪ꜠כ♩─▪♇ⱪ꜡כ♪ 

─ cURL◖ⱴfi♪╩ ∆╢↓≤≢⁸♥fiⱪ꜠כ♩╩▪♇ⱪ꜡⁹∆╕⅝≢♪כ 

curl ςX POST --data-ōƛƴŀǊȅ άϪғ¢ŜƳǇƭŀǘŜCƛƭŜbŀƳŜΦǘƳǇƭҔέ ςk 

https://bal:<password>@<LoadMasterIPAddress>/access/uploadtemplate 

3.5.3.3 ▬fi☻♩כꜟ↕╣≡™╢♥fiⱪ꜠כ♩─ꜞ☻♩  

⌐כ♃☻ⱴ♪כ꜡ ∆╢♥fiⱪ꜠כ♩─ꜞ☻♩╩ ∆╢⌐│⁸ ─◖ⱴfi♪╩

⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/listtemplates 

3.5.3.4 ♥fiⱪ꜠כ♩─  

╩♩כ꜠fiⱪ♥╠⅛כ♃☻ⱴ♪כ꜡ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/deltemplate?name=<TemplateName> 

3.5.4 SSO─  

3.5.4.1 SSO ♪ⱷ▬fi 

SSO♪ⱷ▬fi│⁸ ─◖ⱴfi♪≢ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/adddomain?domain=<DomainName> 

SSO♪ⱷ▬fi│ 128 ╕≢ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/deldomain?domain=<DomainName> 

https://<LoadMasterIPAddress>/access/showdomain 
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https://<LoadMasterIPAddress>/access/showdomain?domain=<domain.name> 

https://<LoadMasterIPAddress>/access/moddomain?domain=<domain.name>[&paramname=value...] 

 

moddomain⌐│ ─ ○ⱪ◦ꜛfi Ɽꜝⱷכ♃╩ ≢⅝╕∆⁹ 

  ♦ⱨ◊ꜟ♩   

auth_type S "LDAP-StartTLS" LDAP-Unencrypted 
LDAP-StartTLS 
LDAP-LDAPS 

RADIUS 
RSA-SECURID 

KCD 

Certificates  
RADIUS and LDAP-Unencrypted 

RADIUS%20and%20LDAP-
StartTLS 

RADIUS%20and%20LDAP-LDAPS 
RSA-SECURID%20and%20LDAP-

Unencrypted 
RSA-SECURID%20and%20LDAP-

StartTLS 
RSA-SECURID%20and%20LDAP-

LDAPS 

─≥כⱣכ◘ ≢ ∆╢

ⱪ꜡♩◖ꜟ╩ ⇔╕∆⁹ 

radius_shared_secret S ⱴ☻◒

 

< >  ↓─ │⁸RADIUS◘כⱣ

─≥כ♃☻ⱴ♪כ꜡≥כ ≢ ↕

╣╕∆⁹ 

logon_fmt S Principalname

ⱪꜞfi◦Ɽꜟ

 

άƴƻǘ҈нлǎǇŜŎƛŦƛŜŘέ 
άtǊƛƴŎƛǇŀƭƴŀƳŜέ 
ά¦ǎŜǊƴŀƳŜέ 

ά¦ǎŜǊƴŀƳŜ҈нлƻƴƭȅέ 

LDAP/RADIUS◘כⱣכ⌐╟╡ ↕

╣╢√╘─꜡◓▬fi ─ ╩

⇔╕∆⁹ 

Username%20only─ │⁸

auth_type⅜ RADIUSⱪ꜡♩◖ꜟ╕

√│ RSA-SecurIDⱪ꜡♩◖ꜟ⌐

↕╣≡™╢ ─╖ ≢⅝╕∆⁹

auth_type⅜ RADIUS╕√│ RADIUS 

and LDAPⱪ꜡♩◖ꜟ⌐ ↕╣≡™

╢ ⁸Username─ │ ≢⅝

╕∑╪⁹ 

logon_fmt2 S Principalname

ⱪꜞfi◦Ɽꜟ

 

άbƻǘ҈нлǎǇŜŎƛŦƛŜŘέ 
άtǊƛƴŎƛǇŀƭƴŀƳŜέ 
ά¦ǎŜǊƴŀƳŜέ 

╡╟⌐כⱣכ◘ ↕╣╢√╘─꜡

◓▬fi ─ ╩ ⇔╕∆⁹ 
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  ♦ⱨ◊ꜟ♩   

logon_domain S < >  ↓─Ɽꜝⱷ⁸│♃כWUI─

Domain/Realmⱨ▫כꜟ♪⌐ ⇔

≡™╕∆⁹ ∆╢꜡◓▬fi♪ⱷ▬

fi≢∆⁹ ∆╢꜡◓▬fi♪ⱷ▬fi

≢∆⁹↓╣│⁸꜡◓▬fiⱨ◊כⱴ♇

♩≤≤╙⌐ ⇔≡ ↕╣√ꜚ

כ◙כ ╩ ∆╢─⌐╙ ↕╣

╕∆⁹ 

Principalname ⱪꜞfi◦Ɽꜟ :<

כ◙כꜚ >@<♪ⱷ▬fi> 

username כ◙כꜚ : 

<♪ⱷ▬fi>\<ꜚכ◙כ > 

logon_transcode B 0 0 =  

1 =  

꜡◓○fi ─ ISO-8859-1⅛╠

UTF-8┼─♩ꜝfi☻◖כ♪ ↕

╣√ ╩ / ⌐⇔╕∆⁹ 

max_failed_auths I 0 0-999 ꜚכ◙כ⅜꜡♇◒▪►♩↕╣╢╕≢

─ ─꜡◓▬fi  

0 ς ꜡ ♇◒▪►♩⇔⌂™ 

sess_tout_idle_pub I 900 60-86400 ☿♇◦ꜛfi▪▬♪ꜟ♃▬ⱶ▪►♩

: ⁹↓─ │ⱤⱩꜞ♇◒

≢ ↕╣╕∆⁹ 

sess_tout_duration_p
ub 

I 1800 60-86400 ☿♇◦ꜛfi⅜♃▬ⱶ▪►♩∆╢╕≢

─ ─☿♇◦ꜛfi

: ⁹↓─ │ⱤⱩꜞ♇◒

≢ ↕╣╕∆⁹ 

sess_tout_idle_priv I 900 60-86400 ☿♇◦ꜛfi▪▬♪ꜟ♃▬ⱶ▪►♩

: ⁹↓─ │ⱪꜝ▬ⱬכ

♩ ≢ ↕╣╕∆⁹ 

sess_tout_duration_p
riv 

I 2800 60-86400 ☿♇◦ꜛfi⅜♃▬ⱶ▪►♩∆╢╕≢

─ ─☿♇◦ꜛfi

: ⁹↓─ │ⱪꜝ▬ⱬכ♩

≢ ↕╣╕∆⁹ 

sess_tout_type S Idle time ▪▬

♪ꜟ  

Idle time ▪▬♪ꜟ  

Max duration
: 

∆╢☿♇◦ꜛfi♃▬ⱶ▪►♩─

╩ ⇔╕∆⁹ 

testuser S < ≢◒♇▼♅─כⱣכ◘  < ↕╣

כ◙כꜚ╢  

testpass S ⱴ☻◒

 

< ≢◒♇▼♅─כⱣכ◘  < ↕╣

╢Ɽ☻꞉כ♪ 

reset_fail_tout I 60 60-86400 Failed Login Attempts◌►fi♃כ╩ 0

⌐ꜞ☿♇♩∆╢╕≢⌐ ⌂

: ⁹↓─ │ unblock_tout

╟╡ ↕ↄ⌂↑╣┌⌂╡╕∑╪⁹ 
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  ♦ⱨ◊ꜟ♩   

unblock_tout I 1800 60-86400 Ⱪ꜡♇◒↕╣√▪◌►fi♩⅜

⌐Ⱪ꜡♇◒ ↕╣╢╕≢─

: ⁹↓─ │

reset_fail_tout╟╡ ⅝ↄ⌂↑╣┌

⌂╡╕∑╪⁹ 

server S < >  ↓─♪ⱷ▬fi╩ ⌐∆╢─⌐

 ☻꜠♪▪─כⱣכ◘╢╣↕

server2 A < > ⌂ IP▪♪꜠☻ 2 ╩ ∆╢ ⁸Ɽꜝⱷ

╩serverכ♃כ ⇔≡ RADIUS◘

╩☻꜠♪▪─כⱣכ ⇔⁸Ɽꜝⱷ

╩server2כ♃כ ⇔≡ LDAP─◘

╩☻꜠♪▪─כⱣכ ⇔╕∆⁹ 

kerberos_domain S < >  Kerberos꜠ ꜟⱶ 

kerberos_kdc S < >  Kerberos◐כ ☿fi♃כ 

kcd_username S < >  kcd_usernames⌐│⁸ ╕

√│ ╩ ╘╢↓≤│≢⅝

╕∑╪⁹ 

kcd_password S < >  kcd_password⌐│⁸ ╕√

│ ╩ ╘╢↓≤│≢⅝╕

∑╪⁹ 

ldap_admin S < ≡⇔fi▬◓꜡⌐☻כⱬ♃כ♦  <

⌐ ⅜כ◙כꜚ╢™≡╣╕ ∆╢

⅛≥℮⅛╩♅▼♇◒∆╢√╘⁸

ldap_password≤≤╙⌐ ↕╣╕

∆⁹ 

ldap_password S < ≡⇔fi▬◓꜡⌐☻כⱬ♃כ♦  <

⌐ ⅜כ◙כꜚ╢™≡╣╕ ∆╢

⅛≥℮⅛╩♅▼♇◒∆╢√╘⁸

ldap_admin≤≤╙⌐ ↕╣╕∆⁹ 

cert_check_asi B 0 =  0 =  

1 =  
↓─○ⱪ◦ꜛfi│⁸

"Authentication Protocol"⅜

"Certificates"⌐ ↕╣≡™╢

─╖ ≢⅝╕∆⁹↓─○ⱪ

◦ꜛfi╩ ⌐∆╢≤⁸◒ꜝ▬

▪fi♩─ ⅜ ⅛≥℮⅛

─♅▼♇◒⌐ ⅎ⁸▪◒♥▫Ⱪ

─כ◙כꜚ╢№⌐ꜞ♩◒꜠▫♦

altSecurityIdentities ASI ▪♩ꜞ

ⱦꜙכ♩⌐ ≠⅝◒ꜝ▬▪fi♩

⅜♅▼♇◒↕╣╕∆⁹ 
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  ♦ⱨ◊ꜟ♩   

cert_check_cn B 0 =  0 =  

1 =  
↓─Ɽꜝⱷכ♃כ╩ ⌐∆╢

≤⁸SAN╩ ≢⅝⌂™≤⅝

⌐⁸ⱨ◊כꜟⱣ♇◒⌐╟╢◖⸗

fiⱠכⱶ CN ─♅▼♇◒╩

⇔╕∆⁹ 

server_side B Y ς ▪►♩Ᵽ►

fi♪ KCD SSO♪

ⱷ▬fi 

Y = ▪►♩Ᵽ►fi♪ KCD SSO♪

ⱷ▬fi 

N = ▬fiⱣ►fi♪  

⅜▬fiⱣ►fi♪╕√│▪►♩Ᵽ

►fi♪─≥∟╠≢№╢⅛╩ ⇔╕

∆⁹ 

3-14:ModdomainⱤꜝⱷכ♃כ 

https://<LoadMasterIPAddress>/access/showdomainlockedusers? 

https://<LoadMasterIPAddress>/access/unlockdomainusers?domain=<example.com>&users=<example

user> 

3.5.4.1.1 RSAⱨ□▬ꜟ─▪♇ⱪ꜡כ♪ 

ⱪ꜡♩◖ꜟ≤⇔≡ RSA-SecurID╩ ∆╢ ⁸ ╩ ⇔ↄ כ꜡│⌐╢∑↕

♪ⱴ☻♃כ⌐ⱨ□▬ꜟ╩▪♇ⱪ꜡כ♪∆╢ ⅜№╡╕∆⁹ 

RSA ⱴⱠכꜗ☺כ ⱨ□▬ꜟ╩▪♇ⱪ꜡⁸│⌐╢∆♪כ ─◖ⱴfi♪╩ ⇔

╕∆⁹ 

curl ςX POST -ςdata-ōƛƴŀǊȅ άϪғw{!/ƻƴŦƛƎCƛƭŜbŀƳŜΦȊƛǇҔέ ςk 

https://<username>:<password>@<LoadMasterIPAddress>/access/setrsaconfig 

RSAⱡכ♪ ⱨ□▬ꜟ╩▪♇ⱪ꜡⁸│⌐╢∆♪כ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

curl ςX POST -ςdata-ōƛƴŀǊȅ άϪғbƻŘŜ{ŜŎǊŜǘCƛƭŜbŀƳŜΦȊƛǇҔέ ςk 

https://<username>:<password>@<LoadMasterIPAddress>/access/setrsanodesecret?rsanspwd=<RSAN

odeSecretPassword> 

3.5.4.2 SSO ─  

─◖ⱴfi♪╩ ⇔≡◌☻♃ⱶ─ SSO ╩ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/ access/ listssoimages 

https://<LoadMasterIPAddress>/ access/ delssoimage?name=<Imagesetname> 

SSO ╩▪♇ⱪ꜡כ♪∆╢⌐│ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

curl ςX POST -ςdata-ōƛƴŀǊȅ άϪғǇŀǘƘ¢ƻLƳŀƎŜ{ŜǘҔέ ςk 

https://<LoadMasterIPAddress>/access/ssoimages? 

◌☻♃ⱶ─ SSO │.tarⱨ□▬ꜟ─ ≢ ∆╢ ⅜№╡╕∆⁹♥fiⱪ꜠כ♩─

tarⱨ□▬ꜟ│⁸KEMP◘ⱳכ♩◘▬♩⅛╠ ≢⅝╕∆⁹

https://support.kemptechnologies.com/hc/en-us/articles/202220783-Custom-Image-Set.↓─Ɽ

https://support.kemptechnologies.com/hc/en-us/articles/202220783-Custom-Image-Set
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ꜝⱷכ♃כ╩ ∆╢≤⁸ ─ ≤ ™ ╩ ╢↓≤⅜≢⅝╕∆⁹ ⌐≈™≡

│⁸ⱳכ♩ⱨ◊꜡כ►▫fi◓ ╩ ⇔≡ↄ∞↕™⁹ 

3.5.5 WAF─  

─◖ⱴfi♪│⁸AFP⅜ ⌂ꜝ▬☿fi☻╩ ☻ⱴ♪כ꜡╢∆

╖─≢כ♃ ⇔╕∆⁹ 

KEMP│⁸AFPꜝ ▬☿fi☻≤ AFP◘ⱳכ♩╩ ⌐כ◙כꜚ╢∆ ⇔⁸ip reputation⌂≥

─↕╕↨╕⌂ ╩ꜟכꜟ ⁸│ꜟכꜟ─↓⁹∆╕⇔ ⌐♄►fi꜡כ♪/

∆╢╟℮ ≢⅝╕∆⁹↓─ ⁸│ꜟכꜟ ─ ⅛╠ ∆╢↓≤╩ ≤⇔≡

™╕∆⁹KEMP⅜ ∆╢ ⌐♩כ⁸AFP◘ⱳ│ꜟכꜟ ⇔ ╗≤ ⌐⌂╡╕

∆⁹ 

╕√⁸ModSecurity◖▪ꜟכꜟ☿♇♩⌂≥─ ─ ╢∆♪כ꜡ⱪ♇▪╩ꜟכꜟ

⁸│ꜟכꜟ─╠╣↓⁹∆╕⅝≢╙≥↓ Web▪ⱪꜞ◔כ◦ꜛfi⌐ ꜠ⱬꜟ─ ╩

⇔╕∆⁹ 

כ◙כꜚ⁸┌╣№≢ ─◌☻♃ⱶꜟכꜟ╩ ⇔≡▪♇ⱪ꜡כ♪∆╢↓≤╙

≢∆⁹ 

AFP⅜ ⅜⁸KEMP│≢כ♃☻ⱴ♪כ꜡⌂ ╩ꜟכꜟ√⇔ ∆╢⅛⁸▪♇ⱪ꜡כ

♪ ⌂◌☻♃ⱶꜟכꜟ╩ ∆╢⅛⁸╕√│∕╣╠╩ ╖ ╦∑≡ ∆╢⅛╩

≢⅝╕∆⁹ ─☿◒◦ꜛfi≢│⁸ ⌐ꜟכꜟⱶ♃☻◌╛ꜟכꜟ ─◖ⱴfi♪⁸⅔

╟┘∕─ ⌐ ∆╢◖ⱴfi♪⌐≈™≡ ⇔ↄ ⇔╕∆⁹ 

⌐ꜟ▬□ⱨꜟכꜟ 3.5.5.1 ∆╢◖ⱴfi♪ 

☿◒◦ꜛfi─◖ⱴfi♪│⁸∆═≡ ⌐ꜟ▬□ⱨꜟכꜟ ⇔╕∆⁹ 

3.5.5.1.1 WAF ─ꜟכꜟ ─  

getwafsettings◖ⱴfi♪╩ WUI─WAF Settingsכ♃☻ⱴ♪כ꜡⁸≥╢∆ ⌐

↕╣╢ ⌐ꜟכꜟ ∆╢WAF○ⱪ◦ꜛfi─ ⅜ ↕╣╕∆⁹ 

https://<LoadMasterIPAddress>/access/getwafsettings 

∆╢WUI  

Virtual Services > WAF Settings 

─ꜟ▬□ⱨꜟכꜟ 3.5.5.1.2 ─  

setwafautoupdate◖ⱴfi♪╩ ∆╢≤⁸ ─ AFPꜟ ─ꜟ▬□ⱨꜟכ ♄►fi

⅜♪כ꜡ ⌐⌂╡╕∆⁹↓─○ⱪ◦ꜛfi╩ ⌐∆╢≤⁸ ⅜ꜟכꜟ─ KEMP⅛╠

♄►fi꜡⁹∆╕╣↕♪כ ꜟכ♩☻ⱨ◊ꜟ♩─▬fi♦─ꜟכꜟ │ 4 ≢
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∆⁹ ꜟכ♩☻fi▬─ꜟכꜟ │⁸SetWafInstallTime◖ⱴfi♪╩ ∆╢↓≤≢

≢⅝╕∆⁹ │☿◒◦ꜛfi 3.5.5.1.4╩ ⇔≡ↄ∞↕™⁹ 

GetWafSetting◖ⱴfi♪╩ ∆╢↓≤≢⁸ ─ ╩ ≢⅝╕∆⁹ │☿◒◦

ꜛfi 0╩ ⇔≡ↄ∞↕™⁹ 

https://<LoadMasterIPAddress>/access/setwafautoupdate?enable=<yes/no> 

∆╢WUI  

Virtual Services > WAF Settings > Enable Automatic Rule Updates 

3.5.5.1.3 К ҊכҊѴруҊК уҒјѧכҊо / ЗЅз 

─◖ⱴfi♪╩ ∆╢↓≤≢⁸ ─ ─ꜟ▬□ⱨꜟכꜟ ▬fi☻♩כꜟ╩ /

⌐≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/setwafautoinstall?enable=<yes/no> 

∆╢WUI  

Virtual Services > WAF Settings > Enable Automated Installs 

─ꜟ▬□ⱨꜟכꜟ 3.5.5.1.4 ▬fi☻♩כꜟ ─  

─◖ⱴfi♪╩ ∆╢↓≤≢⁸ ─ꜟ▬□ⱨꜟכꜟ ▬fi☻♩כꜟ ╩ ≢

⅝╕∆⁹↓╣│⁸WUI─WAF Settings ⌐№╢When to Install♪꜡♇ⱪ♄►fiⱷ♬ꜙ

⌐כ ⇔≡™╕∆⁹ 

https://<LoadMasterIPAddress>/access/setwafinstalltime?hour=<hour> 

hours│ 24 ─ 0 23 ≢∆⁹ ⅎ┌⁸13│ 1 ╩ ⇔╕∆⁹ 

https://10.11.0.31/access/setwafinstalltime?hour=13 

│ 0 23≢∆⁹ │ ≢⅝╕∑╪⁹ 

∆╢WUI  

Virtual Services > WAF Settings > When to Install 

3.5.5.1.5 AFP ╩ꜟ▬□ⱨꜟכꜟ ∟⌐♄►fi꜡כ♪∆╢ 

─◖ⱴfi♪╩ ∆╢↓≤≢⁸ ─ AFP ╩ꜟ▬□ⱨꜟכꜟ ≢♄►fi꜡כ♪

≢⅝╕∆⁹↓╣│⁸WUI─WAF Settings ⌐№╢ Download NowⱲ♃fi⌐ ⇔≡™

╕∆⁹ 

https://<LoadMasterIPAddress>/access/downloadwafrules 

∆╢WUI  

Virtual Services > WAF Settings > Download Now 
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⌐ ╣⧵≡™≡╣↕♪כ꜡fi►♄⅜ꜟכꜟ─ ♃כ♦™⇔

⅜ ⇔⌂™ │⁸No updates available ╩♃כ♦ ≢⅝

╕∑╪ ─ⱷ♇☿כ☺⅜ ↕╣╕∆⁹ 

3.5.5.1.6 WAFꜟכꜟ─ ꜡◓─  

KEMP♥◒ⱡ꜡☺כ─WAFꜟכꜟ☿♇♩⌐ ⇔≡ ╦╣√ ─꜡◓╩♄►fi꜡כ♪∆

╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/getwafchangelog 

─ꜟ▬□ⱨꜟכꜟ 3.5.5.1.7 ▬fi☻♩כꜟ 

─◖ⱴfi♪╩ ∆╢↓≤≢⁸ ⱨ□▬ꜟ╩ ≢▬fi☻♩⁸│╣↓⁹∆╕⅝≢ꜟכ

WUI─WAF Settings ⌐№╢ Install NowⱲ♃fi⌐ ⇔≡™╕∆⁹ 

https://<LoadMasterIPAddress>/access/maninstallwafrules 

∆╢WUI  

Virtual Services > WAF Settings > Install Now 

ꜟכ♩☻fi▬╩ꜟכꜟ ⌐ ⅜ ⅜☺כ☿♇ⱷכꜝ◄⁸≥╢∆

↕╣╕∆⁹ 

3.5.5.2 ◌☻♃ⱶꜟכꜟⱨ□▬ꜟ⌐ ∆╢◖ⱴfi♪ 

☿◒◦ꜛfi─◖ⱴfi♪│⁸∆═≡◌☻♃ⱶꜟכꜟ⌐ ⇔╕∆⁹ 

3.5.5.2.1 ◌☻♃ⱶꜟכꜟⱨ□▬ꜟ/ꜟכꜟ☿♇♩─▪♇ⱪ꜡כ♪ 

addwafcustomrule◖ⱴfi♪≤ filenameⱤꜝⱷכ♃כ ≤≤╙⌐ cURL◖ⱴfi♪╩

∆╢≤⁸AFP─◌☻♃ⱶꜟכꜟ╩▪♇ⱪ꜡⁹∆╕⅝≢♪כ : 

curl ςX POST --data-ōƛƴŀǊȅ άϪғCƛƭŜbŀƳŜΦŎƻƴŦҔέ ςk 

https://bal:<BalPassword>@<LoadMasterIPAddress>/access/addwafcustomrule?filename=<FileName.c

onf> 

╕√⁸◌☻♃ⱶꜟכꜟⱨ□▬ꜟ─ ▪♇ⱪ꜡כ♪⌐ ⅎ⁸◌☻♃ⱶꜟכꜟ☿♇♩

.tar.gzⱨ□▬ꜟ ╙▪♇ⱪ꜡⁹∆╕⅝≢♪כOWASP◖▪ꜟכꜟ☿♇♩─▪♇ⱪ꜡כ♪

─ ╩ ⌐ ⇔╕∆⁹ 

curl ςX POST --data-ōƛƴŀǊȅ άϪƻǿŀǎǇ-modsecurity-crs-ƳŀǎǘŜǊΦǘŀǊΦƎȊέ ςk 

https://bal:<BalPassword>@<LoadMasterIPAddress>/access/addwafcustomrule?filename= SpiderLabs-

owasp-modsecurity-crs-2.2.9-5-gebe8790.tar.gz 

WUI─WAF Settingsכ♃☻ⱴ♪כ꜡⁸│╣↓ ⌐№╢ Custom Rules☿◒◦ꜛfi⌐

⇔≡™╕∆⁹ 

∆╢WUI  
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Virtual Services > WAF Settings > Custom Rules 

3.5.5.2.2 ъјўѿҊכҊѴруҊК  

─◖ⱴfi♪╩ ∆╢↓≤≢⁸◌☻♃ⱶꜟכꜟⱨ□▬ꜟ╩ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/delwafcustomrule?filename=<filename> 

 

https://10.11.0.30/access/delwafcustomrule?filename= modsecurity_crs_10_ignore_static 

↓─ ≢│ │ꜟ▬□ⱨ♃כ♦╢∆ ↕╣╕∑╪⁹ 

∆╢WUI  

Virtual Services > WAF Settings > Custom Rules > Delete 

3.5.5.2.3 ◌☻♃ⱶꜟכꜟⱨ□▬ꜟ─♄►fi꜡כ♪ 

─◖ⱴfi♪╩ ∆╢↓≤≢⁸⅔ ╩ꜟ▬□ⱨꜟכꜟⱴ◦fi⌐◌☻♃ⱶꜟ◌כ꜡─™

♄►fi꜡⁹∆╕⅝≢♪כ 

https://<LoadMasterIPAddress>/access/downloadwafcustomrule?filename=<filename> 

 

https://10.11.0.30/access/downloadwafcustomrule?filename=modsecurity_crs_55_response_profiling 

cURL╩ ⇔≡↓─◖ⱴfi♪╩ ∆╢≤⁸Linux─ ♦▫꜠◒♩ꜞ⌐ⱨ□▬ꜟ⅜♄

►fi꜡⁹∆╕╣↕♪כ 

∆╢WUI  

Virtual Services > WAF Settings > Custom Rule Data > Download 

3.5.5.2.4 ◌☻♃ⱶꜟכ♦ꜟכ♃ⱨ□▬ꜟ─▪♇ⱪ꜡כ♪ 

addwafcustomdata◖ⱴfi♪≤ filenameⱤꜝⱷכ♃כ ≤≤╙⌐ cURL◖ⱴfi♪╩

∆╢≤⁸◌☻♃ⱶꜟכ♦ꜟכ♃ⱨ□▬ꜟ╩▪♇ⱪ꜡⁹∆╕⅝≢♪כ : 

curl ςX POST --data-ōƛƴŀǊȅ άϪғCƛƭŜbŀƳŜΦŘŀǘŀҔέ ςk 

https://bal:<BalPassword>@<LoadMasterIPAddress>/access/addwafcustomdata?filename=<filename.d

ata> 

∆╢WUI  

Virtual Services > WAF Settings > Custom Rule Data > Add Data File 

3.5.5.2.5 ◌☻♃ⱶꜟכ♦ꜟכ♃ⱨ□▬ꜟ─  

─◖ⱴfi♪╩ ∆╢↓≤≢⁸◌☻♃ⱶꜟכ♦ꜟכ♃ⱨ□▬ꜟ╩ ≢⅝╕∆⁹ 
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─◒fiꜞכⱢ▬Ɽ !כꜝ◄ ⌐ ╡⅜№╡╕∆⁹> 

∆╢WUI  

Virtual Services > WAF Settings > Custom Rule Data > Delete 

3.5.5.2.6 ◌☻♃ⱶꜟכ♦ꜟכ♃ⱨ□▬ꜟ─♄►fi꜡כ♪ 

─◖ⱴfi♪╩ ∆╢↓≤≢⁸◌☻♃ⱶꜟכ♦ꜟכ♃ⱨ□▬ꜟ╩♄►fi꜡כ♪≢⅝╕

∆⁹ 

─◒fiꜞכⱢ▬Ɽ !כꜝ◄ ⌐ ╡⅜№╡╕∆⁹> 

 

https://10.11.0.30/access/downloadwafcustomdata?filename=modsecurity_35_bad_robots 

∆╢WUI  

Virtual Services > WAF Settings > Custom Rule Data > Download 

3.5.5.3 ◌☻♃ⱶꜟכꜟ≤ ⌐ꜟכꜟ ∆╢◖ⱴfi♪ 

☿◒◦ꜛfi─◖ⱴfi♪│⁸ ─ꜟכꜟⱶ♃☻◌≥ꜟכꜟ ⌐ ⇔╕∆⁹ 

3.5.5.3.1 AFPꜟ ♩☻ꜞ─ꜟכ  

listwafrules◖ⱴfi♪│⁸▬fi☻♩כꜟ─≡═∆╢™≡╣↕ꜟכꜟ ♃☻◌≥ꜟכꜟ

ⱶꜟכꜟ ╩ꜞ☻♩ ⇔╕∆⁹  

╕√⁸♃◓ ⌐ Active╕√│ Inactive⅜ ⅜⅛℮≤⅛Ⱪ▫♥◒▪⅜ꜟכꜟ⁸╣↕ ↕

╣╕∆⁹▪◒♥▫Ⱪ⌂ꜟ⁸1│≥ꜟכ≈ ─ ⌐☻ⱦכ◘ ╡ כꜟ╢™≡╣╠≡

ꜟ─↓≤≢∆⁹ 

https://<LoadMasterIPAddress>/access/listwafrules 

∆╢WUI  

Virtual Services > WAF Settings > Custom Rules 

Virtual Services > View/Modify Services > Modify > WAF Options > Available Rules 

◓꜡♩כ⸗ꜞ 3.5.5.4 ⌐ ∆╢◖ⱴfi♪ 

↓─☿◒◦ꜛfi─◖ⱴfi♪│⁸WAF─ꜞ⸗כ♩꜡◓ ⌐ ⇔╕∆⁹↓─ ╩

∆╢≤⁸WAF ꜡◓╩ ─꜡◓ꜞⱳ☺♩ꜞ⌐ ∆╢↓≤⅜≢⅝╕∆⁹ 

─◓꜡♩כ⸗ꜞ 3.5.5.4.1 ╩ ⌐∆╢ 

WAF─ꜞ⸗כ♩꜡◓ ╩ ⌐∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/disablewafremotelogging 

https://10.11.0.30/access/downloadwafcustomdata?filename=modsecurity_35_bad_robots
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─◓꜡♩כ⸗ꜞ 3.5.5.4.2 ╩ ⌐∆╢ 

WAF─ꜞ⸗כ♩꜡◓ ╩ ⌐∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/enablewafremotelogging?remoteuri=<RemoteServerConsoleUR

I>&username=<RemoteUsername>&passwd=<RemotePassword> 

 

ꜟⱣכ꜡◓ 3.6  

3.6.1 ♪ⱷ▬fi FQDN ─  

3.6.1.1 FQDN─  

─◖ⱴfi♪╩ ∆╢↓≤≢⁸FQDN╩ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/addfqdn?fqdn=<FQDNName> 

↓─◖ⱴfi♪≢│⁸fqdn⅜ Ɽꜝⱷ⁹∆≢♃כ 

3.6.1.2 Delete FQDN FQDN─  

─◖ⱴfi♪╩ ∆╢↓≤≢⁸FQDN╩ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/delfqdn?fqdn=<FQDNName> 

↓─◖ⱴfi♪≢│⁸fqdn⅜ Ɽꜝⱷ⁹∆≢♃כ 

3.6.1.3 FQDN─ꜞ☻♩  

─◖ⱴfi♪╩ ∆╢↓≤≢⁸ ─ FQDN─ꜞ☻♩╩ ≢⅝╕∆⁹ 

https://< LoadMasterIPAddress>/access/listfqdns 

3.6.1.4 FQDN─  

showfqdn◖ⱴfi♪╩ ∆╢≤⁸ ⇔√ FQDN⌐ ∆╢ ⅜ ↕╣╕∆⁹ 

https://<LoadMasterIPAddress>/access/showfqdn?fqdn=<FQDNName> 

3.6.1.5 FQDN─  

─◖ⱴfi♪╩ ∆╢↓≤≢⁸ ─ FQDN╩ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/modfqdn?fqdn=<FQDNName> 

modfqdn◖ⱴfi♪≢│⁸ ─○ⱪ◦ꜛfiⱤꜝⱷכ♃╩ ≢⅝╕∆⁹ 

  ♦ⱨ◊ꜟ♩   
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  ♦ⱨ◊ꜟ♩   

SelectionCriteria S άǊǊέ rr = round robin ꜝ

►fi♪꜡ⱦfi  
wrr = weighted 

round robin

ꜝ►fi♪꜡ⱦfi  

fw = ╖ 

rsr = ◘כⱣכ

 

prx =  

lb = ꜡ fiⱬꜛ◦כ◔

 ☻כ

all = ⌂╙

─∆═≡ 

FQDN⌐ ↑╠╣√▪

♪꜠☻─ ⁹↓╣╠

─○ⱪ◦ꜛfi─ ⌐≈™

≡│⁸GEO Sticky DNS 
╩ ⇔≡ↄ∞↕

™⁹ 

FailTime I 0 0-1440 ⅜ ↕╣≡™⌂

™ ⁸ ─Ⱬꜟ☻♅▼

♇◒⅜ ↕╣╕∆⁹

↕╣≡™╢ ⁸↓─Ɽꜝ

ⱷ⁸≡∫╟⌐♃כ ⁸

⌐ ∆╢╕≢⌐

∆╢ ╩

⇔╕∆⁹ ↕╣√

≢⁸ │ ─ ⌐

╢↓≤│№╡╕∑╪⁹ 

siterecoverymode S auto  auto ς  

manual -  

 ↓─Ɽꜝⱷכ♃⌐╟∫

≡⁸Site Recovery Mode

◘▬♩ꜞ◌Ᵽꜞ⸗כ♪

╩ ⇔╕∆⁹  

automatic⌐ ↕╣≡™

╢ ⁸◘▬♩ꜞ◌Ᵽꜞ

⁸◘▬♩│ ⌐ ─

⌐ ╡╕∆⁹ 

manual⌐ ↕╣≡™╢

⁸◘▬♩≢ ⅜

⇔√ ≢⁸◘▬♩│

↕╣╕∆⁹ ⌐

∆╢⌐│ ─ ⅜

⌐⌂╡╕∆⁹ 

failover B 0 ς  0 ς  

1 ς  

↓─Ɽꜝⱷ⁸│כ♃כ

SelectionCriteria⅜ lb ꜡

☻כfiⱬꜛ◦כ◔ ⌐

↕╣≡™╢≤⅝─╖ ⇔

╕∆⁹  

FQDNⱨ▼▬ꜟ○כⱣכ╩

/ ⌐⇔╕∆⁹ 
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  ♦ⱨ◊ꜟ♩   

publicRequestValue I 0 ς ⱤⱩꜞ♇◒◘▬♩

─╖ 

0 ς ⱤⱩꜞ♇◒◘▬

♩─╖ 

1 ς ⱤⱩꜞ♇◒◘▬

♩╩  

2 ς ⱪꜝ▬ⱬכ♩◘

▬♩╩  

3- ─◘▬♩ 

ⱤⱩꜞ♇◒ IP▪♪꜠☻⅛

╠◒ꜝ▬▪fi♩┼─

╩⁸ ⇔√◒ꜝ☻─◘▬

♩⌐ ⇔╕∆⁹

≤∕─ ⌐≈™≡─

│⁸₈ⱤⱩꜞ♇◒ꜞ◒◄☻

♩/ⱪꜝ▬ⱬכ♩ꜞ◒◄☻

♩₉─☿◒◦ꜛfi─

3-16⌂≥╩ ⇔≡ↄ∞

↕™⁹ⱤⱩꜞ♇◒/ⱪꜝ▬

ⱬכ♩ꜞ◒◄☻♩⌐ ∆╢

Ɽꜝⱷכ♃כ─  

privateRequestValue I 0 ς ⱪꜝ▬ⱬכ♩◘▬

♩─╖ 

0 ς ⱪꜝ▬ⱬכ♩◘

▬♩─╖ 

1 ς ⱪꜝ▬ⱬכ♩◘

▬♩╩  

2 ς ⱤⱩꜞ♇◒◘▬

♩╩  

3 ς ─◘▬♩ 

ⱪꜝ▬ⱬכ♩ IP▪♪꜠☻

⅛╠◒ꜝ▬▪fi♩┼─

╩⁸ ⇔√◒ꜝ☻─◘▬

♩⌐ ⇔╕∆⁹

≤∕─ ⌐≈™≡─

│⁸₈ⱤⱩꜞ♇◒ꜞ◒◄☻

♩/ⱪꜝ▬ⱬכ♩ꜞ◒◄☻

♩₉─☿◒◦ꜛfi─

3-16⌂≥╩ ⇔≡ↄ∞

↕™⁹ⱤⱩꜞ♇◒/ⱪꜝ▬

ⱬכ♩ꜞ◒◄☻♩⌐ ∆╢

Ɽꜝⱷכ♃כ─  

LocalSettings B 0 ς  0 ς  

1 ς  

↓─Ɽꜝⱷכ♃כ╩ ⌐

∆╢≤⁸FQDN ⌐ localttl

≤ localsticky─ 2≈─Ɽꜝ

ⱷכ♃כ╩ ≢⅝╕∆⁹  

localttl I FQDN ⁸♦ⱨ

ꜟⱣכ꜡◓≢♩ꜟ◊

─ ttl ─ ⅜

↕╣╕∆⁹ 

1 86400 "TTL" ─

│⁸ ─ DNS◘כⱣכ╛

◒ꜝ▬▪fi♩♦Ᵽ▬☻≢

GEO꜡ ─╠⅛כ♃☻ⱴ♪כ

ꜞⱪꜝ▬╩◐ꜗ♇◦ꜙ

⌂ ╩ ⇔╕∆⁹↓─

│⁸ ≢ ⇔╕

∆⁹↓─ │⁸ ⌂ ╡

↕ↄ ∆╢ ⅜№╡

╕∆⁹↓─ⱨ▫כꜟ♪─♦

ⱨ◊ꜟ♩ │ 10≢∆⁹ 
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  ♦ⱨ◊ꜟ♩   

localsticky I FQDN ⁸♦ⱨ

ꜟⱣכ꜡◓≢♩ꜟ◊

─ persist─ ⅜

↕╣╕∆⁹ 

0 86400 "Stickiness" ⁹Ɽכ

◦☻♥fi☻ │⁸ ⇔√

⅜ ∆╢╕≢⁸

─◒ꜝ▬▪fi♩⅛╠─№╠

╝╢ ╩ ∂ꜞ

⌐☻כ♁ ⌐∆╢ⱪ

꜡Ɽ♥▫≢∆⁹ 

unanimouschecks B 0 ς  0 ς  

1 ς  

↓─Ɽꜝⱷכ♃כ╩ ⌐

⇔√ ⁸™∏╣⅛─ IP

▪♪꜠☻─Ⱬꜟ☻♅▼♇◒

⌐ ∆╢≤⁸ ∂◒ꜝ☻

⌐כ♃ ∆╢ ─ FQDN IP

▪♪꜠☻╙ ⌐ ↕

∑╠╣╕∆⁹ 

3-15:ModFQDN─Ɽꜝⱷכ♃כ 

ⱤⱩꜞ♇◒ꜞ◒◄☻♩/ⱪꜝ▬ⱬכ♩ꜞ◒◄☻♩ 

"Public Requests & Private Requests"ⱤⱩꜞ♇◒ꜞ◒◄☻♩/ⱪꜝ▬ⱬכ♩ꜞ◒◄☻♩

○ⱪ◦ꜛfi│⁸ⱨ□כⱶ►▼▪Ᵽכ☺ꜛfi ≢כ♃☻ⱴ♪כ꜡─≢╕7.1-28 ↕╣≡™

√ ™○ⱪ◦ꜛfi≢№╢"Isolate Public/Private Sites"ⱤⱩꜞ♇◒/ⱪꜝ▬ⱬכ♩◘▬♩╩

∆╢ ⌐ ∫≡ ╦╢╙─≢∆⁹↓─ ⇔™ ⌐╟╡⁸ │⁸FQDN⌐ ⇔

≡ ⌐ ─ ™ ╩ ℮↓≤⅜≢⅝╕∆⁹  

↓─ ⇔™ ╩ ∆╢≤⁸ │⁸◒ꜝ▬▪fi♩⅜ⱤⱩꜞ♇◒ IP≤ⱪꜝ▬ⱬכ♩

IP─≥∟╠⅛╠ √⅛⌐ ∂≡⁸ⱤⱩꜞ♇◒≤ⱪꜝ▬ⱬכ♩─™∏╣⅛╩ ⇔≡

≢⅝╢╟℮⌐⌂╡╕∆⁹ ⅎ┌⁸ │ⱪꜝ▬ⱬכ♩⌂◒ꜝ▬▪fi♩─╖ⱪꜝ▬ⱬכ

♩⌂◘▬♩⌐ ∆╢↓≤⅜≢⅝╕∆⁹ 

─ ⌐⁸ ≤ ⌂ ─ ╩ ⇔╕∆⁹ 

  ◒ꜝ▬▪fi♩─  ↕╣╢◘▬♩─  

ⱤⱩꜞ

♇◒ 

ꜞ◒◄

☻♩ 

ⱤⱩꜞ♇◒─╖ 

ⱤⱩꜞ♇◒╩

 

ⱪꜝ▬ⱬכ♩╩

 

∆═≡─◘▬♩ 

ⱤⱩꜞ♇◒ 

ⱤⱩꜞ♇◒ 

ⱤⱩꜞ♇◒ 

ⱤⱩꜞ♇◒ 

ⱤⱩꜞ♇◒ 

ⱤⱩꜞ♇◒⁹ⱤⱩꜞ♇◒

⅜ ⇔⌂™ │ⱪꜝ

▬ⱬכ♩ 

ⱪꜝ▬ⱬ⁹♩כⱪꜝ▬ⱬ

⅜♩כ ⇔⌂™ │

ⱤⱩꜞ♇◒ 

ⱪꜝ▬ⱬכ♩⅔╟┘ⱤⱩ

ꜞ♇◒ 
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  ◒ꜝ▬▪fi♩─  ↕╣╢◘▬♩─  

ⱪꜝ▬

ⱬכ♩

ꜞ◒◄

☻♩ 

ⱪꜝ▬ⱬכ♩─

╖ 

ⱪꜝ▬ⱬכ♩╩

 

ⱤⱩꜞ♇◒╩

 

∆═≡─◘▬♩ 

ⱪꜝ▬ⱬכ♩ 

ⱪꜝ▬ⱬכ♩ 

ⱪꜝ▬ⱬכ♩ 

ⱪꜝ▬ⱬכ♩ 

ⱪꜝ▬ⱬכ♩ 

ⱪꜝ▬ⱬ⁹♩כⱪꜝ▬ⱬ

⅜♩כ ⇔⌂™ │

ⱤⱩꜞ♇◒ 

ⱤⱩꜞ♇◒⁹ⱤⱩꜞ♇◒

⅜ ⇔⌂™ │ⱪꜝ

▬ⱬכ♩ 

ⱪꜝ▬ⱬכ♩⅔╟┘ⱤⱩ

ꜞ♇◒ 

3-16:ⱤⱩꜞ♇◒/ⱪꜝ▬ⱬכ♩ꜞ◒◄☻♩⌐ ∆╢Ɽꜝⱷכ♃כ─  

3.6.1.6 ⱴ♇ⱪ─  

─◖ⱴfi♪╩ ∆╢↓≤≢⁸FQDN⌐ⱴ♇ⱪ╩ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/addmap?fqdn=<FQDNName>&ip=<IPAddressToAdd>&clust=<Cl

usterName> 

clustⱤꜝⱷכ♃כ│ ≢∆⁹ 

3.6.1.7 ⱴ♇ⱪ─  

ⱴ♇ⱪ╩ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/modmap?fqdn=<FQDNName>&ip=<IPAddressToModify> 

modmap◖ⱴfi♪≢│⁸ ─○ⱪ◦ꜛfiⱤꜝⱷכ♃╩ ≢⅝╕∆⁹ 

  ♦ⱨ◊ꜟ♩   

Checker ♅▼♇◌

כ  

 

S άƛŎƳǇέ none ⌂⇔  
icmp 
tcp 

↓─ IP▪♪꜠☻⌐ ⇔≡ ∆╢♅

▼♇◒─ ╩ ⇔╕∆⁹ 

Weight ╖  I 1000 1-65535 IP▪♪꜠☻⌐ ↑╢ ╩

⇔╕∆⁹ ╙ ™ ╩ ≈▪♪꜠☻

⅜ ↕╣╕∆⁹↓─Ɽꜝⱷכ♃⅜

∆╢─│⁸FQDN─ Selection Criteria

⅜Weighted Round Robin╕√│ Fixed 

Weighting⌐ ↕╣≡™╢ ⌐

↕╣╕∆⁹ 

Enable B 1 ς  1 ς  

0 ς  

IP▪♪꜠☻╩ ╕√│ ⇔

╕∆⁹ 

Cluster כ♃☻ꜝ◒  I < >  ↓─ IP▪♪꜠☻⌐ ↑╢◒ꜝ☻

♃─ ID ╩ ⇔╕∆⁹ 
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  ♦ⱨ◊ꜟ♩   

MapAddress A < >  ↓╣│⁸SelectionCriteria⅜ Real 

Server Load⌐⁸Checker⅜ Cluster 

Checks⌐ ↕╣≡™≡⁸◒ꜝ☻♃

─כ ⅜ Remote LM╕√│ Local 

LM─≤⅝─╖ ⇔╕∆⁹ 

ⱴ♇Ⱨfi╠⅛כ♃☻ⱴ♪כ꜡╢∆

◓↕╣╢ ─☻ⱦכ◘ IP▪♪꜠☻

╩ ⇔≡ↄ∞↕™⁹ 

MapPort I < >  ↓╣│⁸SelectionCriteria⅜ Real 

Server Load⌐⁸Checker⅜ Cluster 

Checks⌐ ↕╣≡™≡⁸◒ꜝ☻♃

─כ ⅜ Remote LM╕√│ Local 

LM─≤⅝─╖ ⇔╕∆⁹ 

↓─Ɽꜝⱷ⁸│כ♃כMapAddressⱤ

ꜝⱷכ♃כ≤≤╙⌐ ⇔⁸ⱴ♇Ⱨfi

◓∆╢ IP▪♪꜠☻≤ⱳכ♩─ ╖

╦∑╩ ⇔╕∆⁹ 

↓─Ɽꜝⱷכ♃כ⅜ ↕╣≡™⌂™

⁸ ⇔√▪♪꜠☻≤ ∂ IP▪

♪꜠☻╩ ≈∆═≡─ ⌐☻ⱦכ◘

⇔≡Ⱬꜟ☻♅▼♇◒⅜ ╦╣╕∆⁹

"ⱦ☻─™∏╣⅛⅜"UPכ◘

─ ≢№∫√ ⁸FQDN│

"UP"≤ ↕╣╕∆⁹ⱳכ♩⅜ ↕

╣≡™╢ ⁸FQDN─Ⱬꜟ☻♅▼♇

◒ ⌐∕─ ⌐☻ⱦכ◘ ⇔≡─╖

Ⱬꜟ☻♅▼♇◒⅜ ╦╣╕∆⁹ 

3-17:ModMap─Ɽꜝⱷכ♃כ 

3.6.1.8 ⱴ♇ⱪ─  

ⱴ♇ⱪ╩ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/delmap?fqdn=<FQDNName>&ip=<IPAddressToDelete> 

3.6.1.9 ⱴ♇ⱪ─꜡◔כ◦ꜛfi─  

ⱴ♇ⱪ─꜡◔כ◦ꜛfi╩ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/changemaploc?fqdn=<FQDNName>&ip=<IPaddress>&lat=<Latit

udeSeconds>&long=<LongituteSeconds> 

↓─◖ⱴfi♪⅜ ∆╢─│⁸FQDN─ Selection Criteria⅜ Proximity

⌐ ↕╣≡™╢ ⌐ ↕╣╕∆⁹ 
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lat ≤ long─ ꜟ♃כ♩⁸│ ╩ ╗ ≤⇔≡ ∆╢ ♃כ♩─↓⁹∆╕╡№⅜

ꜟ ─ │⁸WUI⌐ ↕╣╢≤⅝⌐ ⁸ ⁸ ⌐ ↕╣╕∆⁹  

1 │ 60 ≢⁸1 │ 60 ≢∆⁹ 

¶  = º 

¶  Ґ Ψ 

¶  Ґ ά 

 

¶ слέ Ґ мΩ 

¶ осллέ Ґ мȏ 

¶ оссл Ґ мȏмΩ 

¶ оссм Ґ мȏмΩмέ 

≤ ╩ 3600≢ ⇔≡ 10 ⌐∆╢↓≤≢⁸↓─ ╩ ─ 10 ≤⇔≡╙ ∆↓

≤⅜≢⅝╕∆⁹ 

─fiꜛ◦כ◔꜡ 3.6.1.10  

╕√│ ╩ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/addcountry?fqdn=<FQDNName>&ip=<IPAddress>&countrycod

e=<TwoCharacterCountry/ContinentCode>&iscontinent=<yes/no> 

↓─◖ⱴfi♪⅜ ∆╢─│⁸FQDN─ Selection Criteria⅜ Location 

Based⌐ ↕╣≡™╢ ⌐ ↕╣╕∆⁹Selection Criteria─

⌐ ∆╢ │⁸☿◒◦ꜛfi 3.6.1.5╩ ⇔≡ↄ∞↕™⁹ 

FQDN │ ≤ ⅜ ↕╣╕∆⁹ 

↕╣╢ ≥♪כ◖ ─⁸ISO│♪כ◖  ⁹∆≢♪כ◖

╩ ∆╢⌐│⁸Ɽꜝⱷכ♃כiscontinent╩ no⌐ ∆╢ ⅜

№╡╕∆⁹ 

╩ ∆╢⌐│⁸Ɽꜝⱷכ♃כiscontinent╩ yes⌐ ∆╢

⅜№╡╕∆⁹ 

countrycode─ │ ≢⌂↑╣┌⌂╡╕∑╪⁹ 

◌☻♃ⱶ꜡◔כ◦ꜛfi╩ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/addcountry?fqdn=<FQDNName>&ip=<IPAddress>&customloca

tion=<CustomLocationName> 

╕√⁸◖ⱴfi♪≢∆═≡─Ɽꜝⱷכ♃כ╩ ∆╢≤⁸1≈─◖ⱴfi♪≢ / ⅔╟┘

◌☻♃ⱶ꜡◔כ◦ꜛfi╩ ≢⅝╕∆⁹ : 
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https://<LoadMasterIPAddress>/access/addcountry?fqdn=<FQDNName>&ip=<IPAddress>&countrycod

e=<TwoCharacterCountry/ContinentCode>&iscontinent=<yes/no>&customlocation=<CustomLocationN

ame> 

─fiꜛ◦כ◔꜡ 3.6.1.11  

╩ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/removecountry?fqdn=<FQDNName>&ip=<IPAddress>&country

code=<TwoCharacterCountry/ContinentCode>&iscontinent=<yes/no> 

↓─◖ⱴfi♪⅜ ∆╢─│⁸FQDN─ Selection Criteria⅜ Location 

Based⌐ ↕╣≡™╢ ⌐ ↕╣╕∆⁹ 

FQDN │ ≤ ⅜ ↕╣╕∆⁹ 

╩ ∆╢⌐│⁸Ɽꜝⱷכ♃כiscontinent╩ no⌐ ∆╢ ⅜

№╡╕∆⁹ 

╩ ∆╢⌐│⁸Ɽꜝⱷכ♃כiscontinent╩ yes⌐ ∆╢

⅜№╡╕∆⁹ 

 countrycode─ │ ≢⌂↑╣┌⌂╡╕∑╪⁹ 

◌☻♃ⱶ꜡◔כ◦ꜛfi╩ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/removecountry?fqdn=<FQDNName>&ip=<IPAddress>&customl

ocation=<CustomLocationName> 

╕√⁸◖ⱴfi♪≢∆═≡─Ɽꜝⱷכ♃כ╩ ∆╢≤⁸1≈─◖ⱴfi♪≢ / ⅔╟┘

◌☻♃ⱶ꜡◔כ◦ꜛfi╩ ≢⅝╕∆⁹ : 

https://<LoadMasterIPAddress>/access/removecountry?fqdn=<FQDNName>&ip=<IPAddress>&country

code=<TwoCharacterCountry/ContinentCode>&iscontinent=<yes/no>&customlocation=<CustomLocatio

nName> 

─☻꜠♪▪כ◌♇▼♅ 3.6.1.12  

╩☻꜠♪▪─כ◌♇▼♅ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/changecheckeraddr?fqdn=<FQDNName>&checkerip=<IPAddres

s> 

changecheckeraddr◖ⱴfi♪≢│⁸ ─○ⱪ◦ꜛfiⱤꜝⱷכ♃╩ ≢⅝╕∆⁹ 

  ♦ⱨ◊ꜟ♩   

checkerip 

 

S < >  IP▪♪꜠☻─Ⱬꜟ☻♅▼♇

◒⌐ ↕╣╢▪♪꜠☻╩

⇔╕∆⁹ 
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  ♦ⱨ◊ꜟ♩   

port I 80 1-65530 IP▪♪꜠☻─Ⱬꜟ☻♅▼♇

◒⌐ ↕╣╢ⱳכ♩╩

⇔╕∆⁹ 

3-18:ChangeCheckerAddr─Ɽꜝⱷכ♃כ 

─כ♃☻ꜝ◒ 3.6.2  

3.6.2.1 ◒ꜝ☻♃─ꜞ☻♩  

─◖ⱴfi♪╩ ∆╢↓≤≢⁸ ─◒ꜝ☻♃─ꜞ☻♩╩ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/listclusters 

3.6.2.2 ◒ꜝ☻♃─  

─◖ⱴfi♪╩ ∆╢↓≤≢⁸ ─◒ꜝ☻♃⌐≈™≡─ ╩ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/showcluster?id=<ClusterID> 

↓─◖ⱴfi♪≢│⁸id⅜ Ɽꜝⱷ⁹∆≢♃כ 

3.6.2.3 ◒ꜝ☻♃─  

─◖ⱴfi♪╩ ∆╢↓≤≢⁸◒ꜝ☻♃╩ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/addcluster?ip=<ClusterIPAddress>&name=<ClusterName> 

↓─◖ⱴfi♪≢│⁸ip ⅔╟┘ name⅜ Ɽꜝⱷ⁹∆≢♃כ 

3.6.2.4 ◒ꜝ☻♃─  

─◖ⱴfi♪╩ ∆╢↓≤≢⁸◒ꜝ☻♃╩ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/delcluster?id=<ClusterID> 

↓─◖ⱴfi♪≢│⁸id⅜ Ɽꜝⱷ⁹∆≢♃כ 

─כ♃☻ꜝ◒ 3.6.2.5  

─◖ⱴfi♪╩ ∆╢↓≤≢⁸◒ꜝ☻♃╩ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/modcluster?id=<ClusterID> 

modcluster◖ⱴfi♪≢│⁸ ─○ⱪ◦ꜛfiⱤꜝⱷכ♃╩ ≢⅝╕∆⁹ 

  ♦ⱨ◊ꜟ♩   

 S Default ♦ⱨ◊ꜟ

♩ : 

♦ⱨ◊ꜟ♩ 
remoteLM 
localLM 

◒ꜝ☻♃─ ╩ ⇔╕

∆⁹ 
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  ♦ⱨ◊ꜟ♩   

name  S   ◒ꜝ☻♃─ ╩ ⇔╕

∆⁹ 

checker S None ⌂⇔ : none ⌂⇔  
tcp 

icmp 

▼♅☻♃כ♥☻─♃☻ꜝ◒

♇◒⌐ ↕╣╢ ╩

⇔╕∆⁹ 

checkerport I άлέ 1-65530 ◒ꜝ☻♃─♅▼♇◒⌐

↕╣╢ⱳכ♩╩ ⇔╕

∆⁹↓─Ɽꜝⱷכ♃⅜

∆╢─│⁸checker⅜ tcp⌐

↕╣≡™╢ ⌐

↕╣╕∆⁹ 

enable B 1 ς  1 =  

0 =  

◒ꜝ☻♃╩ ╕√│

⇔╕∆⁹ 

3-19:ModCluster─Ɽꜝⱷכ♃כ 

─fiꜛ◦כ◔꜡─♃☻ꜝ◒ 3.6.2.6  

╩fiꜛ◦כ◔꜡─♃☻ꜝ◒ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://< LoadMasterIPAddress>/access/clustchangeloc?ip=<ClusterIPAddress>&latsecs=<LatitudeSecon

ds>&longsecs=<LongitudeSeconds> 

latsecs≤ longsecs─ ꜟ♃כ♩⁸│ ╩ ╗ ≤⇔≡ ∆╢ ⅜№╡╕∆⁹↓─

ꜟ♃כ♩ ─ │⁸WUI⌐ ↕╣╢≤⅝⌐ ⁸ ⁸ ⌐ ↕╣╕∆⁹  

1 │ 60 ≢⁸1 │ 60 ≢∆⁹ 

¶  = º 

¶  Ґ Ψ 

¶  Ґ ά 

 

¶ слέ Ґ мΩ 

¶ осллέ Ґ 1º 

¶ оссл Ґ мȏмΩ 

¶ оссм Ґ мȏмΩмέ 

≤ ╩ 3600≢ ⇔≡ 10 ⌐∆╢↓≤≢⁸↓─ ╩ ─ 10 ≤⇔≡╙ ∆↓

≤⅜≢⅝╕∆⁹ 

3.6.3 ∕─ ─Ɽꜝⱷכ♃ 

3.6.3.1 ∕─ ─Ɽꜝⱷכ♃─ꜞ☻♩  

GEO─∕─ ─Ɽꜝⱷכ♃─ꜞ☻♩╩ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/listparams 
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3.6.3.2 ∕─ ─Ɽꜝⱷכ♃─  

─◖ⱴfi♪╩ ∆╢↓≤≢⁸GEO─∕─ ─Ɽꜝⱷכ♃╩ ≢⅝╕∆⁹ 

https://< LoadMasterIPAddress>/access/modparams 

modparams◖ⱴfi♪≢│⁸ ─○ⱪ◦ꜛfiⱤꜝⱷכ♃╩ ≢⅝╕∆⁹ 

  ♦ⱨ◊ꜟ♩   

SourceOfAuthority S < >  Source of Authorityꜞ ◒◄☻♩

⌐ ∆╢ ╩ ⇔╕∆⁹ 

namesrv S < >  Name Serverꜞ ◒◄☻♩⌐ ∆

╢ ╩ ⇔╕∆⁹ 

SOAEmail S < >  Source of Authorityꜞ ◒◄☻♩

⌐ ⇔≡ ∆╢ Eⱷכꜟ

╩ ⇔╕∆⁹ 

TTL I < ╠⅛כ♃☻ⱴ♪כ꜡ 1-86400 < ↕╣

√ ─ Time To Live TTL

: ╩ ⇔╕∆⁹ 

persist I 0 0-86400 ↓╣│⁸WUI─ Stickinessⱨ▫

⌐♪ꜟכ ⇔╕∆⁹ ─

╩ⱱ☻♩⌐ ∆

: ╩ ⇔╕∆⁹ 

CheckInterval I 120 9-3600 ♦Ᵽ▬☻╩♅▼♇◒∆╢

: ╩ ⇔╕∆⁹ 

:▬fi♃כⱣꜟ─ │⁸

ConnTimeout≤ RetryAttempts

─ ─ ╟╡ ⅝ↄ⌂↑╣┌

⌂╡╕∑╪ ▬fi♃כⱣꜟ

♃▬ⱶ▪►♩×ꜞ ♩ꜝ▬

1 ⁹↓╣│⁸ ─Ⱬꜟ☻♅

▼♇◒⅜ ∆╢ ⌐ ─Ⱬ

ꜟ☻♅▼♇◒⅜ ↕╣⌂™

╟℮⌐∆╢√╘≢∆⁹♃▬ⱶ

▪►♩ ╕√│ꜞ♩ꜝ▬ ╩

⅜ꜟכꜟ─↓≡⇔╛ ╠╣

√ ⁸▬fi♃כⱣꜟ─ ⅜

⌐ ╛↕╣╕∆⁹ 

ConnTimeout I 20 4-60 ♅▼♇◒ꜞ◒◄☻♩─♃▬ⱶ

▪►♩ : ╩

⇔╕∆⁹ 

RetryAttempts I 2 2-10 ♦Ᵽ▬☻ ≤⇔≡ⱴכ◒↕

╣╢╕≢─♅▼♇◒ ╩

⇔╕∆⁹ 

3-20:ModParamsⱤꜝⱷכ♃כ 
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 ♪כ꜡Ɽ♇♅ⱨ□▬ꜟ─▪♇ⱪ♃כ♦fiꜛ◦כ◔꜡ 3.6.3.3

♃כ♦fiꜛ◦כ◔꜡ ⱨ□▬ꜟ╩▪♇ⱪ꜡⁹∆╕⅝≢♪כ↓╣╩ ℮⌐│ cURL◖ⱴ

fi♪╩ ⇔╕∆⁹ 

curl ςX POST --data-ōƛƴŀǊȅ άϪғD9htŀǘŎƘCƛƭŜbŀƳŜҔέ -k 

https://<username>:<password>@<LoadMasterIPAddress>/access/locdataupdate 

3.6.4 IP ─  

3.6.4.1 IP▪♪꜠☻─ꜞ☻♩  

IP ─ ⌐ ↕╣√ IP▪♪꜠☻─ꜞ☻♩╩ ∆╢⌐│⁸ ─◖ⱴfi♪╩

⇔╕∆⁹ 

─◒fiꜞכⱢ▬Ɽ !כꜝ◄ ⌐ ╡⅜№╡╕∆⁹ 

3.6.4.2 IP▪♪꜠☻─  

IP ─ ⌐ ↕╣√ ─ IP▪♪꜠☻─ ╩ ∆╢⌐│⁸ ─◖ⱴfi

♪╩ ⇔╕∆⁹ 

─◒fiꜞכⱢ▬Ɽ !כꜝ◄ ⌐ ╡⅜№╡╕∆⁹> 

3.6.4.3 IP▪♪꜠☻─  

IP▪♪꜠☻╩ IP ─ ⌐ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/addip?ip=<IPAddress> 

3.6.4.4 IP▪♪꜠☻─  

IP▪♪꜠☻╩ IP ─ ⅛╠ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/delip?ip=<IPAddress> 

3.6.4.5 IP▪♪꜠☻─꜡◔כ◦ꜛfi─  

IP▪♪꜠☻─꜡◔כ◦ꜛfi╩ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/modiploc?ip=<IPAddress>&lat=<LatitudeMinutes>&long=<Long

itudeMinutes> 

lat ≤ long─ ꜟ♃כ♩⁸│ ╩ ╗ ≤⇔≡ ∆╢ ♃כ♩─↓⁹∆╕╡№⅜

ꜟ ─ │⁸WUI⌐ ↕╣╢≤⅝⌐ ⁸ ⁸ ⌐ ↕╣╕∆⁹  

1 │ 60 ≢⁸1 │ 60 ≢∆⁹ 

¶  = º 

¶  Ґ Ψ 

¶  Ґ ά 
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¶ слέ Ґ мΩ 

¶ осллέ Ґ мȏ 

¶ 3660 = мȏмΩ 

¶ оссм Ґ мȏмΩмέ 

≤ ╩ 3600≢ ⇔≡ 10 ⌐∆╢↓≤≢⁸↓─ ╩ ─ 10 ≤⇔≡╙ ∆↓

≤⅜≢⅝╕∆⁹ 

3.6.4.6 IP▪♪꜠☻─꜡◔כ◦ꜛfi─  

IP▪♪꜠☻─꜡◔כ◦ꜛfi╩ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/deliploc?ip=<IPAddress> 

3.6.4.7 IP▪♪꜠☻⌐ ↑╠╣√ ─  

─ IP▪♪꜠☻⌐ ╩ ╡ ≡╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://< LoadMasterIPAddress>/access/addipcountry?ip=<IPAddress>&<param>=<value> 

   ♦ⱨ◊ꜟ♩   

countrycode No S < > ⌂ ≢ ♪כ◖ ↕╣√ ⌂ 2 ─ ╩♪כ◖

⇔≡ↄ∞↕™⁹ 

customloc No S < > ─◌☻♃ⱶ꜡◔כ◦

ꜛfi 

─◌☻♃ⱶ꜡◔כ◦ꜛfi─ ⁹ 

↓─◖ⱴfi♪╩ ∆╢⌐│⁸countrycode╕√│ customloc─™∏

╣⅛─Ɽꜝⱷכ♃כ╩ ∆╢ ⅜№╡╕∆⁹ 

3.6.4.8 IP▪♪꜠☻⌐ ↑╠╣√ ─  

IP▪♪꜠☻⌐ ↑╠╣√ ╩ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/removeipcountry?ip=<IPAddress> 

3.6.4.9 ◌☻♃ⱶ꜡◔כ◦ꜛfi─  

─◖ⱴfi♪╩ ∆╢↓≤≢⁸◌☻♃ⱶ꜡◔כ◦ꜛfi╩ ≢⅝╕∆⁹ 

─◒fiꜞכⱢ▬Ɽ !כꜝ◄ ⌐ ╡⅜№╡╕∆⁹> 

location│ Ɽꜝⱷ⁹∆≢♃כ 

3.6.4.10 ◌☻♃ⱶ꜡◔כ◦ꜛfi─  

─◌☻♃ⱶ꜡◔כ◦ꜛfi─ ╩ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 



RESTful API  

 
RESTful API ◖ⱴfi♪ 

 

 

                                                                  ꜡ ♩כⱡ☻כꜞꜞ ☼כꜞ◦כ♃☻ⱴ♪כ Ver 7.1.35) 

Copyright © 2002 - 2016   KEMP Technologies, Inc. All Rights Reserved.                              69 

https://<LoadMasterIPAddress>/access/editcustomlocation?cloldname=<OldCustomLocationName>&cl

newname=<NewCustomLocationName> 

3.6.4.11 ◌☻♃ⱶ꜡◔כ◦ꜛfi─  

─◌☻♃ⱶ꜡◔כ◦ꜛfi╩ ∆╢⌐│⁸ ─ ≢ deletecustomlocation◖ⱴ

fi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/deletecustomlocation?clName=<CustomLocationName> 

3.6.5 IPⱩꜝ♇◒ꜞ☻♩─  

IPⱩꜝ♇◒ꜞ☻♩─ ⌐ ∆╢ RESTful API◖ⱴfi♪─ │⁸ ─◘Ⱪ☿◒◦ꜛfi

╩ ⇔≡ↄ∞↕™⁹ 

3.6.5.1 IPⱩꜝ♇◒ꜞ☻♩ ─  

IPⱩꜝ♇◒ꜞ☻♩─ ╩ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/geoacl/getsettings 

3.6.5.2 IPⱩꜝ♇◒ꜞ☻♩─ ╩ / ⌐∆╢ 

╩ / ⌐∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/geoacl/setautoupdate?enable=<1/0> 

3.6.5.3 ─ IPⱩꜝ♇◒ꜞ☻♩─ ▬fi☻♩כꜟ╩ / ⌐∆╢ 

─♃כ♦ ▬fi☻♩כꜟ╩ / ⌐∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/geoacl/setautoinstall?enable=<1/0> 

3.6.5.4 ▬fi☻♩כꜟ ─  

▬fi☻♩כꜟ ╩ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/geoacl/setinstalltime?hour=<hour> 

hours│ 24 ─ 0 23 ≢∆⁹ ⅎ┌⁸13│ 1 ╩ ⇔╕∆⁹ 

https://10.11.0.31/access/geoacl/setinstalltime?hour=13 

│ 0 23≢∆⁹ │ ≢⅝╕∑╪⁹ ▬fi☻♩כꜟ⅜ ⌂ ⁸▬fi☻♩כ

ꜟ ╩ ∆╢↓≤│≢⅝╕∑╪⁹ 

╩♃כ♦ 3.6.5.5 ∟⌐♄►fi꜡כ♪ 

╩♃כ♦ ∟⌐♄►fi꜡⁸│⌐╢∆♪כ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/geoacl/updatenow 
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╩♃כ♦ 3.6.5.6 ∟⌐▬fi☻♩כꜟ 

╩♃כ♦ ∟⌐▬fi☻♩⁸│⌐╢∆ꜟכ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/geoacl/installnow 

3.6.5.7 Ⱪꜝ♇◒ꜞ☻♩─  

Ⱪꜝ♇◒ꜞ☻♩╩ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/geoacl/downloadlist 

3.6.5.8 Ⱪꜝ♇◒ꜞ☻♩⌐ ∆╢ ─  

Ⱪꜝ♇◒ꜞ☻♩⌐ ⇔≡ ╦╣√ ─ꜞ☻♩╩ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔

╕∆⁹ 

https://<LoadMasterIPAddress>/access/geoacl/downloadchanges 

כ◙כꜚ 3.6.5.9 ─ⱱ꞉▬♩ꜞ☻♩─  

כ◙כꜚ ─ⱱ꞉▬♩ꜞ☻♩─ ╩ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆ ⱱ

꞉▬♩ꜞ☻♩│Ⱪꜝ♇◒ꜞ☻♩╟╡ ↕╣╕∆ ⁹ 

https://<LoadMasterIPAddress>/access/geoacl/listcustom 

3.6.5.10 ⱱ꞉▬♩ꜞ☻♩┼─▪♪꜠☻─  

IP▪♪꜠☻╕√│Ⱡ♇♩꞉כ◒╩ CIDR ≢ ⱱ꞉▬♩ꜞ☻♩⌐ ∆╢⌐│⁸ ─

◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/geoacl/addcustom?addr=<Address> 

3.6.5.11 IP▪♪꜠☻╕√│Ⱡ♇♩꞉כ◒─ⱱ꞉▬♩ꜞ☻♩⅛╠─  

IP▪♪꜠☻╕√│Ⱡ♇♩꞉כ◒╩ⱱ꞉▬♩ꜞ☻♩⅛╠ ∆╢⌐│⁸ ─◖ⱴfi♪╩

⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/geoacl/removecustom?addr=<Address> 

3.6.6 GEO─ /  

3.6.6.1 GEO⅜ ≢№╢⅛≥℮⅛─♅▼♇◒ 

GEO⅜ ≢№╢⅛≥℮⅛╩♅▼♇◒∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/isgeoenabled 

3.6.6.2 GEO─  

─◖ⱴfi♪╩ ∆╢↓≤≢⁸GEO╩ ≢⅝╕∆⁹ 

─◒fiꜞכⱢ▬Ɽ !כꜝ◄ ⌐ ╡⅜№╡╕∆⁹ 
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3.6.6.3 GEO─  

─◖ⱴfi♪╩ ∆╢↓≤≢⁸GEO╩ ≢⅝╕∆⁹ 

─◒fiꜞכⱢ▬Ɽ !כꜝ◄ ⌐ ╡⅜№╡╕∆⁹ 

3.7 Statistics   

┘╟⅔☻ⱦכ◘ ╢╝╠№─כⱣכ◘ │⁸stats◖ⱴfi♪≢ ≢⅝╕∆⁹ 

╩◓fiꜞ♃☻ꜝ◒─כ♃☻ⱴ♪כ꜡ ⇔≡™╢ ⁸ ⱡכ

♪⌐≡ stats◖ⱴfi♪╩ ∆╢≤⁸∆═≡─ⱴ◦fi⌐ ♃כ♩╢∆

ꜟ─ ⅜ ↕╣╕∆⁹ 

https://<LoadMasterIPAddress>/access/stats 

◖ⱴfi♪⅜ ⌐ ↕╣√ ⁸ ┘╟⅔☻ⱦכ◘ ╢╝╠№─כⱣכ◘

⅜ ─ⱨ◊כⱴ♇♩≢ ↕╣╕∆⁹ 

─כⱣכ◘ │⁸ ☻ⱦכ◘ ⌐ ↕╣╕∆⁹ 

<Response stat="200" code="ok"> 
<Success> 

<Data> 
<CPU> 

<total> 
<User>3</User> 
<System>2</System> 
<Idle>93</Idle> 
<IOWaiting>2</IOWaiting> 

</total> 
<cpu0> 

<User>2</User> 
<System>3</System> 
<HWInterrupts>0</HWInterrupts> 
<SWInterrupts>0</SWInterrupts> 
<Idle>94</Idle> 
<IOWaiting>2</IOWaiting> 

</cpu0> 
<cpu1> 

<User>5</User> 
<System>2</System> 
<HWInterrupts>0</HWInterrupts> 
<SWInterrupts>0</SWInterrupts> 
<Idle>92</Idle> 
<IOWaiting>2</IOWaiting> 

</cpu1> 
</CPU> 
<Memory> 

<memused>280848</memused> 
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<percentmemused>13</percentmemused> 
<memfree>1777144</memfree> 
<percentmemfree>87</percentmemfree> 

</Memory> 
<Network> 

<eth0> 
<ifaceID>0</ifaceID> 
<speed>10000</speed> 
<in>0.0</in> 
<inbytes>828</inbytes> 
<inbytesTotal>63644014</inbytesTotal> 
<out>0.0</out> 
<outbytes>5329</outbytes> 
<outbytesTotal>93841381</outbytesTotal> 

</eth0> 
<eth0.vxlan4> 

<ifaceID>2</ifaceID> 
<speed>10000</speed> 
<in>0.0</in> 
<inbytes>0</inbytes> 
<inbytesTotal>0</inbytesTotal> 
<out>0.0</out> 
<outbytes>0</outbytes> 
<outbytesTotal>472</outbytesTotal> 

</eth0.vxlan4> 
</Network> 
<TPS> 

<Total>0</Total> 
<SSL>0</SSL> 

</TPS> 
<VStotals> 

<ConnsPerSec>0</ConnsPerSec> 
<TotalConns>0</TotalConns> 
<BitsPerSec>0</BitsPerSec> 
<TotalBits>0</TotalBits> 
<BytesPerSec>0</BytesPerSec> 
<TotalBytes>0</TotalBytes> 
<PktsPerSec>0</PktsPerSec> 
<TotalPackets>0</TotalPackets> 

</VStotals> 
<Vs> 

<VSAddress>172.20.0.207</VSAddress> 
<VSPort>80</VSPort> 
<VSProt>tcp</VSProt> 
<Index>12</Index> 
<ErrorCode>0</ErrorCode> 
<Enable>1</Enable> 
<TotalConns>0</TotalConns> 
<TotalPkts>0</TotalPkts> 
<TotalBytes>0</TotalBytes> 
<TotalBits>0</TotalBits> 
<ActiveConns>0</ActiveConns> 
<BytesRead>0</BytesRead> 
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<BytesWritten>0</BytesWritten> 
<ConnsPerSec>0</ConnsPerSec> 
<WafEnable>1</WafEnable> 
<Requests>0</Requests> 
<Incidents>0</Incidents> 
<Incidents_Hour>0</Incidents_Hour> 
<Incidents_Day>0</Incidents_Day> 
<Incidents_Dayover>0</Incidents_Dayover> 

</Vs> 
<Vs> 

<VSAddress>172.20.0.237</VSAddress> 
<VSPort>443</VSPort> 
<VSProt>tcp</VSProt> 
<Index>7</Index> 
<ErrorCode>0</ErrorCode> 
<Enable>1</Enable> 
<TotalConns>0</TotalConns> 
<TotalPkts>0</TotalPkts> 
<TotalBytes>0</TotalBytes> 
<TotalBits>0</TotalBits> 
<ActiveConns>0</ActiveConns> 
<BytesRead>0</BytesRead> 
<BytesWritten>0</BytesWritten> 
<ConnsPerSec>0</ConnsPerSec> 
<WafEnable>0</WafEnable> 

</Vs> 
</Data> 

</Success> 
</Response> 

⌐≈™≡ ─ ≢ ⇔╕∆⁹ 

☿◒◦ꜛfi   

 
 
 

CPU 

User ◙כꜚ

כ  

─≢♪כ⸗כ◙כꜚ ⌐ ↕╣√ CPU─Ɽכ☿fi♥כ

☺ 

System  

◦☻♥ⱶ  
◦☻♥ⱶ⸗כ♪≢─ ⌐ ↕╣√ CPU─Ɽכ☿fi♥כ

☺ 

Idle  

▪▬♪ꜟ  
▪▬♪ꜟ ─ CPU─Ɽכ☿fi♥כ☺ 

IOWaiting I/O ─ ∟ ⌐ ↕╣√ CPU─Ɽכ☿fi♥כ☺ 

HWInterrupts Ɫכ♪►▼▪ ╡ ╖─  

SWInterrupts ♁ⱨ♩►▼▪ ╡ ╖─  

 

ⱷ⸗ꜞ 

Memused ↕╣≡™╢ⱷ⸗ꜞ  

Percentmemused ↕╣≡™╢ⱷ⸗ꜞ─  

Memfree ⅝ⱷ⸗ꜞ  

Percentmemfree ⅝ⱷ⸗ꜞ─  

 
 
 

ifaceID ▬fi♃כⱨ▼▬☻─ ID  

Speed  ꜞfi◒─  

In ▬fiⱣ►fi♪ 
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☿◒◦ꜛfi   

Ⱡ♇♩꞉

 ◒כ

Out ▪►♩Ᵽ►fi♪ 

Total (TPS)♩כ

♃ꜟ TPS  

1 fi◙◒◦ꜛfiꜝ♩─ꜟ♃כ♩─╡√ TPS  

SSL (TPS) 1 ─ꜟ♃כ♩─╡√ SSL♩ꜝfi◙◒◦ꜛfi TPS  

 
 

VStotals 

ConnsPerSec 1 √╡─  

BitsPerSec 1 √╡─ⱦ♇♩  

BytesPerSec 1 √╡─Ᵽ▬♩  

PktsPerSec 1 √╡─Ɽ◔♇♩  

 
 
 
 
 
 
 

Vs 

VSAddress ◘כⱦ☻─ IP▪♪꜠☻ 

VSPort ◘כⱦ☻─ⱳכ♩ 

VSProt ◘כⱦ☻─ⱪ꜡♩◖ꜟ tcp╕√│ udp╩ ≢⅝╕∆⁹ 

Index ◘כⱦ☻─▬fi♦♇◒☻ ID  

ErrorCode ◄ꜝכ◖כ♪ 

Enable ◘כⱦ☻⅜ 1 ⅛ 0 ⅛╩ ⇔╕∆⁹ 

TotalConns ♩כ♃ꜟ─  

TotalPkts ♩כ♃ꜟ─Ɽ◔♇♩  

TotalBytes ♩כ♃ꜟ─Ᵽ▬♩  

TotalBits ♩כ♃ꜟ─ⱦ♇♩  

ActiveConns ▪◒♥▫Ⱪ⌂ ─ꜟ♃כ♩─  

BytesRead ╖ ♩▬Ᵽ─ꜟ♃כ♩√╣╕  

BytesWritten ⅝ ♩▬Ᵽ─ꜟ♃כ♩√╣╕  

WafEnable WAF⅜ 1 ⅛ 0 ⅛╩ ⇔╕∆⁹ ⱦכ◘

☻≢WAF⅜ ⌐⌂∫≡™╢ ⁸ ⌐ ∆WAF

─╖ ↕╣╕∆⁹ 

 ꜞ◒◄☻♩ WAF⌐╟╡ ─ꜟ♃כ♩√╣↕ Ⱪ꜡♇◒↕╣√

⅛≥℮⅛⌐⅛⅛╦╠∏⁸∆═≡─ ⅜ ↕╣╕∆ ⁹

⌐≈⅝ 2≈─ ⅜ ↕╣╕∆ 1≈│ ⁸1

≈│ ⁹ 

 Incidents 
WAF⌐╟╡ ♩ⱬfi▬─ꜟ♃כ♩√╣↕ Ⱪ꜡♇◒↕

╣√  

 Incidents_Hour 
─ xx.00.00 ⌐ ⇔√▬ⱬfi♩─  

 Incidents_Day 
ꜟ◌כ꜡ ⌐ ⇔√▬ⱬfi♩─  

 Incidents_Dayover 
1 ─℮∟⌐⁸ ↕╣√ ⇔⅝™ ╩▬ⱬfi♩◌►fi♃

⅜כ ⅎ√ ⅎ┌⁸⇔⅝™ ⅜ 10⌐ ↕╣≡⅔╡⁸

20 ─▬ⱬfi♩⅜ ⇔√ ⁸↓─◌►fi♃כ│ 2⌐

↕╣╕∆⁹ ⇔⅝™ │⁸AlertThresholdⱤꜝⱷכ♃כ

╩ ∆╢↓≤≢⁸ ⌐≥↔☻ⱦכ◘ ≢⅝╕∆⁹

│☿◒◦ꜛfi 3.5.1╩ ⇔≡ↄ∞↕™⁹ 
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3-21: ─  

3.8 SDN  

↕╣√ SDN◖fi♩꜡כꜝכ─♦Ᵽ▬☻ ╩ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔

╕∆⁹ 

https://<LoadMasterIPAddress>/access/sdndeviceinfo?cid=<ControllerID> 

sdndeviceinfo◖ⱴfi♪─ ╩ ⌐ ⇔╕∆⁹ 

<Response stat="200" code="ok"> 

<Success> 
<Data> 

<controller id="62"> 
<deviceinfo> 

<uid>openflow:151936205333838</uid> 
<name>br3</name> 
<type/> 
<vendor>Nicira, Inc.</vendor> 
<product>Open vSwitch</product> 
<firmware>2.3.1</firmware> 
<serial>None</serial> 
<ip>10.35.8.47</ip> 
<ifcount>3</ifcount> 
<status/> 
<portinfo> 

<port> 
<id>1</id> 
<name>prt3</name> 
<state/> 
<mac>52:34:63:89:05:17</mac> 
<curspeed>current_speed=0</curspeed> 
<maxspeed>max_speed=0</maxspeed> 

</port> 
<port> 

<id>2</id> 
<name>vnet5</name> 
<state/> 
<mac>fe:54:00:79:04:75</mac> 
<curspeed>current_speed=10000</curspeed> 
<maxspeed>max_speed=0</maxspeed> 

</port> 
<port> 

<id>local</id> 
<name>br3</name> 
<state/> 
<mac>8a:2f:67:8c:25:4e</mac> 
<curspeed/> 
<maxspeed/> 

</port> 
</portinfo> 

</deviceinfo> 
<deviceinfo> 

<uid>openflow:60003129350209</uid> 
<name>br1</name> 
<type/> 
<vendor>Nicira, Inc.</vendor> 
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<product>Open vSwitch</product> 
<firmware>2.3.1</firmware> 
<serial>None</serial> 
<ip>10.35.8.47</ip> 
<ifcount>4</ifcount> 
<status/> 
<portinfo> 

<port> 
<id>3</id> 
<name>vnet6</name> 
<state/> 
<mac>fe:54:00:ed:2d:aa</mac> 
<curspeed>current_speed=10000</curspeed> 
<maxspeed>max_speed=0</maxspeed> 

</port> 
<port> 

<id>2</id> 
<name>prt11</name> 
<state/> 
<mac>de:8f:f3:cc:58:7a</mac> 
<curspeed>current_speed=0</curspeed> 
<maxspeed>max_speed=0</maxspeed> 

</port> 
<port> 

<id>1</id> 
<name>prt1</name> 
<state/> 
<mac>5e:b2:61:21:c8:20</mac> 
<curspeed>current_speed=0</curspeed> 
<maxspeed>max_speed=0</maxspeed> 

</port> 
<port> 

<id>local</id> 
<name>br1</name> 
<state/> 
<mac>36:92:91:35:d8:41</mac> 
<curspeed/> 
<maxspeed/> 

</port> 
</portinfo> 

</deviceinfo> 
<deviceinfo> 

<uid>openflow:130736296040257</uid> 
<name>br2</name> 
<type/> 
<vendor>Nicira, Inc.</vendor> 
<product>Open vSwitch</product> 
<firmware>2.3.1</firmware> 
<serial>None</serial> 
<ip>10.35.8.47</ip> 
<ifcount>4</ifcount> 
<status/> 
<portinfo> 

<port> 
<id>2</id> 
<name>vnet7</name> 
<state/> 
<mac>fe:54:00:85:ca:9f</mac> 
<curspeed>current_speed=10000</curspeed> 
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<maxspeed>max_speed=0</maxspeed> 
</port> 
<port> 

<id>1</id> 
<name>prt2</name> 
<state/> 
<mac>8a:8d:81:78:10:8b</mac> 
<curspeed>current_speed=0</curspeed> 
<maxspeed>max_speed=0</maxspeed> 

</port> 
<port> 

<id>3</id> 
<name>prt22</name> 
<state/> 
<mac>d2:10:88:e8:98:f6</mac> 
<curspeed>current_speed=0</curspeed> 
<maxspeed>max_speed=0</maxspeed> 

</port> 
<port> 

<id>local</id> 
<name>br2</name> 
<state/> 
<mac>76:e7:6a:7c:17:41</mac> 
<curspeed/> 
<maxspeed/> 

</port> 
</portinfo> 

</deviceinfo> 
<deviceinfo> 

<uid>openflow:217995646047043</uid> 
<name>br4</name> 
<type/> 
<vendor>Nicira, Inc.</vendor> 
<product>Open vSwitch</product> 
<firmware>2.3.1</firmware> 
<serial>None</serial> 
<ip>10.35.8.47</ip> 
<ifcount>4</ifcount> 
<status/> 
<portinfo> 

<port> 
<id>2</id> 
<name>vnet4</name> 
<state/> 
<mac>fe:54:00:ab:30:91</mac> 
<curspeed>current_speed=10000</curspeed> 
<maxspeed>max_speed=0</maxspeed> 

</port> 
<port> 

<id>1</id> 
<name>prt4</name> 
<state/> 
<mac>f2:fc:c5:31:1e:a0</mac> 
<curspeed>current_speed=0</curspeed> 
<maxspeed>max_speed=0</maxspeed> 

</port> 
<port> 

<id>3</id> 
<name>vnet8</name> 
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<state/> 
<mac>fe:54:00:6a:f8:4e</mac> 
<curspeed>current_speed=10000</curspeed> 
<maxspeed>max_speed=0</maxspeed> 

</port> 
<port> 

<id>local</id> 
<name>br4</name> 
<state/> 
<mac>c6:44:11:0b:93:43</mac> 
<curspeed/> 
<maxspeed/> 

</port> 
</portinfo> 

</deviceinfo> 
</controller> 

</Data> 
</Success> 

</Response> 

↓─ ⌐≈™≡ ─ ≢ ⇔╕∆⁹ 

☿◒◦ꜛfi   

 
 
 

♦Ᵽ▬☻  
 
 
 
 

uid ♦Ᵽ▬☻─ UID  

name  ♦Ᵽ▬☻─  

vendor ♦Ᵽ▬☻─ⱷכ◌כ 

product ♦Ᵽ▬☻─  

firmware ♦Ᵽ▬☻─ⱨ□כⱶ►▼▪Ᵽכ☺ꜛfi 

serial ♦Ᵽ▬☻─◦ꜞ▪ꜟ  

ip ♦Ᵽ▬☻─ IP▪♪꜠☻ 

ifcount ♦Ᵽ▬☻ ─▬fi♃כⱨ▼▬☻─  

 status ♦Ᵽ▬☻─  

ⱳכ♩  id ⱳכ♩─ ID  

 name  ⱳכ♩─  

mac ⱳכ♩─MAC▪♪꜠☻ 

curspeed ⱳכ♩─ ─  

maxspeed ⱳכ♩─  

3-22:SDN♦Ᵽ▬☻ ─  

↕╣√ SDN◖fi♩꜡כꜝכ כ♃☻ⱴ♪כ꜡┘╟⅔ ≢ ↕╣≡™╢ ∆╢

─☻ⱦכ◘ ─Ɽ☻ ╩ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/sdnpathinfo?cid=<ControllerID> 

sdnpathinfo◖ⱴfi♪─ ╩ ⌐ ⇔╕∆⁹ 

<Response stat="200" code="ok"> 
<Success> 

<Data> 
<pathinfo> 

<path> 



RESTful API  

 
RESTful API ◖ⱴfi♪ 

 

 

                                                                  ꜡ ♩כⱡ☻כꜞꜞ ☼כꜞ◦כ♃☻ⱴ♪כ Ver 7.1.35) 

Copyright © 2002 - 2016   KEMP Technologies, Inc. All Rights Reserved.                              79 

<dir>fwd</dir> 
<source>10.35.8.49</source> 
<dest>10.35.8.89</dest> 
<pathelem> 

<switch> 
<idx>0</idx> 
<name>baloo</name> 
<dpid>00:08:a0:1d:48:92:4f:80</dpid> 

</switch> 
<inport> 

<idx>25</idx> 
<name>25</name> 
<byte>3397596</byte> 

</inport> 
<outport> 

<idx>14</idx> 
<name>14</name> 
<byte>3395099</byte> 

</outport> 
</pathelem> 
<pathelem> 

<switch> 
<idx>1</idx> 
<name>bagheera</name> 
<dpid>00:08:40:a8:f0:87:04:80</dpid> 

</switch> 
<inport> 

<idx>15</idx> 
<name>15</name> 
<byte>3388430</byte> 

</inport> 
<outport> 

<idx>6</idx> 
<name>6</name> 
<byte>1566302</byte> 

</outport> 
</pathelem> 

</path> 
<path> 

<dir>rev</dir> 
<source>10.35.8.89</source> 
<dest>10.35.8.49</dest> 
<pathelem> 

<switch> 
<idx>0</idx> 
<name>baloo</name> 
<dpid>00:08:a0:1d:48:92:4f:80</dpid> 

</switch> 
<inport> 

<idx>25</idx> 
<name>25</name> 
<byte>3397596</byte> 

</inport> 
<outport> 

<idx>14</idx> 
<name>14</name> 
<byte>3395099</byte> 

</outport> 
</pathelem> 
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<pathelem> 
<switch> 

<idx>1</idx> 
<name>bagheera</name> 
<dpid>00:08:40:a8:f0:87:04:80</dpid> 

</switch> 
<inport> 

<idx>15</idx> 
<name>15</name> 
<byte>3388430</byte> 

</inport> 
<outport> 

<idx>6</idx> 
<name>6</name> 
<byte>1566302</byte> 

</outport> 
</pathelem> 

</path> 
</pathinfo> 

</Data> 
</Success> 

</Response> 

↓─ ⌐≈™≡ ─ ≢ ⇔╕∆⁹ 

☿◒◦ꜛfi   

path dir ─  

source IP▪♪꜠☻ 

dest IP▪♪꜠☻ 

switch idx ⌐№╢☻▬♇♅─▬fi♦♇◒☻  

name  ☻▬♇♅─  

dpid ☻▬♇♅─♦כ♃Ɽ☻ ID DPID  

inport 

 

 

idx ♩ꜝⱨ▫♇◒─☻▬♇♅ⱳכ♩  

name  ⱳכ♩─  

byte ↓─ⱳכ♩≢ ↕╣√Ᵽ▬♩  

outport idx ♩ꜝⱨ▫♇◒─☻▬♇♅ⱳכ♩  

 name  ⱳכ♩─  

 byte ↓─ⱳכ♩≢ ↕╣√Ᵽ▬♩  

3-23:SDN ─  
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  כⱣכ◘ 3.9

⁸│כⱣכ◘ ─™∏╣⅛─◖ⱴfi♪╩ ∫≡ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/showrs?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&rs=<RS 
IPaddr>&rsport=<RS-Port> 

https://<LoadMasterIPAddress>/access/delrs?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&rs=<RS 
IPaddr>&rsport=<RS-Port> 

https://<LoadMasterIPAddress>/access/delrs?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&rs=!<RSInde
x> 

 

https://<LoadMasterIPAddress>/access/addrs?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&rs=<RS 
IPaddr>&rsport=<RS-Port> 

https://<LoadMasterIPAddress>/access/modrs?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&rs=<RS 
IPaddr>&rsport=<RS-Port> 

rsⱤꜝⱷ⁸│⌐כ♃כ ID ⁸ ◘Ⱪ VS─ ☻ⱦכ◘ ⁸IP▪♪꜠☻╩ ≢⅝

╕∆⁹showvs◖ⱴfi♪╩ ∆╢≤⁸<RSIndex>◄꜠ⱷfi♩⌐ ID⅜ ↕╣╕∆⁹ : 

Χ 
<Rs> 
<Status>Up</Status> 
<VSIndex>1</VSIndex> 
<RsIndex>3</RsIndex> 
<Addr>10.154.201.3</Addr> 
<Port>80</Port> 
<Forward>nat</Forward> 
<Weight>1000</Weight> 
<Limit>0</Limit> 
<Enable>Y</Enable> 
<Critical>N</Critical> 
</Rs> 
Χ 

 

 3-3:  IDכⱣכ◘

╕√│⁸WUI─"Modify Virtual Service" ─☻ⱦכ◘ ╩♅▼♇◒⇔╕∆⁹

↓─ ⌐№╢"Real Servers" כⱣכ◘  ☿◒◦ꜛfi─"Id" ─IDכⱣכ◘⁸⌐

⅜ ↕╣╕∆⁹  

rsⱤꜝⱷכ♃כ≢<RSIndex>╩ ∆╢ ⁸∕─ ⌐ ∏ ΨΗΩ⅜ ↕╣╕

∆⁹  

 

https://<LoadMasterIPAddress>/access/showrs?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&rs=!<RSIn
dex> 
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─כⱣכ◘ IP▪♪꜠☻ rsⱤꜝⱷכ♃כ⌐ ⌂ IP▪♪꜠☻ │⁸IPv4 ╕

√│ IPv6 ╩ ≢⅝╕∆⁹ 

¶ IPv4─▪♪꜠☻─ : 10.11.0.24  

¶ IPv6─▪♪꜠☻─ : fdce:9b36:e54f:110::40:14 

critical⌂≥─ ─◘Ⱪ VSⱤꜝⱷ⁸│כ♃כ◘Ⱪ VS─ RsIndex╩ ™≡ ∆╢

⅜№╡╕∆⁹ : 

https://<LoadMasterIPAddress>/access/modrs?vs=<ParentVSIndex>&rs=!<RsIndexOfTheSubVS>&critic

al=<0/1> 

◘Ⱪ VS⌐ ↕╣√ ─כⱣכ◘ ╩ ∆╢⌐│⁸◘Ⱪ VS─ ☻ⱦכ◘ Index

⅔╟┘ ─כⱣכ◘ RsIndex╩ ⇔╕∆⁹ : 

https://<LoadMasterIPAddress>/access/modrs?vs=<SubVSIndex>&rs=!<RsIndex>&critical=<0/1> 

 

ΨŀŘŘǊǎΨ≤ΨƳƻŘǊǎΩ │⁸○ⱪ◦ꜛfi≤⇔≡ ─Ɽꜝⱷכ♃⅜ ↕╣╕∆⁹ 

 

 

 

  ♦ⱨ◊ꜟ♩   

weight I 1000 1-65535 ╖ ↑ꜝ►fi♪꜡ⱦfi ╩ ∆╢

⌐כⱣכ◘⁸ ∆╢♩ꜝⱨ▫♇◒─

│⁸ ─כⱣכ◘ ╖⌐ ≠⅝

↕╣╕∆⁹ ™ ⅜ כⱣכ◘√╣↕

│⁸╟╡ ↄ─♩ꜝⱨ▫♇◒╩ ⇔╕

∆⁹ 

◘Ⱪ VS─ ╖│modrs◖ⱴfi♪≢ ≢

⅝╕∆ ☻ⱦכ◘ ⌐ ↕

╣╢ ─◘Ⱪ VS─"Id" ⌐ ↕╣╢

╩ rs⌐ ⇔╕∆ ⁹ 

newport I < > 3-65535 (change the Port 
of the Real Server) 

≢כⱣכ◘ ↕╣╢ⱳכ♩ 

forward S nat nat, route ↕╣╢ⱨ◊꞉כ♦▫fi◓ ─ ⁹

♦ⱨ◊ꜟ♩─ │ NAT≢∆⁹◘כⱣכ⅛

╠─ │⁸꜠▬ꜘ ╖─≢☻ⱦכ◘4

≢∆⁹ 

enable B 1  ◘כⱣכ╩ / ⌐⇔╕∆⁹ 

limit I 0 0-100000 ◘כⱣכ♥כ꜡⅜כ◦ꜛfi⅛╠ ↕╣╢

⌐⁸ ⌐כⱣכ◘ ⱪfiכ○⌂

─  
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  ♦ⱨ◊ꜟ♩   

non_local B 0 0 =  

1 =  

♦ⱨ◊ꜟ♩≢│⁸꜡כ◌ꜟⱠ♇♩꞉כ◒

─ ╖─כⱣכ◘ ⌐☻ⱦכ◘ ╡ ≡

╠╣╕∆⁹↓─○ⱪ◦ꜛfi╩ ⌐∆╢

◒כⱠ♇♩꞉ꜟ◌כ꜡⁸≥ ⌐⌂™ כ◘

Ᵽכ╩ ⌐☻ⱦכ◘ ╡ ≡╢↓≤⅜≢

⅝╕∆⁹ 

↓─○ⱪ◦ꜛfi│⁸ ∆╢ ☻ⱦכ◘

⌐⅔™≡⁸Enable Non-Local Real Servers⅜

⌐⌂∫≡⅔╡⁸Transparency⅜ ⌐

⌂∫≡™╢≤⅝─╖ ≢⅝╕∆⁹ 

critical B 0 0 =  

1 =  

↓─Ɽꜝⱷכ♃כ⅜ ⌂ ⅝⁸ ◘

⅜☻ⱦכ ≢№╢≤ ↕╣╢√╘

⌐│↓─ ⅜כⱣכ◘ ≢№╢↓≤╩

⇔╕∆⁹↓─ ⅜כⱣכ◘ ⇔⌂ↄ⌂

╢ ╕√│ ⌐⌂╢ ≤⁸↓─ כ◘

Ᵽכ│ ≢№╢≤ⱴ⁹∆╕╣↕◒כ 

follow I < > ⱨ◊꜡כ∆╢ כⱣכ◘

─ RsIndex 

↓─Ɽꜝⱷ⁸╩כ♃כⱨ◊꜡כ∆╢ כ◘

Ᵽכ─ RsIndex⌐ ∆╢↓≤≢⁸≥─

⌐כⱣכ◘ ≠™≡Ⱬꜟ☻♅▼♇◒╩ ℮

⅛╩ ⇔╕∆⁹↓─≤⅝⁸ ∂ Ᵽכ◘

─כ RsIndex╩ ⇔≡∕─ ─כⱣכ◘

⌐☻♃כ♥☻ ≠⅝Ⱬꜟ☻♅▼♇◒╩ ╦

∑╢↓≤╙⁸ ─ ╩כⱣכ◘ ∆╢↓

≤╙≢⅝╕∆⁹ ⅎ┌⁸ ⅜1כⱣכ◘

⇔≡™╢ ⁸ ⌐1כⱣכ◘ ≠⅝Ⱬ

ꜟ☻♅▼♇◒╩ ∫≡™╢ ⁸│כⱣכ◘

∕╣╠─ ─כⱣכ◘ ⌐⅛⅛╦╠∏⁸

∆═≡ ≢№╢≤ⱴ⁹∆╕╣↕◒כ  

3-24:  ♃כⱤꜝⱷ─כⱣכ◘

╙⇔⁸ ⅜☻ⱦכ◘ L7⸗⁸┌╠⌂♪כάŦƻǊǿŀǊŘέⱤꜝⱷכ♃╩

ΨǊƻǳǘŜΩ⌐ ⇔≡╙ ─ ╙№╡╕∑╪⁹ 

─כⱣכ◘ 3.9.1  /  

⌂ꜟⱣכ꜡◓─כⱣכ◘ 3.9.1.1 /  

⌐ꜟⱣכ꜡◓╩כⱣכ◘ / ∆╢ ≡─ ╩☻ⱦכ◘ / ∆

╢ ⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/enablers?rs=<IPaddr> 

╕√│⁸ 

https://<LoadMasterIPAddress>/access/disablers?rs=<IPaddr> 
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─כⱣכ◘ IP▪♪꜠☻ rsⱤꜝⱷכ♃כ⌐ ⌂ IP▪♪꜠☻ │⁸IPv4 ╕

√│ IPv6 ╩ ≢⅝╕∆⁹ 

¶ IPv4─▪♪꜠☻─ : 10.11.0.24  

¶ IPv6─▪♪꜠☻─ : fdce:9b36:e54f:110::40:14 

⌂ꜟ◌כ꜡─כⱣכ◘ 3.9.1.2 /  

⌐ꜟ◌כ꜡╩כⱣכ◘ / ∆╢ №╢ 1 ≈─ ╩☻ⱦכ◘ /

∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/modrs?vs=<VirtualServiceIPAddress>&port=<Port>&prot=<tcp/
udp>&rs=<RealServerIPAddress>&rsport=<port>&enable=n 

 

 

╕√│⁸ 

https://<LoadMasterIPAddress>/access/modrs?vs=<VirtualServiceIPAddress>&port=<Port>&prot=<tcp/
udp>&rs=<RealServerIPAddress>&rsport=<port>&enable=y 

─כⱣכ◘ IP▪♪꜠☻ rs Ɽꜝⱷכ♃כ⌐ ⌂ IP▪♪꜠☻ │⁸IPv4 ╕

√│ IPv6 ╩ ≢⅝╕∆⁹ 

¶ IPv4─▪♪꜠☻─ :10.11.0.24  

¶ IPv6─▪♪꜠☻─ : fdce:9b36:e54f:110::40:14 

 ◒♇▼♅≥ꜟכꜟ 3.10

◖fi♥fi♠ꜟ⁸│ꜟכRESTful API≢ ≢⅝╕∆⁹ 

─ꜟכꜟ 3.10.1   

◦☻♥ⱶ⌐ ⁸│ꜟכꜟ╢™≡⇔ ─ showrule◖ⱴfi♪╩ ⇔≡ ⅜ ≢∆⁹ 

https://<LoadMasterIPAddress>/access/showrule?[name=<Rule Name>]&[type=<0-4>]  

Ɽꜝⱷכ♃כ⌂⇔≢ showrule◖ⱴfi♪╩ ∆╢≤⁸ ♩☻ꜞ≡═∆⅜ꜟכꜟ─

↕╣╕∆⁹ ꜟכꜟ⁸│♩☻ꜞ╢╣↕ ⁸╙⇔ↄ│ꜟכꜟ─♃▬ⱪ╩ ∆╢↓≤≢

ⱨ▫ꜟ♃⁹∆╕⅝≢⅜כ 

╩ⱪ▬♃─ꜟכꜟ ⌐ ⇔╕∆⁹ 

   

0 MatchContentRule ○ꜞ☺♫ꜟ─ꜟכꜟ 

1 AddHeaderRule Rule to Add header field 

2 DeleteHeaderRule Rule to Delete a header field. 

3 ReplaceHeaderRule Rule to modify a header field. 

4 ModifyURLRule URL ⅝ ⅎꜟכꜟ 

 ⱪ▬♃─ꜟכꜟ:3-25



RESTful API  

 
RESTful API ◖ⱴfi♪ 

 

 

                                                                  ꜡ ♩כⱡ☻כꜞꜞ ☼כꜞ◦כ♃☻ⱴ♪כ Ver 7.1.35) 

Copyright © 2002 - 2016   KEMP Technologies, Inc. All Rights Reserved.                              85 

─╡╟ⱶ♥☻◦─ꜟכꜟ 3.10.2  

╡╟⌐♪⁸delrule ◖ⱴfi│ꜟכꜟ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/delrule?name=<Rule Name> 

╡╟⌐♪⁸delrule ◖ⱴfi│ꜟכꜟ 3.10.3 ≢⅝╕∆⁹ 

addrule◖ⱴfi♪⅔╟┘modrule◖ⱴfi♪╩ ╩ꜟכꜟ⁸≥╢∆ / ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/addrule?name=<Rule Name> 

https://<LoadMasterIPAddress>/access/modrule?name=<Rule Name> 

─ꜟכꜟ ⌐╟╡╕∆⅜⁸ ─Ɽꜝⱷכ♃╩ ꜟכꜟ⁹∆╕⅝≢ ⌐"type"

╩ ⇔⌂⅛∫√ ⁸♦ⱨ◊ꜟ♩ ─ 0 MatchContentRule ꜟכꜟ⁹∆╕╡⌂⌐

◖ⱴfi♪─ ⁸ά¢ȅǇŜέ╩ ⇔⌂⅛∫√ │⁸♃▬ⱪ│ ↕╣╕∑╪⁹  

Type 1─ AddHeaderRule─ │⁸pattern Ɽꜝⱷכ♃╩ ⇔⌂↑╣┌⌂╡

╕∑╪⁹ 

   

Type 0 (MatchContentRule) 

  ♦ⱨ◊ꜟ♩   

matchtype S regex - regex 

- prefix 

- postfix 

╡╟⌐ꜟכꜟ ↕╣╢ ─

 

inchost B N  ╩ ℮ ⌐⁸ꜞ◒◄☻♩ URI

─ ⌐ⱱ☻♩ ╩ ⇔╕∆⁹ 

nocase B N  ─ ⌐ ≤

╩ ⇔╕∑╪⁹ 

negate B N  ⱴ♇♅ ─ ╩ ⇔╕∆⁹ 

incquery B N  ╩ ℮ ⌐⁸URI⌐◒◄ꜞ

╩ ⇔╕∆⁹ 

header Ⱬ

כ♄♇  

S < > ╩  ∆╢Ⱬ♇♄כⱨ▫כꜟ♪ ⁹

Ⱬ♇♄כⱨ▫כꜟ♪⅜ ↕╣≡

™⌂™ ⁸♦ⱨ◊ꜟ♩≢ URL⌐

≡ ⅜ ╦╣╕∆⁹ꜞ◒◄☻♩

─ ≤ ∆╢⌐│⁸↓╣╩

body⌐ ⇔╕∆⁹ 

pattern S < >  Ɽ♃כfi 

ⱪ▬♃─ꜟכꜟ:3-26 0─Ɽꜝⱷכ♃ 

ά ƘŜŀŘŜǊέⱤꜝⱷ⁸│♃כ○ⱪ◦ꜛ♫ꜟ≢Ⱬ♇♄כ ⅜ⱴ♇♅⇔√

─╖ Value≤⇔≡─άǇŀǘǘŜǊƴέ╩ ≢∆⁹ 
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Type 1 (AddHeaderRule) 

    ♦ⱨ◊ꜟ♩  

header Ⱬ♇♄כ  S < > ∆╢Ⱬ♇♄כⱨ▫כꜟ♪  

replacement S < >  

ⱪ▬♃─ꜟכꜟ:3-27 1─Ɽꜝⱷכ♃ 

 

 

Type 2 (DeleteHeaderRule) 

   ♦ⱨ◊ꜟ♩  

pattern S < > Ɽ♃כfi 

ⱪ▬♃─ꜟכꜟ:3-28 2─Ɽꜝⱷכ♃ 

 

Type 3 (ReplaceHeaderRule) 

   ♦ⱨ◊ꜟ♩  

header Ⱬ♇♄כ  S < > ─Ⱬ♇♄כⱨ▫כꜟ♪  

replacement S < >  

pattern S < > Ɽ♃כfi 

ⱪ▬♃─ꜟכꜟ:3-29 3─Ɽꜝⱷכ♃ 

 

Type 4 (ModifyURLRule) 

   ♦ⱨ◊ꜟ♩  

replacement S < > URL  

pattern S < > Ɽ♃כfi 

ⱪ▬♃─ꜟכꜟ:3-30 4─Ɽꜝⱷכ♃ 

─ꜟכꜟ─┼כⱣכ◘ 3.10.4 /  

≥ ⁸addrsrule│ꜟכꜟ delrsrule ◖ⱴfi♪╩ ⇔≡ ⌐כⱣכ◘ ⁸╙⇔ↄ│ כ◘

Ᵽכ╟╡ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/addrsrule?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&rs=<RS 
IPaddr>&rsport=<RS-Port>&rule=<RuleName> 

https://<LoadMasterIPAddress>/access/delrsrule?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&rs=<RS 
IPaddr>&rsport=<RS-Port>&rule=<RuleName> 

rsⱤꜝⱷכ♃כ⌐│ ID ╙ ≢⅝╕∆⁹showvs◖ⱴfi♪╩ ∆╢≤⁸

<RSIndex>◄꜠ⱷfi♩⌐ ID ☻◒♇♦fi▬─כⱣכ◘ ⅜ ↕╣╕∆⁹ : 

Χ 
<Rs> 
<Status>Up</Status> 
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<VSIndex>1</VSIndex> 
<RsIndex>3</RsIndex> 
<Addr>10.154.201.3</Addr> 
<Port>80</Port> 
<Forward>nat</Forward> 
<Weight>1000</Weight> 
<Limit>0</Limit> 
<Enable>Y</Enable> 
<Critical>N</Critical> 
</Rs> 
Χ 

3.10.5 ◘Ⱪ VS─ꜟכꜟ─ /  

addrsrule◖ⱴfi♪⅔╟┘ delrsrule◖ⱴfi♪╩ ∆╢≤⁸◖fi♥fi♠ꜟכꜟ╩◘Ⱪ VS

⌐ ╕√│◖fi♥fi♠ꜟכꜟ╩◘Ⱪ VS⅛╠ ∆╢↓≤⅜≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/addrsrule?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&rs=!<Rs
IndexOfSubVS>&rule=<RuleName> 

https://<LoadMasterIPAddress>/access/delrsrule?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&rs=!<RsI
ndexOfSubVS>&rule=<RuleName> 

◘Ⱪ VS⌐ ╡ ≡╠╣≡™╢ ╩ꜟכꜟ♠fi♥fi◖⌐כⱣכ◘ ∆╢⌐│⁸ ─

◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/addrsrule?vs=<VSIndexOfSubVS>&rs=<RealServerIPAddress>&r
sport=<RealServerPort>&rule=<RuleName> 

 

◖fi♥fi♠ꜟכꜟ╩◘Ⱪ VS⌐ ∆╢⌐│⁸ ─ꜟכꜟ╢∆ ⌐ ∂≡⁸

addprerule◖ⱴfi♪⁸addresponserule◖ⱴfi♪⁸addrequestrule◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/addprerule?vs=<VSIndexOfSubVS>&rule=<RuleName> 

https://<LoadMasterIPAddress>/access/addresponserule?vs=<VSIndexOfSubVS>&rule=<RuleName> 

https://<LoadMasterIPAddress>/access/addrequestrule?vs=<VSIndexOfSubVS>&rule=<RuleName> 

◖fi♥fi♠ꜟכꜟ╩◘Ⱪ VS⅛╠ ∆╢⌐│⁸ ─ꜟכꜟ╢∆ ⌐ ∂≡⁸

delprerule◖ⱴfi♪⁸delresponserule ◖ⱴfi♪⁸delrequestrule◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/delprerule?vs=<VSIndexOfSubVS>&rule=<RuleName> 

https://<LoadMasterIPAddress>/access/delresponserule?vs=<VSIndexOfSubVS>&rule=<RuleName> 

https://<LoadMasterIPAddress>/access/delrequestrule?vs=<VSIndexOfSubVS>&rule=<RuleName> 

RsIndex╕√│ VsIndex╩ ∆╢⌐│⁸listvs◖ⱴfi♪╩ ⇔╕∆⁹ │☿◒◦ꜛ

fi 3.5.1╩ ⇔≡ↄ∞↕™⁹ 

─ꜟכꜟ─☻ⱦכ◘ 3.10.6  

┘╟⅔⁸addprerule⁸addresponserule⁸│ꜟכꜟ addrequestrule◖ⱴfi♪≢ ⱦכ◘

☻⌐ ≢⅝╕∆⁹ 
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https://<LoadMasterIPAddress>/access/addprerule?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&rule=
<RuleName> 

https://<LoadMasterIPAddress>/access/addresponserule?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&
rule=<RuleName> 

https://<LoadMasterIPAddress>/access/addrequestrule?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&r
ule=<RuleName> 

─ꜟכꜟ─☻ⱦכ◘ 3.10.7  

┘╟⅔⁸delprerule⁸delresponserule⁸│ꜟכꜟ delrequestrule◖ⱴfi♪≢ ☻ⱦכ◘

⅛╠ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/delprerule?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&rule=<
RuleName> 

https://<LoadMasterIPAddress>/access/delresponserule?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&r
ule=<RuleName> 

https://<LoadMasterIPAddress>/access/delrequestrule?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&ru
le=<RuleName> 

3.10.8 Check Parameters♅▼♇◒ Ɽꜝⱷכ♃  

Service CheckⱤꜝⱷ⁸│♃כ ─◖ⱴfi♪≢ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/showhealth? 

showhealth◖ⱴfi♪─ ⌐│⁸RetryInterval⁸Timeout⁸RetryCount─ ⅜ ↕╣╕

∆⁹  

Service CheckⱤꜝⱷ⁸│♃כ ─◖ⱴfi♪≢ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/modhealth?RetryInterval=<IntervalValue>&Timeout=<Timeout

Value>&RetryCount=<CountValue> 

    

♦ⱨ

◊ꜟ

♩   

RetryInterval I 9-
3600 

120 Ⱬꜟ☻♅▼♇◒─ ╩ ≢ ⇔

≥כ♃☻ꜝ◒⁸│⌐╣↓⁹∆╕ FQDN⅜ ╕

╣╕∆⁹ 

N 

Timeout ♃▬

ⱶ▪►♩  

I 4-60 20 ≢ ⇔╕∆⁹↓─ │⁸Ⱬꜟ☻♅▼

♇◒⌐ ∆╢ꜞⱪꜝ▬─ ∟ ≢

∆⁹ 

N 

RetryCount I 2-15 2 ♄►fi ≤⇔≡ ↕╣⁸ ⱪכꜟ

⅛╠ ↕╣╢Ⱬꜟ☻♅▼♇◒─

≢∆⁹ 

N 

3-31: modhealth─Ɽꜝⱷכ♃כ 

Adaptive CheckⱤꜝⱷ⁸│♃כ ─◖ⱴfi♪≢ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/showadaptive? 
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Adaptive CheckⱤꜝⱷ⁸│♃כ ─◖ⱴfi♪≢ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/modadaptive?AdaptiveURL=<URL>&AdaptivePort=<Port>&<Ad

aptiveInterval=<Interval>&MinPercent=%Value> 

3.11 ≤☿◐ꜙꜞ♥▫ 

3.11.1 ─  

│⁸ ─◖ⱴfi♪≢ ≢⅝╕∆⁹ 

▬fi☻♩כꜟ↕╣≡™╢ ─ꜞ☻♩╩ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕

∆⁹ 

https://<LoadMasterIPAddress/access/listcert 

╩▪♇ⱪ꜡⁸│⌐╢∆♪כ ─ cURL◖ⱴfi♪╩ ⇔╕∆⁹ 

curl ςX POST --data-ōƛƴŀǊȅ άϪғCƛƭŜƴŀƳŜҔΦғ9ȄŜƴǎƛƻƴҔέ ςk 

https://<LoadMasterIPAddress/access/addcert?cert=<Filename>.<Extension>&password=<Password>&

replace=<0/1> 

   ♦ⱨ◊ꜟ♩   

cert F < > ↓─Ɽꜝⱷ⁸│כ♃כⱨ□▬ꜟ

≤∕╣⌐ ↄ ╩ ⇔╕∆

: certname.pem ⁹ 

╢∆♪כ꜡ⱪ♇▪╩כ◐─

⁸ ╩כ◐≥ ∂ⱨ□▬

ꜟ ⌐ ™≡ↄ∞↕™⁹ 

Y 

password S < > ⌐ ⇔√⁸

╩ ∆╢√╘─ ─ Ɽ☻

ⱨ꜠כ☼ 

N 

replace B < > 0 - ⅝ ⅎ⌂™ 

1 - ⅝ ⅎ╢ 

⌐≢∆⌐כ♃☻ⱴ♪כ꜡ ∆╢

╩ ⅝ ⅎ╢ ⁸Ɽꜝⱷ

╩replaceכ♃כ 1⌐ ⇔╕

∆⁹ √⌐ ╩▪♇ⱪ꜡כ♪

∆╢ ⁸replace╩ 0⌐ ⇔

╕∆⁹ 

N 

: Ɽꜝⱷכ♃כaddcert 

https://<LoadMasterIPAddress>/access/delcert?cert=<CertName> 

⌐☻ⱦכ◘ ╡ ≡╠╣≡™╢ ╩ ∆╢↓≤│≢⅝╕

∑╪⁹ ╩ ∆╢ ⌐⁸ ⌐☻ⱦכ◘ ∆╢ ─ ╡

≡╩ ⇔╕∆⁹ 
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https://<LoadMasterIPAddress>/access/addintermediate?cert=<CertName> 

https://<LoadMasterIPAddress>/access/delintermediate?cert=<CertName> 

https://<LoadMasterIPAddress>/access/backupcert?password=<Password> 

https://<LoadMasterIPAddress>/access/restorecert?password=<Password>&Type=<type> 

Ɽ☻꞉כ♪ Ɽ☻ⱨ꜠כ☼ │ ≢ ∆╢ ⅜№╡⁸ ≤ ⅜ ↕

╣╕∆⁹ ─ │ 7⁸ │ 64≢∆⁹ 

typeⱤꜝⱷכ♃כ⌐│ 3≈─ ╩ ≢⅝╕∆⁹ 

¶ Full - ∆═≡─ ☻ⱦכ◘ ≤▬fi♃כⱵ♦▫◄כ♩  

¶ Third - ▬fi♃כⱵ♦▫◄כ♩ ─╖ 

¶ Vs - ◘כⱦ☻ ─╖ 

typeⱤꜝⱷכ♃כ─ │⁸ ≤ ⅜ ↕╣╕∆⁹↓─Ɽ

ꜝⱷכ♃כ╩ ∆╢ │⁸ ╩ ⇔≡ↄ∞↕™⁹ 

Replace│⁸ ─ ╩ ∂ ≢ ⅝ ⅎ╢⅛≥℮⅛╩꜡כ♪ⱴ☻♃כ⌐ ∆

╢√╘─Ⱪכꜟ ≢∆⁹ 

 

get⅔╟┘ set◖ⱴfi♪≢ ≢⅝╢ ─Ɽꜝⱷכ♃─ ⌐≈™≡│⁸

3-32╩ ⇔≡ↄ∞↕™⁹ 

   

admincert S  

sslrenegotiate B  

localcert S ↓─Ɽꜝⱷ⁸│כ♃כHA

╩ ⇔≡™╢≤⅝─╖

⇔╕∆⁹ 

3-32: ─Ɽꜝⱷכ♃ 

3.11.2 ☿♇♩ 

─◖ⱴfi♪╩ ⇔≡⁸◌☻♃ⱶ ☿♇♩╩ ∆╢↓≤⅜≢⅝╕∆⁹ 

◦☻♥ⱶ ─ ☿♇♩╩ ⇔√╡ ⇔√╡∆╢↓≤│≢⅝

╕∑╪⁹ 

3.11.2.1 ◌☻♃ⱶ ☿♇♩─ /◌☻♃ⱶ ☿♇♩─  

modifycipherset◖ⱴfi♪╩ ∫≡⁸ ─◌☻♃ⱶ ☿♇♩─ ╕√│◌☻♃ⱶ

☿♇♩─ ⅜ ⅎ╕∆⁹ 
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─◌☻♃ⱶ ☿♇♩ ╩ ∆╢≤⁸∕─ ☿♇♩⅜

↕╣╕∆⁹ ⇔™ ╩ ∆╢≤⁸◌☻♃ⱶ ☿♇♩⅜ √⌐

↕╣╕∆⁹ 

 

https://<LoadMasterIPAddress>/access/modifycipherset?name=<CustomCipherSetName>&value=<Cip

her(s)> 

◖꜡fi ":" ≢ ∫≡ ─ ╩ ╡ ≡╢↓≤⅜≢⅝╕∆⁹ 

3.11.2.2 ─ ☿♇♩⌐ ∆╢ ─  

getcipherset◖ⱴfi♪╩ ∫≡⁸ ⇔√ ☿♇♩⌐ ╕╣╢ ─ ╩

∆╢↓≤⅜≢⅝╕∆⁹ : 

─◒fiꜞכⱢ▬Ɽ !כꜝ◄ ⌐ ╡⅜№╡╕∆⁹> 

Ɽꜝⱷכ♃כname─ ⌂ │ ─≤⅔╡≢∆⁹ 

¶ ♦ⱨ◊ꜟ♩ 

¶ Default_NoRc4 

¶ BestPractices 

¶ Intermediate_compatibility 

¶ Backward_compatibility 

¶ WUI 

¶ FIPS 

¶ Legacy 

¶ <◌☻♃ⱶ ☿♇♩ > 

↓─ │ ≤ ⅜ ↕╣╕∆⁹ 

3.11.2.3 ◌☻♃ⱶ ☿♇♩─  

delcipherset◖ⱴfi♪│ ∫≡⁸ ─ ☿♇♩╩ ∆╢↓≤⅜≢⅝╕∆⁹  

https://<LoadMasterIPAddress>/access/delcipherset?name=<CustomCipherSetName> 

⌐☻ⱦכ◘ ╡ ≡╠╣≡™╢◌☻♃ⱶ ☿♇♩│ ≢⅝

╕∑╪⁹ ⌐☻ⱦכ◘ ╡ ≡╠╣≡™╢ ☿♇♩⌐ ⇔≡↓

─◖ⱴfi♪╩ ∆╢≤⁸"Command Failed: Cipher set in use"◖ⱴ

fi♪─ ⌐ ⇔╕⇔√: ☿♇♩│ ≢∆ כꜝ◄℮™≥

ⱷ♇☿כ☺⅜ ↕╣╕∆⁹ │ ≢∆⁹ 
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3.11.3 Remote Accessꜞ⸗כ♩▪◒☿☻  

get⅔╟┘ set◖ⱴfi♪≢ ☻☿◒▪♩כ⸗ꜞ╢⅝≢ ─Ɽꜝⱷכ♃─ ⌐≈™≡

│⁸ 3-33╩ ⇔≡ↄ∞↕™⁹get⅔╟┘ set◖ⱴfi♪⌐≈™≡│☿◒◦ꜛfi 2.4╩

⇔≡ↄ∞↕™⁹ 

    

admingw A  WUI─√╘─ ▬▼►♩כ◕ ╩

⇔≡⁸◦☻♥ⱶ─◓꜡כⱣꜟ◕כ♩►

▼▬≤│ ╩◓fi▫♥כꜟ℮ ╦∑╢↓

≤⅜ ≢∆⁹WUI ─▪◒☿☻≢

│⁸↓─ │ ↕╣╕∑╪⁹ 

enableapi B 0 ς  

1 =  

ⱪ꜡◓ꜝⱶ ⌂◖ⱴfi♪ API▬fi♃כⱨ

▼▬☻╩ ⌐⇔╕∆⁹ 

:↓╣╩ ⌐∆╢≤⁸API⌐▪◒☿☻≢

⅝⌂ↄ⌂╡╕∆⁹ 

adminclientaccess I 0 ς Ɽ☻꞉כ♪─╖

♦ⱨ◊ꜟ♩  

1 ς Ɽ☻꞉כ♪╕√│

◒ꜝ▬▪fi♩  

2 ς ◒ꜝ▬▪fi♩

⅜  

3 ς ◒ꜝ▬▪fi♩

⅜ OCSP

≢  

↓─Ɽꜝⱷ⁸│כ♃כ☿♇◦ꜛfi ⅜

⌂ ─╖ ⇔╕∆⁹ 

tethering B 0 ς  

1 ς  
KEMP─Web◘▬♩⌐♁ⱨ♩►▼▪─

⇔™Ᵽכ☺ꜛfi⅜№╢⅛≥℮⅛╩꜡כ♪

ⱴ☻♃כ⅜ ⌐♅▼♇◒∆╢─╩

⇔╕∆⁹ 

geoclients A  ꜡כ♪ⱴ☻♃כ◘╠⅛כⱦ☻☻♥כ♃☻

╩ ⌂ GEO꜡ ─כ♃☻ⱴ♪כ

▪♪꜠☻╩ ⇔╕∆⁹ 

geosshport I 3-65530 GEO꜡ ⅜כ♃☻ⱴ♪כ ⌐ ∆╢─

⌐ ∆╢ⱳכ♩ 

sshaccess B  ꜞ⸗כ꜡╠⅛♩כ♪ⱴ☻♃כ┼─

SSH▪◒☿☻⌐⅔™≡⁸≥─▪♪꜠☻╩

∆╢⅛╩ ⇔╕∆⁹ 

sshiface S  ꜞ⸗כ꜡╠⅛♩כ♪ⱴ☻♃כ┼─

SSH▪◒☿☻⌐⅔™≡⁸≥─▪♪꜠☻╩

∆╢⅛╩ ⇔╕∆⁹  

sshport I 3-65530 SSHⱪ꜡♩◖ꜟ⌐≡≥─ⱳכ♩╩ ⇔≡

╩⅛╢∆☻☿◒▪⌐כ♃☻ⱴ♪כ꜡

⇔╕∆⁹ 

wuiaccess B  WUI┼─▪◒☿☻╩ / ⌐⇔╕∆⁹ 
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wuiiface I  WUI┼─▬fi♃כⱨ▼▬☻╩ ⇔╕

∆⁹ 

wuiport I  WUI⌐▪◒☿☻∆╢√╘─ⱳכ♩╩

⇔╕∆⁹ 

♦ⱨ◊ꜟ♩ │ 443 

geopartners A  GEO꜡ ─כ♫♩כⱤכ♃☻ⱴ♪כ IP▪♪꜠☻

╩ ⇔╕∆⁹↓─ GEO꜡ ⁸│כ♃☻ⱴ♪כ

DNS─ ╩◦fi◒⌐ ⇔≡™╕∆⁹ 

:GEO꜡ ╩כ♫♩כⱤ─כ♃☻ⱴ♪כ ∆

╢ ⌐⁸ ⇔™ / ╩ ≈ ∆╢

GEO꜡ ╩Ᵽ♇◒▪♇ⱪ─כ♃☻ⱴ♪כ ∆

╢ ⅜№╡╕∆⁹∕⇔≡⁸↓─Ᵽ♇◒▪♇

ⱪ╩⁸○ꜞ☺♫ꜟ─꜡כ♪ⱴ☻♃כ─Ɽכ♩

⌐כ♃☻ⱴ♪כ꜡╢⌂≥כ♫ ∆╢ ⅜

№╡╕∆⁹ ⅔╟┘ ⌐≈™≡│⁸GEO 

╩ ⇔≡ↄ∞↕™⁹ 

multihomedwui B  ─▬fi♃כⱨ▼▬☻⅛╠─WUI┼─

▪◒☿☻╩ ⇔╕∆⁹↓─○ⱪ◦ꜛfi

╩ ⌐∆╢≤⁸ⱷ▬fi─ ▬fi♃

╩☻▬▼ⱨכ ⅝⁸WUI┼─▪◒☿☻╩

∆╢⅛≥℮⅛╩▬fi♃כⱨ▼▬☻↔

≤⌐ ≢⅝╢╟℮⌐⌂╡╕∆⁹ 

SSHPreAuth S 5,000 ╕≢ ≢

⅝╕∆⁹ 

SSH Ᵽ♫כ╩ ⇔╕∆⁹↓╣

│⁸SSH≢꜡◓▬fi∆╢ ⌐⁸꜡◓▬fiⱪ

꜡fiⱪ♩─ ⌐ ↕╣╕∆⁹

│⁸%20╩ ╢∆ⱪכ◔☻◄≡⇔

⅜№╡╕∆⁹ 

↓─ⱨ▫כꜟ♪⌐│ 5,000 ╕≢ ≢

⅝╕∆⁹5,000 ╩ ⅎ╢ │ ↕

╣╕∑╪⁹ 

 ♃כⱤꜝⱷ─☻☿◒▪♩כ⸗ꜞ:3-33

3.11.3.1 ▪◒☿☻─  

∆╢Ɽꜝⱷכ♃כ≤≤╙⌐ ─◖ⱴfi♪╩ ∆╣┌⁸Web─ ▪◒☿☻▬

fi♃כⱨ▼▬☻⅔╟┘ ♦ⱨ◊ꜟ♩◕כ♩►▼▬╩ 1≈─ ≢ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/setadminaccess?wuiiface=<WUIInterfaceaddress>&wuiport=<P

ort>&wuidefaultgateway=<DefaultGatewayAddress> 

─ ⌐⁸setadminaccess◖ⱴfi♪⌐ ∆╢Ɽꜝⱷכ♃כ╩ ⇔╕∆⁹ 

 

Ɽꜝⱷכ♃כ     
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Ɽꜝⱷכ♃כ     

wuiiface I ⌂▬fi♃

─☻▬▼ⱨכ

▬fi♦♇◒☻ 

─▬fi♃כⱨ▼▬☻─▬fi♦♇◒☻↓

─▬fi♦♇◒☻ כ♃☻ⱴ♪כ꜡⁸│

WUI⌐⅔↑╢▬fi♃כⱨ▼▬☻ ⌐

⇔╕∆⁹ ⅎ┌⁸eth0─▬fi♦♇◒☻│ 0

≢∆⁹ 

Y 

wuiport I 3-65535 Web▬fi♃כⱨ▼▬☻⌐▪◒☿☻∆

╢√╘─ⱳכ♩╩ ⇔╕∆⁹ 

Y 

wuidefaultgateway S ⌂ IP▪

♪꜠☻ 

♦ⱨ◊ꜟ♩≢⌂™▬fi♃כⱨ▼▬☻⅛╠꜡

╩כ♃☻ⱴ♪כ ∆╢ ⁸ ♩ꜝ

ⱨ▫♇◒─ ─♦ⱨ◊ꜟ♩◕כ♩►▼▬│

↓─Ɽꜝⱷכ♃כ≢─╖ ≢⅝╕∆⁹ 

N 

3-34:Ɽꜝⱷכ♃כSetAdminAccess 

3.11.4 WUI┼─▪◒☿☻ 

get◖ⱴfi♪⅔╟┘ set◖ⱴfi♪≢ ≢⅝╢ WUI▪◒☿☻ ─Ɽꜝⱷכ♃─

⌐≈™≡│⁸ 3-35╩ ⇔≡ↄ∞↕™⁹get⅔╟┘ set◖ⱴfi♪⌐≈™≡│☿◒

◦ꜛfi 2.4╩ ⇔≡ↄ∞↕™⁹ 

    

wuicipherset S ⌂ │ ─≤⅔╡≢

∆⁹ 

- ♦ⱨ◊ꜟ♩ 

- Default_NoRc4 

- BestPractices 

- Intermediate_compatibility 

- Backward_compatibility 

- WUI 

- FIPS 

- Legacy 

- <◌☻♃ⱶ ☿♇♩ > 

≢WUIכ♃☻ⱴ♪כ꜡ ∆

╢ ☿♇♩╩ ⇔╕∆⁹ 

sessioncontrol B  ☿♇◦ꜛfi ╩ /

⌐⇔╕∆⁹ 
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sessionbasicauth B 0 ς  

1 ς  

sessioncontrolⱤꜝⱷכ♃

≥כ sessionbasicauthⱤꜝ

ⱷכ♃כ⅜ ≤╙

⌐⌂∫≡™╢ כ꜡⁸

♪ⱴ☻♃כ⌐▪◒☿☻∆

╢⌐│ 2 ⅜

≢∆⁹ ─ │

≢⁸άōŀƭέ╕√│

άǳǎŜǊέ≢꜡◓▬fi⇔╕∆

↓╣╠│◦☻♥ⱶ≢

↕╣√♦ⱨ◊ꜟ♩─ꜚ

כ◙כ ≢∆ ⁹ 

sessionidletime I 60-86400 ꜚכ◙כ⅜꜡◓▪►♩↕

╣╢ ⌐⁸WUI⅜▪▬♪

ꜟ ≢™╠╣╢ ╩

≢ ⇔╕∆⁹60

86400 ─ ≢ ≢

⅝╕∆⁹ 

sessionmaxfailattempts I 1-999 ꜚכ◙כ▪◌►fi♩⅜꜡

♇◒↕╣╢╕≢─

   

sessionconcurrent S 0-9 1 ♪כ꜡⅜כ◙כꜚ─

ⱴ☻♃כ⌐ ⌐

⌂ ─ ╩

⇔╕∆ 0│ ⌂⇔

╩ ⇔╕∆ ⁹ 

WUIPreAuth S 5,000 ╕≢ ≢⅝╕

∆⁹ 
▬◓꜡─כ♃☻ⱴ♪כ꜡

fiⱭכ☺─ ⌐ ↕╣

╢ ◒ꜞ♇◒☻ꜟ

╩כ♫Ᵽכ ⇔╕∆⁹

↓─Ɽꜝⱷכ♃כ⌐│ⱪ

꜠▬fi♥◐☻♩╕√│

HTML◖כ♪╩ ∆╢↓

≤⅜≢⅝╕∆⁹↓─ⱨ▫

│⌐♪ꜟכ Java☻◒ꜞⱪ

♩│ ≢⅝╕∑╪⁹

│%20⌐ ⅝ ⅎ

╢ ⅜№╡╕∆⁹ 

↓─ⱨ▫כꜟ♪⌐│ 5,000

╕≢ ≢⅝╕∆⁹

5,000 ╩ ⅎ╢ │

↕╣╕∑╪⁹ 
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WUITLSProtocols I 0 ς 14 ⱦ♇♩ⱴ☻◒ 
SSLv3⁸TLS1.0⁸TLS1.1⁸

TLS1.2─ⱪ꜡♩◖ꜟ╩

⌐כ♃☻ⱴ♪כ꜡≡™

≢⅝╢⅛≥℮⅛╩

⇔╕∆⁹↓─ⱪ꜡♩◖ꜟ

│⁸ⱦ♇♩ⱴ☻◒ ╩

™≡ / ⌐≢⅝╕

∆⁹≥─ ⅜≥─ ⌐

∆╢⅛│⁸ 3-36╩

⇔≡ↄ∞↕™⁹ 

3-35: WUI┼─▪◒☿☻⌐ ∆╢Ɽꜝⱷכ♃כ 

Number SSLv3 TLS1.0 TLS1.1 TLS1.2 

0     

1     

2     

3     

4     

5     

6     

7     

8     

9     

10     

11     

12     

13     

14     

3-36:WUITLSProtocolsⱦ♇♩ⱴ☻◒─  

3.11.5 OCSP─  

get◖ⱴfi♪≤ set◖ⱴfi♪≢ ⌂○fiꜝ▬fi ⱪ꜡♩◖ꜟ OCSP ⌐

∆╢Ɽꜝⱷכ♃כ─ ╩ ─ ⌐ ⇔╕∆⁹get⅔╟┘ set◖ⱴfi♪⌐≈™≡│☿

◒◦ꜛfi 2.4╩ ⇔≡ↄ∞↕™⁹ 

   

OCSPPort I OCSP◘כⱣכ─ⱳ⁹∆≢♩כ 

OCSPUseSSL B SSL╩ ⇔≡ OCSP◘כⱣכ⌐ ⇔╕∆⁹ 
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OCSPOnServerFail B OCSP◘כⱣכ⅜ ⌂ ╩ ⇔√╙─≤⇔

≡ ◒ꜝ▬▪fi♩ ⅜ ≢№╢╙─≤⇔

≡ OCSP◘כⱣכ ╕√│♃▬ⱶ▪►

♩╩ ⇔╕∆⁹ 

OCSPServer A OCSP◘כⱣ⁹∆≢☻꜠♪▪─כ 

OCSPUrl S OCSP◘כⱣכ⌐▪◒☿☻∆╢√╘─ URL≢

∆⁹ 

 

3.11.6 Ɫכꜙ☺⸗▫♥ꜞꜙ◐☿▪▼►♪כꜟ HSM ─  

3.11.6.1 HSM ─  

HSM─ │⁸ ─◖ⱴfi♪≢ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/showhsm 

3.11.6.2 HSM─  

HSM│ ─◖ⱴfi♪≢ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/hsmconfig?<parameter>=<value>&<parameter>=<value>... 

hsmconfig◖ⱴfi♪≢│ ─○ⱪ◦ꜛfiⱤꜝⱷכ♃כ⅜ ≢⅝╕∆⁹ 

   

safeaddr A ∆╢ Safenet HSM ꜚ♬♇♩─▪♪꜠☻╩

⇔╕∆⁹ 

clpass S 
⅜כ♃☻ⱴ♪כ꜡ HSM⌐▪◒☿☻≢⅝╢╟

℮⌐⁸HSMM─Ɽכ♥▫◦ꜛfi─ Ɽ

☻꞉כ♪╩ ⇔╕∆⁹ 

HSM│ ╩כ◙כꜚ─ ℮↓≤⅜≢⅝╕

∆⁹ ⁸│כ♃☻ⱴ♪כ꜡ ↕╣√

≢ HSM⌐▪◒☿☻⇔╕∆⁹∕─√╘⁸

⅜כ♃☻ⱴ♪כ꜡─ ─ ╩ ⇔≡

∂Ɽכ♥▫◦ꜛfi⌐▪◒☿☻≢⅝╕∆⁹ 

╕√⁸ ─Ɽכ♥▫◦ꜛfi╩ ⇔≡⁸

↕╣√Ɽכ♥▫◦ꜛfi─™∏╣⅛⌐

╢∆⌐℮╟╢∆☻☿◒▪⅜כ♃☻ⱴ♪כ꜡

↓≤╙≢⅝╕∆⁹ 
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enable B 
Safenet HSM╩ / ⌐⇔╕∆⁹ 

0 ς  

1 ς  

3-37:hsmconfig◖ⱴfi♪─○ⱪ◦ꜛfiⱤꜝⱷכ♃כ 

HSM─ ⌐│ ⅜⅛⅛╢ ⅜№╡╕∆⁹ 

HSM╩ ⌐∆╢≤⁸ √⌐ HSM⅜ ↕╣╢⅛ ─ ⅜

⅜כ♃☻ⱴ♪כ꜡⁸≢╕╢╣↕ √⌂ SSL HTTPS ╩ ≢

⅝⌂ↄ⌂╡⁸ ─ ⅜ ∟⌐♪꜡♇ⱪ↕╣╕∆⁹ 

▪◒♥▫Ⱪ⌂ SSL ⅜ ⇔⌂™ ─╖ HSM─ ╩ ∆╢

↓≤╩ ↄ ⇔╕∆⁹ 

3.11.6.3 CA ─▪♇ⱪ꜡כ♪ 

HSM⅛╠♄►fi꜡כ♪↕╣√ CA ╩▪♇ⱪ꜡⁸│⌐╢∆♪כ ─ cURL◖ⱴfi♪

╩ ⇔╕∆⁹ 

curl ςX POST --data-ōƛƴŀǊȅ άϪғ/ŜǊǘƛŦƛŎŀǘŜbŀƳŜΦŜȄǘŜƴǎƛƻƴҔέ ςk 

https://<LoadMasterIPAddress/access/hsmuploadca 

3.11.6.4 ◒ꜝ▬▪fi♩ ─  

HSM⌐▪♇ⱪ꜡כ꜡╢∆♪כ◌ꜟ◒ꜝ▬▪fi♩ ╩ ∆╢⌐│⁸ ─◖ⱴfi♪

╩ ⇔╕∆⁹ 

─כ♃☻ⱴ♪כ꜡ FQDN⌐ clcertname╩ ∆╢ ⅜№╡╕∆⁹

⇔√ clcertname│⁸HSM─ client register◖ⱴfi♪≢ ↕╣╕

∆⁹ 

https://<LoadMasterIPAddress>/access/hsmclientcert?clcertname=<name> 

3.12 Interfaces ▬fi♃כⱨ▼▬☻  

3.12.1 ▬fi♃כⱨ▼▬☻ ─  

▬fi♃כⱨ▼▬☻─ │⁸ ─◖ⱴfi♪≢ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/showiface?interface=<InterfaceID> 

▬fi♃כⱨ▼▬☻─▬fi♃כⱨ▼▬☻ ID╩ ∆╢⌐│⁸stats◖ⱴfi♪╩ ⇔╕

∆⁹▬fi♃כⱨ▼▬☻ ID│⁸XML ≢ ifaceID≤⇔≡ ↕╣╕∆⁹stats◖ⱴfi♪─

⌐≈™≡│⁸☿◒◦ꜛfi 3.7╩ ⇔≡ↄ∞↕™⁹  
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3.12.2 ▬fi♃כⱨ▼▬☻ ─  

▬fi♃כⱨ▼▬☻─Ɽꜝⱷ⁸│♃כ ─◖ⱴfi♪≢ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/modiface?interface=<InterfaceID>&<parameter>=<value> 

1 ─ ┘ ⇔⌐≈⅝ 1≈─Ɽꜝⱷכ♃─╖ ≢⅝╕∆⁹↓─Ɽ

ꜝⱷכ♃│ ─ ≢♅▼♇◒↕╣╕∆⁹ 

    

interface I ∆╢▬fi♃כⱨ▼▬☻

─  

▬fi♃כⱨ▼▬☻─▬fi♃כⱨ▼▬

☻ ID╩ ∆╢⌐│⁸stats◖ⱴfi♪

╩ ⇔╕∆⁹▬fi♃כⱨ▼▬☻ ID

│⁸XML ≢ ifaceID≤⇔≡ ↕

╣╕∆⁹stats◖ⱴfi♪─ ⌐≈™≡

│⁸☿◒◦ꜛfi 3.7╩ ⇔≡ↄ∞↕

™⁹ 

addr S IP▪♪꜠☻ ↓─▬fi♃כⱨ▼▬☻─▬fi♃כⱠ♇

♩▪♪꜠☻╩ ⇔╕∆⁹ 

mtu I MTU◘▬☼ 

:512-9216 

↓─▬fi♃כⱨ▼▬☻⅛╠ ↕╣╢

─ⱶכ꜠Ⱡ♇♩ⱨ◘כ▬ ◘▬☼╩

⇔╕∆⁹ 

hacheck B 0 ς HA♅▼♇◒≢ ⇔⌂

™ 

1 ς HA♅▼♇◒≢ ∆╢ 

↓─Ɽꜝⱷ⁸│כ♃כHA ≢─╖

≢∆⁹↓─▬fi♃כⱨ▼▬☻╩

HA♅▼♇◒≢ ∆╢⅛≥℮⅛╩

⇔╕∆⁹ 

gwiface B ↓─▬fi♃כⱨ▼▬☻╩♦

ⱨ◊ꜟ♩◕כ♩►▼▬≤⇔

≡ ∆╢ 

↓╣⅜Ⱡ♇♩꞉כ◕◒כ♩►▼▬▬fi

─☻▬▼ⱨכ♃ ⌐ ⇔╕∆⁹ 

bondmode I 1 = active-backup ▪◒♥▫

ⱩⱣ♇◒▪♇ⱪ  
4 = 802.3ad 

bondmode│⁸Ⱳfi♦▫fi◓↕╣√▬

fi♃כⱨ▼▬☻⅛╠ ↕╣√♩ꜝⱨ

▫♇◒⅜ ─▬fi♃כⱨ▼▬☻≢≥

─╟℮⌐ ↕╣╢⅛╩ ⇔╕∆⁹ 

partner A Ɽכ♫♩כⱴ◦fi─ IP▪♪

꜠☻ HA─╖  

↓─Ɽꜝⱷ⁸│כ♃כHA⸗כ♪─꜡

╖─⌐כ♃☻ⱴ♪כ ⇔╕∆⁹ 

shared A ▪♪꜠☻─ IP▪♪꜠☻

HA─╖  

↓─Ɽꜝⱷ⁸│כ♃כHA⸗כ♪─꜡

╖─⌐כ♃☻ⱴ♪כ ⇔╕∆⁹ 
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adminwuienable B ↓─○ⱪ◦ꜛfi│⁸

"multihomedwui"Ɽꜝⱷכ♃

⅜ yes⌐ ↕╣≡™╢≤

⅝─╖ yes (1)⌐≢⅝╢⁹  

adminwuienable≤ multihomedwui─

Ɽꜝⱷכ♃כ╩ 2≈≤╙ ⌐∆╢

≤⁸ ∆╢▬fi♃כⱨ▼▬☻─ IP

▪♪꜠☻⁸⅔╟┘∕─▬fi♃כⱨ▼▬

☻⌐ ↕╣√ ▪♪꜠☻⅛╠WUI

⌐▪◒☿☻≢⅝╕∆⁹ 

Ɽꜝⱷכ♃כmultihomedwui─ ⌐

≈™≡│⁸☿◒◦ꜛfi 3.11.3╩ ⇔

≡ↄ∞↕™⁹ 

geotraffic B 0 ς GEO─ꜞ◒◄☻♩≤

≢ ⇔⌂™ 

1 ς GEO─ꜞ◒◄☻♩≤

≢ ∆╢ 

↓─▬fi♃כⱨ▼▬☻╩ GEO─ꜞ◒

◄☻♩≤ ≢ ∆╢⅛≥℮⅛╩

⇔╕∆⁹ 

3-38:▬fi♃כⱨ▼▬☻Ɽꜝⱷכ♃─  

3.12.3 ▪♪꜠☻ 

▪♪꜠☻│⁸ ─◖ⱴfi♪≢▬fi♃כⱨ▼▬☻⌐ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/addadditional?interface=<InterfaceID>&addr=<AdditionalAdres

sIP/prefix> 

▪♪꜠☻│⁸ ─◖ⱴfi♪≢▬fi♃כⱨ▼▬☻⅛╠ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/deladditional?interface=<InterfaceID>&addr=<AdditionalAdres

sIP/prefix> 

3.12.4 Ⱳfi♦▫fi◓▬fi♃כⱨ▼▬☻ 

Ⱳfi♦▫fi◓▬fi♃כⱨ▼▬☻│⁸ ─◖ⱴfi♪≢ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/createbond?interface=<InterfaceID> 

▬fi♃כⱨ▼▬☻│⁸ ─◖ⱴfi♪≢Ⱳfi♦▫fi◓▬fi♃כⱨ▼▬☻⅛╠ ≢⅝╕

∆⁹ 

https://<LoadMasterIPAddress>/access/unbond?interface=<InterfaceID> 

▬fi♃כⱨ▼▬☻│⁸ ─◖ⱴfi♪≢Ⱳfi♦▫fi◓▬fi♃כⱨ▼▬☻⌐ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/addbond?interface=<InterfaceID>&bond=<BondID> 

▬fi♃כⱨ▼▬☻─▬fi♃כⱨ▼▬☻ ID╩ ∆╢⌐│⁸stats◖ⱴfi♪╩ ⇔╕

∆⁹▬fi♃כⱨ▼▬☻ ID│⁸XML ≢ ifaceID≤⇔≡ ↕╣╕∆⁹stats◖ⱴfi♪─

⌐≈™≡│⁸☿◒◦ꜛfi 3.7╩ ⇔≡ↄ∞↕™⁹ 

BondID│⁸WUI─ⱷ▬fiⱷ♬ꜙכ─ Interfaces☿◒◦ꜛfi⌐⅔↑╢Ⱳfi♦▫fi◓ ≢

∆⁹ ⅎ┌⁸bnd2│ 2─ BondID╩ ∟╕∆⁹ 
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3.12.5 VLANs 

VLAN│⁸ ─◖ⱴfi♪≢ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/delbond?interface=<InterfaceID> 

⇔™ VLAN│⁸ ─◖ⱴfi♪≢▬fi♃כⱨ▼▬☻⌐ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/addvlan?interface=<InterfaceID>&vlanid=<ID> 

VLAN│⁸ ─◖ⱴfi♪≢▬fi♃כⱨ▼▬☻⅛╠ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/delvlan?interface=<InterfaceID>&vlanid=<ID> 

3.12.6 VXLANs 

─™∏╣⅛─◖ⱴfi♪╩ ∆╢↓≤≢⁸VXLAN╩ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/addvxlan?interface=<InterfaceID>&vni=<VXLANNetworkIdentif

ier>&group=<GroupMulticastIP> 

https://<LoadMasterIPAddress>/access/addvxlan?interface=<InterfaceID>&vni=<VXLANNetworkIdentif

ier>&remote=<RemoteVTEPIPAddress> 

─◖ⱴfi♪╩ ∆╢↓≤≢⁸VXLAN╩ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/delvxlan?interface=<InterfaceID> 

VXLAN─ ─ IP▪♪꜠☻─ ⌂≥ ╩ ℮⌐│⁸modiface◖ⱴfi♪╩ ⇔

≡ↄ∞↕™⁹ │☿◒◦ꜛfi 3.12.2╩ ⇔≡ↄ∞↕™⁹ 

VXLAN─ ╩ ∆╢⌐│⁸showiface◖ⱴfi♪╩ ⇔╕∆⁹ │☿◒◦ꜛfi

3.12.1╩ ⇔≡ↄ∞↕™⁹ 

3.13 ⱱ☻♩≤ DNS─  

ⱱ☻♩≤ DNS─ ⌐ ∆╢Ɽꜝⱷ⁸│כ♃כget◖ⱴfi♪≤ set◖ⱴfi♪≢ ≢⅝

╕∆⁹ : 

https://<LoadMasterIPAddress>/access/get?param=hostname 

   

Hostname S ꜡כ◌ꜟⱴ◦fi─ⱱ☻♩ ╩ ⇔╕∆⁹ 

ha1hostname S ⱴ☻♃כ ♩☻ⱱ─כ♃☻ⱴ♪כ꜡ ╩ ⇔

╕∆⁹ 

ha2hostname S ☻꜠כⱩ ♩☻ⱱ─כ♃☻ⱴ♪כ꜡ ╩ ⇔

╕∆⁹ 
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namserver A ꜡כ♪ⱴ☻♃כ꜡≢כ◌ꜟ⌐ ∆╢√╘

─ DNS◘כⱣכ─ IP▪♪꜠☻↓─Ɽꜝⱷכ♃

⌐כ ─ ╩ ∆╢≤⁸Ⱡכⱶ◘כⱣכ

⅜ ↕╣╕∆⁹dnssecclientⱤꜝⱷכ♃כ⅜

⌂ ⁸ ⌐ ∫√Ⱡכⱶ◘כⱣכ│

≢⅝╕∑╪⁹ 

↓─Ɽꜝⱷכ♃כ│ ↕╣⁸nameserverⱤꜝ

ⱷכ♃כ⌐ ⅝ ⅎ╠╣╕⇔√⁹ 

nameserver A ꜡כ♪ⱴ☻♃כ꜡≢כ◌ꜟ⌐ ∆╢√╘

─ DNS◘כⱣכ─ IP▪♪꜠☻↓─Ɽꜝⱷכ♃

⌐כ ─ ╩ ∆╢≤⁸Ⱡכⱶ◘כⱣכ

⅜ ↕╣╕∆⁹dnssecclientⱤꜝⱷכ♃כ⅜

⌂ ⁸ ⌐ ∫√Ⱡכⱶ◘כⱣכ│

≢⅝╕∑╪⁹ 

searchlist S DNSⱠכⱶ◘כⱣכ┼─ꜞ◒◄☻♩─ ⌐

∆╢♪ⱷ▬fi ╩ ⇔╕∆⁹ 

dnssecclient B ꜡כ♪ⱴ☻♃כ─ DNSSEC◒ꜝ▬▪fi♩ ╩

╕√│ ⌐⇔╕∆⁹DNSSEC╩ ⌐∆

╢⌐│⁸Ⱡכⱶ◘כⱣכ╩ 1≈ ∆╢

⅜№╡╕∆⁹↓─ ╩ ⁸ ╩

╩כ♃☻ⱴ♪כ꜡│⌐╢∆ ∆╢

⅜№╡╕∆⁹1 ╩ ⱴ♪כ꜡⁸≥╢∆

╩כ♃☻ ∆╢╕≢ ╩ ≢⅝╕

∑╪⁹HA╩ ⇔≡™╢ ⁸ ─♦Ᵽ▬

☻≢ ⌐Ɽꜝⱷכ♃כ╩ ⇔≡ↄ∞↕™⁹ 

0 =  

1 ς  

DNSNamesEnable B 
↓─○ⱪ◦ꜛfi╩ ♃☻ⱴ♪כ꜡⁸≥╢∆⌐

╡╟⌐כ 1 ⅔⅝⌐ DNS ─ ⅜ ╖╠╣

╕∆⁹ 

- ▪♪꜠☻⅜ ≈⅛╠⌂™ ⁸╕√│⁸▪

♪꜠☻⅜ ≤ ∂≢№∫√ ⁸ ╙

™╕∑╪ ꜡◓◄fi♩ꜞ─ ╩ ↄ ⁹ 

- ▪♪꜠☻⅜ ≤ ⌂╢ ⁸ כⱣכ◘

─◄fi♩ꜞ⅜ ⇔™▪♪꜠☻≢ ↕╣╕

∆⁹ 

- ╠⅛─ ⌐╟╡▪♪꜠☻⅜ ≢№∫

√ ⁸ ⅎ┌⁸∕─▪♪꜠☻⅜꜡כ◌ꜟ

─▪♪꜠☻≢│⌂ↄ⁸nonlocalrs○ⱪ◦ꜛ

fi⅜ ≢№∫√ ⁸ ╙ ↕╣∏⌐

꜡◓⅜ ↕╣╕∆⁹ 

ꜟ◌כ꜡:3-39 DNS─Ɽꜝⱷכ♃ 
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3.13.1 DNS ╩ ∟⌐ ∆╢ 

DNS ╩ ∟⌐ ∆╢⌐│⁸resolvenow◖ⱴfi♪╩ ⇔╕∆⁹ : 

https://<LoadMasterIPAddress>/access/resolvenow 

 

╡╟⌐כ♃☻ⱴ♪כ꜡⁸≥╢∆ DNS ─ ⅜ ╖╠╣╕∆⁹ 

¶ ▪♪꜠☻⅜ ≈⅛╠⌂™ ⁸╕√│⁸▪♪꜠☻⅜ ≤ ∂≢№∫√ ⁸

╙ ™╕∑╪ ꜡◓◄fi♩ꜞ─ ╩ ↄ ⁹ 

¶ ▪♪꜠☻⅜ ≤ ⌂╢ ⁸ ⅜ꜞ♩fi◄─כⱣכ◘ ⇔™▪♪꜠☻≢ ↕

╣╕∆⁹ 

¶ ╠⅛─ ⌐╟╡▪♪꜠☻⅜ ≢№∫√ ⁸ ⅎ┌⁸∕─▪♪꜠☻⅜꜡כ

◌ꜟ─▪♪꜠☻≢│⌂ↄ⁸nonlocalrsⱤꜝⱷכ♃כ⅜ ≢№∫√ ⁸ ╙

↕╣∏⌐꜡◓⅜ ↕╣╕∆⁹ 

ꜟ◌כ꜡ 3.13.2 ⱱ☻♩ 

ꜟ◌כ꜡─ ⱱ☻♩─ꜞ☻♩╩ ∆╢⌐│⁸gethosts◖ⱴfi♪╩ ⇔╕

∆⁹ : 

https://<LoadMasterIPAddress>/access/gethosts 

ⱱ☻♩ IP▪♪꜠☻⅔╟┘ⱱ☻♩ FQDN╩ ∆╢⌐│⁸ ─ ≢ addhostsentry◖

ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/addhostsentry?hostip=<HostIPAddress>&hostfqdn=<HostFQDN

> 

ⱱ☻♩ IP▪♪꜠☻⅔╟┘ⱱ☻♩ FQDN╩ ∆╢⌐│⁸ ─ ≢ delhostsentry◖

ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/delhostsentry?hostip=<HostIPAddress> 

3.14 Route Management ♩כꜟ  

3.14.1 ♦ⱨ◊ꜟ♩כ◕ה♩►▼▬ 

get◖ⱴfi♪⅔╟┘ set◖ⱴfi♪≢ ♩כꜟ╢⅝≢ ─Ɽꜝⱷכ♃כ─ ╩

⌐ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/get?param=dfltgw 

  ♦ⱨ◊ꜟ♩  

dfltgw A (IPv4) <

> 

▬fi♃כⱠ♇♩≤─ ⌐ ∆╢ IPv4

♦ⱨ◊ꜟ♩◕כ♩►▼▬╩ ⇔╕∆⁹ 

dfltgwv6 A (IPv6) <

> 

▬fi♃כⱠ♇♩≤─ ⌐ ∆╢ IPv6

♦ⱨ◊ꜟ♩◕כ♩►▼▬╩ ⇔╕∆⁹ 
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♩כꜟ:3-40 ─Ɽꜝⱷכ♃ 

 ♩כꜟ 3.14.2

⁸│♩כꜟ ─◖ⱴfi♪≢ ╕√│ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/addroute?dest=<DestIPAddress>&gateway=<GatewayIPAddres

s> 

https://<LoadMasterIPAddress>/access/delroute?dest=<DestIPAddress> 

3.14.3 Packet Routing Filter Ɽ◔♇♩כꜟה♥▫fi◓הⱨ▫ꜟ♃כ  

↓─☿◒◦ꜛfi─◖ⱴfi♪│⁸ ⌂Ɽ◔♇♩ꜟכ♥▫fi◓ⱨ▫ꜟ♃כ○ⱪ◦ꜛfi⌐

⇔≡™╕∆⁹Ɽ◔♇♩ⱨ▫ꜟ♃כ│♦ⱨ◊ꜟ♩≢ ⌐⌂∫≡™╕∆⁹GEO⅜

⌂ ⁸Ɽ◔♇♩ꜟכ♥▫fi◓╩ ⌐∆╢↓≤│≢⅝╕∑╪⁹GEO╩ / ⌐∆

╢◖ⱴfi♪⌐≈™≡│⁸Section 3.6.5╩ ⇔≡ↄ∞↕™⁹ 

Ɽ◔♇♩ꜟכ♥▫fi◓⅜ ⅛≥℮⅛╩ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https:// <LoadMasterIPAddress>/access/aclcontrol?isenabled 

Ɽ◔♇♩ꜟכ♥▫fi◓ⱨ▫ꜟ♃כ╩ / ⌐∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/aclcontrol?enable=<0/1> 

GEO⅜ ⌂ ⁸Ɽ◔♇♩ꜟכ♥▫fi◓╩ ⌐∆╢↓≤│≢⅝

╕∑╪⁹ 

─Ɽꜝⱷ⁸│כ♃כⱤ◔♇♩ⱨ▫ꜟ♃כ⅜ ⌂ ─╖ ≢⅝╕∆⁹ 

⅜Ⱪꜝ♇◒ꜞ☻♩ ⌐№╢≤⅝⁸∕─ ⅜♪꜡♇ⱪ╕√│ꜞ☺▼◒♩↕╣√⅛≥

℮⅛─♅▼♇◒: 

https://<LoadMasterIPAddress>/access/aclcontrol?isdrop 

Ⱪꜝ♇◒ꜞ☻♩◄fi♩ꜞ─♪꜡♇ⱪ─ : 

https://<LoadMasterIPAddress>/access/aclcontrol?drop=1 

Ⱪꜝ♇◒ꜞ☻♩◄fi♩ꜞ─♪꜡♇ⱪ─ : 

https://<LoadMasterIPAddress>/access/aclcontrol?drop=0 

Restrict traffic to Interfaces○ⱪ◦ꜛfi⅜ ⌂ ⁸ ╡ ≡╠╣√◘ⱩⱠ♇♩ ─ꜟ

⌐◓fi▫♥כ ⇔≡ ⅜⅛↑╠╣╕∆⁹Restrict traffic to Interfaces○ⱪ◦ꜛfi⅜

⅛≥℮⅛╩ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/aclcontrol?isifblock 

¶ Block -  

¶ Free -  



RESTful API  

 
RESTful API ◖ⱴfi♪ 

 

 

                                                                  ꜡ ♩כⱡ☻כꜞꜞ ☼כꜞ◦כ♃☻ⱴ♪כ Ver 7.1.35) 

Copyright © 2002 - 2016   KEMP Technologies, Inc. All Rights Reserved.                              105 

Restrict traffic to Interfaces○ⱪ◦ꜛfi╩ ⌐∆╢: 

https://< LoadMasterIPAddress>/access/aclcontrol?ifblock=1 

Restrict traffic to Interfaces○ⱪ◦ꜛfi╩ ⌐∆╢: 

https://<LoadMasterIPAddress>/access/aclcontrol?ifblock=0 

3.14.4 VPN  

3.14.4.1 VPN ─  

ⱪꜝ▬ⱬכ♩Ⱡ♇♩꞉כ◒ VPN ╩ ⌐ ∆╢⌐│⁸ ─◖ⱴfi♪╩

⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/createvpncon?name=<VPNname> 

 

3.14.4.2 ─ IPsec ─  

─◖ⱴfi♪╩ ∆╢≤⁸ ─ IPsec ╩ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/deletevpncon?name=<VPNname> 

3.14.4.3 VPN▪♪꜠☻─  

─◖ⱴfi♪╩ ∆╢≤⁸∆═≡─ VPN▪♪꜠☻╩ ⌐ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/setvpnaddr?name=<VPNname>&localip=<LocalIPAddress>&loc

alsubnets=<LocalSubnetAddress(es)>&remoteip=<RemoteIPAddress>&remotesubnets=<RemoteSubnet

Address(es)> 

setvpnaddr◖ⱴfi♪╩ ∆╢ │⁸ ⌐ ∆Ɽꜝⱷכ♃כ⅜∆═≡ ≢∆⁹ 

  ♦ⱨ◊ꜟ♩  

localip String ╩

 

HA⸗כ♪─ ⁸♦ⱨ◊ꜟ♩ ♪כ꜡│

ⱴ☻♃כ─ IP▪♪꜠☻ ♦ⱨ◊ꜟ♩◕כ♩

►▼▬▬fi♃כⱨ▼▬☻─ IP▪♪꜠☻ ⌐

⌂╡╕∆⁹ 

HA⸗כ♪─ ⁸♦ⱨ◊ꜟ♩ │ IP▪

♪꜠☻⌐⌂╡╕∆⁹ 

localsubnets String ╩

 

ꜟ◌כ꜡─ ─◘ⱩⱠ♇♩╩ ⇔╕

∆⁹/32 CIDR⅜ ⅎ╠╣≡™╢ כ꜡⁸

◌ꜟ IP⅜ ─Ɽכ♥▫◦Ɽfi♩≤⌂╡╕

∆⁹localip⅜ ↕╣≡™╢ ⁸

localsubnet│ ⌐ ↕╣╕∆⁹

╩♩♇ⱩⱠ◘ꜟ◌כ꜡─ ∆╢⌐│⁸◌

fiⱴ ╡─ꜞ☻♩╩ ⇔╕∆⁹ 10

─ IP▪♪꜠☻╩ ≢⅝╕∆⁹ 
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  ♦ⱨ◊ꜟ♩  

remoteip String < ♩כ⸗ꜞ─ < ─ IP▪♪꜠☻╩ ⇔╕

∆⁹ 

remotesubnets String < ♩כ⸗ꜞ─ < ─◘ⱩⱠ♇♩╩ ⇔╕

∆⁹ ╩♩♇ⱩⱠ◘♩כ⸗ꜞ─ ∆╢

⌐│⁸◌fiⱴ ╡─ꜞ☻♩╩ ⇔╕

∆⁹ 10 ─ IP▪♪꜠☻╩ ≢⅝╕

∆⁹ 

3-41:setvpnaddrⱤꜝⱷכ♃כ 

↓╣╠─Ɽꜝⱷ⁸│כ♃כ ─◖ⱴfi♪╩ ⇔≡ ⌐ ∆╢↓≤╙≢⅝╕∆⁹ 

Local IP Address╩ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/setvpnlocalip?name=<VPNname>&localip=<LocalIPAddress> 

Local Subnet Address╩ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/setvpnlocalsubnets?name=<VPNname>&localsubnets=<LocalSu

bnetAddress(es)> 

Remote IP Address╩ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/setvpnremoteip?name=<VPNname>&remoteip=<RemoteIPAdd

ress> 

 

Remote Subnet Address╩ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/setvpnremotesubnets?name=<VPNname>&remotesubnets=<R

emoteSubnetAddress(es)> 

3.14.4.4 ○ⱪ◦ꜛfi─  

─ ⌐ ⇔≡ Perfect Forward Secrecy ○ⱪ◦ꜛfi╩ ⌐∆╢⌐│⁸

─○ⱪ◦ꜛfi╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/setvpnpfsenable?name=<ConnectionName> 

─ ⌐ ⇔≡ Perfect Forward Secrecy ○ⱪ◦ꜛfi╩ ⌐∆╢⌐│⁸

─○ⱪ◦ꜛfi╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/setvpnpfsdisable?name=<ConnectionName> 

3.14.4.5  

─ ╩ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

─◒fiꜞכⱢ▬Ɽ !כꜝ◄ ⌐ ╡⅜№╡╕∆⁹> 

↓─◖ⱴfi♪╩ ↕∑╢⌐│⁸∆═≡─Ɽꜝⱷכ♃כ⅜ ≢∆⁹ 
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  ♦ⱨ◊ꜟ♩  

localid String localip≤ ∂

⁹ 

ꜟ◌כ꜡─ ─ ID⁹ 

remoteid String < ♩כ⸗ꜞ─ < ─ ID⁹↓╣│ remoteip≤

∂ ╩ ≢⅝╕∆⁹ 

key String < > ⱪ꜠◦▼▪כ◐♪כ PSK ─ ⁹↓╣

│⁸Azure ≢ / ↕╣╢ⱪ꜠◦▼▪

─כ◐⁹∆≢כ◐♪כ ↕│⁸16

64 ≢⌂↑╣┌⌂╡╕∑╪⁹ 

3-42: ─Ɽꜝⱷכ♃ 

3.14.4.6 ─  

╩ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/startvpncon?name=<VPNname> 

3.14.4.7 ─  

╩ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/stopvpncon?name=<VPNname> 

3.14.4.8 ─  

╩ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/getvpnstatus?name=<VPNname> 

3.14.4.9 ─ ─  

─∆═≡─ VPN ⌐ ∆╢ ╩ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/listvpns 

3.14.4.10 IKE♦כ⸗fi─  

▬fi♃כⱠ♇♩ IKE ╩fi⸗כ♦ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/stopikedaemon 

3.14.4.11 IKE♦כ⸗fi─  

IKE♦כ⸗fi╩ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/startikedaemon 

3.14.4.12 IKE♦כ⸗fi─  

IKE♦כ⸗fi─ ╩ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/statusikedaemon 
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3.15 Access Lists▪◒☿☻ꜞ☻♩  

▪◒☿☻ ꜞ☻♩ ACL ◖ⱴfi♪≢│⁸ACL─○fi/○ⱨ─ ╡

ⅎ≤⁸ Ɽꜝⱷכ♃─ ⅔╟┘ ╩ ≢⅝╕∆⁹ כ◘

ⱦ☻ IP▪♪꜠☻─ ⌂⇔≢ ACL◖ⱴfi♪╩ Ᵽכ꜡◓⁸≥╢∆

ꜟ ACL⌐ ⇔≡ ↕╣╕∆⁹ ☻ⱦכ◘ IP▪♪꜠☻⅜ ↕╣

≡™╢ ⁸↓─◖ⱴfi♪│ ─ ─☻ⱦכ◘ ACL⌐ ⇔≡─

╖ ↕╣╕∆⁹ 

Ψ!ƭƭ tŜǊƳƛǎǎƛƻƴǎΩ─ ╩ ╩♪Ᵽꜟ◖ⱴfiכ꜡◓╖─כ◙כꜚ≈

≢⅝╕∆⁹ 

Ψ!ƭƭ tŜǊƳƛǎǎƛƻƴǎΩ⅔╟┘Ψ±ƛǊǘǳŀƭ {ŜǊǾƛŎŜΩ─ ╩ ⁸│כ◙כꜚ≈

☻ⱦכ◘ ─◖ⱴfi♪╩ ≢⅝╕∆⁹ 

⌂Ⱪꜝ♇◒/ⱱ꞉▬♩ꜞ☻♩─▪♪꜠☻─ : 

https://<LoadMasterIPAddress>/access/aclcontrol?list=<ListType> 

ꜞ☻♩─  

black Ⱪꜝ♇◒  

white ⱱ꞉▬♩  

3-43:▪◒☿☻ꜞ☻♩─  

 

⌂Ⱪꜝ♇◒/ⱱ꞉▬♩ꜞ☻♩┼─ ╕√│ ⌂Ⱪꜝ♇◒/ⱱ꞉▬♩ꜞ☻♩⅛╠

─ ▪♪꜠☻─ / : 

https://<LoadMasterIPAddress>/access/aclcontrol?add=<ListType>&addr=<IPAddress/CIDR> 

https://<LoadMasterIPAddress>/access/aclcontrol?del=<ListType>&addr=<IPAddress/CIDR> 

addr⌐│ IPv4╕√│ IPv6─▪♪꜠☻╩ ≢⅝╕∆⁹CIDR⅜

↕╣≡™⌂™ ⁸◦☻♥ⱶ│♦ⱨ◊ꜟ♩─/32╩ ⇔╕∆⁹ 

─ ⌐☻ⱦכ◘ ∆╢Ⱪꜝ♇◒/ⱱ꞉▬♩ꜞ☻♩─ : 

https://<LoadMasterIPAddress>/access/aclcontrol?listvs=<ListType>&vsip=<VirtualServerIPAddress>&v

sprot=<VirtualServerProtocol>&vsport=<VirtualServerPort> 

 ꜟ◖♩꜡ⱪ─כⱣכ◘

tcp 

udp 

3-44:  ꜟ◖♩꜡ⱪ─כⱣכ◘
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CIDR⅜ ↕╣≡™⌂™ ⁸◦☻♥ⱶ│ ─♦ⱨ◊ꜟ♩ /32

╩ ⇔╕∆⁹ 

─┼♩☻ꜞ♩▬ⱦ☻─Ⱪꜝ♇◒/ⱱ꞉כ◘ ╕√│Ⱪꜝ♇◒/ⱱ꞉▬♩ꜞ☻♩⅛╠─

▪♪꜠☻─ / : 

https://<LoadMasterIPAddress>/access/aclcontrol?addvs=<ListType>&vsip=<VirtualServerIPAddress>&

vsprot=<VirtualServerProtocol>&vsport=<VirtualServerPort>&addr=<IPAddressToAdd/CIDR> 

https://<LoadMasterIPAddress>/access/aclcontrol?delvs=<ListType>&vsip=<VirtualServerIPAddress>&v

sprot=<VirtualServerProtocol>&vsport=<VirtualServerPort>&addr=<IPAddressToRemove/CIDR> 

3.16 Cluster Control ─כ♃☻ꜝ◒  

◒ꜝ☻♃ꜞfi◓│ API◖ⱴfi♪≢ ≢⅝╕∆⁹ ⌂ ◖ⱴfi♪─ │⁸

─☿◒◦ꜛfi╩ ⇔≡ↄ∞↕™⁹ 

◒ꜝ☻♃ꜞfi◓⌐ ∆╢ API◖ⱴfi♪│⁸◒ꜝ☻♃ꜞfi◓─ꜝ▬☿

fi☻⅜ ╖─≢כ♃☻ⱴ♪כ꜡╢™≡╣↕ ≢⅝╕∆⁹⅔ ™

─ꜝ▬☿fi☻⌐◒ꜝ☻♃ꜞfi◓ ╩ ∆╢ │⁸KEMP─

⌐⅔ ™ ╦∑ↄ∞↕™⁹◒ꜝ☻♃ꜞfi◓⌐≈™≡─ │⁸꜡

╩ ◓fiꜞ♃☻ꜝ◒─כ♃☻ⱴ♪כ ⇔≡ↄ∞↕™⁹ 

3.16.1 ◒ꜝ☻♃ꜞfi◓⌐ ∆╢ API ◖ⱴfi♪ 

─☿◒◦ꜛfi≢│⁸◒ꜝ☻♃ꜞfi◓⌐ ∆╢ RESTful API◖ⱴfi♪⌐≈™≡ ⇔ↄ

⇔╕∆⁹RESTful API╩ ⇔≡◒ꜝ☻♃ꜞfi◓╩ ∆╢☻♥♇ⱪⱣ▬☻♥♇ⱪ─

⌐≈™≡│⁸☿◒◦ꜛfi 3.16.2╩ ⇔≡ↄ∞↕™⁹ 

─כ♃☻ꜝ◒ 3.16.1.1  

─כ♃☻ꜝ◒ ╩ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/cluster/status 

כ♃☻ꜝ◒ ⌐№╢ ⱡכ♪─ ⅜ כ♃☻ꜝ◒⁸│╣↓⁹∆╕╣↕ ⌐№╢ ⌂

ⱡכ♪─ ╩ XML ≢ ⇔╕∆⁹ 

™⌂⌐כ♃☻ꜝ◒⅜כ♃☻ⱴ♪כ꜡─⧵ ⁸WUI╩ ⅜☺כ☿♇ⱷכꜝ◄≡⇔ ↕╣

╕∆⁹ 

│⁸ ─╟℮⌐ ≢ ↕╣╕∆⁹ 

¶ 0 ς ↓─ⱡכ♪│ ⇔≡™╕∆⁹ 

¶ 1 ς ↓─ⱡכ♪│ ⇔≡™╕∆⁹ 

¶ 2 ς ↓─ⱡכ♪│ ≢∆ ↓─ⱡכ♪⌐│ │ ↕╣╕∑╪ ⁹ⱡכ♪

⌐ ⅜☻ⱦכ◘ ⇔⌂™ ⁸∕─ⱡ₈│♪כ ₉ ⌐⌂╡╕∆⁹ 
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¶ 3 ς ↓─ⱡכ♪│ ⌐⌂∫≡⅔╡⁸ ⇔™ ≢ ╩◦ꜗ♇♩♄►fi⇔≡™

╢ ≢∆⁹♪꜠▬fi │⁸♦ⱨ◊ꜟ♩≢ 10 ⇔╕∆⁹ 

¶ 4 ς ↓─ⱡכ♪│ ≢∆⁹ 

¶ 5 - ↓─ⱡכ♪│ⱪꜝ▬ⱴꜞ ⱡ⁹∆≢♪כ 

─כ♃☻ꜝ◒ 3.16.1.2  

™⌂≢♪כ⸗כ♃☻ꜝ◒⅜כ♃☻ⱴ♪כ꜡ ⁸ ─◖ⱴfi♪╩ ⸗כ♃☻ꜝ◒≡⇔

 ⁹∆╕⅝≢⅜≥↓╢∆⌐♪כ

https://<LoadMasterIPAddress>/access/cluster/create?SharedAddress=<SharedIPAddress> 

♪כⱫ─ⱡכ♃☻ꜝ◒ 3.16.1.3 ─  

♪כⱡ─┼כ♃☻ꜝ◒ ╩ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/cluster/joincluster 

↓─◖ⱴfi♪╩ ⌐כ♃☻ꜝ◒╩כ♃☻ⱴ♪כ꜡⁸≥╢∆ ≢

⅝╢╟℮⌐⌂╡╕∆⁹ⱡכ♪─ ╩ ∆╢⌐│⁸addnode◖ⱴ

fi♪╩ ⇔≡ↄ∞↕™⁹ │ Section 3.16.1.4╩ ⇔≡ↄ∞↕

™⁹ 

─♪כⱡ─┼כ♃☻ꜝ◒ 3.16.1.4   

↓─◖ⱴfi♪╩ ∆╢ ⌐⁸ⱡכ꜡♪כ♪ⱴ☻♃כ╩ ≢⅝╢╟℮⌐⇔⌂↑╣┌⌂

╡╕∑╪⁹ⱡכ꜡♪כ♪ⱴ☻♃כ╩ ≢⅝╢╟℮⌐∆╢⌐│⁸∕─ⱡכ꜡♪כ♪ⱴ☻

כ♃ ≢ joincluster◖ⱴfi♪╩ ⇔╕∆⁹joincluster◖ⱴfi♪─ ⌐≈™≡│⁸☿

◒◦ꜛfi 3.16.1.3╩ ⇔≡ↄ∞↕™⁹ 

ⱡכ꜡♪כ♪ⱴ☻♃כ⅜ ≢⅝╢╟℮⌐⌂∫≡™⌂™ ≢

addnode◖ⱴfi♪╩ ∆╢≤⁸∕─ⱴ◦fi⌐◖fi♃◒♩≢⅝⌂™

↓≤╩ ⅜כꜝ◄∆ ↕╣╕∆⁹ 

ⱡכ꜡♪כ♪ⱴ☻♃כ⅜ ≢⅝╢╟℮⌐⌂∫≡™╢ ≢ ╩♪כⱡ⌐כ♃☻ꜝ◒

∆╢⌐│⁸ IP▪♪꜠☻ ≢ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/cluster/addnode?Address=<NodeIPAddress> 

3.16.1.5 ⱡכ♪─  

╩♪כⱡ≡╘∂│⌐כ♃☻ꜝ◒ ∆╢ ⁸∕─ⱡכ♪│♦ⱨ◊ꜟ♩≢ ⌐⌂∫≡

™╕∆⁹ⱡכ♪╩ ⌐∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/cluster/enablenode?nodeid=<NodeID> 

ⱡכ♪─ ID╩ "WUI─"Cluster Controlכ♃☻ⱴ♪כ꜡⁸│⌐╢═ ─"ID" ╩ ╢⅛⁸

status◖ⱴfi♪ ☿◒◦ꜛfi 3.16.1.1 ╩ ⇔╕∆⁹ 
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3.16.1.6 ⱡכ♪─  

ⱡכ♪╩ ⌐∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/cluster/disablenode?nodeid=<NodeID> 

ⱡכ♪─ ID╩ "WUI─"Cluster Controlכ♃☻ⱴ♪כ꜡⁸│⌐╢═ ─"ID" ╩ ╢⅛⁸

status◖ⱴfi♪ ☿◒◦ꜛfi 3.16.1.1 ╩ ⇔╕∆⁹ 

3.16.1.7 ⱡכ♪─   

╩♪כⱡ╠⅛כ♃☻ꜝ◒ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://< LoadMasterIPAddress>/access/cluster/deletenode?NodeId=<NodeID> 

ⱡכ♪─ ID╩ "WUI─"Cluster Controlכ♃☻ⱴ♪כ꜡⁸│⌐╢═ ─"ID" ╩ ╢⅛⁸

status◖ⱴfi♪ ☿◒◦ꜛfi 3.16.1.1 ╩ ⇔╕∆⁹ 

3.16.2 RESTful API╩ ™√◒ꜝ☻♃ꜞfi◓─  

─☿◒◦ꜛfi≢│⁸◒ꜝ☻♃ꜞfi◓⌐ ∆╢ RESTful API◖ⱴfi♪⌐≈™≡ ⇔╕

⇔√⁹↓─☿◒◦ꜛfi≢│⁸∕╣╠─ API◖ⱴfi♪╩ ─כ♃☻ꜝ◒≡™ ≤ⱡכ♪

─ ╩ ℮ ⌐≈™≡⁸ ⌂ ╩ ⇔╕∆⁹◖ⱴfi♪ ≢ ∆╢◘fiⱪ

ꜟ─ IP▪♪꜠☻│ ─≤⅔╡≢∆⁹ 

 1:10.154.11.10כ♃☻ⱴ♪כ꜡ ¶

 2:10.154.11.20כ♃☻ⱴ♪כ꜡ ¶

¶ IP▪♪꜠☻:10.154.11.30 

¶ ⱡכ♪ ID:2 

╩כ♃☻ꜝ◒ ╩♪כⱡ⌐כ♃☻ꜝ◒─⧵≡⇔ ∆╢⌐│⁸ ─ ╩ ⌐

™╕∆⁹ 

╩כ♃☻ꜝ◒ .1 ≡⌐1כ♃☻ⱴ♪כ꜡⁹∆╕⇔ ─◖ⱴfi♪╩ ⇔╕∆: 

https://10.154.11.10/access/cluster/create?SharedAddress=10.154.11.30 

2. ⱡכ♪ 2כ♃☻ⱴ♪כ꜡ ─┼כ♃☻ꜝ◒─ ╩ ♃☻ⱴ♪כ꜡⁹∆╕⇔

≢2כ ─◖ⱴfi♪╩ ⇔╕∆: 

https://10.154.11.20/access/cluster/joincluster 

3. ⱡכ♪ 2כ♃☻ⱴ♪כ꜡ ⌐כ♃☻ꜝ◒╩ ≢1כ♃☻ⱴ♪כ꜡⁹∆╕⇔

─◖ⱴfi♪╩ ⇔╕∆: 

https://10.154.11.10/access/cluster/addnode?Address=10.154.11.20 

ⱡכ꜡♪כ♪ⱴ☻♃כ♃☻ꜝ◒⅜כ⌐ ≢⅝╢╟℮⌐⌂∫≡™╢

≢⁸addnode◖ⱴfi♪╩ ⇔⌂↑╣┌⌂╡╕∑╪⁹↓─◖ⱴ

fi♪│⁸joincluster◖ⱴfi♪⌐ ↑≡ ⇔╕∆⁹ 
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ⱡכ꜡♪כ♪ⱴ☻♃כ⅜ ≢⅝╢╟℮⌐⌂∫≡™⌂™ ≢

addnode◖ⱴfi♪╩ ∆╢≤⁸∕─ⱴ◦fi⌐◖fi♃◒♩≢⅝⌂™

↓≤╩ ⅜כꜝ◄∆ ↕╣╕∆⁹ 

4. ⱡכ♪╩ ≡⌐1כ♃☻ⱴ♪כ꜡⁹∆╕⇔⌐ ─◖ⱴfi♪╩ ⇔╕∆: 

https://10.154.11.10/access/cluster/enablenode?nodeid=2 

3.17 System Administration ◦☻♥ⱶ  

─◦☻♥ⱶ ♃☻◒│⁸RESTful API≢ ≢⅝╕∆⁹ 

─◙כꜚ 3.17.1  

3.17.1.1 ◦☻♥ⱶⱤ☻꞉כ♪─  

♦ⱨ◊ꜟ♩─ bal ╩♪כⱤ☻꞉─כ◙כꜚ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/usersetsyspassword?currpassword=<CurrentPassword>&passw

ord=<NewPassword> 

─כ◙כꜚꜟ◌כ꜡─≡═∆ 3.17.1.2  

─⧵┘╟⅔כ◙כꜚꜟ◌כ꜡─≡═∆ ╩ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕

∆⁹ 

https://<LoadMasterIPAddress>/access/userlist 

─כ◙כꜚꜟ◌כ꜡─ 3.17.1.3  

─כ◙כꜚꜟ◌כ꜡─ ╩ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/usershow?user=<Username> 

─כ◙כꜚꜟ◌כ꜡ 3.17.1.4  

╩כ◙כꜚꜟ◌כ꜡ ⌐ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/useraddlocal?user=<Username>&password=<UserPassword> 

    

user String ꜚכ◙כꜚ─כ◙כ  Yes 

password String ꜚכ◙כ─Ɽ☻꞉כ♪ Yes ς nopass╕√│

radius⅜ yes⌐

↕╣≡™╢ ╩

ↄ 



RESTful API  

 
RESTful API ◖ⱴfi♪ 

 

 

                                                                  ꜡ ♩כⱡ☻כꜞꜞ ☼כꜞ◦כ♃☻ⱴ♪כ Ver 7.1.35) 

Copyright © 2002 - 2016   KEMP Technologies, Inc. All Rights Reserved.                              113 

    

radius Boolean ꜚכ꜡⅜◙כ♪ⱴ☻♃כ⌐꜡◓▬fi∆╢≤⅝⌐

RADIUS◘כⱣ⌐╟╢ ╩ ℮⅛≥℮⅛╩

⇔╕∆⁹↓─○ⱪ◦ꜛfi╩ ⌐∆╢ ⌐⁸

RADIUS◘כⱣ─ ╩ ∆╢ ⅜№╡╕

∆⁹ 

No 

nopass Boolean ↓─○ⱪ◦ꜛfi│⁸☿♇◦ꜛfi ⅜ ⌂

─╖ ≢∆⁹Ɽ☻꞉כ◙כꜚ≢⇔⌂♪כ╩

∆╢⌐│⁸↓─○ⱪ◦ꜛfi╩ yes⌐ ⇔

╕∆⁹↓─Ɽꜝⱷכ♃כ╩ ∆╢≤⁸

╩ ™√▪◒☿☻╩ ∆╢↓≤⅜≢⅝╕∆⁹

│☿◒◦ꜛfi 3.17.1.8╩ ⇔≡ↄ∞↕™

⁹ 

No 

3-45:UserAddLocalⱤꜝⱷכ♃כ 

─כ◙כꜚꜟ◌כ꜡ 3.17.1.5  

╩כ◙כꜚꜟ◌כ꜡ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/userdellocal?user=<Username> 

─♪כⱤ☻꞉─כ◙כꜚꜟ◌כ꜡ 3.17.1.6  

╩♪כⱤ☻꞉─כ◙כꜚꜟ◌כ꜡ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/userchangelocpass?user=<Username>&password=<NewPassw

ord>&radius=<0/1> 

כ◙כꜚ │ ≤ ⅜ ↕╣╕∆⁹ ⇔√≤⅔╡⌐ꜚ

כ◙כ ╩ ⇔≡ↄ∞↕™⁹ 

∆═≡─Ɽꜝⱷכ♃כ⅜ ≢∆⁹radiusⱤꜝⱷכ꜡⅜◙כꜚ⁸│כ♃כ♪ⱴ☻♃כ⌐

꜡◓▬fi∆╢≤⅝⌐ RADIUS◘כⱣ⌐╟╢ ╩ ℮⅛≥℮⅛╩ ⇔╕∆⁹↓─○ⱪ

◦ꜛfi╩ ∆╢ ⌐⁸RADIUS◘כⱣ─ ╩ ∆╢ ⅜№╡╕∆⁹ 

─כ◙כꜚꜟ◌כ꜡ 3.17.1.7 ─  

─כ◙כꜚꜟ◌כ꜡ ╩ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/usersetperms?user=<Username>&perms=<CommaSeparatedLi

stOfPermissions> 

╩◌fiⱴ≢ ╢↓≤≢⁸ ─ ╩ ⌐ ≢⅝╕∆⁹ : 

https://<LoadMasterIPAddress>/access/usersetperms?user=<Username>&perms=real,vs 

↓─◖ⱴfi♪╩ ⌐כ◙כꜚ─⧵⁸≥╢∆ ↕╣≡™√ ─

⅜ ⅝↕╣╕∆⁹ ⅎ┌⁸№╢ꜚכ◙כ⅜ rules ╩ ∫≡
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™╢≤⅝⌐ ─◖ⱴfi♪╩ │כ◙כꜚ─↓⁸≥╢∆ rules─

╩ ™⁸real⅔╟┘ vs─ ╩ ≈╟℮⌐⌂╡╕∆⁹ 

permsⱤꜝⱷכ♃כ─ ⌂ ≤∕─ ╩ ⌐ ⇔╕∆⁹ 

  

real ↓─꜡⁸│ꜟכ ╩כⱣכ◘ / ⌐∆╢ ╩ ∟╕

∆⁹ ─כⱣכ◘ ╩ Ⱪ◘⁸│כ◙כꜚ≈ VS╩ ≢

⅝╕∑╪⁹ 

vs ↓─꜡⁸│ꜟכ ─☻ⱦכ◘ ╩ ∟╕∆⁹↓╣│

◘Ⱪ VS╩ ╖╕∆⁹ ─☻ⱦכ◘ ≢│⁸∆═≡─◘

ⱩⱠ♇♩⌐ ∆╢ ⁸ ⁸ ⅜ ≢∆⁹ 

rules ↓─꜡כꜟ⁸│ꜟכꜟ─ ╩ ─ꜟכꜟ⁹∆╕∟

≢│⁸ ⁸ ⁸ ⅜ ≢∆⁹ 

backup ↓─꜡⁸│ꜟכ◦☻♥ⱶⱣ♇◒▪♇ⱪ╩ ℮ ╩ ∟╕

∆⁹ 

certs ↓─꜡⁸│ꜟכSSL ─ ╩ ∟╕∆⁹ ─

≢│⁸SSL ─ ⁸ ⁸ ⅜ ≢∆⁹ 

cert3 ↓─꜡⁸│ꜟכ▬fi♃כⱵ♦▫◄כ♩

─ ╩ ∟╕∆⁹ ─ ≢│⁸▬fi♃כⱵ♦▫

♩כ◄ ─ ⅔╟┘ ⅜ ≢∆⁹ 

certbackup ↓─꜡⁸│ꜟכ ╩◄◒☻ⱳכ♩/▬fiⱳכ♩∆╢

╩ ∟╕∆⁹ 

users ↓─꜡⁸│ꜟכ"System Configuration > System Administration 

> User Management"─WUI ⌐⅔↑╢ ≡─ ╩ ℮

╩ ∟╕∆⁹ 

root ↓─꜡כꜟ╩ ─♪כ⁸balⱤ☻꞉│כ◙כꜚ⁸≥╢∆

⅔╟┘ ─כ◙כꜚ─ / ╩ ↄ⁸∆═≡

─ ╩ ∟╕∆⁹ 

geo ↓─꜡כ꜡⁸│ꜟכ♪ⱴ☻♃כ─ GEO ≢─╖ ↕╣╕

∆⁹GEO⅔╟┘◓꜡כⱣꜟ◘כⱣכ꜡כ♪Ᵽꜝfi◦fi◓

GSLB Ɽ♇◒─ │⁸GEO Sticky DNS ╩

⇔≡ↄ∞↕™⁹ 

 ╩ ╙ ⇔⌂™ │⁸Ɽꜝⱷכ♃כ╩ ⌐⇔≡ↄ∞

↕™ : &perms= ⁹ 

3-46: ⌐ ∆╢Ɽꜝⱷכ♃כ ς ⌂   

ꜟ◌כ꜡ 3.17.1.8 ─  

⌐כ◙כꜚ╢№ ⇔≡ ⌐ ⇔√ ╩ ∆⌐│⁸ ─ ≢ userreadcert◖

ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/userreadcert?user=<Username> 

⌐כ◙כꜚ╢№ ⇔≡ ⌐ ⇔√ ╩♄►fi꜡⁸│⌐╢∆♪כ ─ ≢

userdownloadcert◖ⱴfi♪╩ ⇔╕∆⁹ 
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https://<LoadMasterIPAddress>/access/userdownloadcert?user=<Username> 

⌐כ◙כꜚ╢№ ⇔≡ ⇔™ ╩ ∆╢⌐│⁸ ─ ≢ usernewcert◖ⱴfi

♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/usernewcert?user=<Username>&passphrase=<Passphrase> 

Ɽ☻ⱨ꜠כ☼│ ≢∆⁹Ɽ☻ⱨ꜠כ☼╩ ⇔√ ⁸∕─Ɽ☻

ⱨ꜠כ☼│ ─ ⌐ ↕╣╕∆⁹ 

כ◙כꜚ─ ╩ ∆╢⌐│⁸ ─ ≢ userdelcert◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/userdelcert?user=<Username> 

3.17.2 ꜝ▬☿fi☻  

╩☻fi☿▬ꜝ⌐כ♃☻ⱴ♪כ꜡ ╘≡ ∆╢≤⅝≤ ⌐⁸○fiꜝ▬ ╕√│○ⱨ

ꜝ▬fi ≢≡ꜝ▬☿fi☻─ ⅜ ⅎ╕∆⁹  

○ⱨꜝ▬fi≢ꜝ▬☿fi☻╩ ∆╢⌐│⁸KEMP⅛╠ ↕╣╢Ᵽ▬♫ꜞꜝכ☺○Ⱪ☺

▼◒♩ BLOB ⅜ ≢∆⁹  

○fiꜝ▬fi≢ ∆╢ ⁸KEMP ID≤Ɽ☻꞉כ♪⅜ ≢∆⁹  

ꜝ▬☿fi☻ ⌐≈™≡─ │⁸ꜝ▬☿fi☻ ╩ ⇔≡ↄ∞↕™⁹ 

3.17.2.1 ꜝ▬☿fi☻ 

╩♪fi☻│⁸license◖ⱴfi☿▬ꜝ─כ♃☻ⱴ♪כ꜡ ⇔≡○ⱨꜝ▬fi≢ ≢⅝╕∆⁹  

ꜝ▬☿fi☻ BLOB│⁸ ⌐ ⌐כ◙כꜚ≡∂ ↕╣╕∆⁹ꜝ▬☿fi☻╩ ∆╢√

┘⌐⁸ ⇔™ BLOB⅜ ⌐⌂╡╕∆⁹  

⌐⁸BLOB─ ╩ ⇔╕∆⁹ 
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 3-4:ꜝ▬☿fi☻ BLOB 

BLOB│⁸  3-4:ꜝ▬☿fi☻ BLOB─ ≢ ↕╣≡™╢╟℮⌐⁸begin≢ ╕╡ end

≢ ╦╢♥◐☻♩─ ≢∆⁹BLOB╩♥◐☻♩ⱨ□▬ꜟ ─ ≢│ license.txt ⌐◖

Ⱨכ▪fi♪Ɑכ☻♩∆╢ ⅜№╡╕∆⁹ꜝ▬☿fi☻ ⌐ ∆╢ BLOB╩

∆╢ ⌂≥ │⁸ꜝ▬☿fi☻ ╩ ⇔≡ↄ∞↕™⁹ 

ꜝ▬☿fi☻◖ⱴfi♪│↕╕↨╕⌂ ≢ ≢⅝╕∆⁹ ⅎ┌⁸Linux≢ CURL◖ⱴfi♪

╩ ∆╢ │ ─╟℮⌐⌂╡╕∆⁹ 

curl ςX POST -ςdata-ōƛƴŀǊȅ άϪƭƛŎŜƴǎŜΦǘȄǘέ ςk https://<LoadMasterIPAddress>/access/license 

↓─◖ⱴfi♪│⁸꜡כ♪ⱴ☻♃כ⌐ BLOBⱨ□▬ꜟ╩▪♇ⱪ꜡⁹∆╕⇔♪כ ─◖ⱴ

fi♪ ≢│⁸license.txt⅜◌꜠fi♩♦▫꜠◒♩ꜞ⌐№╢╙─≤ ⇔≡™╕∆⁹

license.txt⅜ ─ ⌐ ↕╣≡™╢ │⁸@ ─ ⌐ⱨ□▬ꜟ─Ɽ☻╩ ⇔≡

ↄ∞↕™⁹  
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3.17.2.2 AlsiLicense 

AlsiLicense◖ⱴfi♪│⁸꜡כ♪ⱴ☻♃כ─ꜝ▬☿fi☻╩○fiꜝ▬fi≢ כ꜡⁹∆╕⇔

♪ⱴ☻♃כ⅜ KEMP─ꜝ▬☿fi☻◦☻♥ⱶ╩ ⇔≡ ─ꜝ▬☿fi☻╩ ⇔⁸

⅜№∫√ ⌐ ∆╢╟℮⌐∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://< LoadMasterIPAddress>/access/alsilicense?kempid=<KEMPID>&password=<KEMPIDPassword> 

    

kempid String KEMP ID╩ ∆╢ ⌐ ∆╢ Eⱷכꜟ▪♪

꜠☻ 

Yes 

password String KEMP ID▪◌►fi♩─Ɽ☻꞉כ♪ Yes 

http_proxy String <ⱪ꜡◐◦▪♪꜠☻>:<ⱳכ♩>─ ≢ HTTP

S ─ⱪ꜡◐◦◘כⱣכ≤ⱳכ♩╩ ⇔╕

∆⁹ 

No 

3-47:AlsiLicenseⱤꜝⱷכ♃כ 

 כ◐☻☿◒▪ 3.17.2.3

⁸│כ◐☻☿◒▪ ─◖ⱴfi♪≢ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/accesskey? 

3.17.2.4 KillASLInstance 

▪◒♥▫ⱬכ◦ꜛfi◘כⱣכꜝ▬♩ ASL ╩ ☻fi☿▬ꜝ⌐כ♃☻ⱴ♪כ꜡≡™

╩ ⇔√ ⁸KillASLInstance◖ⱴfi♪╩ ⇔≡◒ꜝ▬▪fi♩─꜡כ♪ⱴ☻♃כ─

ꜝ▬☿fi☻╩ ⌐≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/KillASLInstance 

3.17.3 System Reboot ◦☻♥ⱶꜞⱩכ♩  

⁸│כ♃☻ⱴ♪כ꜡ ─◖ⱴfi♪≢◦ꜗ♇♩♄►fi╕√│ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/shutdown? 

https://<LoadMasterIPAddress>/access/reboot? 

3.17.4 Update Software ⱨ□כⱶ►▼▪  

3.17.4.1 ⇔™Ᵽכ☺ꜛfi─♁ⱨ♩►▼▪┼─▪♇ⱪ◓꜠כ♪ 

installpatch◖ⱴfi♪╩ ╩▪▼►♩ⱨ♁─כ♃☻ⱴ♪כ꜡⁸≢≥↓╢∆ ⇔™Ᵽכ☺

ꜛfi⌐▪♇ⱪ◓꜠⁹∆╕⅝≢♪כ↓─◖ⱴfi♪⌐│⁸™ↄ≈⅛─ ⅜№╡╕∆⁹

↓─◖ⱴfi♪⌐│⁸™ↄ≈⅛─ ⅜№╡╕∆⁹√≤ⅎ┌⁸Linux≢ CURL◖ⱴfi♪

╩ ∆╢ │⁸ ─╟℮⌐⌂╡╕∆⁹ 

curl ςX POST -ςdata-ōƛƴŀǊȅ άϪғ[a tŀǘŎƘ CƛƭŜҔέ ςk https://<LoadMasterIPAddress>/access/installpatch 

↓─ cURL◖ⱴfi♪│⁸Ɽ♇♅ <LM Patch File> ╩◦☻♥ⱶ⌐▬fi☻♩⁹∆╕⇔ꜟכ 
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▪♇ⱪ꜡כ♪∆╢ⱨ□▬ꜟ│ ⌂Ɽ♇♅ⱨ□▬ꜟ≢⌂↑╣┌⌂╡

╕∑╪⁹WUI⌐≡ⱨ□▬ꜟ⅜ ⇔⌂™ ⁸∕─ⱨ□▬ꜟ│

RESTful API◖ⱴfi♪≢╙ ⇔╕∑╪⁹ 

3.17.4.2 ⌐▬fi☻♩כꜟ⇔√Ᵽכ☺ꜛfi─♁ⱨ♩►▼▪─  

─כ♃☻ⱴ♪כ꜡ ─Ᵽכ☺ꜛfi─ⱨ□כⱶ►▼▪│⁸ ─◖ⱴfi♪≢ ≢⅝╕

∆⁹ 

https://<LoadMasterIPAddress>/ access/restorepatch 

╩ ∆╢⌐│⁸ⱴ◦fi╩ ∆╢ ⅜№╡╕∆⁹ 

3.17.4.3 ▬fi☻♩כꜟ↕╣≡™╢▪♪○fiⱤ♇◒─ꜞ☻♩  

⁸│☺כ◔♇fiⱤ○♪▪╢™≡╣↕ꜟכ♩☻fi▬⌐כ♃☻ⱴ♪כ꜡ ─◖ⱴfi♪≢ꜞ

☻♩ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/listaddon 

3.17.4.4 ▪♪○fiⱤ♇◒─▪♇ⱪ꜡כ♪╕√│  

▪♪○fiⱤ♇◒│ ─ POST◖ⱴfi♪≢▪♇ⱪ꜡⁹∆╕⅝≢♪כ 

curl -X POST --data-binary "@<Path To Add-On Pack File>" -k 

https://<LoadMasterIPAddress>/access/addaddon 

▪♪○fiⱤ♇◒⅜ ⌐ ∆╢ ⁸∕─▪♪○fiⱤ♇◒│▪♇ⱪ

⌐fiꜛ☺כⱣ╢╣↕♪כ꜡ ↕╣╕∆⁹ 

3.17.4.5 ▪♪○fiⱤ♇◒─  

▪♪○fiⱤ♇◒│ ─◖ⱴfi♪≢ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/deladdon?name=<AddOnPackName> 

─▪♪○fiⱤ♇◒─ ╩ ∆╢⌐│⁸listaddon◖ⱴfi♪╩ ⇔╕∆⁹ 

 

3.17.5 Ᵽ♇◒▪♇ⱪ/  

─כ♃☻ⱴ♪כ꜡ │⁸ ─◖ⱴfi♪≢Ᵽ♇◒▪♇ⱪ╕√│ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/backup 

cURL╩ ⇔≡↓─◖ⱴfi♪╩ ∆╢≤⁸Linux─ ♦▫꜠◒♩ꜞ⌐ⱨ□▬ꜟ⅜♄

►fi꜡⁹∆╕╣↕♪כ 

─כ♃☻ⱴ♪כ꜡⁸⌐ ╩ ∆╢ cURL◖ⱴfi♪─ ╩ ⇔╕∆⁹ 
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curl -X POST --data-binary "@<Path To Backup File>" -k 

https://<LoadMasterIPAddress>/access/restore?type=<1, 2 or 3> 

type takes the integer range from 1 to 3: 

       

  1-3  1 = ꜡ ─כ♃☻ⱴ♪כ  

2 = VS─  

3 = GGeo─  

 

3-48:Ᵽ♇◒▪♇ⱪ─Ɽꜝⱷכ♃ 

3.17.5.1 Ᵽ♇◒▪♇ⱪ 

get◖ⱴfi♪≤ set◖ⱴfi♪≢ ⌂ Ᵽ♇◒▪♇ⱪ⌐ ∆╢Ɽꜝⱷכ♃כ─

╩ ─ 3-49⌐ ⇔╕∆⁹get⅔╟┘ set◖ⱴfi♪⌐≈™≡│☿◒◦ꜛfi 2.4╩

⇔≡ↄ∞↕™⁹ 

  

♦ⱨ◊

ꜟ♩   

backupday  Daily

 

0-7 Ᵽ♇◒▪♇ⱪ╩ ⌐ ∆╢⅛

╕√│ ∆╢⅛ ╩ ⇔╕

∆⁹ 

0 = Daily  

1 = Monday  

2 = Tuesday  

3 = Wednesday  

4 = Thursday  

5 = Friday  

6 = Saturday  

7 = Sunday  

backupenable Boolean N  Ᵽ♇◒▪♇ⱪ╩ ⌐⇔╕∆

FTP ⁹ 

backuphost String   ꜞ⸗כ♩ⱱ☻♩ 

backuphour  0 0-23 Ᵽ♇◒▪♇ⱪ  

0 = Midnight  
23 = 11pm 

backupminute  0 0-59 Ᵽ♇◒▪♇ⱪ  

⌂⅔⁸ │ 1 ≢∆⁹ 

backuppassword String   ꜞ⸗כ◙כꜚ♩כ─Ɽ☻꞉כ♪ 

backuppath String   ꜞ⸗כ♩Ɽ☻ ╩ ⇔╕∆⁹ 

backupuser String   ꜞ⸗כ◙כꜚ♩כ ╩ ⇔╕∆⁹ 

3-49:Ᵽ♇◒▪♇ⱪ─Ɽꜝⱷכ♃ 
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3.17.6 ≤ ─  

get⅔╟┘ set◖ⱴfi♪≢ ≢⅝╢ ≤ ─Ɽꜝⱷכ♃─ ⌐≈™≡│⁸

3-50╩ ⇔≡ↄ∞↕™⁹get⅔╟┘ set◖ⱴfi♪⌐≈™≡│☿◒◦ꜛfi 2.4╩ ⇔≡

ↄ∞↕™⁹ 

   

ntphost S ꜡כ♪ⱴ☻♃כ⅜ ╩ ∆╢─⌐ ∆

╢ⱱ☻♩╩ ⇔╕∆⁹☻Ɑכ☻ ╡─ꜞ

☻♩╩ ⇔≡ ─ⱱ☻♩╩ ≢⅝╕

∆⁹%20╩ ⇔≡ ⇔ⱪכ◔☻◄╩

≡ↄ∞↕™⁹ │⁸ ⌂ ╩ ⇔√

─ⱱ☻♩╩ ⇔≡ ↕╣╕∆⁹ 

time I ≢ ↕╣√  

timezone S ꜡כ♪ⱴ☻♃כ⅜ ∆╢♃▬ⱶ♂כfi 

ntpkeyid I NTP ID≢∆⁹ ⌂ ─ │ 1 99≢

∆⁹ 

ntpkeysecret S NTP ─ ≢∆⁹NTP ⌐

│ 40 ╕≢ ≢⅝╕∆⁹ ⅜

20 ╟╡ ™ ⁸16 ≤⇔≡

╦╣╕∆⁹↓─ ⌐ ─ ╩ ∆╢

≤⁸NTPv4 ⅜ ⌐⌂╡╕∆⁹ 

3-50:Date/Time  

RESTful API◖ⱴfi♪╩ ⇔≡ ╩ ∆╢↓≤│≢⅝╕∑╪⁹ 

3.18 Logging Options ꜡◓○ⱪ◦ꜛfi  

3.18.1 ◦☻♥ⱶ꜡◓─  

◦☻♥ⱶ꜡◓ⱨ□▬ꜟ╩♄►fi꜡⁸│⌐╢∆♪כ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/logging/downloadlogs 

◦☻♥ⱶ꜡◓ⱨ□▬ꜟ╩ꜞ☿♇♩∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/logging/resetlogs 

3.18.2 Ping Host pingⱱ☻♩  

ping╩ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/logging/ping?addr=<IPAddress>&intf=<InterfaceID> 

 

Ɽꜝⱷכ♃כ 

Ɽꜝⱷכ♃כ─

 Ɽꜝⱷכ♃כ─   
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Ɽꜝⱷכ♃כ 

Ɽꜝⱷכ♃כ─

 Ɽꜝⱷכ♃כ─   

addr ▪♪꜠☻ ping╩ ∆╢ⱱ☻♩╩ ⇔╕

∆⁹ 

Yes 

intf  ping ▬fi♃כⱨ▼▬☻─ ID╩

⇔╕∆⁹↓↓≢▬fi♃כⱨ▼▬

☻╩ ⇔⌂™ ⁸ ─Ⱡ♇♩

꞉כ◒ ─▪♪꜠☻⌐ ping╩ ∆

╢▬fi♃כⱨ▼▬☻⅜ ⌐

↕╣╕∆⁹ 

No 

3-51:ping─Ɽꜝⱷכ♃כ 

⁸│כ♃☻ⱴ♪כ꜡ ∆╢ ping─ IPv4─ ping╕√│ IPv6─ ping ─

╩ ╖╕∆⁹√∞⇔⁸ping6◖ⱴfi♪╩ ∆╢↓≤≢⁸IPv6─▪♪꜠☻⌐ ⇔≡

⌐ ping6╩ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/logging/ping6?addr=<IPAddress>&intf=<InterfaceID> 

3.18.3 traceroute─  

traceroute╩ ∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/logging/traceroute?addr=<IPAddress> 

3.18.4 ♦Ᵽ♇◓○ⱪ◦ꜛfi 

3.18.4.1 ♦Ᵽ♇◓○ⱪ◦ꜛfi─ /  

get⅔╟┘ set◖ⱴfi♪≢ ≢⅝╢♦Ᵽ♇◓○ⱪ◦ꜛfi ─Ɽꜝⱷכ♃─ ⌐≈™

≡│⁸ ─ ╩ ⇔≡ↄ∞↕™⁹get⅔╟┘ set◖ⱴfi♪⌐≈™≡│☿◒◦ꜛfi 2.4

╩ ⇔≡ↄ∞↕™⁹ 

  Ɽꜝⱷכ♃כ─  

irqbalance B IRQBalance│⁸ⱴꜟ♅ⱪ꜡☿♇◘כ◦☻♥ⱶ⌐⅔™≡Ɫכ

♪►▼▪ ╡ ╖╩ⱪ꜡☿♇◘כ ⌐ ↕∑╢↓≤╩

≤⇔≡™╕∆⁹↓─○ⱪ◦ꜛfi╩ ⌐∆╢ │⁸

∏ KEMP─ ◘ⱳכ♩⌐↔ ↄ∞↕™⁹ 

linearesplogs B ♦ⱨ◊ꜟ♩≢│⁸꜡כ♪ⱴ☻♃כ│ ™꜡◓ⱨ□▬ꜟ╩

⇔╕∆⁹↓─Ɽꜝⱷכ♃כ╩ ⌐∆╢≤⁸ ™꜡◓ⱨ

□▬ꜟ│ ↕╣⌂ↄ⌂╡╕∆⁹ⱨ□▬ꜟ◦☻♥ⱶ⅜

╣↕◒♇꜡Ⱪ│☻☿◒▪─╠⅛כ♃☻ⱴ♪כ꜡⁸≥╢⌂⌐

╕∆⁹ 
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  Ɽꜝⱷכ♃כ─  

netconsole A Netconsole│⁸◌כⱠꜟ─ printkⱷ♇☿כ☺╩ UDP ≢

╩╣↓⁸≢ꜟכꜙ☺⸗ꜟⱠכ◌╢∆ ∆╢≤⁸♦▫

☻◒⅜꜡◓ ⌐ ∆╢ ╩♦Ᵽ♇◓∆╢↓≤⅜≢⅝

╕∆⁹↓─Ɽꜝⱷכ♃כ╩ ∆╢≤⁸ ─ⱱ☻♩≢

∆╢ syslog♦כ⸗fi⌐╟╡ ⅜☺כ☿♇Ⱡꜟⱷכ◌⌂

∆═≡ ⅜כ♃☻ⱴ♪כ꜡⁸╡╟⌐╣↓⁹∆╕╣↕

∆╢ ╩ ⅝ ╘╢↓≤⅜≢⅝╕∆⁹ 

netconsoleinterface I Netconsole╩ⱱ☻♩∆╢▬fi♃כⱨ▼▬☻ 

3-52:♦Ᵽ♇◓○ⱪ◦ꜛfi 

3.18.4.2 ∕─ ─♦Ᵽ♇◓○ⱪ◦ꜛfi─  

∕─ ─♦Ᵽ♇◓○ⱪ◦ꜛfi─◖ⱴfi♪╩ API⅛╠ ≢⅝╕∆⁹ 

¶ /logging/ps 

ps◖ⱴfi♪│⁸Ⱪꜝ►◙כ≢ ⇔≡╙ ⇔╕∑╪⁹ps◖ⱴfi♪

╩ ∆╢⌐│⁸cURL◖ⱴfi♪╩ ⇔≡ↄ∞↕™⁹ 

¶ /logging/meminfo 

¶ /logging/ifconfig 

¶ /listifconfig 

¶ /logging/netstat 

¶ /logging/interrupts 

¶ /logging/partitions 

¶ /logging/cpuinfo 

¶ /logging/df 

¶ /logging/lspci 

¶ /logging/lsmod 

¶ /logging/slabinfo 

 

https://<LoadMasterIPAddress>/access/logging/meminfo 

3.18.4.3 ─ꜞ☿♇♩ 

╩ꜞ☿♇♩∆╢⌐│⁸ ─◖ⱴfi♪╩ ⇔╕∆⁹ 

https://<LoadMasterIPAddress>/access/logging/resetstats 

3.18.4.4 Flush SSO Authentication CacheSSO ─◐ꜗ♇◦ꜙ─  

ssoflush◖ⱴfi♪╩ ∆╢≤⁸SSO ◐ꜗ♇◦ꜙ╩ ≢⅝╕∆⁹ 

https://<LoadMasterIPAddress>/access/logging/debug/ssoflush 






























































