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<?xml version="1.0" encoding="198591"?>
<Response stat="400" code="fail

<Error>

param:String Value missing

</Error>
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cvfis¥%h - t 4V 8
% —hodwesz tdgA40

gd>Pd— | &
<Responsstat="200"code="0k">
<Success>
<Data>
<CPU>
<total>
<User>3</User>
<System>2</System>
<ldle>93</Idle>
<IOWaiting>2</IOWaiting>
</total>
<cpu0>
<User>2</User>
<System>3</System>
<HWInterrupts>0</HWInterrupts>
<SWiInterrupts>0</SWinterrupts>
<ldle>94</Idle>
<IOWaiting>2</IOWaiting>
</cpu0>
<cpul>
<User>5</User>
<System>2</System>
<HWInterrupts>0</HWInterrupts>
<SWiInterrupts>0</SWinterrupts>
<ldle>92</Idle>
<IOWaiting>2</IOWaiting>
</cpul>
</CPU>
<Memory>
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| & statse v fi » 2
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<percentmemused>13</percentmemused>
<memfree>1777144</memfree>
<percentmemfree>87</percentmemfree>

</Memory>
<Network>

<eth0>
<ifacelD>0</ifacelD>
<speed>10000</speed>
<in>0.0</in>
<inbytes>828</inbytes>
<inbytesTotal>63644014</inbytesTotal>
<out>0.0</out>
<outbytes>5329</outbytes>
<outbytesTotal>93841381sutbytesTotal>
</eth0>
<eth0.vxlan4>
<ifacelD>2</ifacelD>
<speed>10000</speed>
<in>0.0</in>
<inbytes>0</inbytes>
<inbytesTotal>0</inbytesTotal>
<out>0.0</out>
<outbytes>0</outbytes>
<outbytesTotal>472</outbytesTotal>
</eth0.vxlan4>

</Network>
<TPS>

<TotabO</Total>
<SSL>0</SSL>

</TPS>
<VStotals>

<ConnsPerSec>0</ConnsPerSec>
<TotalConns>0</TotalConns>
<BitsPerSec>0</BitsPerSec>
<TotalBits>0</TotalBits>
<BytesPerSec>0</BytesPerSec>
<TotalBytes>0</TotalBytes>
<PktsPerSec>0</PktsPerSec>
<TotalPackets>0</TotadEkets>

</VStotals>
<Vs>

<VSAddress>172.20.0.207</VSAddress>
<VSPort>80</VSPort>
<VSProt>tcp</VSProt>
<Index>12</Index>
<ErrorCode>0</ErrorCode>
<Enable>1</Enable>
<TotalConns>0</TotalConns>
<TotalPkts>0</TotalPkts>
<TotalBytes>0</TotalBytes>
<TotalBits>0Q otalBits>
<ActiveConns>0</ActiveConns>
<BytesRead>0</BytesRead>
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<BytesWritten>0</BytesWritten>
<ConnsPerSec>0</ConnsPerSec>
<WafEnable>1</WafEnable>
<Requests>0</Requests>
<Incidents>0</Incidents>
<Incidents_Hour>0</Incidents_Hour>
<Incidents_Day>0kcidents_Day>
<Incidents_Dayover>0</Incidents_Dayover>

</\VVs>
<\V/s>

<VSAddress>172.20.0.237</VSAddress>
<VSPort>443</VSPort>
<VSProt>tcp</VSProt>
<Index>7</Index>
<ErrorCode>0</ErrorCode>
<Enable>1</Enable>
<TotalConns>0</TotalConns>
<TotalPkts>0</TotalP&+
<TotalBytes>0</TotalBytes>
<TotalBits>0</TotalBits>
<ActiveConns>0</ActiveConns>
<BytesRead>0</BytesRead>
<BytesWritten>0</BytesWritten>
<ConnsPerSec>0</ConnsPerSec>
<WafEnable>0</WafEnable>

</Vs>
</Data>
</Success>
</Response>
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User ~ D @ "Do@®I):zd)E— - t 4V CPU-RD ¥fi v
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https://<LoadMasterlPAddress>/access/sdndeviceinfo?cidzantrollerID>

AL

sdndeviceinfo« ¥ fi » — = e AN

<Responsstat="200"code="ok">
<Success>
<Data>
<controllerid="62">
<deviceinfo>

<uid>openflow:151936205333838</uid>

<name>br3</name>

<type/>

<vendor>Nicira, Inc.</vendor>

<product>Open vSwitch</product>

<firmware>2.3.1</firmware>

<serial>None</serial>

<ip>10.35.8.47</ip>

<ifcount>3</ifcount>

<status/>

<portinfo>

<port>

<id>1</id>
<name>prt3</name>
<state/>
<mac>52:34:63:89:05:17</mac>

<curspeed>current_speed=0</curspeed>
<maxspeed>max_speed=0</maxspeed>

</port>

<port>
<id>2</id>
<name>vnet5</name>
<state/>
<mac>fe:54:00:79:04.75</mac>

<curspeed>current_speed=10000</curspeed>
<maxspeed>max_speed=0</maxspeed>

</port>
<port>
<id>local</id>
<name>br3</name>
<state/>
<mac>8a:2f:67:8c:25:4e</mac>
<curspeed/>
<maxspeed/>
</port>
</portinfo>
</deviceinfo>
<deviceinfo>
<uid>openflow:60003129350209</uid>
<name>brl</name>
<type/>
<vendor>Nicira, Inc.</vendor>
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<product>Open vSwitch</product>
<firmware>2.3.1</firmware>
<serial>None</serial>
<ip>10.35.8.47</ip>
<ifcount>4</ifcount>
<status/>
<portinfo>
<port>
<id>3</id>
<name>vnet6</name>
<state/>
<mac>fe:54:00:ed:2d:aa</mac>
<curspeed>current_speed=10000</curspeed>
<maxspeed>max_speed=0</maxspeed>
</port>
<port>
<id>2</id>
<name>prtll</name>
<state/>
<macxe:8f:f3:cc:58:7a</mac>
<curspeed>current_speed=0</curspeed>
<maxspeed>max_speed=0</maxspeed>
</port>
<port>
<id>1</id>
<name>prtl</name>
<state/>
<mac>5e:b2:61:21:c8:20</mac>
<curspeed>current_speed=0</curspeed>
<maxspeed>max_speed=0</maxspeed>
</port>
<port>
<id>local</id>
<name>brl</name>
<state/>
<mac>36:92:91:35:d8:41</mac>
<curspeed/>
<maxspeed/>
</port>
</portinfo>

</deviceinfo>
<deviceinfo>

<uid>openflow:130736296040257</uid>
<name>br2</name>
<type/>
<vendor>Nicira, Inc.</vendor>
<product>OpervSwitch</product>
<firmware>2.3.1</firmware>
<serial>None</serial>
<ip>10.35.8.47</ip>
<ifcount>4</ifcount>
<status/>
<portinfo>
<port>

<id>2</id>

<name>vnet7</name>

<state/>

<mac>fe:54:00:85:ca:9f</mac>

<curspeed>cl lrrpnt_cnppd:’l 0000</curspeed>.
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<maxspeedmax_speed=0</maxspeed>
</port>
<port>
<id>1</id>
<name>prt2</name>
<state/>
<mac>8a:8d:81:78:10:8b</mac>
<curspeed>current_speed=0</curspeed>
<maxspeed>max_speed=0</maxspeed>
</port>
<port>
<id>3</id>
<name>prt22</name>
<state/>
<mac>d2:10:88:e8:98:f6</mac
<curspeed>current_speed=0</curspeed>
<maxspeed>max_speed=0</maxspeed>
</port>
<port>
<id>local</id>
<name>br2</name>
<state/>
<mac>76:e7:6a:7c:17:41</mac>
<curspeed/>
<maxspeed/>
</port>
</portinfo>

</deviceinfo>
<deviceinfo>

<uid>openflow:217995646047043</uid>
<name>br4</name>
<type/>
<vendor>Nicira, Inc.</vendor>
<product>Open vSwitch</product>
<firmware>2.3.1</firmware>
<serial>None</serial>
<ip>10.35.8.47</ip>
<ifcount>4</ifcount>
<status/>
<portinfo>
<port>
<id>2</id>
<name>vn&</name>
<state/>
<mac>fe:54:00:ab:30:91</mac>
<curspeed>current_speed=10000</curspeed>
<maxspeed>max_speed=0</maxspeed>
</port>
<port>
<id>1</id>
<name>prt4</name>
<state/>
<mac>f2:fc:c5:31:1e:a0</mac>
<curspeed>current_speed=0</curspeed>
<maxspeedmax_speed=0</maxspeed>
</port>
<port>
<id>3</id>

<pame>vnet8</name>.
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<state/>

<mac>fe:54:00:6a:f8:4e</mac>
<curspeed>current_speed=10000</curspeed>
<maxspeed>max_speed=0</maxspeed>

</port>

<port>
<id>local</id>
<name>br4</name>
<state/>

<mac>c6:44:11:0b:983</mac>

<curspeed/>
<maxspeed/>
</port>
</portinfo>
</deviceinfo>
</controller>

</Data>
</Success>
</Response>
| — - = ™™= — % o3 A°
oo T
uid *P am®— uiD
name *P am®—
vendor ¢ Pum®— 0D =D
¢ Pmo product ¢P am®—
firmware ¢ Pem®—hODdF BV PD O fi
serial ¢ P am®— ' mi
ip ¢ Pum®— IP )" @
ifcount ¢ Pum® —mmfli 20 h Vem®—
status P am®—
wd ) id wd ) — ID
name wd J —
mac wdJ) —MAC- )" @
curspeed wdJ — —
maxspeed wdJ —
3-22SDNé P wm ® —
14V SDNefis. 0! 2 %4 orv @20 % =™ A
odf e— —-Re £ Af-|® —«wfird o5A0
https://<LoadMasterlPAddress>/access/sdnpathinfo?cid=<Controller|D>
sdnpathinfo « ¥ fi » — L - o340
<Responsstat="200"code="0k">
<Success>
<Data>
<pathinfo>
<path>
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<dirfwd</dir>
<source>10.35.8.49</source>
<dest>10.35.8.89</dest>
<pathelem>
<switch>
<idx>0</idx>
<name>baloo</name>
<dpid>00:08:a0:1d:48:92:4f:80</dpid>
</switch>
<inport>
<idx>25</idx>
<name>25</name>
<byte>3397596</byte>
</inport>
<outport>
<idx>14</idx>
<name>l4</name>
<byte>3395099</byte>
</outport>
</pathelem>
<pathelem>
<switch>
<idx>1</idx>
<name>bagheera</name>
<dpid>00:08:40:a8:f0:87:04:80</dpid>
</switch>
<inport>
<idx>15</idx>
<name>15</name>
<byte>3388430</byte>
</inport>
<outport>
<idx>6</idx>
<name>6</name>
<byte>1566302</byte>
</outport>
</pathelem>
</path>
<path>
<dir>rev</dir>
<source>10.35.8.89</source>
<dest>10.35.8.49</dest>
<pathelem>
<switch>
<idx>0</idx>
<name>baloo</name>
<dpid>00:08:a0:1d:48:92:4f:80</dpid>
</switch>
<inport>
<idx>254idx>
<name>25</name>
<byte>3397596</byte>
</inport>
<outport>
<idx>14</idx>
<name>14</name>
<byte>3395099</byte>
</outport>
</pathelem>.
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<pathelem>

<switch>
<idx>1</idx>

<name>bagheera</name>
<dpid>00:08:40:a8:f0:87:04:80</dpid>

</switch>
<inport>
<idx>154dx>

<name>15</name>

<byte>3388430</byte>

</inport>
<outport>
<idx>6</idx>

<name>6</name>

<byte>1566302</byte>

</outport>

</pathelem>
</path>
</pathinfo>
</Data>
</Success>
</Response>

| = ™= — % . A9
path dir —
source P >" @
dest P »" @
switch idx ~ No| Gumb f —mmli ¢ © - @
name Oumb H —
dpid Ommt H—¢ D 2R ® ID DPID
inport idx J ' No P e — GumP HWD |
name wdJ —
byte L —wd ¢ 1A VP
outport idx J ' ho Pe— @mmbt HWD J
name wd —
byte L —wd ¢ 1A VP
3-23:SDN —
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39 oo P>D
gd>P>o| e —™d Y%e—wfird [ = % %3 A°

https://<LoadMasterlPAddress>/access/showrs?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&rs=<RS
IPaddr>&rsport=<R®ort>

https://<LoadMasterIPAddress>/accesshalrs?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&rs=<RS
IPaddr>&rsport=<R®ort>

https://<LoadMasterlPAddress>/access/delrs?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&rs=!<RSinde
X>

https://<LoadMasterlPAddress>/access/addrs?vs=<IPaddr>&port=<Port>&prot=<tcp/udp=&RS
IPaddr>&rsport=<R®ort>

https://<LoadMasterlPAddress>/access/modrs?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&rs=<RS
IPaddr>&rsport=<R®ort>

rsR' @2 2>~ |8 ID 8 OKVS— nod2f @ 81IP-)»" el z9%
3 A9 showvsew fiyd A4 <e <RSIndex ofiJ - D% 14349

X

<Rs>
<Status>UpiStatus>
<VSIndex>1</VSIndex>
<RsIndex>3</RsIndex>
<Addr>10.154.201.3</Addr>
<Port>80</Port>
<Forward>nat</Forward>
<Weight>1000</Weight>
<Limit>0</Limit>
<Enable>Y</Enable>

<Critical>N</Critical>
</Rs>
X
Id IP Address Port Forwarding method Weight Limit Rules Status Operation
5 101541173 80 nat 1000 0 E cnablea |
33 gd>POID
3 Vv | 8 WUI—"Modify Virtual Service" o>y e— Lywee ogne
I —  ~ Nof| "Real Servers" O2P> ¥-- 'fi—"ld" ~802PDID—
4
3/8 I -|| =I A°
rsSR' ®> 22 #<RSIndexd A 8/ — ~ 7] WHR 143
JANRS]

https://<LoadMasterlPAddress>/access/showrs?vs=<IPaddr>&port=<Port>&prtipkidp>&rs=I<RSIn
dex>
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OdPI>— P+ " ® rsR' ©d a2~ o P " @ |8IPv4 3
V| Ipve L #%gA0

RESTfUAPl« ¥ fi »

T IPv4—= )" ®— :10.11.0.24
T IPv6—= »" @— :fdce:9b36:e54f:110::40:14

criicalo 2 —  —0OK VSR' 02 24> | 8 oK VS— Rsindexd: ™= A

Y%Ned 3 A ©
https://<LoadMasterlPAddress>/access/modrs?vs=<Paié8Index>&rs=!<RsIndexOfTheSubVS>&critic
al=<0/1>

oK VS~ t4dv ooPox>— 4L  A{-|8OoKVS- Odf eIndex

% |Fd o> P> — Rsindexkt o3 A9

https://<LoadMasterlPAddress>/access/modrs?vs=<SubVSIndex>&rs=!<RsIndex>&critical=<0/1>

W REMEMRANEE - "fis o= —R'0da4% 14340
¢+hoiy

weight | 1000 1-65535 o 1oowfire g i L A

sgdPd>r- A{s'hooee—
| & ooPO2— - #%

td 34 ™ % 14 VvodPD
o4 o—itheeed o
JANR
oK VS— | modrse v fi » # #
%3 A od>f e - t
14 —okvswr - s 4
L orse o3 A 0

newport I < > 3-65535 (change the Por o> PO # 1A wo

of the Real Server)

forward S nat nat, route td{ho:de=fia  — o
+hoiy— | NATZA° DD PO %
F— | 87 - 4007 @% —q

FA°

enable B 1 oo>PO L/ - e3A0

limit | 0 0-100000 OdPOI% dvd- ' fiel 14
~8 pODPIr a oDk fi

K L.JJve@ade o Ty et o, Ver7.1.35)



RESTful API

RESTfUAPl« ¥ fi »

KEMP

¢+hoiy

non_local B 0 0= ¢hoisz|s. D0

1= — DoPd—q

BRSNS
<8, Daoi kP
pod aodf er

Y% A°
L —okoe Tfi|s®

2

J D e

o>y e~ 4 =

Tid
Dv

1
A

m 1

~ A
a™ Qo>
| <%z

adf e

~ 25 ™= 8 Enable NorLocal Real Servefs

-

o f
of =™ < %—1q

IN

# 69

254 8 Transparencys  r

FANRS

critical

B 0 0= I —R' ©2 24) %

A

1= D) % # Ne| <

-]l t— Oo2PI%

~3A° 1 — DOOPO%

1 avl o

<8\

Y8 o
tq{ v E

#Nef + s

=003 N
— aob

PO | N <svd-1dgA0

follow

< >hoo 28 @oPd> 1 —R' 0d=dLsho. d>A o>
A1 s#s >—

— RsIndex P O — RsIndex-

OdPOr #™=Zi

Yedb  oq A9 | —< %8

) — RsIndext

®Y D 2 &~ # %BZI
no>PoOd

Seste —

=

=/ —

<lgsggane 48 o>

= ™ 8

=

i e ve.d [=m
/4 - oopPo—

e ve.dL ¢

0 ooO#P

go>PD—
A4

Al
PO 1%

OdPO1l- # %Z
od> P> |
- YoYorr [F 8

A== #FNef<vdet A0

324 moaPO>—R' 0> =

L .s 0df ®%L7: >0 k8 a2 NRF wB&L

WNRzi SQ= L — LNd 3 5 %0

3.9.1 nd>PI— /

3911 oJ>)PIl—e. DPIip /

go>PoOd-, >PI - / A =— oo>f ed / A
1 ~|s — oy fiyd -3 A9
https://<LoadMaster|PAddress>/access/enablers?rs=<IPaddr>
Ve

https://<LoadMasterlPAddress>/access/disablers?rs=<IPaddr>
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OdPI>—IP= " ® rsR' ©d a2~ o IPe>” @ |8IRV4 7
V| Ipve L #%gA0

RESTfUAPl« ¥ fi »

T IPv4—= )" ®— :10.11.0.24
T IPv6—= »" @— :fdce:9b36:e54f:110::40:14

3.9.1.2 gJ3PI—. Jcinp /
oo>Pod doi - / A N 1=— ooy ed /
A -] —eyfird =3 A°

https://<LoadMasterIPAddress>/access/modrs?vs=<VirtualServicelPAddress>&port=<Port>&pgopE<
udp>&rs=<RealServerlPAddress>&rsport=<port>&enable=n

Ve

https://<LoadMasterlPAddress>/access/modrs?vs=<VirtualServicelPAddress>&port=<Port>&prot=<tcp/
udp>&rs=<RealServerlPAddress>&rsport=<port>&enable=y

Od>PO—1IP-»" ® rsR' ©®2 44D~ o IPe )" ® |8IPv4 3
V| Ipve L #%gA0

T IPv4d—= »7 ®— :10.11.0.24
1T IPv6—= »7 @— :fdce:9b36:e54f:110::40:14

3.10 idDi sHwePe
«fiwfiai D0 | 8 RESTIulAR  # %3 A°
3101 I D1 —

° @Y - s=™]i > |8 — showrule « ¥ fi » & e % 2N

https://<LoadMasterlPAddress>/access/showrule?[name=<Rule Name>]&[type4d=D

R' ©2 220 «# showrule« v fi » & A< —i i A== e
14340 r A" e |eioi 8 Lo i 00 — o mmkd A2
he @ 24D %% % A°
30 —q -K 4L - =3 A°

0 MatchContentRuleo ' ©gi —i i

1 AddHeaderRule Rule to Add header field

2 DeleteHeaderRule Rule to Delete a header field.

3 ReplaceHeaderRu Rule to modify a header field.

4 ModifyURLRule URL 9% 4 i D

3251 D1 — o wmk
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3102 P31 —o @vr |4 —

i 50 | @ delruleewfire- |4 % %3 A°
https://<LoadMasterlPAddress>/access/delrule?name=<Rule Name>

3103 i 21 | & delruleeyfiyr |1 # %9 A°
addrule « v fi » 25|fd modrule « v fi » & A{<si ik / #F %y A0

https://<LoadMasterIPAddress>/access/addrule?name=<Rule Name>

https://<LoadMasterlPAddress>/access/modrule?name=<Rule Name>

ioi — -4 5 A% —R' 02 AL g%y A9 DI - "type"
4 =0 Yl V s ehoi sy —0 MatchContentRuIe-—o=|=|A9i:>i

v fiy— 8 a0 ¢eEISE 0 Wl V | & o -k | R
Type 1— AddHeaderRule- | & patternR' © 2 = 014 rod
1IF°

Type 0 (MatchContentRule)

¢hoiy
matchtype S regex - regex i 30~ |4 ¢4 —
- prefix
- postfix
inchost B N L e ~8l _ qoJ) URI
- rVvV &) 4 =3 A°
nocase B N - - <
L eq3Fe
negate B N yew — & s3 A°
incquery B N L e -8 URI« <
AL =7 A9
header Z S < > AL Azerdoh=2iy o
P b D Zebdh=02i)% 1d=
™pn ™ 8 ¢hoi J 2 URL-
= % Fd34° - <o
- s Tad-le s
body ~ =3 A°
pattern S < > R 2 D fi

3260 i —dmmk O—R' ©D =

& KSRRODNE |soke " ni #Zebsd %ven oy
—q Values == —a LI GHESNYyezA°

K L.JJve@ade o Ty et o, Ver7.1.35)



RESTful API

KEMP

RESTfUAPl« ¥ fi »

Type 1 (AddHeaderRule)

¢+hot
header Z ¢ D S < > A zerdoh=2i)
replacement S < >

3271 D1 —ammk 1—R' 0D o

Type 2 (DeleteHeaderRule)

¢+hot
pattern S < > R 2D fi
3280 Ji —dmmk 2—R' 0D =

Type 3 (ReplaceHeaderRule)

¢hot
header Z ¢ » D S < > —Zebsd2heDi )
replacement S < >
pattern S < > R 2D fi

3291 )i —dmmk 3—R’ ®D A

Type 4 (ModifyURLRule)

¢hoi
replacement S < > URL
pattern S < > R 2D fi
3300 Di —dmwmk 4—R’' ©D o
3.10.4 go>PO>4—idi—
i 51 | 8 addrsrules delrsrule « v fi » 4 -= @QOJdPOr s L =g ad

P> | % %3 A°
https://<LoadMasterIPAddress>/access/addrsrule?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&rs=<RS
IPaddp&rsport=<R&Port>&rule=<RuleName>

https://<LoadMasterlPAddress>/access/delrsrule?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&rs=<RS
IPaddr>&rsport=<R®ort>&rule=<RuleName>

rsR' ©2 22~ | D L #£%3A9showvsevfird Af<e
<RSIndex ©fi ) - ID QOJXP) —wmfi¢b-® % td3A°
X

<Rs>
<Status>l ps{SIah 1S>
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<VSIndex>1</VSIndex>
<RslIndex>3</RsIndex>
<Addr>10.154.201.3</Addr>
<Port>80</Port>
<Forward>nat</Forward>
<Weight>1000</Weight>
<Limit>0</Limit>
<Enable>Y</Enable>

<Critical>N</Critical>

</Rs>

X

3105 OK VS—i oi — /

addrsrule« v fi » % |Fd delrsrulec v iy & A{<e «fivfiai oidoK Vs

- 3V | «fiwfiaididoK VS| AL < %% % A0
https://<LoadMasterIPAddress>/access/addrsrule?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&rs=I<Rs
IndexOfSubVS>&rule=<RuleName>

https://<LoadMasterlPAddress>/access/delrsrule?vs=<IPaddr>&peort>&prot=<tcp/udp>&rs=I<Rsl
ndexOfSubVS>&rule=<RuleName>

oK VS- 4 =hd=m] ooPor-cfiviiainoid aAf-|s -
cvfird <5 Ae

https://<LoadMasterIPAddress>/access/addrsrule?vs=<VSIndexOfSubVS>&rs=<RealServerlPAddress>&r
sport=<RealServerPort>&rule=<RuleName>

«fivfiainidogK Vs~ A -] e Aioxi—  ~ 9
addprerule « ¥ fi » 8 addresponserule« ¥ fi » 8 addrequestrule « ¥ fi »

= m

=3 A°
https://<LoadMasterIPAddress>/access/addprerule?vs=<VSIndexOfSubVS>&rule=<RuleName>
https://<LoadMasterlPAddress>/access/addresponserule?vs=<VSIndexOfSubVS>&rule=<RuleName>
https://<LoadMasterlPAddress>/access/addrequestrule?vs=<VSIndexOfSubVS>&rule=<RuleName>
cfivfiai Di oK VS| A4~ |8 Aiosi— - o9=s
delprerule « v fi » & delresponserule« v fi » 8 delrequestrule« v fi » 4 =3 A°
https://<LoadMasterIPAddress>/access/delprerule?vs=<VSIndexOfSubVde&<RuleName>
https://<LoadMasterIPAddress>/access/delresponserule?vs=<VSIndexOfSubVS>&rule=<RuleName>

https://<LoadMasterIPAddress>/access/delrequestrule?vs=<VSIndexOfSubVS>&rule=<RuleName>

Rsindexg vV | Vsindexdt A4~ | e listvsewfisd  <qAc oo "
fi 3514 <=5y ™o

3.10.6 o>y e—i di —

i 5 i | & addprerule® addresponserulé 2 |1 addrequestrule« v fi » # ooy

o £ %3 A°
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https://<LoadMaster|IPAddress>/access/addprerule?vs=<|Paddpegt=<Port>&prot=<tcp/udp>&rule=
<RuleName>

RESTfUAPl« ¥ fi »

https://<LoadMasterlPAddress>/access/addresponserule?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&
rule=<RuleName>

https://<LoadMasterlPAddress>/access/addrequestrule?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&r
ule=<RuleName

3.10.7 o)y @—i D i —

i 51 | 8 delprerulet delresponserulé % |- delrequestrule « ¥ fi » # odf o

Ve #%3 A0
https://<LoadMasterlPAddress>/access/delprerule?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&rule=<
RuleName>

https://<LoadMasterIPAddress>/access/delresponserule?vs=<IPaddr>&paPort>&prot=<tcp/udp>&r
ule=<RuleName>

https://<LoadMasterIPAddress>/access/delrequestrule?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&ru
le=<RuleName>

3.10.8  Check Parameters #f VP ¢ R! ©)J A

Service ChecR' © D = | @ —«vfiyEg  #%qA°

https://<LoadMasterlPAddress>/access/showlaéh?

showhealth« v fi » —  ~ | & RetrylntervaP Timeou# RetryCount— % ¢ 4| 5
JANRS
Service ChecR' ©2 2|8  —«wfisz  #£%3A°

https://<LoadMasterIPAddress>/access/modhealth?Retrylnterval=<IntervalValue>&Timeout=<Timeout
Value>&RetryCount=<CountValue>

¢ h
Qi
J
Retryinterval | 9- 120 Zi e Vve e — AL £ - N
3600 5A° 14 ~]®-' ®40< FQDN¥s 3
1340
Timeout ~ == | 460 20 # =3 A° | — |SZi oH Vv N
Foeo» Per A" K' wr L 2
JANRS
RetryCount | 215 2 + »fi < o= ¢4|s ki N
s |k td{z7 enve.—
£A°
3-3L modhealth—R! ©D 2D
Adaptive ChecR' ©d = | 8 —cyfi)2 £ %3 A°

https://<LoadMasterIPAddress>/access/showadaptive?
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L—%eo Tfi—awfis|s AR*eJiDwofiahoi adoko ' fir
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dvofiar o= %Y%1 |F4 3 A ° Restrict traffic to Interfaces k = ' fi %
ez e%d A{-|e —cyfisd o3 A9

https://<LoadMasterIPAddress>/access/aclcontrol?isifblock

i Block-
 Free-

K . Jd)veade o 1 5@t D, Ver7.1.35)



RESTful API

KEMP

RESTfUAPl« ¥ fi »
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https://< LoadMasterIPAddress>/access/aclcontrol?ifblock=1
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3.14.4 VPN
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Local Subnet Addrest A ~ | ® —eyfird  <3A0
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bnetAddress(es)>
Remote IP Addres& A4~ | ¢ — oy fiyd o3 A0
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Remote Subnet Addres& A ~ | ® —eyfird o3 A0

https://<LoadMasterIPAddress>/access/setvpnremotesubnets?name=<VPNname>&remotesubnets=<R
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3.14.4.6 —
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https://<LoadMasterIPAddress>/access/startvpncon?name=<VPNname>
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L Ao — vy fiyd =3 A°
https://<LoadMasterlPAddress>/access/stopvpncon?name=<VPNname>
3.14.4.8 —

4L A -] —cyfird =3 A°

https://<LoadMasterlPAddress>/access/getvpnstatus?name=<VPNname>
3.14.4.9 — —
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https://<LoadMasterIPAddress>/access/listvpns
3.14.410 IKE# 2 = fi —
mfi 2D £ P IKE ¢2:fid A{r-]e —cyfiyd o3 A9
https://<LoadMasterIPAddress>/access/stopikedaemon
3.14.4.11 IKE# D = fi —
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https://<LoadMasterlPAddress>/access/aclcontrol?addvs=<ListType>&vsip=<VirtualServerlPAddress>&
vsprot=<VirtualServeProtocol>&vsport=<VirtualServerPort>&addr=<IPAddressToAdd/CIDR>
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™. D) v @D #F—q %3 0°% ™

mn 1

—' wmifio--' @a' fia LAY | & KEMP-
- ™ ?ZO'OOIT“_"E’-!QDJ'fi-.—:TME— | 8.
D)V 4D —e @4 fie 4L =0 o0 § ™9

1

3161 o' @a'fisr A APle v fi)

—t<.oTfiz|s.! @a' fiar A RESTIARIvfi» -= ™= o9
!

=3 A° RESTRUIARY  o=.' @2’ fiad A evckPaumoveck-—
-=™= | 8 ¥o. i 31624 “E 0 001 ™O

/

31611 ¢ ° @90 —
-l eax— L A~ —«yfird  ogA0

https://<LoadMasterlPAddress>/access/cluster/status

-l ead ~Ne| tos— % tdgacid|e-t a0 ~Nof| o
b oy — XML £ <3A°
/= D2V ®34d %' @ad-o™ s WUL =<' D0e¥d 0% 1
qA4°

[0 ke ® iqaa

T 0ct—t 2 | o= ™3 A9

T 1t —t 2 | o= ™3 A9

T 2¢1 —t 2 | FA L —1 D2 | | 433+ °t o

- Odf @% o™ 8/ —f D |, o SR EW

K . Jd)veade o 1 5@t D, Ver7.1.35)



RESTful API

KEMP

RESTfUAPl« ¥ fi »

1 3Cl—#3ﬁ| -—QJ’EZ/3=|8 ™ 2 do o) pfi o= ™
1 FAO D7 i | eenoi %10 =3 A

T 4qi—t 2 | £ A9

T 50 =420 | k' et o) #A®

/
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https://<LoadMaster|PAddress>/access/cluster/joincluster
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h-eghtwh5 INocD-vEQSFHnr4dPMFUIsddvaTCg0 fwbuTfFECRi pTFHES vBHuSMV
CLFxaR0WIbggwl X 9rmS++

+

end

Legacy License Key OBGGAdv-idO9Pek-ufZPgan-PZM0Otae

It has been issued a Single Perm license.

34! -m?fi ® BLOB

BLOB| ¢ 34 wm?fi ® BLOB- # 14 =™ |fer ¢ beging 34 end
2 T7{vee — #2A°BLOBLy« ®) h O — # | license.txt ~ ¢
Ho=fibdd> @ A %N sA°' mtifi®o ~ A BLOBL

A o2 |&' amifie® L o=9o00g ™o
'emifi@evfis|t3130 #  #£%3A° 4 8 Linuxt CURL v fi )
Loaf | —heroqqas

curlgX POSTcdata-0 A y I NB & X fgkihtipS:#<toddMasted BAddress>/access/license
L—«wfiy| 8. D)% @20~ BLOBy Dwmmi o £ K. D) =35 A® — 0y
fio # |8 licensetxt¥so™ fi s #57 <1 ' =N L—x< o= ™3 A9
license.txt¥%s — - td =™ |#*@ — rhHOwi —Red o=

J ™9
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3.17.2.2 AlsiLicense

AlsiLicenses v fi b | 8. D) v @240 —' wmifi ®@Lofi ' wafi 2 =3 A%, D
)V @34 % KEMP-' wmtfi @ @v L o= ' a¥fi @k o
Y%Nef V - A ffe~aq-~]¢ —cyfird  o3A0

https://< LoadMasterIPAddress>/access/alsilicense?kempid=<KEMPID>&password=<KEMPIDPassword>

kempid  String KEMP IBt A - A Eodi =) Yes
T e
password String KEMPID < »fi ) —R ®: 2 ) Yes
http_proxy String <k. © o = » 7 @><wd J > # HTTP No
S —k. «omdPdI<swd & -3
A 9

3—47:AIsiLicenseR! ©D 3D
31723 = ¢ £ @0 D
-7 @cd | —vfisrg % %3 A°
https://<LoadMaster|lPAddress>/access/accesskey?
3.17.2.4 KillASLInstance

s evozdo "fiondPOY' -ml ASL L ™=, 5, ¢ @40 wmifi ®
AL =V & KillASLInstance v fi » & = e wmr fi) — D) ¥ @30 —
amifi @ - £ %g A0

https://<LoadMasterlPAddress>/access/KillASLInstance
3.17.3  System Reboot - @¥ F i K>\
« DY @D |8 —cyfidEe" eJ bwfigV]| % %3 A°

https://<LoadMasterlPAddress>/access/shutdown?

https://<LoadMasterlPAddress>/access/reboot?
3.17.4  Update Softvare hOd> r » V¥v=

3.17.4.1 «™MP) @ ' fi—shJs pVWe f—urkeo” 3

installpatche v fi o & A{ 1 <#8. D) v @202 —shypved -™Mp3yg

Tfire Pk=" D) #FHIAS L —ayfi)er |8 ™M= lph— Y%eNe| 5 A ©
L—ewfiye |8 ™My=tp— %N 3 A9 vV <4 8 Linuxz CURL v fi »
a8 |= —leroqqac

curlgX POSTcdata-d0 A Y I NB & X ¢ [ ack hitpsii<DéadMadteIFABdEessPaccess/installpatch

I —CcURL«w fi) | 8 Re# <LMPatchFile><: @¥F ~ wafi ® 21 =3 A9
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s fke D0 A hO =i | CREHNDmm 2014 Fod
33F°WUI-r=hOwi % e ™ 8/ —N 0 i |
RESTfulARIy fi » 2 L o9 5o

RESTfUAPl« ¥ fi »

3.17.4.2 reafi @31 VP O fi—3h) >V —
.J)v ead— —POo'fi—hOdr»ve|s —cyfi)# # %3
JANRS

https://<LoadMasterIPAldress¥ access/restorepatch

L Afr|ewvefid A %N qAc°

31743 wufi @21 tf=™u sofiRre—' @/

- sofiRe D o 8 — ey fiyz!

« DDV @A) - wufl @1 D1 14 =™
®. $%=1A9

https://<LoadMasterlPAddress>/access/listaddon

31744 s sofiRPe—u Pk.e 243V
=sofiRe«| — POSTe ¢ fi » #= Ko D) # % A°

curl -X POSTdata-binary "@<Path To Ad®n Pack File>k
https://<LoadMasterIPAddress>/access/addaddon

= )ofiRe«¥% r A 8/ —s)ofiRe|= £k

.22 tdl{Poe’ i~ W
31745 == s 0fiRP e —
=sofiRe«| —cvfis# % %9 A°
https://<LoadMasterIPAddress>/access/deladdon?name=<AddOnPackName>

—sdofiRe«— & A~ | 8 listaddon« v fi » & o3 A°

3175 Peres= pk/

« D)V @D — | & —eyfiygPeespkyV| # %3 A°
https://<LoadMasterlPAddress>/access/backup

CURIE o=y —«vfisd Afsslinu— 407 «) ' FRO=i %5
pfi. 2014340

-, d)v @3¥d— L A{ cURLevfir— L g7
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curl -X POSTdata-binary "@<P#h To Backup File>k
https://<LoadMasterIPAddress>/access/restore?type=<1, 2 or 3>

type takes the integer range from 1 to 3:

1-3 1= D)9y ®@2D —
2=VS
3 =GGes-

3.17.5.1

Pres rk

gete v fi ) < setew fis

Ak 3-49-

=0 00} ™9

o3 A0 get#s|fd setaw fiy —= ™=

348Ppres bk —R' 0D o

) PEv'EKI‘

A R'" 02 2> —
| ¥ Tfi 244

¢ho
iy
backupday Daily 0-7 Prpespkd - A %
3V | A v £ <3
JANRS
0 = Daily
1 = Monday
2 = Tuesday
3 = Wednesday
4 = Thursday
5 = Friday
6 = Saturday
7 = Sunday
backupenable Boolean N Prpe=pkd - =3 A
FTP °
backuphost String 20l v e
backuphour 0 0-23 Pees bk
0 = Midnight
23 =11pm
backupminute 0 0-59 Pepe= bk
0 %8 | 1 £A0°
backuppassword String '22>2J° D@m)—Re®: D)
backuppath String >, Re £ o3 A9
backupuser String Voo bmoy 4 =3 A°
349P pe= tk—R' ©D a
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3.17.6 < -

get# |4 setew fi» #
3-504

J 1 ™9

% %
== 0wt ™9 gets |-

< —-R'od2a— -
setevfisrmr==| g0 T fi 244 o=

ntphost S L.o2yvead%n L A{-—r A
{vesdt ~5A°edd>e 4q-'
o, i = —v e, 4 £ Y87
A9 %204 o= L g0 2k
=9 00} T™M9 | 8 A L <:>\/
time I 2 14V
timezone S e DIV @40 % A A wmt D i
ntpkeyid | NTP ID#A?® o - | 1 99¢#
FANRS
ntpkeysecret S NTP - #A° NTP -
40 3 # £ %3 A° Vs
20 |f4 ™ & 16 < o=
Fi38°1— - — L A
<8 NTPv4 % r~od3Ac°
3-50:Date/Time
RESTful ARl fi » & o= & A i< | 2% TF9
3.18  Logging Options. = ok o ' fi
3.18.1 ° @Y F. & —
c @¥F. ~hDmi s pfi. 22A{-]8 —cvfisd o3 A0

https://<LoadMasterlPAddress>/access/logging/downloadlogs

c ®@YF. ~hDwi L7 v A8 —cufisd o3 A

https://<LoadMasterlPAddress>/access/logging/resetlogs

3.18.2 Ping Host pingv @

pingt A~ |®8 —cwfird 3 A°

https://<LoadMasterlPAddress>/access/logging/ping?addr=<IPAddress>&intf=<InterfacelD>

R' 02 a>—

R' 024> R' 02 a>—

K
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R' o> a>—
R' o> 4> R' 0> a>—

addr )7 @ pingt A{v es i . Yes
A °

intf ping m=fi 40 h Vem®— IDd No
LR so™ 8 —£ P
:DJ« —=)" @r pingk A
| -=fi 23 h Vem®% -
rqq4°

. D)v @D |8
1L

~ ping64t # %3 A°

A ping—
1308° Voo 8 ping6 « v fi » 4

3-51:ping— R! ©®©D 2D

IPv4— pingg Vv | IPv6— ping —
A1 <#8IPv6—= " @r

=4

https://<LoadMasterlPAddress>/access/logging/ping6?addr=<IPAddress>&intf=<InterfacelD>

3.18.3 traceroute —

traceroutedt A4~ | ®

— g fiyd

<:>=|A9

https://<LoadMasterlPAddress>/access/logging/traceroute?addr=<IPAddress>

3184 ePeesoko T

31841 ePreoko "fi—

get# |4 setew fi » 2

z%|ePe-ock-"Hi

/

™

r =<

—R' ©2 a—

=| e L =001 ™ get2s|fd setevfiy-=™=| ¥oo i 24
4L <=9 oo ™9
R' 0> ad—
irgbalance B IRQBalanceiz 8yl k. $POD° @Y ~23™=4 D
»eve 4 k. ¥eod - tyq s
Se=T™g A0 —oke Tfid ~Af | e
[1 KEMP— awd ! r o 0 g ™9
linearesplogs B ehoi s g[8, 20y @4)| ™ ~hDwi &
s30° 1 —R' @20 L ~A{ss ™ ah
O i | 140004 3A° N0 wi © ®Y+ %
FofseL 00 v @D Y- - ¥ @ Ko B -1
74°
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R' @3 a3 —
netconsole A Netconsole| 8 © > £ i — printko ¢ ¥2 od UDP  #
Aootiz-o0 dige L  Af<e oo
®- % - - A LePe-Ad!<%hz%
5A° 1 —R' 02 add A< -V el #
A sysloge > = fi ~ | codkl 0F ¥D O%
== tdgae1d-ffde. 2y v @240 %
A L % B <%#E%HyAC
netconsoleinterface Netconsolell v @) A { wafi 20 N Vem®
3526 Peesoko ' fi

RESTfUAPl« ¥ fi »

31842 / — —¢PPeocke Tfi—
/ — —ePeaokeTfi—cvifisd APIGEE £ %A

1 /logging/ps

psevfis |8 K' »pmdz o= L o3 YF9 psavfis
L A{~]|®cURL ¥ fi » L& == o0y ™O

/logging/meminfo
/logging/ifconfig
llistifconfig
/logging/netstat
/logging/interrupts
/logging/partitions
/logging/cpuinfo
/logging/df
/logging/Ispci
/logging/lsmod
/logging/slabinfo

=4 =4 4 48 -8 8 a8 -2 9 2 -2

https://<LoadMasterlPAddress>/access/logging/meminfo
3.18.4.3 —T¥py

Lt vesafr]s —cvfird o5A°
https://<LoadMasterlPAddress>/access/logging/resetstats
3.18.4.4 Flush SSO Authentication Cach&SO —0’ po T —
ssoflushe v fi » & A{<8SSO " po=d %A

https://<LoadMasterIPAddress>/access/logging/debug/ssoflush
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