KEMP

RESTful API
A 23 —Tx4R
N=—a7)l

IN—232:2.18

BEr 2014 £ 10 A




in price/performance

RESTful API KEMP ‘ #4 Load Balancer

Interface Description

R

Copyright © 2002-2014 KEMP Technologies, Inc.. Z{E#E(X KEMP Technologies Inc. MEEH L TWLVET,
KEMP Technologies & & U KEMP Technologies ® 0 T (. KEMP Technologies Inc. D& $EFEIETY ,

KEMP Technologiesinc.l&, Y72 bz 7HE IV RFFX 1AV M EECA—FIREZ—ERZSA DT
RTOFBEEZRELET, O— KTRXH —Exchange 7TSA TV ADFERIZ. SA4 2 RAEH
ITSEDELFET, COHA FOFERIE. FROFELELICEFEINDIZENHY FT,

Microsoft Windows [& Microsoft Corporation DAKEFH L UV ZDHDEIZH (T 5 EHKEETT. TD
MR TOEELE Y —ERT—VEENTNOREEDMETT,

HIEEE : ZHRECETINERLUVZTORABNTATIK, FIEENMRRLTWSFFEEILHL
TWET, B, CIICRBREINFBHRAELN EEZHRETH-ODEHEIL>TULETAH,
COEROEEEICOVWTIIBATELIRATRMIZRIIETI2EDOTIEHY THA, Btk COF
FAAV P LEDTRTOEHDRY OFRERGFERICH LT, AIEETONILFEREIERELES
FEEELEOM—MN DM AR EFERE L TRFTANON DB L BENRMEZRRTLET,
COXEIZRHESINTVWSIEROERAE (X, WA, FLEE=ZFITKD a1, £
DEF1AVIERBELEY, BELPLAROEENT I avELET AN LDIEEF-(FE
E. BEUINGICBRESALGVREFITF/REDNIFABS L VEXZEOH O HEEM.
HH%E., (MHENFELIIRENEES (ZECHAINLICRLT. HOPBHEHENDIER. DhADE
8) 12 LT, BHAABEFZES ZEETELNI EZEADDIDELET,

ZDHA KFTELAEZA VA2 —y b-TFOFa)L (IP) TRLR, BEEZEETLFHOT—4
N, BEBICHFET I EREICLUTLSIESEL. EBOT7RFLR, BEBFSFLITERETHD
CEBMELEREA, COXEIZEENSH., a7V FHEA. 2y FT7—2 FROPHE, LUV
ZOMORIIFANDHEBHE LTIRRINTWVET, HIRORBIC, EEDT FLADOERLE
BHRMERA I TVSIEEE. ERMBLOTEELLBARAO—BIZLDELDTT,

SOV bz T7O—ER (2004 FIZFEIT 2006 FITIEE) (L. Frank Denis NEMEEZTHRA L TL
E£9, 2002 FOEEHEIX. Michael Shalayeff BT R TODEH Z{RAE L. 2003 FOEIEHEIL. Ryan
McBride MR TODEFZHRELTLET,

COBAEALT, V-RABLUONMFIRXTOBRGEIVCERIKX, REQFEIZIMANDL
T ROFHEMNBEINTWS I LICKYFAENET,

1. V—RO—FOBEMII. LEDEFERT. BLUVAFHLETEREFRZRFELE T
FEYEEA.

2. NMFTUBRKTEBEHAYT HBEE. LEDEFERT. 2&H. BLUFFa AV F
FEEMFFICRE SN DIMDERIC. UTORBEFEZEB L TRTITIVLELSHYFET,

THIS SOFTWARE IS PROVIDED BY THE ABOVE COPYRIGHT HOLDERS "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE ABOVE COPYRIGHT
HOLDERS OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.
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THIS SOFTWARE IS PROVIDED “AS IS" AND WITHOUT ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING,
WITHOUT LIMITATION, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE.
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THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE,
ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.
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THE SOFTWARE IS PROVIDED "AS IS" AND THE AUTHOR DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE INCLUDING
ALLIMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY SPECIAL, DIRECT,
INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS,
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https://<LoadMaster IP Address>/access/<command>?<parameterl>=value&<parameter2>=value
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<?xml version="1.0" encoding="1S0-8859-1"7>
<Response stat="200" code="0k">
<Success>
<Data>
<cachesize>
100
</cachesize>
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</Data>
</Success>
</Response>
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AR R 74— v METETITA.

https://<LoadMaster IP address>/access/<command>?params

HL, AV —EREEFELBTNELGESBVERETREOI7+—< v MIBYET,

https://<UserName>:<UserPassword>@<LoadMasterlPaddress>/access/<command>?params

2.3 RESTful APl 4 32— 4 ADHF L

RESTfUlAPI £ 3 —TJ A/ RlE. A— KT RE—D WUl iS5 E83N b/ E L E1TULVE
T TIAIEFTIE, COAMAUE2—T A RFEDHE->TULET,

RESTfUlAPI 4 A3 — DD A REHEHETESELIIZT BHIZIX, TiEDFIETITLET .

1. WUl DA = a1—& Y System Configuration > Miscellaneous Options > Remote Access 7
T avItBELET,

2. “Enable APl Interface” F T v O RV I REAIZLET,

K A—FIYREZ—21)—X YY—R/—F (Ver7.1-22)
Copyright © 2002 - 2014 KEMP Technologies, Inc. All Rights Reserved. Page 10/ 76



RESTful API KEMP ‘ #4 Load Balancer

in price/performance
Interface Description
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A—RKIREZ—DINTGA—EDELIE, set BE U get av Y FRZFHALTEETEE
To BINTA—RIZDVTIE, CORF2IAVME2AKRFBELTHBALET,

INTA—FDEIX, UTDELEIETH—T Y rDget AT FTRHETEET,
https://<LoadMasterlPAddress>/access/get?param=<ParameterName>
INTA—ADEIF. UTDEIETH+—T Y FDset AYY FTERETEET,

https://<LoadMasterlPAddress>/access/set?param=<ParameterName>&value=<ParameterValue>

2.5 IS5—LAR—Fk

WEIGINGA—EINTELTW Y, N a—BELLBWNEEEF, PR TLATED
FIBIS—LKR—rERLET,

<?xml version="1.0" encoding="1S0-8859-1"7>
<Response stat="400" code="fail">

<Error>

param: String Value missing

</Error>
</Response>

JOIRXARDHTTP AT—R AP, LARVAA—FAZDOLAR—FRIZRBENE

9,
2.6 i
CORFAAVELERKRZFBLT, NIA—EADEATIIUTOELSIZERSINET,
247 EREH HEE
7 —JL (Boolean) B Y EFIEN, y F¥F=IE
n. 1E7=IE0

ZEH (Integer) I <B/IME><FB KiE>

X5 (String) S "{E"

7 F LR (Address A IP7FLR

)

& 2-1: Parameter Notation

K A—FIYREZ—21)—X YY—R/—F (Ver7.1-22)
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3 RESTfulAPI AT K

3.1 aAvYkrkDYR b
JOIRAKME, AT RENRTA—=ED2DODOFREYRYI>TLET,

https://<LoadMaster IP address>/access/<command>?params

avy RiEk, TEOHFDO—DERYFET,

Command G

showvs REH—EX (VS) DERT

addvs #7 Vs BN

delvs VS DA

modvs VS DEE

listvs A—RIYIRXRA—LIZHIETHDRBY—ERDRT

addrs EH—/\— (RS) D VS ~DIEM

delrs RS M VS H 5> D AR

modrs VS ADFFE RS DER

showrs VS NDHFTE RS DI~

enablers VS ND4ETE RS DEZNE

disablers VS N DYEFTE RS DEZNE

showrule JL—JL ((header modify .’ matching rule) D&~

addrule JL—ILDIEIN

delrule JL—ILDHI&

modrule IL—ILDER

addrsrule JL—JLD RS ~M3EN

delrsrule JL—ILD RS H 5 DHIB&

stats HARZDO—)LENYBEZEST, AT FEETTHE.
HI-IZ79 T4 I 2E=RAMDIP 7 FLAMNRESNE
ERS

addcert VS & RS DfEHIFEHRD ERF

delcert Y —EX~DFBAZEDEM

backupcert RiEH—E XM 5 DFIAZEDHIRK

restorecert FTRTOVIP BELXUVHEFERED/NN VI T v T

addintermediate BEDIRAEDET

delintermediate REH—EX~DOFHEEIAEDEM

shutdown REH—E X Hh 5 O FREEERZEOHIBR

reboot A— RKIY R —DERELEDRT

backup A— YR 2 —DBEIE)

restore REH—ERRE. O—HILT7 TSAT7 R ER. #HetT
—RBEEL. NI TV TDER

license LIRINZERLEREDNNY I 7 v TDET

accesskey A—RTREA—~DHLWSA 2 RDER
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installpatch A—KRIREZ—HD6DT7IERXAFT—DEE
restorepatch A—RIRE—DI77—LITTDEFH
addroute A—RIRA—IZLHEIZA VA F—=IL L= 7—LIT
N—T3 08T
delroute TI74IET—FI2TA4DT FLADIEM
updatedetect TI74IET— b7 4DT FLRADHIR
addnocache "Detect Malicious Requests"Z4 < 3 > D EME
delnocache FrylamEHN A RADT 7 A ILIEEF DB
addnocompress FryladEZNI R EDNED T 7 A ILILRFDHIER

delnocompress

EfERN Y X bAD T 7 4 ILILRF DB

addprerule RN R B D T 7 A IILIEEFDEIRR
delprerule RAEH—EZAD)L—ILDIBN

addrequestrule

REH—EZXMNSDIL—ILDHIE

delrequestrule

REH—EZXADIL—ILDEM

addresponserule

REH—EZXNSDIL—ILDHEIE

delresponserule

RAEH—EZXADIL—ILDEM

showhealth RAEH—E NS0 IL—ILDEI
modhealth Service Health Check /85 * — 4 MEWE

showadaptive

Service Health Check /XS A —A NDZEE

modadaptive

Adaptive Health Check /X5 X —4 D EF

showiface Adaptive Health Check /X5 A —42 DEE

modiface AR —T A RADINTG A—2DOF

addadditional AB—DT A ADINSGA—SDER

deladditional AR —T A A~DEMT FLXDEN

createbond A=A A LDEMT FLADHEIK

unbond RoTAVTA =T 4 ADERK

addbond ROTATAVEB—D AR LDAVE—TTAAD
RoT 4 VTR

delbond ROTAVTAVE—TIARAANDA VA —T 1 ADiE
fn

addvlan ROTFA4T4203—7 4 ADHIK

delvlan A= A4 RA~DHF L L) VIAN DB

vsaddwafrule

REH—ERXR~NDTTI)5—23 20T 74T 24— ILINY
2 (AFP) JL—ILDE|Y X T

vsremovewafrule

RAEH—E XM 5D AFP JL—ILDE Y 4 TEER

adddomain SSO KA A >MiEM
deldomain SSO KA A > DHIK

showdomain

SSO KA A VIZET BEMERT

moddomain

SSO FAALVDESR

showdomainlockedusers

SSO KAA UMb AY I T RENz2—HF—DY X MK
R

K
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RESTful API

Interface Description

KEMP | #1Load Balancer

Command

unlockdomainusers

SSO RAA D BbOYIFY Fanf-1—F—0Ov o @
£

listssoimages

SSOAM A=ty DY R FRT

delssoimages

SSO 4 A —T v FDHIR

ssoimages

SSOA A—T+Ey b7y FO—FK

getwafsettings

AFP ERE D FER

listwafrules AR R=ILENT= AFP JL—ILDFRR
setwafautoupdate =D AFP JL—ILOBEFHF I A— REERIE

enablewafautoinstall

RED AP JL—ILOBEA VX F—ILZEE L

downloadwafrules

BEHD AFP JL—ILOFEFHEHO—K

maninstallwafrules

=D AP L—ILDFENA VX b—JL

addwafcustomrule

HRA L AFP JL—)LDIESN

downloadwafcustomrule

HDRBLAFP IL—)ILDE S O—FK

addwafcustomdata

AFP W RA LT—H2 774 ILDEM

downloadwafcustomdata

AFP W AR LT—RIT7A4ILDAE 20— FK

addfqdn FQDN D#T R 1ERL

delfgdn BE77 D FQDN D #llBk

listfqdns BX7F D FOQDN IZRH9 45D 1) R b RR
showfqdn ¥E®D FQDN [ZBH9 5 5FiR
modfqdn BX7E D FQDN NDEE

modmap FQDN AN v JE&E

delmap FQDN M5 DT v THI

changemaploc

¥y TOBHOLE

addcountry FQDN ~DE DB/
removecountry FQDN A 5 D E D EIIBR
changecheckeraddr FQRDN Fx v h—DT7 FLRAER
listclusters BEDY 2R3 —DHFHMER T

showcluster

BHEDY 5 RE—IZHET LML

addcluster 95 R —DFIRENM
delcluster BEDY 5 X432 —0DHIK
modcluster BEDY SREI—DER

clustchangeloc

D3R —DIGFHOER

listparams GEO DBFE/NTA—Z—D ) X FRR

modparams GEO DHBFE/INTA—R—DEH

locdataupdate Ay—23vT—42774)LDF7yTA—FK

listips IP S BRREEDI-HODIP 7 FLAEY D R FFRER
showip IP EFEBEREEDI-ODHEEDIP7 FLAEY FDERTR
addip P EFELRINEEAD IP 7 F L RIBM

delip IP EiEEIREENSD IP 7 F L XHIR

modiploc IP S EIREEIZETH5T7 FLADGFOER

deliploc IP EELEREEIZSTDH7 F L ADIGEFTDHIER

K
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in price/performance

RESTful API KEMP | #4 Load Balancer

Interface Description

Command i
modiploc P BERIREELKITH7 FLADBHOER
deliploc IP EFELEREEICEITS57 F L ADIGEFTDOHIRR
addipcountry IP7 FLAADEEIY HTOHEM
removeipcountry IP7 FLA~NDEEIY HZTOHIB
addcustomlocation GEO MARA LAY — 3V DEM
isgeoenabled GEO BNEIME S HhDF vy
enablegeo GEO #EEDH L
disablegeo GEO HEEED EZN1E
aclcontrol Ja—NWEITZv9/RTA )R DY R FRR
downloadwafauditlog AFPEEEOS DAHO—FK
setmotd Message of the Day (MOTD) MDE&ETE
azurehamode Azure IRIRIZH 1T 5 HA E— FDOFE®E
azurehaparam Azure IREBIZEITH HANT A —E2—DEE
getazurehaparams Azure IRIBIZH (15 Azure HA INT A — R —D KRR

F3-1:a° K

TRTOAT Y RIE, FELIH>TELGY FHA, HIZIE. REY—EX (vs) BEE®D
FTARTOAT Y FIZEWTIX, TEED &L (2 VS [E'vs=<ipaddr>’ D T+ —< v kT VIP 7
FLRZHEETHILENHYET,
https://<LoadMasterIPAddress>/access/showvs?vs=10.0.0.10&port=80&prot=t
cp

VS LDYTE RS #HEET HHEIE. TED &K 5 (I rs=<ipaddress>D 7 #—< v Y
F9,

https://<LoadMasterIPAddress>/access/showrs?vs=10.0.0.10&port=80&prot=t
cp&rs=99.1.1.1&rsport=80

3.2 R—L
A—RTRA—DNN—2 3 UI&, get AT F& version /NTA—Z—%FHALTERET
FEJ,

https://<LoadMasterIPAddress>/access/get?param=version

3.3 REH—EX

3.3.1 R84 —E X (vS) D il

REH—ERaATY FOEABKXEZUTICRLET ., REY—EXE,. P7FLREA
UTYORAOWTNTEEETEET, A VT VI REF, REY—ERXZ R TEH
FTE5-ODETT, 1T v XlLshowvs AT REf-ILlistvs AT RTRETEE
¥,

https://<LoadMasterIPAddress>/access/listvs

K A—FIYREZ—21)—X YY—R/—F (Ver7.1-22)
Copyright © 2002 - 2014 KEMP Technologies, Inc. All Rights Reserved. Page 15/ 76



RESTful API KEMP ‘ #9 Load Balancer

in price/performance
Interface Description

https://<LoadMasterIPAddress>/access/showvs?vs=<IPaddr>&port=<Port>&pro
t=<tcp/udp>

https://<LoadMasterIPAddress>/access/showvs?vs=<index>

https://<LoadMasterIPAddress>/access/addvs?vs=<IPaddr>&port=<Port>&prot
=<tcp/udp>[&...]

https://<LoadMasterIPAddress>/access/delvs?vs=<IPaddr>&port=<Port>&prot
=<tcp/udp>

https://<LoadMasterIPAddress>/access/delvs?vs=<index>

https://<LoadMasterIPAddress>/access/modvs?vs=<IPaddr>&port=<Port>&prot
=<tcp/udp>[&...]

https://<LoadMasterIPAddress>/access/modvs?vs=<index>[&...]

‘delvs' AT FIZk % VS DHIBRARIILI=EEIX. OKDRAT—R2RAERLETHA, %
NLSHE Vs DIRFBZERBHRERLET,

‘addvs’ & ‘modvs’ DA EH., A—F—IFIHEH—ERDITRTHDERELXZLEEAHET
T, ‘modvs’'|E, BIFEDREY—EXRZZEET ST FTTAH, ‘addvs’(E. FHLLVRE
H—EXDERZETOIEHOELDOTT,

listvs Y REFERATHE, O—RKIREA—LIZHBILETOREY—EANRTINE
j—o
(FHLWMREY—EXDMERENDBE. udp 7O FILTOEELUNEILZID SR
R7LUV—F—FRDT I+ FOEENERHINET, )
REH—ERXDAT—ERAMNRENDEFIZ, FEIT BHEHY—/\— (RS) FHRIEINFE
ERS

2%V Rk > Tl #OIT Y ROEFABAEME RTINS
LONBHYET, TORMANELEABNMEE, FHELEITYF
ERITLTLALRIY EL A,

FTARTDINSGA—EDBTRTOREITFERATEDEFRY FEA
INSGA—EANFERATELIMNESINE, BETIRKBICKYELLLE
#-0

SubVSs

REH—EXNDaT Y FIESubvS THEFERATEET, 1=75L. SubvSIXIP 7 FLRZH
D2TWWEW=H, SubVS DA VTV I REFERTEIDLELHY ET, Subvs DA T
HRERARDIZILlistvs AT FEFRALET,

¥ED SubVS ICEHT A ERTT AICIEX. ROAT U REEFTLET,

@g A—FIYREZ—21)—X YY—R/—F (Ver7.1-22)
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RESTful API

Interface Description

KEMP | *1ko2dBalancer

https://<LoadMasterIPAddress>/access/showvs?vs=<SubVSindex>
ROWTNADITY FEETTHI LT, Subvs ZFHRITEBMTEET,

https://<LoadMasterIPAddress>/access/modvs?vs=<VSIP>&port=<Port>&prot=<tcp/udp>&createsubvs

https://<LoadMasterIPAddress>/access/modvs?vs=<index>&createsubvs=
RDARVFEETTHILET, REY—EXHNDS Subvs ZHIBRTEET,

https://<LoadMasterIPAddress>/access/delrs?vs=<VSindex>&rs=%21<SubVSindex>
%21 [FUZHHBLFET,

RDAR Y FEFRTITBHIET, SUVS MR —N—%HIBRTEET,
https://<LoadMasterIPAddress>/access/delrs?vs=<SubVSindex>&rs=%21<RSindex>
SubVS DERXEFXZERT HICIE. RDATY FEEFTLET,

https://<LoadMasterIPAddress>/access/modvs?vs=<SubVSindex> [&...]
SubVS DA T v I RIFEBHIETT,

‘addvs’ & ‘modvs’ AT FIZHRDINSG A —ANHZRETETET,

Type Default Range B INTEER
Adaptive S (Read only) <unset> CDINT A —A L5
HBMYERATHY.
ECONE (SYD) S
Scheduling Method
1 resource based
(adaptive) [ZERTE &
NTWSIHEEICRE
SNFEY,
AddVia I 0 = Legacy Operation hlx. wuld Add
1 = X-Forwarded-For HTTP Headers 7 4 —
2 =None IWRIZHIELEYS,
3 = X-Client-Side HTTP Y2 TR Iz
4 = X-Client-Side (No Via) BiMahdAvs %
5= X—Forwa'rded—For (No BIRLET, X
.- \\//i'j)omy ClientSide 5 & U'X-
Forwarded-ForAY 1B 70
SNdDIE. ELS
VARTLYI—E
wICREENFET,
Cache B N 0 = Caching disabled WRLDFv v T%F
1 — Caching enabled SEEIFEDZLE
ER
K A—FIREZ—2 =X YYy—R/—F (Ver7.1-22)
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in price/performance

RESTful API KEMP ‘ #4 Load Balancer

Interface Description

Name Type Default Range B hNiEHR

CertFile S <unset> AR F=)LENTLY
SHEIBAZED ID,

CheckType S <tcp> Default dependent on Virtual Real Server D NJLAF T
Service port. The list of values w4 [ZfEHI N3 70O
is: FaLEEELET.
— icmp
—  https
—  http
- tcp
— smtp
— nntp
- ftp
— telnet
— pop3
— imap
— rdp
— bdata
— none

CheckHost A <unset>

CheckPattern S <unset> Check Type 7% http & 1=
[ https [CEXE SN TLY
A154E: WUl D Reply 200
Pattern [ZXI& LET .
CDINT A—Z—IL,
HTTP Method A\ GET &
f=[X POST [CERESNT
WAEEDHBERIN
FY,

Check Type /' bdata [Z5%
ESINTWBSEE: IH&
NTRET S 16 EXF
HEELES,

K A—FIYREZ—21)—X YY—R/—F (Ver7.1-22)
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RESTful API KEMP ‘ #4 Load Balancer

in price/performance
Interface Description

Name Type Default Range B hNiEHR

CheckUrl S <unset> Check Type 7% http & 1=
(& https [CERE SN TLY
AEE. TIAHIELT
. NLRAFzvHh—
X< U MFI AR EED
ESNZRIET 518
[ZURL/ADT Y LR%E
AAFT, CheckUrl /X
5 A—A—|ZTHE®D URL
EERETEFY,

CheckType 5% bdata [Z5%
EINTULBIGE:
EH—N—IZEET D
16 X FHIEIEELE

ERD
Ciphers S Default All supported ciphers OO0V TCRYPB IS
assignment LY. EROESIES
XZEBMTEET,

X CDAHETHESIEA
RZEBMLI-BE. IF
StAKDEIY LT
AR LEEEINFE
T, BlYLBTHLES
EAXBNTRTEFEN
TWBH I EZHALT
G -IAN
FTIOA4ILFTEIY BT
bATWAEEEAK
DYRE, BEUYR
— SN TWBESIE
DR RZDWNTIE,
SSL7Y9t5L—v3y
H—ERX #MEESA%E
SHBRLTESL,

MatchLen S 0 0-8000 CDINTGA—Z—[F.,

CheckType /' bdata [Z5%
EFEEINTWBHEETDH
B®RLET,
CheckPattern Z1R%E T %
NS bErEEELTL
&Ly,

K A—FIYREZ—21)—X YY—R/—F (Ver7.1-22)
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RESTful API KEMP | #4 Load Balancer

in price/performance
Interface Description

Name Type Default Range B hNiEHR
CheckUsel.1 B N N — Disabled T7FHILETIE, AL
Y - Enabled AFzyvh—I

HTTP/1.0 ZERA L T=E
Y—N—DREFF
O LET, CDFT
DaAavEERMICTS
&L K YUBIEMLG

HTTP/1.1 AMER SN E
EIR
CheckPort I <unset> 3-65530 FIvHTBKR—F+T

¥, R—rEHEELY
WEE. EY—/1\—0D
R—EWMERSIAE
¥,

ClientCert | 0 0-6 0=9354 7>  NIRAE
NARE
1= 547> NIRE
NLE
2= 347>  iEAE
. ANy A DB
3=934 7>  EAE
& . SSL-CLIENT-CERT &
LT®DDER DEITEL
A= 54F7 2 MIBEZE
& . X-CLIENT-CERT & L
TOHDER DEITEL
5=0547 > IRAE
& . SSL-CLIENT-CERT &
LT®DDER DEITEL
6 =547 NIBEZE
& . X-CLIENT-CERT & L
T®OHPEM DZITEL

Compress B N N — Disabled AT avEEM
Y - Enabled 29 5&E, A—FTR

A—MbEEENDS T
74 LD Gzip TIEfES
nEJ,

Cookie S <unset> CDINT A=A —[F,
N—=—DRTURE—F
Y Active Cookie IZEX5E
SINTWD EZEDHE
BRLET, FzviId
50X —DEREEA
ALTLIZELY,

K A—FIYREZ—21)—X YY—R/—F (Ver7.1-22)
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RESTful API

Interface Description

KEMP |1

Load Balancer

in price/performance

Name

Type Default

Range

BINTEER

CachePercent

0-100

CDINT A—A—[F,
Fr I UINEHD
EEOHEZRLET,
ZDREY—EXTEF
CERAE o A= ] i
DEAXERFEZEEL
TLIEEELY,

DefaultGW

A <unset>

D547 MIGER
BRI -OIZFERT 5.
RES—EXEEDT
PE 12 Al 2
ZHRELET, 2O
SA—R—FHRELA
WNMES. FO0—1LD
TIAILRT—Frox
APMERINET,

Enable

REY—EXDT7Y T
4 TIbFEE=FETY T
171t

ErrorCode

300-550

A—KYRE2—[E, F£
Y—N—hFIETEH
LMEEIZTHTTP T5—3
— KD TR ZEY)
BITEET, CD/N\D
A—A—TCIS5—a—
FESZEHEELTCE
A

ErrorUrl

S <unset>

EH—/N\—HF|AATHE
T. 92472 kT
S—EMNREINT=15
&. VF4L2 FURL
ZHEETETET,

PortFollow

| <unset>

0 and 3-65530

J4B0—95REY—
EXDIDZEEELE
T, CODEZF0IZETE
5L, R—k7+0
— 4 U HEHIZ
UFET, 1&2IFEDL
ETHD=8H,. 740
—3 B{REHY—E XA 3
~65530 DIEZEF > TLY
S5 EEMRLTLEE
LY,

K

A—KIRE—LY—X

Copyright © 2002 - 2014 KEMP Technologies, Inc. All Rights Reserved.
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in price/performance

RESTful API KEMP ‘ #4 Load Balancer

Interface Description

Name Type Default Range B hNiEHR
Forcel7 B Y (if not UDP) N - Disabled CDA T arvERR
Y - Enabled I295&. L4V 4T

E%< L1y 7 TRE
—ERXDNETINFE
?oéiéiﬁﬁmf

DERENDEIZRY
i?(b%V 7NDY—
EXDAHIEZEBIZTE

SEEHE)
Idletime [ 0 0-86400 OB
LocalBindAddrs A <unset> List of IP addresses Z ik WUl O Alternate

Source Address [ZX%th5 L
9, COBEEETENE
S 5IZIE, Allow
connections scaling over
64K Connections % L7
Configuration TH%HIZ
THEBLENHY FT,

VStype S <port gen - Generic log 24 T#FERATES
dependent> http - HTTP/HTTPS MDI%. LoadMasters [Z
ts - Remote Terminal Log Insight 7 KA /8w
tls — STARTTLS protocols HRALA R R—ILEN
log - Log Insight TLABEICRES N
FI,

NickName S <unset>

NRequestRules | (Read only) <unset> HTTP AV A ZEEY YT
A MIL—ILDEERT
LET,

NResponseRules | (Read only) <unset> HTTP A A ZEE L AR
VRIL—ILDEERT
LFE9I,

NumberOfRSs | (Read only) <unset> HTTP ;ZIRIL—ILDE %
zRLET,

NRules | (Read only) <unset> AVTIUOYRAYFH
Bk & EF 12 Real Server
[CEYETONDIL—
WD ZERTLET,

K A—FIYREZ—21)—X YY—R/—F (Ver7.1-22)
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in price/performance

RESTful API KEMP ‘ #4 Load Balancer

Interface Description

Name Type Default Range B INTEER
Persist S none The list of relevant persist  — DIREHY —E & Tl&
values are: AT B3INN—XATFUR
- sl (RTA4YFRR) B
~  cookie BEEETELET,
— active-cookie
— cookie-src
— active-cook-src
— cookie-hash
— cookie-hash-src
- url
— query-hash
—  host
— header
—  super
—  super-src
— src
— rdp
— rdp-src
— rdp-sb
— rdp-sh-src
VSPort I <unset> 3-65530 REH—EZXDKR— k
Protocol S <unset> udp, tcp RBEH—EXTHERT
27O ka)l
PersistTimeout I 0 0-86400 RBICEHELTHAHALAO

— R RE—hH8—2
AT URIERERET
BHERE (B #)

QueryTag S <unset>

RequestRules List (Read only) REG—ERICEIY L
THYI9 TR MIL—L
DA+

ResponseRules List (Read only) REY—EXIZEIY Y
TAIEZEIL—ILDY R
~

SSLReencrypt B N N — Disabled CDINT A= —[F,

Y - Enabled SSL7 75 Lb—>av
NEDD L ZDHEER
LEY,
DA T avERD
23 d&. EY—n—
[SEE SN DA SSL D
T—RAA M) —LHME
EEEENFET,

SSLReverse B N

SSLRewrite S <unset> <unset>, http, https

K A—FIYREZ—21)—X YY—R/—F (Ver7.1-22)
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in price/performance

RESTful API KEMP ‘ #4 Load Balancer

Interface Description

Name Type Default Range B hNiEHR
ReverseSNIHostname S <unset>
RuleList List(Read only)
Schedule S rr rr rr = round robin (T >
wrr KREY)
Ic wrr = weighted round
wlc robin (MME >V K
fixed OEyY)
adaptive .= |least connection (&’
ZT 1)

wlc = weighted least
connection (INE&/ME
)

fixed = EENE

adaptive= (1) V—AAN

—X (EIS) )

sh = source IP hash (Y —
AIP/NyS )

dl = weighted

response time (JIE&E L X
R R EFMH)

Serverlnit I 0 0-6 o=@&Earal
1=SMTP
2 =SSH
3= FDMDY—/N—4])
HA1E
4 = IMAP4
5= MysQl
6 =POP3

SSLAcceleration B N N - Disabled ZDREH—EXTSSL
Y - Enabled DUEBZEEMIZLE
EIR

StandbyPort | (Read only) <unset>

StandbyAddr A <unset>

Transparent B Y N — Disabled LAY—7 #EALTL

Y - Enabled HEE. COAX T3
VEEDICTLHE, E
H—N\—IZEET S
BN SATU DB
BEXTWS&SIZR
ZFET, £, EH
#IEFBBIZTDH LD
A[EET. TDHE. £
H—/IN—A~DEEITO
—FTRXE—MBET
WB&ES5ICRZAET,

K A—FIYREZ—21)—X YY—R/—F (Ver7.1-22)
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in price/performance

RESTful API KEMP ‘ #4 Load Balancer

Interface Description

Name Type Default Range B hNiEHR
UseforSnat B N N — Disabled NAT EE Y —/\—[Zxf L
Y — Enabled TO—KRIYRZ—%&F

RALTWBEE, T2
)L ETIE, A—F%
AA—DY—RXIPTF
LA VB —Fy b
THEAZNET,
DA T avET/Y
I295&. REY—E
AEFEATEHLIEE
INEEY—N—NHLHY
—XIP7RLRELT
FRINET, COF
T aUvNRESINT:
BHROREY—ERL
TEY—/N\—ZHErL
f=1&5&. FEEKR—F 80
~ADEHEDHAH. ZDIR
HH—EXZEY—XIP
7KRLRELTERAL
E I

CheckUseGet B N

Verify I 0 0-7 (bitmask) Verify /INT A —2 —DEf
HIZOWTIX, €YY
3233.11 %38

VSAddress A Address REY—EZXDIPT7 K
LR

ExtraHdrKey S <unset>

ExtraHdrValue S <unset>

AllowedHosts S <unset> CDINTG A—a—[E,
ESP BNED & EDHE
BLEST, COREY
—EXMBT U ERTA
BERREARR FEIEE
LTLTIEE0Y,

AllowedDirectories S <unset> ZDINT A—AZ —[F ESP
NEDD EEDHEF
LET., ZOREY—
EAMNST VAR
BIRTOERET s L
JhUFEEELTLE
A

K A—FIYREZ—21)—X YY—R/—F (Ver7.1-22)
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RESTful API KEMP ‘ #4 Load Balancer

in price/performance
Interface Description

Name Type Default Range B INTEER

Domain S <unset> CDREY—E XD B

CE RPN
A (SS0) FrAAY
Logoff S <unset> CDINTG A—Z—IE,

ESP BN DY AT
Y REREEE— RN T
—LR—R[ZERESN
TWbEEDHERL
F9, A—FTRE—
MARTT7I AR B
RHTADICERT
HXFHIEHEELTL
&Ly,

ESPLogs | 7 Integer 0-7 o=045#gE8E LA
1=2—4H%—7UtX
2=tFxa)T~«

=1—HY—T7UREt
Fal)T4
4 = $iin
ot
s=tF o) T4 LR
7=2—Y—T7ItX,
tXaUTa. B
iE:SMTP H—E X D15
B.0LADHEMT
¥, SMTP H—E XTI
tXa) T OREEIE
BICRHBEINEFT, O
i - (WA AV >R
A—HY—F7 I EXILE
ZEhFEHA,
SMTPAllowedDomains S <unset> REY—EXRIZLDZ
BEHFATHIRTD
FASUERELE
ERE
EspEnabled B N N - Disabled IyvotEFxal)TanN
Y - Enabled v (ESP) #ReZ=H®/
|IICLET,

K A—FIYREZ—21)—X YY—R/—F (Ver7.1-22)
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in price/performance

RESTful API KEMP ‘ #4 Load Balancer

Interface Description

Name Type Default Range B INTEER
InputAuthMode I 0 0-4 5547 FE?E’,\?I::E—
Fo
0=7%L
1=EKFE;

2= F—LN—=X
3=fFRMICfER
4= 1FRMICHEA

OutputAuthMode I Dependant on 0-2 Y—N—REEE—F,
InputAuthMode o=7L
value 1=HK:EE
2 =KCD
OutConf S <unset> T kN2 KsSsO K
A BEAN
StartTLSMode [ 0-6 0 =HTTP/HTTPS (Z D#%

BREZFEESESICIE.
Service Type &
HTTP/HTTPS 2R ET 5
WHENHY FT)
BRYDEEHRET DI
[&. Virtual Service Type
% STARTTLS IZERET 5
WHENHY FET,
1=SMTP (WERIGFE
STARTTLS)

2=SMTP (&EIZ
STARTTLS)

3=FTP

4 = IMAP

6 = POP3

ExtraPorts [ 3-65535 RE—EZXNY v R
>3 BEmMAR— k%5
ELEY,

AltAddress A <unset> IP address COREY—ERDK
B7FLREEELE
EIR

K A—FIYREZ—21)—X YY—R/—F (Ver7.1-22)
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in price/performance

RESTful API KEMP ‘ #4 Load Balancer

Interface Description

Name Type Default Range B hNiEHR
AddVia | 0-6 HTTP Ny X ZEBMLF
E

0=ERDFEE (X-
Forwarded-For)

1 = X-Forwarded-For (+
Via)

2=7L

3 - X-ClientSide (+ Via)

4 = X-ClientSide (Via 7% L
)

5 = X-Forwarded-For (Via
mL)

6 =Via DH

SingleSignOnDir

S <unset>

MasterVS

| (Read Only) <unset> 0 - Not a parent Virtual REH—EXHNFHRE
Service Y—EXTHEINES
1-Isa parent Virtual Service A (1 DLL_E® SubVs &
FonE>h) %L
F9,

CreateSubVS

<unset> CDINGA—R—%(F
A+ 5L, REY—E
AR SubVsS ZHERL T
EET, CDNTHA—
A—lEEEZHFELEEEA
(createsubvs & AN
% & Ssubvs BMERLE
*9) .

SubVS

| (Read Only)

Non-local

B

AllowedGroups

S <unset> ZDREY—ERXR~AD
TORREHATHY
IW—T#EELFET,

OCSPVerify

B 0 — disabled 0 — disabled

VoA FEEAELKRE
1 — enabled (S M4ERAEKEA

7o k3L (ocsp) %
FERALT) 9347
FEEBRENEIMNE S
MNERIELET,

K32 REY—ERADNRS A—4%

N—D R T U RBFXZF cookie’'lTHE LGS, a2V RIZT2 v+
—ZLIETET HIDELHYET,

Bl

K A—FIYREZ—21)—X YY—R/—F (Ver7.1-22)
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RESTful API KEMP ‘ #4 Load Balancer

in price/performance
Interface Description

https://<LoadMasterIPAddress>/access/modvs?vs=10.0.2.194&port=80
&prot=tcp&persist=cookie&cookie=<cookie name>&

3.3.1.1 FoTL— F EFFOEREY—EXIDEMN

TUoTL—hrEFERALT, REY—EXDEMEBFHREEITIICIE. RO FEET
LET,
https://<LoadMasterlPAddress>/access/addvs?vs=<VSIPAddress>&port=<port>&prot=<tcp/udp>&temp
late=<TemplateName>
TUoTL— FEBM/BIR/RTTS5aT 2 RIZOVTIEK, 59323313 #88BLT
G E- AN

3.3.1.2 INS A —Z —DIEEF
Werify (FEwY FYRXY TT, Verify /NS A—ZDEMLREIILLTDESY T,
e EVIFOBABMEEMIZTAICIIZDEY FELIZLET,

w2 DOEY FEFERTAHICIIEY b0 Z1ICRET HVEND
VET,

e Evhilk EEEZVDIIMTENFAOYTITEINERELET, 1ICEY F
THELEERNFOY TEShET,

o Ev k2 FELERDPEESHD (FELEMHTIEHAL) BRICHLTHIZE
HEEZADLEFIZTINEINERELETS,

3.3.1.3  AFP @ InterceptOpts /Y5 X —X —

AFP @) InterceptOpts [SHFIEIZ/INTA—F —TF, COINFTA—F—%FRATH L. 1D
BLDINTA—F—D&IT1DDT4—I)LFTIFGEL, BHEDT 4 —IL FICEZHRTE
TEFET, InterceptOpts /AT A —F—ZFHATHELE. A—FIRI—DEREBHY—ERE
FEED WAF Options 7 2 3 VIZHBIFEAED T4 —ILRFRBETEEFT, UT
2. SOIRTA—F—HERTEIWUIDTA—ILFED—EEZRLET,

1D2NAYVERFT1ID2UED 74— ILMEZRETEET, EXEIOOVTRYSZ
ET, 12D FTEBDEEZRETEET, fi:

https://<LoadMasterIPAddress>/access/modvs?vs=<VirtualServicelPAddress>&port=<Port>&prot=<tcp
Judp>&lInterceptOpts=opnormal;auditnone;reqdataenable;resdataenable;jsondisable;xmlidisable

UTORIZ, FENMIZEKRT SODOHEEERLES,

BLCWUATLavIcBET 2EXRBICZEIEZETCESEREA. HIX
[£. Basic Operation |Z opnormal & opblock DA EERET 5 & 1&

K A—FIYREZ—21)—X YY—R/—F (Ver7.1-22)
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RESTful API KEMP | #4 Load Balancer

Interface Description

BET B WUl AT 3

& v Bk
opnormal Basic Operation Basic Operation % AuditOnly [ZSEZELE T,
opblock Basic Operation Basic Operation % Block Mode IZERE L E 3,
auditnone Audit mode Basic Operation % No Audit [CEXELEF T, T—
AlERFEINFEEAS
auditrelevant Audit mode Audit mode # Audit Relevant IZERELET, Z&
LRILULEDT—EADEHINET,
auditall Audit mode Audit mode Z Audit All IZEXELFT, REY—

EXBHOTRTOT—2HEHINET,
BEOEETIEAUItAl AT 3 VIFHELE
HA, AuditAll (X, $FEDEBEMERT 585D
AERALTLIEEL,

reqdataenable Process Request Data  Process Request Data & 7 3 VBRI L F

ERS

reqdatadisable Process Request Data  Process Request Data " 73 3 V& EXIZ L F
ERS

resdataenable Process Response Data Process Response Data 77 7> 3 V& HZIZ L F
ERS

resdatadisable Process Response Data Process Response Data = 7> 3 U &#EXZ L F
ERS

jsondisable Disable JSON Parser ~ JSON /N\—H—%EMIZLF T,

M7 T 3 I, Process Request Data 4= 7 <
AVHAEPDEETOHERLET,

jsonenable Disable JSON Parser  JSON /A\—H—ZFHBHIZLFT .
ZDFA T3 vId. Process Request Data 47>
AVHAEIDEETDHEZRLET,

xmldisable Disable XML Parser XML /IS—H—ZEHIZLET,
ZDF T3 vId. Process Request Data 47>
AVHAEIDEETDHEZRLET,

xmlenable Disable XML Parser XML /IN—H—ZFF/HIZLET,
M7 T 3 I, Process Request Data 4= 7 <
AVHAEPDEETOHERLET,

3% 3-3: InterceptOpts N /85 A —45 —{E

3.3.1.4 RBES—EXADAFP JL—/LDEYET
ROARV FEEFTITBHIET, REY—ERICAFP IL—ILZEIY Y TOENET,

https://<LoadMasterlPAddress>/access/vsaddwafrule?vs=<VSIPAddress>&port=<Port>&prot=<tcp/udp
>&rule=C/<RuleName>

£

https://10.11.0.30/access/vsaddwafrule?vs=10.11.0.35&port=80&prot=tcp&rule=C/modsecurity_crs_1
3_xml_enabler

K A—FIYREZ—21)—X YY—R/—F (Ver7.1-22)
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RESTful API KEMP ‘ #4 Load Balancer

in price/performance
Interface Description

<RuleName>DEIZIX 1 DOXNFERTS YL A1 ZEERTEIMRENRAHY X, COXFIL.
BT BIL—ILDBFEICK>TREY FET,

AXFENMXFEFREAENET, ATV FEEMESESHICIED

DXFFARXFTHRIINELGEY EFEA, WTIADDNSTA—2—%

HW&F B & . String value missing (XFIERHY FHAL) DT S5—
MREREINFET,

e C-HARAL

e Z-7T7VH— a3 AH
e A-TT)H— a3 EEF
e G-NH

vsaddwafrule A< > FTIE, LEDaT Y FHIIZRLI=9XTHD/N
THA—B—HBETT,

AR—R (F1=13%20) TRYIBZTET, 120X RIZEHBDIL—ILZEY LTS
_ENTEET, Al

https://10.11.0.30/access/vsaddwafrule?vs=10.11.0.35&port=80&prot=tcp&rule=C/modsecurity_crs_1
3_xml_enabler%20C/modsecurity_crs_10_ignore_static

CDFHETEHEDIL—ILEFEY L TEHEEEIEFENBETT, BRI

BY B TEHDIL—ILZEBMT S E. WAF Misconfigured (WAF DE%

EHMNEE->TUWLD) KEICHYFET, REY—EXDNZDIKEIZK

5. TRTDRS 7490 TAYYEINET, AFP (X, HIRERE

ROEIZ, BECECTREY—ERAN NS To v %&TOvIL
BWkSIcTEET,

BEE 9 5 wul IR

Virtual Services > View/Modify Services > Modify > WUI Options > Assign Rules

3.3.1.5 (REY—EIHSDAP L—/LDEY L THEE

RDAR U RFEERFTTBHIET, REY—EZIND AFP L—ILDE|Y BTEMRIRTEE
9, 2T KIE, WUI D Modify Virtual Service ({REH—EXDZEE) EHED
Available Rules 7 4 —JL K& & U Assigned Rules 7 « —JL FIZEI®R L TWLWVET,

https://<LoadMasterIPAddress>/access/vsremovewafrule?vs=<VSIPAddress>&port=<Port>&prot=<tcp/
udp>&rule=C/<RuleName>

1

K A—FIYREZ—21)—X YY—R/—F (Ver7.1-22)
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in price/performance
Interface Description

https://10.11.0.30/access/vsremovewafrule?vs=10.11.0.35&port=80&prot=tcp &rule=C/modsecurity_cr
s_13_xml_enabler

<RuleName>DRIIZIE 1 DDOXFERT Y21 F R T IUELAHY EFT, COXFIL.
BT BIL—ILDBFEICK>TREY FET,

e C-NRAL

e Z-F7INH—a Vil
e A-T7TYH— a3 @A
e G-A

vsremovewafrule A7 > K TIX, EEEDAT Y FHIZRLEZTRTO

INTGA—=B—HRRBHETT, WTHDODINTA—F—FHIKT D&,

String value missing (XFIHENHY FHA) DI T —DMRRINF
ERR

Bi&Ed % wul IBH
Virtual Services > View/Modify Services > Modify > WUI Options > Assign Rules

3.3.2 FToIL—rDER
3.3.2.1 Fo7—FrDFyFO—F
RDCURLANY Y FERFTTBHET, TvIL—+&#7yTO—KTEET,

curl =X POST --data-binary “@<TemplateFileName.tmpl>" -k
https://bal:<password>@<LoadMasterIPAddress>/access/uploadtemplate

3.3.2.2 LSRN SESATHWET>TIL—FD YR FEFR

O— RIRE—IHFEET BT IL—FD YR FERTTBITE, RO REEFTLE
s

https://<LoadMasterIlPAddress>/access/listtemplates

3323 T2 7L— FDHIR
O—RFIRE—MBTUTL— bEHIRT BITE. RO FERTLET .

https://<LoadMasterIPAddress>/access/deltemplate?name=<TemplateName>

3.3.3 SSO HEH

3.3.3.1 §SSO FX1>
SSO FAAL VIE, UTFOaOR Y FTEETEZET,

K A—FIYREZ—21)—X YY—R/—F (Ver7.1-22)
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Interface Description

https://<LoadMasterIPAddress>/access/adddomain?domain=<DomainName>

BRK128FEMD SSO KAAL VERETEET,

https://<LoadMasterlPAddress>/access/deldomain?domain=<DomainName>

https://<LoadMasterlPAddress>/access/showdomain

https://<LoadMasterIPAddress>/access/showdomain?domain=<domain.name>

https://<LoadMasterIPAddress>/access/moddomain?domain=<domain.name>[&paramname=value...]

https://<LoadMasterIPAddress>/access/moddomain?domain=<DomainName>

moddomain [ZIZLLTFDEM (T 3) INSA—LZIEBETEET,

Name Type Default Range 1B iR
auth_type S “LDAP-StartTLS” LDAP-Unencrypted BEEY—N\—LDBEETHERT S
LDAP-StartTLS X O RaLEBRELET,
LDAP-LDAPS
RADIUS
RSA-SECURID
KCD
Certificates
radius_shared_secre S <unset>
t (maske
d)
logon_fmt S “Principalname” “not-specified” LDAP H—/N\—I[Z K YBEEE N B
“Principalname” 0o J 4 oXFIORK £+
“Username” EFLET,
logon_domain S <unset> CDINTGA—A[E, WUI D
Domain/Realm 7 4 —)L FIZ® &
LTWEY., FERI S04 F
AT,
54+ 74—y FTHERS
N, BEQI—YF—RBEHELE
ERLE
Principalname:
<username>@<domain>
Username:
<domain>\<username>
max_failed_auths I 0 0-999 A—H—RavyIT7IOREINhDFE
TORADOT A VEITEEK
0-AvyY 7™ kLGL
sess_tout_idle_pub | 900 60-86400 tylalTARLEALT DL

B (B , COfERKX/NTY
VORBETERASINEY,

K O—KIRE2—21)—X

Copyright © 2002 - 2014 KEMP Technologies, Inc. All Rights Reserved.

J)1)—R/—F (Ver7.1-22)

Page 33/ 76



RESTful API

Interface Description

KEMP | *1ko2dBalancer

Name

Type

Default

Range

B INtESR

sess_tout_duration_

pub

1800

60-86400

P PEY PN ASEE:

TORRDt v 3 kiR

(B FD) o COEIZ/STY
HBETHERAINET,

sess_tout_idle_priv

900

60-86400

vy aUTFTA RILAALALT I+
E (BA:f) , COEETSq
R—MRIETHERAINET,

sess_tout_duration_

priv

2800

60-86400

L aUNIALA LTI RTEE
TORAXDtE YL 3 kG
(BGL: 7)) o COEFXTSAAN

— MRETHERINFET,

sess_tout_type

“idle time”

“idle time”
“max duration”

FRTR Yy avEZALTYI R
DIEFEIEELET,

testuser

<unset>

BEY—N\—DF v/ THEAE
hd1—4—%

testpass

(maske
d)

<unset>

Y —N—DF vy TERS
I YAV SyECE N

reset_fail tout

60

60-86400

Failed Login Attempts h ™ > % —
ZoITUty FFAETICRLELR
Bl (B D) . COfElE
unblock_tout & Y/hNE < IFhnIE
mYFEEA

unblock_tout

1800

60-86400

Ay EN=7hor  HNEH
MIZCTRy I EBRINDETOR
A (B #) . COfER
reset_fail_tout &K Y KEZITHn
XY ELA,

server

<unset>

CDORALEBMZTHDIZE
HAansdy—n—m7 LR

kerberos_domain

<unset>

The Kerberos Realm

kerberos_kdc

<unset>

Kerberos Realm

kcd_username

<unset>

Kerberos Key Distribution Center

ked_password

nwiunuuvuouw

<unset>

kcd_usernames (X, —E5| AR
FE—ESIAFZEHLZLIE
TEFEEA,

Idap_admin

<unset>

ked_password 21X, ZE5|IHFE
FIE—E5IAFZEHAHLIET
EEHA

Idap_password

<unset>

T—AARN—=X|ZA45 A > LTSI

EILEFLTWE1—Y—IHFE

TEMESILEFIVIT DI

8. Idap_password & & % IZ{EFH
SNFET,

K

A—FIREZ—21)—X
Copyright © 2002 - 2014 KEMP Technologies, Inc. All Rights Reserved.
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Interface Description

Name Type Default Range JB ANTEER
cert_check_asi B 0 - Disabled 0 — Disabled DA T 3 VI,
1 - Enabled

Authentication Protocol H%
Certificates [CERTE SN TS
EEDHFIRTEET, D
AT avEFMTEE.
95472 FDOIERAENEZ
NESHDFzvIIZMZ.
TO9T47T4LIM)ICH

521—%—0
altSecurityldentities (ASI) 7 k
JEa—HMZEDEHISAT
v MEHERFI Vv EINFE

ER
server_side B Y — Outbound KCD Y = Outbound KCD SSO domain BN ND RERITFTO R
SSO domain N = Inbound configuration N RDOEELTHAINFIETE

LEd,

& 3-4: Moddomain parameters

https://<LoadMasterlPAddress>/access/showdomainlockedusers?

https://<LoadMasterIPAddress>/access/unlockdomainusers?domain=<example.com>&users=<example
user>

3.3.3.2 SSO EEDRHTE
UTNaATY FEFEALTHRZLDSSOEREEEBTEET,
https://<LoadMasterlPAddress>/access/listssoimages

https://<LoadMasterIPAddress>/access/delssoimage?name=<Imagesetname>

SSOEEBZ7y7O— KT BIZIFUTOavY REFEHALET,

curl =X POST -—data-binary “@<pathTolmageSet>" —k
https://<LoadMasterIPAddress>/access/ssoimages?

3.3.4 WAF DE%5E

UTOaT Y FIE, APPRNENESA VR ERETS0—FKTR
B —TOHERELE T,

KEMP (X, AFP S A VR & AFP H7R— b2 RET S —HF—(ZH L. ipreputation 73 &
DEFEIEFLHEAIL—ILZRHELEI, ZOIL—ILIEZ. BEEFHNICE Y O0— K/EH

K A—FIYREZ—21)—X YY—R/—F (Ver7.1-22)
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Interface Description

TEHLIRECTEET, COBEAIL—LIE. BEDBENISRETSHILEFHNELT
WET, KEMP MRS BEHIL—ILIE. AFP HiR— MZH LAAL EFIFERIREICA Y &
v,

F71=. ModSecurity A7 I/IL—ILty FEEDARAOKERBIL—ILETy TO—FKT 3
CELTEFET, ChDDIL—LIE, EWeb 7 TUr—2a VITEALANILDORES

RHELFET,
BETHNIE, 2—F—HBOARFZLIL—ILERBBRLTT Yy TA—FT5H5 &L ATHE
TY,

AFP AAE L O— KT X2 —TIX, KEMP Mt LI-IL—IILZFEBRT %H., 7y TO—
FEIBERL D R A LI —ILEFRAT S, TEEEFALZHEAEHETHERT 3N EEIR
TZEET, ULTOEHI a3 >TlE. BEHAIL—ILOHARZLIL—ILIZEEDaAT VR, B
SUFDOHAICET S AT FIZDNWTELLCEHBALED,

3.3.4.1 BEN—INI7LINICETEIav R

Aty arnavw o Rk, IXTEAIL—ILI7AIVICEZRLET,

233.1.2 FERAEEEHFREDERT

getwafsettings A< > FlX, BAIL—IL 77/ ILOBEIEHINEINEDL, (TNE1
L0) XRRLET,

https://<LoadMasterIPAddress>/access/getwafsettings

B89 % wul IR

Virtual Services > WAF Settings > Enable Automatic Rule Updates

23313 BERIL—ILI7AILOBBEHFOEE

setwafautoupdate AY > FZFERT S L. RFDERAFP IL—ILI7AILOBEBFFT DY
A— RABRZHEYET, RFIL—ILDTI+IL DA VX b—)LEFZIIEFHT 4 BT
o mEIIL—ILDA VR F—)LEZIIL. SetWaflnstallTime <Y > KEE{TT B LT
ETEFET, FMIEIE a2 23315 F83BLTLESL,

GetWafSetting AVY > F&ETT S & T, BAEDEKELHRATETFET, STt I 3
223311 ZBRBLTLESELY,

https://<LoadMasterIPAddress>/access/setwafautoupdate?enable=<yes/no>

B8sE9 % wul IHH

Virtual Services > WAF Settings > Enable Automatic Rule Updates

23314 BRFOBEARAIL—ILIF7AILOBEIA VR M—ILEBZ/EMNZT S

RDOAT UV FEEFTTESIET, RFOBERAL—ILI7AILOEEA VA F—ILEER/
EBYIZ_TEET,

K A—FIYREZ—21)—X YY—R/—F (Ver7.1-22)
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Interface Description

https://<LoadMasterIPAddress>/access/enablewafautoinstall?enable=<yes/no>

B8Ed % wul I5H

Virtual Services > WAF Settings > Enable Automated Installs

23315 BEREIL—ILI7AILOBEA >R F—ILEZDETE

ROAXV RERFTTHIET, BAL—LIZ7AILOBEHA VR F—ILEZFRET
EFE9 ., hlL. WUI ® WAF Settings BEIE(Z%H % WhentoInstall KO A DA =1
_(:FQQE L/_Cb\asj—o

https://<LoadMasterlPAddress>/access/setwafinstalltime>hour=<hour>
hours (& 24 BFEIHIDEFZ] (0~23) TY, HIZIE. BREFRIFERLET.
https://10.11.0.31/access/setwafinstalltime?hour=13

#BE(X 0~23 TY, DIFEETEFE A,

BEd % wul IER

Virtual Services > WAF Settings > When to Install

23316 AFPERAIL—ILI7AILEFELICAHO—FKT 3

RDAR YV REEFTTBIET, BHOAPERIL—ILI7AILEFETEYO0—FK
TEET, k. WUI ) WAF Settings B T 4 % Download Now 7R 42 > [ZEHE L TLY
x9,

https://<LoadMasterIPAddress>/access/downloadwafrules

B9&E 9 % wul IHH

Virtual Services > WAF Settings > Download Now

23317 BERAIL—ILI7AILDFEA R F—IL

ROAIV FEETTHILET. BRAI7FAMILVEFHTAI ORI TEET, T
[£. WUI @ WAF Settings EIEIZ % 5 Install Now /R 2 U [ZEEE L TLVET,

https://<LoadMasterIPAddress>/access/maninstallwafrules

B8sE9 % wul IHH

Virtual Services > WAF Settings > Install Now

3.3.4.2 HDREALAIN—IN T 7ALINICETEIvF
RKEoarnavwr R ., IRTHREZLIIL—ILICERLET,

K A—FIYREZ—21)—X YY—R/—F (Ver7.1-22)
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23321 ARBLIL—ILITF7ALI/IIL—ILEy kOT v TO—FK

addwafcustomrule 27 > K & filename /NS A —A — (WhZB) &EHLIZCURLOAT U KE
FRTHEAFPDHRELIIL—IILET Yy TO—KTEET, fi:

curl -X POST --data-binary “@<FileName.conf>" -k
https://bal:<BalPassword>@<LoadMasterIPAddress>/access/addwafcustomrule
?filename=<FileName.conf>

Ft=, HDRELIL—ILIT7AIILOENT Yy TAO—FKIZMA., hRAELIL—ILEY k
(targz Z74J)) £ 7y TO—FTEZEI, OWASP A7 I—ILty bOT7 v TO—FK
DHEZELUTIZRLET,

curl -X POST --data-binary “@SpiderLabs-owasp-modsecurity-crs-2.2.9-5-
gebe8790.tar.gz” -k

https://bal:<BalPassword>@<LoadMasterIPAddress>/access/addwafcustomrule
?filename= SpiderLabs-owasp-modsecurity-crs-2.2.9-5-gebe8790.tar.gz

Zhldk, O— K< X2 —WUI ) WAF Settings [E[EIZ 3 % Custom Rules 4 < 3 U (ZBE
LTWET,

B95&E 9% wul IHH

Virtual Services > WAF Settings > Custom Rules

23322 HARRLIL—ILT 74 IILDHIR
ROAR IV KFEERITITAHIET, HRBLIL—ILIT 7L ILZHIKRTEZET,

https://<LoadMasterIPAddress>/access/delwafcustomrule?filename=<filenam
e>

1
https://10.11.0.30/access/delwafcustomrule?filename=

modsecurity_crs_10_ignore_static

COBRETIEEET 5T —2 77 MILIFHIBREShFEEA,

B8sE9 % wul IHH

Virtual Services > WAF Settings > Custom Rules > Delete

23323 HARBLIL—ILIT7Z7AILDEHO—FK

ROOATV REETTAHAIET, BELNOO—AILIIUIZAREILIL—ILI7AIL%E
Aon0—KTEET,

https://<LoadMasterIPAddress>/access/downloadwafcustomrule?filename=<filename>
£ -

https://10.11.0.30/access/downloadwafcustomrule?filename=modsecurity_crs_55_response_profiling

@i A—FIYREZ—21)—X YY—R/—F (Ver7.1-22)
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B8Ed % wul I5H

Virtual Services > WAF Settings > Custom Rule Data > DownloadUpload a Custom Rule Data File

addwafcustomdata I < > K & filename /8T A —4— (WhZB) EEHIZCURLaT Y K%
FRTHE. AREFLIL—IVT—E2IT7A4IWLET7TyTO—KTEET, Hi:

curl =X POST --data-binary “@<FileName.data>" —k
https://bal:<BalPassword>@<LoadMasterIPAddress>/access/addwafcustomdata?filename=<file
name.data>

B95&E 9% wul IHH

Virtual Services > WAF Settings > Custom Rule Data > Add Data File

23324 ARBLIL—ILT—E2T74ILOHIK
RDAR FERTTHET, DRBLIL—LUT—EIT7ALEBIBRTEET,
https://<LoadMasterIPAddress>/access/delwafcustomdata?filename=<filename.data>
BEiEd % wul IEH

Virtual Services > WAF Settings > Custom Rule Data > Delete

23325 HREBLIL—ILT—E2I7A4ILDEFHO0—F

ROAT LV REETTABIET, WRBLIL—ILT—EI7AIILESHO—KTEE
¥,

https://<LoadMasterIPAddress>/access/downloadwafcustomdata?filename=<filename>
51
https://10.11.0.30/access/downloadwafcustomdata?filename=modsecurity_35_bad_robots

B9s&E 9 % wul IHH

Virtual Services > WAF Settings > Custom Rule Data > Download

3.3.4.3 HDRELIN—)LEBEIN—INDEEIZETEI7F
Ao oarnavr R, BRIL—ILEHDREZLIL—ILOBAIZERLET,

23331 AFPIL—ILDYY R +FRE

listwafrules A< > Fld, 1 VXA F—=ILEINTWVEITRTDIL—IL (BHEIL—ILEARAR
L)L—L) #YRRERLET,

AR KIF W=IDBT IO T4 THEIMNERRLET, 7O T4 THIL—ILE
. 1 D2ULEDREY—ERIZEIYHTONATWBIL—ILDOI LTI,

https://<LoadMasterIPAddress>/access/listwafrules

K A—FIYREZ—21)—X YY—R/—F (Ver7.1-22)
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B9E 9 % wul IHH

Virtual Services > WAF Settings > Custom Rules

Virtual Services > View/Modify Services > Modify > WAF Options > Available Rules
3.4 vi= AV WA G A2 4
3.4.1 T2EMh KA (>4 (FQDN) OERE

3.4.1.1  FQDN DEM
ROARV FEETITAIET, FODN ZEMTEZET,

https://<LoadMasterlPAddress>/access/addfqdn?fqdn=<FQDNName>
ZDav FTIX. fqdn BNBE/INS A —E T,

3.4.1.2 FQDN DA
ROATY FEEFTITHIET. FODN ZHIBRTZEE Y,

https://<LoadMasterIPAddress>/access/delfgdn?fqdn=<FQDNName>
ZNaX Y KT, fqdn BNHB/INT A —R T,

3.4.1.3 FQDN DY X FFix

ROARV L ERTISHET, BBFEDOFAONDY R FERTTEFTT,
https://<LoadMasterlPAddress>/access/listfqdns

3.4.1.4  FQDN DZF

RODATV FEERTISHET, IFDOFADN [TDOVTDFMERTTEFET,
https://<LoadMasterIPAddress>/access/showfqdn?fgdn=<FQDNName>

3.4.1.5 FQDN DZEE

ROARV FERTTSHET, BIEDFQDN ZXETEEY,
https://<LoadMasterIPAddress>/access/modfgdn?fgdn=<FQDNName>

modfqdn A< > RTIE, RDA T a3 VNS A—F2EFEHTEET,

K A—FIYREZ—21)—X YY—R/—F (Ver7.1-22)
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KEMP |*1

Name Type Default Range

B NiESR

rr = round robin
wrr = weighted
round robin
fw = fixed weighting
rsr = real server load
prx = proximity
Ib = location based

SelectionCriteria S “rr”

FQDN IZBEHER T ont=7
KL RADZREAE

FailTime I 0 0-1440

EEEEMNRESINTLVG
WNEE. BEDANILATF T
YODNEFTINET, [/E
SNTWBEHEE. CD/INT
A—HRI(TLHT. BEEE.
REMIZEMET HFETIC
T M (DEAD) %
E&ELET,
EMLESN-BAT, &%
[XTDEEICEA Z EIETH
YEEA,

auto — automatic
manual - manual

siterecoverymode S auto

CDINTA—=R|ZLKHT,
Site Recovery Mode (H A
F)ANYE—FR) 2FE
LZE9J, automatic [ZERTE
SNTWBAEE, Y14 ~Y
AN &, YA MXENEEIC
TOEEIZRY FT,
manual [ZERESINTLVD
HE. Y14 FTEENRE
LBFm T, Y4 MEIES
EEnFET, BEOHEIC
RYIZIE. FHRIZ&K D5
NHLETY,

0 —disabled
1 - enabled

isolateips B 1-enabled

NIy oA ETSA
R—bHA FOREEEED
JEHIZLET,

0 — disabled
1 - enabled

failover B 0 —disabled

CDINT A=A —[F,
SelectionCriteria A% Ib (O
r— 3 R—R) IZRE
INTWHEZEDHBERL
F9,

FQDN 7 = A JLA—/\—%
B/ENZLET,

& 3-5: ModFQDN D /35 A —%& —
v TDiEM
ROAIXY REERTTHIET, FADN [Ty TH#EBMTEET,

3.4.1.6

K O—KIRE2—21)—X

Copyright © 2002 - 2014 KEMP Technologies, Inc. All Rights Reserved.
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Interface Description

https://<LoadMasterIPAddress>/access/addmap?fqdn=<FQDNName>&ip=<IPAddressToAdd>

3.4.1.7 vy IDEE
IYTH#ERTDHICIE, ROATUREEFTLET,

https://<LoadMasterlPAddress>/access/modmap?fqdn=<FQDNName>&ip=<IPAddressToModify>

modmap IY Y RTIX, ROFTL a3 VNS A—2%#FHTEET,

Name Type Default Range

EBINTEER

Checker S “icmp” none
icmp
tcp

COIPF7RLRIZH LTETTSF
Ty DEEEEELET,

Weight I 1000 1-65535

IP7 FLRIZBEERFEMEZIEE
LET,. RLEVVNEZHE D27 FLX
MNRENFET, ZOD/INTA—4HEE

I AHMDIL. FQDN M Selection Criteria
Y Weighted Round Robin & 7= Fixed
Weighting [ZEXE SN TS IFEIZER

EINFET,

Enable B Y — enabled Y — enable
N — disable

IP7 FLRZEEE-XENEL
9,

Cluster | <unset>

COIPT7RFLRIZEEMITEZI TR
ADIDBEEEHEELET,

MapAddress A <unset>

ZhlX. SelectionCriteria A\ Real
Server Load [Z. Checker /\ Cluster
Checks [ZERESNTULVNT, V5 R4
—DFE%FH Remote LM E 1=[Z Local

IMDEEDHERLET,
BEdTH5A—KIYREI—MhbIvEY
TJENBFEEH—ERDIPT7KLA
ZAHDLTLEEL,

&( O—KIRE2—21)—X

Copyright © 2002 - 2014 KEMP Technologies, Inc. All Rights Reserved.
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Name

Type Default Range FEIEER

MapPort

I <unset> M. SelectionCriteria A\ Real
Server Load [Z, Checker /% Cluster
Checks [ZERESNTILNT, V5 R4
—MDFELEH Remote LM FE 7= Local
IMDEZEDHERLET,
—DINT A—A—[X, MapAddress /\
SA—R—LEBICHERAL, vyEY
J95IPF7 FLRER—FDHAE
hEEEELET,
CDINTG A—R—HREINTLVEL
e, BIRLFE-7FELRERLCIPT
FLREEH DT RTORBEY—EXRIC
HLTALRF I ThNET,
WFnmsup (FEd) KEDIS
&. FQDN [X"UP'"THD ERTINE
T R—rEESNTLDEA.
FQDN DANIILRAF = v VBFIZZ DR
Y—EXRIZH LTDANILAF T VY
NThHhnEd,

3.4.1.1

%% 3-6: ModMap /85 A —4 —

v v FZDHIE

Xy TEBIRY HICIE. ROAX VY FERITLET,

https://<LoadMasterIPAddress>/access/delmap?fqdn=<FQDNName>&ip=<IPAddressToDelete>

3.4.1.2

vyvIoOor—o3  DEE

Ty IO — a3 EERTBICIE. ROaAT U REEFTLET,

https://<LoadMasterIPAddress>/access/changemaploc?fqdn=<FQDNName>&ip=<IPaddress>&lat=<Latit
udeDegreesAndMinutes>&long=<LongituteDegreesAndMinutes>

3.4.1.3

DAY FHBEET HDIL. FQDN B Selection Criteria /% Proximity

[CRESNTWLAGEICRESNET,

EIDEM

EZEMT BHICIX. ROIATFERTLES,

https://<LoadMasterlPAddress>/access/addcountry?fgdn=<FQDNName>&ip=<IPAddress>&coun
trycode=<TwoCharacterCountry/ContinentCode>&iscontinent=<yes/no>

DT RHAEET BDIEL. FQDN @ Selection Criteria H' Location
Based [ZERE SN TUWAIGEIZREINFE T, Selection Criteria DE
BAEICEATHHMIE. 22323415 ZSHBLTLESL,

K

O—RYRE—Y—X YY—RJ—hk (Ver7.1-22)
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3414 FDHIR
E#HIBRT BIZF, ROV FEERITLET,
https://<LoadMasterIPAddress>/access/removecountry?fqdn=<FQDNName>&ip=<IPAddress>&country

code=<TwoCharacterCountry/ContinentCode>&iscontinent=<yes/no>

DAY RHAEET HDIE. FQDN D Selection Criteria /' Location
Based IZERE SN TWBIGEICRESINFE T,
3415 Fryh—FFLIDEE
FIvh—DT7RLAZEERETHIZIE, ROATVFEEFTLET,
https://<LoadMasterIPAddress>/access/changecheckeraddr?fqdn=<FQDNName>&ip=<IPAddress>

changecheckeraddr AY > RTIE, RDA T avn\SA—4&FHATEET,

Name Type Default Range EENTER
ip S <unset> IP7RLADANILAF T Y
JICERASNST FLRE
BELET,
port | 80 1-65530 P7FELADANILAF Y
JIZERINDR— L%
ELET,

3R 3-7: ChangeCheckerAddr M /35 A —52 —
3.4.2 D3R5 NDER

3.4.2.1 ISREZDYX FET
RODARX YV RERFTTEHET, BEDYVSREIDIVAMERERTEET,

https://<LoadMasterIPAddress>/access/listclusters

3.4.2.2 IS ADEF
ROAIV RFEERITITAHILET. FEDYV SRARITDODVTOFHMERTITEET .
https://<LoadMasterlPAddress>/access/showcluster?id=<ClusterID>

DT KTl id DNRBINTA—ETY,

3.4.2.3 O SR ZDIEM
RDAR YV REEFTITRHIET, VS5REEEBMTEET,

https://<LoadMasterlPAddress>/access/addcluster?ip=<ClusterlPAddress>&name=<ClusterName>

ZMaY 2 RTIX, ip BX YV name BNLBE/INTA—FTH,

K A—FIYREZ—21)—X YY—R/—F (Ver7.1-22)
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3.4.2.4 7 SR 5 DEIBR
ROATY REETTEHILET, VS5RIFHIBRTEET,

https://<LoadMasterIPAddress>/access/delcluster?id=<ClusterID>
DAY KT, id NRBBE/INTA—ETT,

3.4.2.5 ISRADEE
ROOARVKFEERFTIAHIET, VSR EZEERETEET,
https://<LoadMasterIPAddress>/access/modcluster?id=<ClusterID>

modcluster A7 Y KTIX, DA T avnNSA—L2%2FHETEET,

Name Type Default Range EENTER
type S “Default” default DIRADEEEERELE
remoteLM 9,
localLM
name S DRI DABRZEEELE
ES
checker S “none” none DI3RAIDAT—RAF T
tep yIICERINDAEELE
icmp ELET,
checkerport I “0” 1-65530 DIRARIDF Yy IIER

SNBR—FZEERELE
T CDINTA—FHEE
T HDIL. checker H tep [Z
RESNTWDIEEICRE

ShEY,
enable B 1 -enabled 1 = enabled DISRIE=FH LT -ITE
0 = disabled e LET .

& 3-8: ModCluster M/X5 A —5 —

3.4.2.6 ISREZDOAT—2 3 >DEE
PDSRAMOAT— 3 VEFEETHICIE. ROaATU FEEFTLET,

https://<LoadMasterlPAddress>/access/clustchangeloc?id=<ClusterID>&latsecs=<LatitudeSeconds>&lo
ngsecs=<LongitudeSeconds>

3.4.3 FDHDINS A —4

3.4.3.1 FDMDINSG A —ZD X FEFR
GEO DZDHDINTA—A D) A FETRTTHICIE, ROATU FEETLET,

K A—FIYREZ—21)—X YY—R/—F (Ver7.1-22)
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https://<LoadMasterIPAddress>/access/listparams

3.4.3.2 FDMDING X —ZDEE
ROAR YV REEFTTBIET. GEODFDMDINSA—F2EZLEETEET,

https://<LoadMasterIPAddress>/access/modparams

modparams OV > RTlX, ROA T 3 VIS A—FEFRATEET,

Name Type Default Range BINEER

SourceOfAuthority S <unset> Source of Authority 1) 7 T X k

[CXT DIEEEHRELET,
namesrv S <unset> Name Server ') 7 TR bIZxd

SILEERELET,
SOAEmail S <unset> Source of Authority 1) 7 T X
[CX L TEETHEA—ILX
FHEHRELET,

TTL | <unset> 1-86400 A—FTRA2—MLRIESH

1= IiSZ&®D Time To Live (TTL)
(BpL: 7)) ZRELET,
persist | 0 0-86400 L, WUl O Stickiness 7 «
—ILFRIZHIELET, HED
& ERA MIRIER (B
) ZEELFEY,
Checkinterval I 120 9-3600 TFINAREF T vH T HHEE
(Bf: ) Z28ELEFT,
T4 A —NLDIEIE.
ConnTimeout & RetryAttempts
DEDFELYKREL BTN
BYFELEA (1272 —1\)L>
BALTIRXx1) RS54+
1) o chld, WEDANILRF
TV IDBETTDHHITRDA
IWRAF v RSN
KINZTBE=HTT, 244
T MEFEIZU FSAEE
MOLTIDIL—ILAE LN
f23HmE. 41 03— /NILDEDL
BEMICEPINET,

ConnTimeout I 20 4-60 FIvHOYIIRMDZA L
7 MR (BG: ) FERE
LEY,
K A—FIYREZ—21)—X YY—R/—F (Ver7.1-22)
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Name Type Default Range FENTEER
RetryAttempts I 2 2-10 TINAAWELELTY—V
NBAETOF v EHZEER

ELET,

& 3-9: ModParams D /85 A —4 —
3433 O4b—>3>F—8/NyFIFLIADFyTOd—F
A—>3 v T—30FHI7AINET Y TO—FTBIZIE, RO URLAT Y FEE
TLET,
curl =X POST --data-binary “@<GEOPatchFileName>" -k
https://<username>:<password>@<LoadMasterIPAddress>/access/locdataupdate

3.4.4 IP §EEHODRINE#E

3441 IP Z7FLADYX FEF

IPEEFMDFBIRBEERICKRESINIZIPTRLADY R FERFRTHICIE, ROV KFE
EITLES,

https://<LoadMasterIPAddress>/access/listips

3442 IP 7 FLXDHMEZF~

P EEQBRELRICHESNIHED P 7 FLROHMERTT 5I=E, ROATY
FEETLET,

https://<LoadMaster|PAddress>/access/showip?ip=<IPAddress>

3443 IP 7 FLXDEM

IP7 FLR% IPEEEOFREEISEMT B(21E, ROATY FEEFTLET,
https://<LoadMasterIPAddress>/access/addip?ip=<IPAddress>

3444 IP 7 FLXDHIE

IP7 FLRZ IP EEOZREENSHIBRT DICIE. ROATUFEERITLET,
https://<LoadMasterlPAddress>/access/delip?ip=<IPAddress>

3445 IPF7ZFLXDOG— 3 DEE
P7RLRAOBYS—2 3V FERTHICIE. ROATUFEETLET,

https://<LoadMasterlPAddress>/access/modiploc?ip=<IPAddress>&lat=<LatitudeMinutes>&long=<Long
itudeMinutes>

3446 IP PRLXDOF—= 3 >DEER
IP7RLRAODOS—S 3 UFHIRT AICIE, OOV FEEITLET,

K A—FIYREZ—21)—X YY—R/—F (Ver7.1-22)
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https://<LoadMasterlPAddress>/access/deliploc?ip=<IPAddress>

3.44.7 IP 7 FLX/ZB&E 154 /-EDEM
IP7 RLRIZEEMITONE-EZEMT BZIE, XOATY FEEFTLET,

https://<LoadMasterlPAddress>/access/addipcountry?ip=<IPAddress>&countrycode=<TwoCharacterCo
untryCode>

3.4.4.8 IP 7 FLX/IZEES T 5 /-EDEIE

IP7 FLRICEERM T on-EZAIBRT HICIE, ROIATY FEETLET,
https://<LoadMasterlPAddress>/access/removeipcountry?ip=<IPAddress>

3449 AHRXEZALAO— 3 >>DEM
ROARXVFEERFTTHILET, hRELAY—2 3V EEBNTEETS,

https://<LoadMasterIPAddress>/access/addcustomlocation?location=<CustomLocationName>
location [XWAZE/NT A —2 TY,

3.4.5 GEO DEZE/EZHE

3451 GEO BB THENESHDFTvo

GEO AEMTHANEINEF T VI THICIE, RDAT U FERTLET,
https://<LoadMasterIPAddress>/access/isgeoenabled

3.4.52  GEO DEIE

RODATV FERTTHET, GEO ZBMLTEFT,
https://<LoadMasterIPAddress>/access/enablegeo

3.4.53  GEO DL

ROAYY FEFRTTHET, GEO ZEMELTEET,

https://<LoadMasterIPAddress>/access/disablegeo

3.5 WA EER
REY—EXRBLUVES—N—DH 5 5#MEHERIL. stats AT FTIMH/TEET,
https://<LoadMasterIPAddress>/access/stats

ATV FAERIZETINEBE., REY—EXBLUEGF—NN—0DH o 5HKEHER
NUTDIA—T v FTIRENET,

K A—FIYREZ—21)—X YY—R/—F (Ver7.1-22)
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3.6

<?xml version="1.0" encoding="1S0-8859-1"?>
<Response stat="200" code="0k">
<Success>
<Data>
<VStotals>

<ConnsPerSec>0</ConnsPerSec>
<BytesPerSec>0</BytesPerSec>
<BitsPerSec>0</BitsPerSec>
<PktsPerSec>0</PktsPerSec>

</VStotals>
<\Vs>
<VSAddress>206.130.201.210</VSAddress>

<VSPort>80</VSPort>
<VSProt>tcp</VSProt>
<Index>59</Index>
<ErrorCode>0</ErrorCode>
<Enable>0</Enable>
<TotalConns>0</TotalConns>
<TotalPkts>0</TotalPkts>
<TotalBytes>0</TotalBytes>
<TotalBits>0</TotalBits>
<ActiveConns>0</ActiveConns>

</Vs>

<Rs>

<VSIndex>59</VSIndex>
<RSIndex>100</RSIndex>
<Addr>10.99.0.212</Addr>
<Port>80</Port>
<Enable>1</Enable>
<Weight>1000</Weight>
<Pkts>0</Pkts>
<Bytes>0</Bytes>
<Bits>0</Bits>
<Persist>0</Persist>
<ActiveConns>0</ActiveConns>

</Success>
</Response>

</Rs>
</Data>
RY—/N—

KEMP |*1

Y —N\—DFEERIE. REY—EXEAMITSRENFET,

EH—/N—[&, TREDPIATY FORD—DO%FEAT S L TEENARETT,

https://<LoadMasterIPAddress>/access/showrs?vs=<IPaddr>&port=<Port>&pro

t=<tcp/udp>&rs=<RS IPaddr>&rsport=<RS-Port>

Load Balancer

in price/performance

https://<LoadMasterIPAddress>/access/delrs?vs=<IPaddr>&port=<Port>&prot

=<tcp/udp>&rs=<RS IPaddr>&rsport=<RS-Port>

https://<LoadMasterIPAddress>/access/delrs?vs=<IPaddr>&port=<Port>&prot
=<tcp/udp>&rs=%21<RealServerindex>

K

A—FIREZ—21)—X
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listvs AY > FEZETLTRsIndex #RBH5Z&ET, EY—N—DAUTYIREWMBTE
FT, EY—1\—DA Ty REF. %21 DEICAALET, fl:
https://<LoadMasterIPAddress>/access/delrs?vs=10.11.0.30&port=80&prot=t
cp&rs=%211

https://<LoadMasterIPAddress>/access/addrs?vs=<IPaddr>&port=<Port>&prot
=<tcp/udp>&rs=<RS IPaddr>&rsport=<RS-Port>

https://<LoadMasterIPAddress>/access/modrs?vs=<IPaddr>&port=<Port>&prot
=<tcp/udp>&rs=<RS IPaddr>&rsport=<RS-Port>

rs/INTA—RIZIE P 7 FLADHIC, BRESLUY—ERLEBRETLHENTE
F9., BRIEZFEHRT 5154, showvs AT KD<RSIndex>T L A > FMZHELET,
CONFGA—2ZFERATIEIE. BRIEF TV —EXLORICHTEER (V) %35
L TLIZEY,

1

https://<LoadMasterIPAddress>/access/showrs?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&rs=!<RSIn
dex>

Y—ERZEA VT YIRDNHEE LGS, HIZIEX, “100&EWLVS5 %

AIDHY—EXDBHY. ThERFRIZ, 41 0Ty I RE 10 #HFDOEY

—N—DFEET BHE. “rs=110"1£ 10 EWVS3H—ERXRZTIFA L.
ATy YRIEL0FHELET,

‘addrs'&E‘modrs’ &, 7723 E LTTFEDNSA—EIANFEINET,

Name Type Default Range EINEER
weight | 1000 1-65535 BHFITTIORFAEVRSSa—) vy
ZFERALTWSEE. EY—N\—DEA%E
FRLT, Y—N—IZEESND T T4
v DERMEIEESINET ., BMELH
DH—N—FE. BLDIZT T4 VI %R
ELET,
newport I <unset>  3-65535 (change the Port EH—/N\—THEHRAINBEK—F
of the Real Server)
forward S nat nat, route FRINZ I+T—T 14 T AXDIELE,
T 74 bDOARKIENAT TH, —/3—H
LNEERIEIX. LAVYAIHY—ERXRTDH
FEATRETY,
enable B Y EH—N—FWN/EMLET,
limit | 0 0-100000 EHY—nN—po—7—arhoitEhd
BIZ. EY—/N—ITEERELG A —T %
DA
£ 3-10: EY—/R—D/NRS A —4
@i A—FIRE—2)—X JUY—R/—F (Ver7.1-22)
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3L L., REH—EXN L7 E— FEGL5IE, “Forward” /ST A —42 %
route’IZEREL THMADOIELHY FTH A,

3.6.1 EH—N\—DEME / T

3.611 FEH—/N—DTO—/ LG EF/ DL

EH—/N— 7 0—N\LIZEWE/BEHIET S (ETORBY—EREH/ML/EMLT
%) IZIE. LT FEERALET,
https://<LoadMasterIPAddress>/access/enablers?rs=<IPaddr>

EJER

https://<LoadMasterIPAddress>/access/disablers?rs=<IPaddr>

3.612  FEH—/\N—DO—HNGEHL/BEHE
EH—N\—ZO—DIVIZEML/EMNET S (H5 1 20RBY—ERXZEMDL/AR
1) 33I2&. UTOaTY FEERALET,

https://<LoadMasterIPAddress>/access/modrs?vs=<VirtualServiceIPAddress>
&port=<Port>&prot=<tcp/udp>&rs=<RealServerIPAddress>&rsport=<port>&enab
Te=n

EX N

https://<LoadMasterIPAddress>/access/modrs?vs=<VirtualServiceIPAddress>
&port=<Port>&prot=<tcp/udp>&rs=<RealServerIPAddress>&rsport=<port>&enab
le=y

3.7 IW—ILEFTVY
VT UYIL—ILIE, RESTful APl TEETEZET,

3.7.1 IL—ILDFETR

DATLIZEREFELTWAIL—ILIE, TEED showrule A7 REFERA L TRRAAIEET
ER

https://<LoadMasterIPAddress>/access/showrule?[name=<Rule
Name>]&[type=<0-4>]

RESNBYRAKMEI, IWL—ILE., L LLIFIL—ILDEA TEEETHZETIAILE—
MTEET,

W—ILDEA TETFERIZRLET,

Value Type Description
0 MatchContentRule The original rules.
1 AddHeaderRule  Rule to Add header field
2 DeleteHeaderRule Rule to Delete a header field.
3 ReplaceHeaderRule Rule to modify a header field.
4 ModifyURLRule  URL rewrite rule.

@( A—FIYREZ—21)—X YY—R/—F (Ver7.1-22)
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RI1LL—ILDEAT
3.7.2 W=D RTLEY DHIE
IL—IUIE, delrule AT Y RICK YHIBRTEET,
https://<LoadMasterIPAddress>/access/delrule?name=<Rule Name>
3.7.3 V=D RTLADEM, EE
IL—ILIE, delrule AT 2 FICK YHEIBRTEET,

https://<LoadMasterIPAddress>/access/addrule?name=<Rule Name>

https://<LoadMasterIPAddress>/access/modrule?name=<Rule Name>

IW—ILDBFEIZTEY FTH., TERDNTA—FEZR/ETEFET, L—ILEERT HEIC
“Type"ZIRE LN 2 =1BEX,. T 74/ FDOHEA S MatchContentRule &7 Y &
T, L—ILEBITY FOERAK. “Type’ZBELEN G, 24 TIEEESL

FEA,
Type 1 M AddHeaderRule MBI ZE LS L., pattern /85 A —R ZFMLAEIFNIEARY
FEA,

Type 0 (MatchContentRule)

Name Type Default Range FENTEER
matchtype S regex —  regex IW—ILIZKYETEINIBEDTE
- prefix 4]
—  postfix
inchost B N BEZ{TOH1IC. U I X b URI
DFEEIZHRR FEZEEMLET,
nocase B N XFH LB DERIC KX F EINXF
XAl LEEAS
negate B N BEDEKREREELETD,
incquery B N BEZEITOHNII. URIIZVITUX
FHEEMLES,
header S <unset> See below BETHIAYST—T14—IL KA,

AYF—T 4 —)L EDRESINT
WELMEE., T4 /)L FTURLIZ
TRENTHONET,
pattern S <unset> BEe/\Fd—2
K312 NL—ILDEALT0DNRF *A—4

“header’/NS A —A &, T 3aFILTAYET—EZNRI VY F L5
BEDH Value & L TD“pattern”ZZHAIRET T,
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Type 1 (AddHeaderRule)

Name Type Default B ANTEER
header S <unset> EBMTBEAVET—Ts—IL A
replacement S <unset>

£313: L—ILDRAT1DNSA—4

Type 2 (DeleteHeaderRule)

Name Type Default

pattern S <unset>
£3-14: L—LDEALT 2015 *—4

Type 3 (ReplaceHeaderRule)

Name Type Default EENTER
header S <unset> BN REZDOANY ST —T 4 —IL K4
replacement S <unset> B F 5
pattern S <unset> BE/N\2—2

£ 3-15: L—ILDEAL T3DINFA—4

Type 4 (ModifyURLRule)

Name Type Default EEINEER
replacement S <unset> URLZEE A
pattern S <unset> BENN2—2

£316: IL—ILDRA T aDIN5 A—4

3.7.4 RH—/\—ADJL—)LDEM /I

JL—JLIE. addrsrule & delrsrule A< > F&EFEA L TEY—/\—ITEM, H LEFEY—
N—KYHIBRTEET,
https://<LoadMasterIPAddress>/access/addrsrule?vs=<IPaddr>&port=<Port>&
prot=<tcp/udp>&rs=<RS IPaddr>&rsport=<RS-Port>&rule=<RuleName>

https://<LoadMasterIPAddress>/access/delrsrule?vs=<IPaddr>&port=<Port>&
prot=<tcp/udp>&rs=<RS IPaddr>&rsport=<RS-Port>&rule=<RuleName>

3.7.5 R —/\—DJL—IL DB

JL—JLIZ. addprerule, addresponserule. & &1\ addrequestrule 3 <7 K TREH—E
AITEMTEEY,
https://<LoadMasterIPAddress>/access/addprerule?vs=<IPaddr>&port=<Port>
&prot=<tcp/udp>&rule=<RuleName>

https://<LoadMasterIPAddress>/access/addresponserul e?vs=<IPaddr>&port=<
Port>&prot=<tcp/udp>&rule=<RuleName>
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https://<LoadMasterIPAddress>/access/addrequestrule?vs=<IPaddr>&port=<P
ort>&prot=<tcp/udp>&rule=<RuleName>

3.7.6 RBH—/\—DIJL—IL D HIlER

JL—ILIX. delprerule. delresponserule. #5 & U delrequestrule 17 > FTREH—EX
MNOHIBRTEEY,

https://<LoadMasterIPAddress>/access/delprerule?vs=<IPaddr>&port=<Port>
&prot=<tcp/udp>&rule=<RuleName>

https://<LoadMasterIPAddress>/access/delresponserul e?vs=<IPaddr>&port=<
Port>&prot=<tcp/udp>&rule=<RuleName>

https://<LoadMasterIPAddress>/access/delrequestrule?vs=<IPaddr>&port=<P
ort>&prot=<tcp/udp>&rule=<RuleName>

3.7.7 Check /X5 A —74

Service Check /A5 A —& (X, UTFDITY FTHRBTEET,
https://<LoadMasterlPAddress>/access/showhealth?

Service Check /A5 A —& (X, UTFDITU RTEETEET,

https://<LoadMasterlPAddress>/access/modhealth?RetryInterval=<IntervalValue>&Timeout=<Timeout
Value>&RetryCount=<CountValue>

Adaptive Check /INT A —R L, UTFOITY FTRBTEET,
https://<LoadMasterIPAddress>/access/showadaptive?
Adaptive Check /8T A —R &, UTFDIOYY RTERTEFEY,

https://<LoadMasterIPAddress>/access/modadaptive?AdaptiveURL=<URL>&AdaptivePort=<Port>&<Ad
aptivelnterval=<Interval>&MinPercent=%Value>

3.8 EEEAE
EFERZE(X, LTOaOY Y KTEEBTEEY,

https://<LoadMasterIPAddress>/access/addcert?cert=<CertName>&password=<Password>&replace=<0
orl>

https://<LoadMasterIPAddress>/access/delcert?cert=<CertName>

https://<LoadMasterlPAddress>/access/addintermediate?cert=<CertName>
https://<LoadMasterlPAddress>/access/delintermediate?cert=<CertName>
https://<LoadMasterlPAddress>/access/backupcert?password=<Password>

https://<LoadMasterlPAddress>/access/restorecert?password=<Password>&Type=<type>
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NRAT—FK (INRTL—X) FEHFTHERETILENHY . KXFENXENRF
nNEd, XFHOTRIX 7. £RIX 64 TY,

Replace [X. BIFFDIIAEZR LARI CEZTMA SN ESHNEO—FIR I —IZEMT S
=D T—)LETT,

get BEUset AV FTEBTELMAEFED/NS A —FDFEMIZOLNTIE, F*
3-17 ZSBB LT &Ly,

Name Type
admincert S
sslrenegotiate B
localcert S

% 3-17: SIEAZED /NS A —4
3.8.1 OCSP MEXSE

get AY U K& set a7y RTEEAREL OCSP [CRHT B/1NTA—42—DHMELUTOR
325 IZ;RLET, get AT Késet av U FIZDWWTIERY Yav24x25BLTLE

] AW
Name Type FENTEER
OCSPPort | oCSP H—/N—DHR— +
OCSPUseSSL B SSL 2R LT OCSP H—/\— [ LET .
OCSPONServerFail B OCSP H—/N—DEHEFTEIEFI A LTI+
Z. OCSP H—/N—WEHEBIEEZEZRLEZEHD
ELT (USAT Y NEAZEREMTHD LD
ELT) WELEY,
OCSPServer A OCSP H—/\—D7 KL R
OCSPUTrl S OCSP H—/N\—[Z7 9t RF 5= D URL

3.9 A 23—Tx(R

3.9.1 A8 —7 x4 ABRBAOIE
A=A ADFEMEL. UTOITY FTRHETEET,
https://<LoadMasterIPAddress>/access/showiface?interface=<InterfacelD>

AVB—TITAADEF,. AVE—TITAADBEBEDZETT, BIAIE. ethoDA >
RA—2JxARXIDIX0 TY,

3.9.2 A3 —D A ABEHMDOEE
AVB—T A RADINTGA—ZE, ULTFTOAIY RKTERETEET,
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https://<LoadMasterIPAddress>/access/modiface?<parameter>=<value>

1EIOFEVHELIZDE 1 DDINTGA—ZDHERTEEST, D/

FA—BRFLUTOIEFTFzvIENFET,

Name Type Description BN
addr S P7KLR CDAVA—TTARDAVA—FY
b7 FLRZRELET,
mtu | MTU H 4 X DA EA—T A AMbEEIND
&iFH: 512-9216 =Yy T L—LDERKRY A X%
ZTRLET,
hacheck B HA D H
gwiface B DA VB—T A RET
TH#IET—Froxza4&L
THERATS
bondmode I 1 = active-backup
4 =802.3ad
partner S IN—FF—ToDIPT R
LR (HA D#H)
shared S HEZ7RFLRADIP7KRLRA
(HA D)
adminwuienable B AT avik,
"multihomedwui"/\ 5 A —4
Myes ITREFESNATLD E
EDHyes IZTEDH, D
av Y RIZoWTlEEs ¥
3> 3.152 5
geotraffic B GEO DL ARUAE LU
PIXMAIZ. SDA4245
— A REFERTLINE
IMERELET,

318G A VE—T A ARINTA—2DEE
3.9.3 ‘M7 FLAR
EBM7 FLRIX, UTFOARYKFTA VA3 —T 4 RIZEBMTEET,

https://<LoadMasterlPAddress>/access/addadditional?interface=<InterfacelD>&IPAddress=<Additional
AdressIP/prefix>

EM7 FLRIE, ULTFTOAYRUKRTAUE—T A AMLHEIBRTEET,

https://<LoadMasterIPAddress>/access/deladditional?interface=<InterfacelD>&IPAddress=<Additional
AdressIP/prefix>
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3.9.4 ROTFATA4203—T 4R
RoTAUTA 03— A RIF, UTODAXY FTHERTEET,
https://<LoadMasterlPAddress>/access/createbond?interface=<InterfacelD>

AB—T A RIFE ULTFTOATRY RTHRUTFAUTAUE—T A ADSHEIBRTEE
¥,

https://<LoadMasterlPAddress>/access/unbond?interface=<InterfacelD>

AVB=TIARF, UTFRARY FTRUTA T4 03 —T A RCEBMTEF
ERS

https://<LoadMasterlPAddress>/access/addbond?interface=<InterfacelD>&bond=<BondID>

BondID [£. WUI DA A > A =a2—0 Interfaces 4 > a VIZBIFTEHRUT 4 V9 EET
3, HZIX. bnd2 [LfE 2 D BondID Z¥EHFET,

3.9.5 VLANs

RoTa271& UWTOaTY FTHIBRTEEY,
https://<LoadMasterlPAddress>/access/delbond?interface=<InterfacelD>
FLOVIAN [E, UTFOITU RTA U2 —T oA RITEBMTEFET,

https://<LoadMasterlPAddress>/access/addvlan?interface=<InterfacelD>&vlanid=<ID>

VIAN (X, UTFTDAXYRTA U A—T A AMNGHEIBRTEET,
https://<LoadMasterlPAddress>/access/delvlan?interface=<InterfacelD>&vlanid=<ID>
3.10 HA—7JL DNs BE

get BEUset AV FTEETES0—HJ/LDNS BEEED/NAT A —Z DFMIZDLY
TlE, #3-19FSHBLTLIEELY,

Name Type BEBINEER
Hostname S A—AILILUDRAMEERELET,
halhostname S
ha2hostname S
namserver A A—KFYRRA—THA—AHILIZRRIERT 516

D DONSH—/IN—DIPF7 FLXR
searchlist S DNS R—LH—/IN\—A~ADY I TR FDKEEIZE
MEdEALVBFRELET,
3% 3-19:0—HJL DNS D/NS A—4

3.11  JL—MEH
EMIL— KK, LTOaT Y FTEMELIFHIBRTEET,

K A—FIYREZ—21)—X YY—R/—F (Ver7.1-22)
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https://<LoadMasterIPAddress>/access/addroute?dest=<DestIPAddress>&gateway=<GatewaylPAddres
s>

https://<LoadMasterlPAddress>/access/delroute?dest=<DestIPAddress>

get BEUset AV FTEETESIIL— FEEEED/INSA—2DHEMIZDOLTIX, &
3-:20 %L TL a0y,

Name Type Default B ANTEER
dfltgw A (IPv4) <unset> A3 =3y FEDEKIZFERT 5 IPv4
TIANLMMT— b4 ZEELET,

dfltgwvb A (IPv6) <unset>
5 3-20: )L— FEED/IAFT A —4

3.12 TOE/AYR b

TOEREEIR b (ACL) AT FTIE. ACLDFA /A 7D Y &

2L, BENSA—IDEELSLIUVIRBEETTEET, REY—

EXIP7RLADIEELR LTACLITY REETTRE, 40—

JLACLIZR LTEITEINET, REY—EXIP7 FLAMNEESL

TWAIEE., COATY FIIBEEDRBEY—EXD ACLIZR LTD
HETINFET,

‘All Permissions’ DIER FHE D1 —HF—DAHA S/ O—/\)LaT > FEE
TTEET,

‘All Permissions’ # & U “Virtual Service’ DHER ZHF > —H—(F. K
BH—EREHOOTY FEERITTEET,

ERMLET S VI /RT4 MR FDORTE:

https://<LoadMasterlPAddress>/access/aclcontrol?list=<ListType>

)R FDIEE
black (75 v%)
white (R4 k)
£32:79€RAY R MDEE

EERMLETS VI /RITA MR MAD (FREEENBETSVI/RTA )X A D
D) 7 KL ZADENM/HIBR:

https://<LoadMasterlPAddress>/access/aclcontrol?add=<ListType>&addr=<IPAddress/CIDR>

https://<LoadMasterlPAddress>/access/aclcontrol?del=<ListType>&addr=<IPAddress/CIDR>
HEDREBY—EXICEAT SIS v Y /RI74 )X FDOERT:
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https://<LoadMasterIPAddress>/access/aclcontrol?listvs=<ListType>&vsip=<VirtualServerlPAddress>&v
sprot=<VirtualServerProtocol>&vsport=<VirtualServerPort>

REY—"—nForal
tcp
udp

5 3-22: (REY—/—DFA N

CORABEE SN TULVEWNMES., PATLIIHRBDT 74U ME
(/32) ZEALET,

REY—EXDT I VI /RITA MR MAD (FRETZ9I/RTA4 R)RX DD
D) 7 KL ZADENM/HIBR:

https://<LoadMasterIPAddress>/access/aclcontrol?addvs=<ListType>&vsip=<VirtualServerlPAddress>&
vsprot=<VirtualServerProtocol>&vsport=<VirtualServerPort>&addr=<IPAddressToAdd/CIDR>

https://<LoadMasterIPAddress>/access/aclcontrol?delvs=<ListType>&vsip=<VirtualServerlPAddress>&v
sprot=<VirtualServerProtocol>&vsport=<VirtualServerPort>&addr=<IPAddressToRemove/CIDR>

BEATI VI VR MLEICHEEE, ZTOEENFOY TELEI DY FEahfnE
IIDFIVY:

https://<LoadMasterlPAddress>/access/aclcontrol?isdrop

TS99 URLIV MO RO Y TOEE:
https://<LoadMasterlPAddress>/access/aclcontrol?drop=1

TS99 URLIV MO RO Y TOEMDE:
https://<LoadMasterlPAddress>/access/aclcontrol?drop=0

BEATI VI VR MLEICHDEE, TOBENTOVIENENEIADF VY
https://<LoadMasterIPAddress>/access/aclcontrol?isifblock

TS99 YR MIOMIDOTAYIDEEL:
https://<LoadMasterIPAddress>/access/aclcontrol?ifblock=1

TI9 9 YR MIDOTAY Y OEMIEL:

https://<LoadMasterlPAddress>/access/aclcontrol?ifblock=0
313 Y ATLEHE
BHEODIVRTLEEBARARY L, RESTIUlAPI TEEBTEEY,
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3.13.1 SAE U RADEH

license AV FZEFTITSHIET, O—KIRI—DISA UV REEBHTEET, 2D
a2 RIZE, WSO DEFERAELAHY EFT, =& ZIL. Linux TCURL AT > F&(#E
A3 558. UTOLSIZHYFET,

curl =X POST —data-binary “@Ilicense.txt” —k https://<LoadMasterIPAddress>/access/license

CDATUKRIF, G4 RBERZED licensetxt EWSBHIDTIXFANI7AILEY
ATLDALY T4 LY MYIZ7yTAO—KLET, license.txt ZRIDBFATIZETFEL
-WEEIE, ATV RFIZTEONRRFHEELTLIEE0,

TOEAF—IF. LTOaIT Y FTRBTEET,

https://<LoadMasterlPAddress>/access/accesskey?

3.13.2 Y RATFLOEIRE
A—RYRXRA2—IE, UTOIAXYRTOY Y MO VERIIBREETEEY,
https://<LoadMasterlPAddress>/access/shutdown?

https://<LoadMasterlPAddress>/access/reboot?

3133 VY272 bh9z7OEH

installpatch AT > R&ETTHIET,. A—RIRFZ—DY I LD T7EH LU=
AVIZT7 YT L—FTEEY,

DAy RIZIE. WSO DERAENHY ET, XL, Linuxk TCURLaAIT U KR
FHEATHEEIE. UTOLSITHY FET,

curl =X POST -—data-binary “@<LM Patch File>” -k https://<LoadMasterlPAddress>/access/installpatch
CDcURLAT Y FIE. /8y F (<LM Patch File>) 2 AT LIZA VA M—ILLET,
Ty 7A—RT 53774 INIEEMNENNYF I 7A4ILTRITAIEEY

FHA, WU ICTI 74 ILDMEREL I LMEE., TR T 74 ILIX
RESTful APl A< > FTHHEEEL EH A,

A—FYR2—QUAIDN—23 DI 7—L7zT7IE UTOIY FTERTER
ER

https://<LoadMasterIPAddress>/access/restorepatch

EENRZEZRMRT BICE, YL UEBEHTILEADHYET,

3134 NwIOT7vT/ER
A—RYRFZ—DOFREIF. UTOATURTNAY I 7 YRBRT BICIETEIEETE
£9,
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https://<LoadMasterIPAddress>/access/backup

https://<LoadMasterIPAddress>/access/restore?type=<1,2 or3>
type (L 1~3 DEHREZLVET,

Name Type Range Description
type Integer 1-3 1=A—KFIRE—DEKREE
2=VS DERTE
3=GGeo MERTE
£32: 1V ITVTDINZA—4

LoadMaster DEXREFEITT AE=HD cURLAT Y FOBIZLUTIZRLET,

curl -X POST --data-binary "@<Path To Backup File>" -k
https://<LoadMasterlPAddress>/access/restore?type=<1, 2 or 3>

3.13.4.1 Automated Backups

Parameters relating to automated backups that can be managed using get and set commands
are detailed in & 3-24. Refer to Section 2.3 for the get and set commands.

Name Type Default Range JB HNEER
backupday Integer  Daily 07 BEINYITvITEMERICETT HH
(FEXEAETT S ZHEELFE
e
backupenable Boolean N BEERNY I 7y T2/ LET
(FTP #2H)
backuphost String JE—FKRRX b+
backuphour Integer 0 0-23 B&y\vo 7y TETEZ (H)
backupminute Integer 0 0-59 BB \vH 7 v ITE2TEL (&)
backuppassword String JE— b1 —HF—D/XRAT—FK
backuppath String JE—FNRBZEEELET,
backupuser String JE—hra1—HY—FZEEELET,

3R 3-24: Backup Parameters

3.13.5 Hft/BZl

get BEUset AV FTEBTETSHMEBZD/NSA—2DFMIZDONTIX, &
325 ZBBLTLEEL, get B&LUset AT RIZDOWTIEEY Va3V 2458 BLT

{fZ&ly,
Name Type
ntphost S
time |
timezone S
% 3-25: B{1/BE%
K A—FIYREZ—21)—X YY—R/—F (Ver7.1-22)
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RESTfUlAPI Y Y F#FERA L CHZZHRET S LIEITEEFEA,

3.14 aAJdx7vay

3.14.1 Debug Options

get 5EUset AV FTEEBTESTN\Y I AT a UBEED/NTA—2DOFMIZDLY
TlE., TEEDRZSHLTLESIL, get B&EUset AT FIZTDOWTIEFEY V3> 24
#SHBLTLESLY,

Name Type
irgbalance B
linearesplogs

B

netconsole A

netconsoleinterface I
£3-26: TNV ITF T ay

3.14.2 SyslogAF>av

get BEUset AV FTEETES SyslogA TS a3 VEAED/NAT A —2DEMIZDOULNT
X, &327FSHBL TS, get B&XUset AT FIZTDOWTEEIVav24 %
SHBLTLESL,

Name Type

syslogcritical A

syslogemergency

syslogerror

sysloginfo

syslognotice

> > > > >

syslogwarn
5 3-27:Syslog & T3>

3.143 SNMP# 7 3>

get BEUset AV FTEETESSNMP O A T 3 VEED/INS A —2DEMIZD
WTIX, &3-28ZFSHL TS, get 8L U set a7 FIZDWWTIEEY P arv 24
#SBLTLEEL,

Name Type
snmpcommunity S
snmpcontact S
snmpenable B
snmptrapenable B
snmpvilsink A
snmpv2sink A
K A—FIYREZ—21)—X YY—R/—F (Ver7.1-22)
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Name Type
snmplocation S
snmpclient S

& 3-28:SNMP A4S A T3y
3.144 E*—)ILDA T3y

get BLUset AV RTEETZS Email AT A TS a VEED/NS A —2 DFHMIZD
WTIE, &3-29%FSBLTLEEWL, get 5XLUset ATV FIZDOWTIEEIS 3> 24
FSBLTLESL,

Name Type Range FENTEER
emailcritical

(%]

emaildomain

emailemergency

emailenable

emailerror

emailinfo

emailnotice

emailpassword
emailport
emailserver

0-65535

- n —Tunun unun o unun n

0-3 0 =None
1 = STARTTLS, if available
2 = STARTTLS
3 =SSL/TLS

emailssimode

emailuser

emailwarn

% 3-29: Email A F T3y

3.15 FOfOA T3>

3.15.1 3.15.1 WUI &€

get 5&Uset AV FTEETED WUI REBHEDNTA—2DFEMIZOLNTIE, &
330 2B LTLFEEL, get B&LUset ATV RIZDWWTIEEY2 23V 24 %288BLT

QAN
Name Type Range B ANTEER
hoverhelp B
motd S &K 5,000 XF
sessioncontrol B
sessionidletime I 60-86400 B 7
sessionmaxfailattempts I 1-999
K A—FIREZ—2 =X YYy—R/—F (Ver7.1-22)
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Name Type Range iﬁﬂﬂ'l'ﬁ_ﬁ
wuidisplaylines I 10-100 1 DOMEHERR—P TERR
ARER R RITHZERELE
ERE

&K 3-30: WUI ERTEED /NS A —4

DL S(T"set"a 7 2 FZEE L T Message Of The Day (MOTD)

#HEET HHE. mA5000 XLFEFTAANTEET, 5000 XFZFiE

Z5MOTD #FANLEWMEEIK., TL—0TFX KT MOTD %

REL. TEEOaY 2 FIZTKEMP A— KXY X4 —[Z% D MOTD %
RRAFLTLESLY,

curl —d @<filename> -k
https://bal:<BalPassword>@<IPAddress>/access/setmotd

3.15.2 JE—F70tR

get BEUset Aav U FTEEBTELIE— MO ERXBEEDNTA—FOHM=DONT
. ’331FSHELTLIEIL, get 8L Uset AT FIZDOWWTIEEIPav24 %
SHELTLEEL,

Name Type Range BEINEER
admingw

>

enableapi

geoclients
geosshport
sshaccess

3-65530

sshiface

sshport 3-65530

sshvlprot

wuiaccess

wuiiface

— |- - B — > @

FI74I MEIE
443

wuiport

geopartners A

multihomedwui B
K33 VE—FTFIOERRDING A—4
3.153 WUIDBRIESLUEREAF T ay

get BEUVset ATV FTEETED WUl DRIH L UVERRBA TS 3 VBEED/INS A—
BFDEMZDONTIE, X3-32FZSHBLTLEIL, get BEUset a7 FIZDLTIE
oL av24FSBLTLIESL,

K A—FIYREZ—21)—X YY—R/—F (Ver7.1-22)
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Name Type Range B hNiEER
Idapbackupserver A
Idapsecurity I 0 = Not Encrypted
1 =StartTLS
2 = LDAPS
Idapserver A
Idaprevalidateinterval B
radiusbackupport I 3-65535
radiusbackupsecret S
radiusbackupserver A
radiusport I 3-65535
radiusrevalidateinterval I 10-86400 FOEA (L
radiussecret S
radiusserver A
sessionlocalauth B
I

sessionauthmode

fE(%%& 3-33 TiibA

£ 332: WUl DRSS L UVERBA T ay

5 3-33 [L. sessionauthmode /35 A —Z (25 x S t-{EIZi L TEIREN S, Radius.
LDAP, B&XUBA—HhILA—HF—DF T 3 VIZDOWTHBALTWET,

Radius LDAP A—AlL

E FOal A FDEE E FDEE

7 No No No No No
263 Yes No No Yes Yes
775 Yes Yes No Yes Yes
23 No No Yes Yes Yes
22 No No Yes No Yes
788 Yes Yes Yes No No
790 Yes Yes Yes No Yes
791 Yes Yes Yes Yes Yes
789 Yes Yes Yes Yes No
773 Yes Yes No Yes No
262 Yes No No No Yes
774 Yes Yes No No Yes
772 Yes Yes No No No
278 Yes No Yes No No
279 Yes No Yes Yes Yes

5% 3-33: sessionauthmode MD{E

K

A—FIREZ—21)—X
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E

get BEUset AV FTEBTES L7TEEDNSA—2DEMIZDOLNTIE, &334 %
BRBLTLES, get B&Uset AT RIZDOWTIEEZSav24528BLTLES

3.154 L7

gil_:

Ly,
Name Type Range Bl
addcookieport B
addvia B
alwayspersist S 0=HTTP/1.1 EHD CDINSGA—R—
BPUDYY IR+ (X no & yes LEH
2% L TDH/IN— HIEE LTRIF
VAT UREFT [tT£9J, no & yes
v FEhZEho &1
1=2TOYY IR [ZXIE LET S

MZxtLT/N—2
ARTUREFTY
9
2=EHENEDTH
S2THN—LRT

VADETDER
= RF
closeonerror B
dropatdrainend B
droponfail B
expect100 | 0-2 0 = RFC #EH#L
1="#I[Z Expect-100
2 = Continue-100 % 1R
rfcconform B
rsarelocal B
localbind B
transparent B
slowstart | 0-600
addforwardheader I 0-2 0=X-9 247> kA
~
1=X-AT—T427
=hd
2=77L
logsplitinterval I 1-100 T4 MMEIKX10 T
To CDINTA—EN
FET 5DI(E.
LoadMasters [Z Log
Insight 7 KA /8w 9
NEENTWBEEIC
RESNFET,
K A—FIYREZ—21)—X YY—R/—F (Ver7.1-22)
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+*®3-34: L7THTE
3155 Ry bko7—9F T3y

get 5EUset AaVY FTEETERRY NIT—9F T aVBEED/NTA—2DFMIZ
DWTIE, 335 FSHBL TS, get 8K Uset AT FIZDOWTIFEY2 D3y
24 F#SHBLTLEELY,

Name Type Range B ANTEER
snat B

allowupload

conntimeout 0-86400 FEAL

keepalive

multigw

nonlocalrs

onlydefaultroutes

resetclose

subnetorigin

subnetoriginating

[seAiveRiNveRiveRiocRiov R ve iR R ve]

tcptimestamp

routefilter B
£335: Ry FI—HFTFay

3156 7FFU4H5— 327202 IV K (AFE) DORE
BABEHNTA—2(F, UTOOAT RTEHFTEES,
https://<LoadMasterIPAddress>/access/updatedetect

DAy RIZIE. WO DERAENHY ET, f-EXIE, Linuxk TCURLaAIT U KR
#EARATHEEE. UTOLSIZHYET,

curl =X POST -—data-binary “@<Detection Rules File>” —k
https://<LoadMasterIPAddress>/access/updatedetect

CDaTY RIE. HLLVMEHIL—IL (<Detection Rules File>) Z AT LIZA VR F—)L
LEY,

T7ANEEFIE, FY v PadEZNDT7AIVLEFOYRX MMSUTOAIYY KT
BMEIZBIBFRTEES,

https://<LoadMasterlPAddress>/access/addnocache?param=<FileExtension>
https://<LoadMasterIPAddress>/access/delnocache?param=<FileExtension>
<FileExtension>3F 5[, ""THROIDELAHY T,

274 IWHEFIE. ERRAEZND T 7 A IIEERFO) X AL UTOIOT Y FTEME
f-I3BIBRTEZET,

https://<LoadMasterIPAddress>/access/addnocompress?param=<FileExtension>

K A—FIYREZ—21)—X YY—R/—F (Ver7.1-22)
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https://<LoadMasterIPAddress>/access/delnocompress?param=<FileExtension>

<FileExtension>3F 5[, ""THROIDELAHY FT,

get 5L Uset AT FTEETE D AFE REBED/NATA—FDFMIZDOLTIE, &K
336 8B LTLEE, get B&Uset ATV RIZDOWTIEEY2 23 v 24 588BLT

{fZ&ly,
Name Type Range
cachesize I 1-409
hostcache B yes/no
paranoia I 0 =Low
1 = Default
2 = High
3 = Paranoid
limitinput I 0-100000

3% 3-36: AFE SRSE/NS A —4
3.15.7 HA &I

A— K<Y XA —forAzure ZEHT A ZEIERDEI a3V ESHEL
TLZELY,

get BEUset AV FTEETEDHANS A—SBED/NATA—2DEFEMZDOULT
(X, ®337FSBL TSI, get BEUset a7 RIZDOWTIFEYVav24 %
SHELTLEEL,

Name Type Range
haif I
hainitial B
haprefered I o0=f@%KRAXFGL
1=R¥ID HA &8
v
2=2FBHDHA 2&
5%
hastyle B 0=LAHY—nN—F
E—Fk
1=carp
hatimeout I 1=3#
2=6
3=9%
4=12
5=15#
havhid I 1-255
K A—FIYREZ—21)—X YY—R/—F (Ver7.1-22)
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Name Type Range
hawait I 0-200
mcast I
vmac B
Tcpfailover B
cookieupdate B
finalpersist | 0, 60-86400
hamode I 0=HAE—F#7
1=HA1E—F
2=HA2 E—F
hacheck B

R 337:HAD/INNT A—4&

HAE—RZZE LT T, EHA L HAZEIUEDY FHA,

DRATLEREICUYEBEZ BICIE, /\—FF—EEE P (VIP) D7

FLRAZHRTEL THEEET 2ULENHY EI, RESTIUlAPI ZfERH L

THAZRETDHEICONTIE. 2323158 #5BL TL
2y,

hastyle £ 7=[d& hamode DZEEABRZ AT HICIEIHBEHT HILE
n"HYFET,

3.15.8 Azure ) HA /I\T A —4

DAY RIEa— K<Y XA —for Azure [COHERLET,

Azure D HA E— K&, L TFTOaAY Y RTEHRETEET,
https://<LoadMasterIPAddress>/access/azurehamode?hamode=<master/slave/single>
Azure D HA NS A—A X, LTFTDOAT Y RTEHRETEET,

https://<LoadMasterIPAddress>/access/azurehaparam?partner=<PartnerHostNameOrIPAddress>&
hcp=<HealthCheckPort>

Azure D HA NS A —AR[F, UTDaAT Y FTHREBTEET,

https://<LoadMasterIPAddress>/access/getazurehaparams?

3.16  RESTful API [Z& % HA DERSE

UT®D2 20+t >3 TIlE, RESTIUIAPI ZFERA L TEFENOO—KFIYRA2—F LU O0—
KT AR —forAzure [CHA ZRETAHEIZDODNT, RAFYITNA ATy TTHBALFE
9.

K A—FIYREZ—21)—X YY—R/—F (Ver7.1-22)
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3.16.1 RESTful APl ZH AL CEENDO— KT XA —IZHA ZE88FT S

RESTful APl ZFHAL CTEENDO—FIYRA—IZHAZEZETADICRLELZaOTY FHl%E
UTFIZRLET,

1. 31 Z HALICERTET 5:
https://192.168.1.1/access/set?param=hamode&value=1

2. HAL ZBESHT 5:
https://192.168.1.1/access/reboot?

3. HALD/S—FF—DF7 FLR (HA2 D7 KL R) #BET S
https://192.168.1.1/access/modiface?interface=0&PartnerlPAddress=192.168.1.2

4, HARTIZHBDIP 7 FLRZEHRET 5:
https://192.168.1.1/access/modiface?interface=0&SharedIPAddress=192.168.1.10

5. HR2 2t AU HVICERET %:
https://192.168.1.2/access/set?param=hamode&value=2

6. HA2 ZBIEET 5:
https://192.168.1.2/access/reboot?

7. HR2 D/IA—FF—D7 FLR (HALDT7 KL R) ZRET :
https://192.168.1.2/access/modiface?interface=0&partner=192.168.1.1

8. HARTIZHBEDIP 7 FLREHRET 5:

https://192.168.1.2/access/modiface?interface=0&shared=192.168.1.10

LoadMaster Tl&. reboot L ED AT Y KMATET T A ETH I MMNY
9, NIBEEERT AL, reboot AT KDFZITEYTEEELZ A
NEESFBELTLEELY,

HA ZHIBR T AIZIZFLLTOaT Y FEFEALEY,
1. JEHAIZERTET %:

https://192.168.1.1/access/set?param=hamode&value=0

2. BEENT S:

https://192.168.1.1/access/reboot?

K A—FIYREZ—21)—X YY—R/—F (Ver7.1-22)
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3.16.2  RESTful APl ZfEfA L TA— K<Y X4 —for Azure [Z HA 289 %

RESTful APl Z L TA— K<Y XA —for Azure IZ HA 2R ET ADITHELZ AT Y FHI
#LUTICRLET,
1. YRAA—A=y FETRA—HA E—FIZERET 5:
https://192.168.1.1/access/azurehamode?hamode=master
2. YRA—DHANTG A= (IR"—+rF—TF FLRABLUANILAF T Yy I R—F)
https://192.168.1.1/access/azurehaparam?partner=192.168.1.2&hcp=8444
3. Ab—TJaA=y r2AL—THAE—FRIZRET 5:
https://192.168.1.2/access/azurehamode?hamode=slave
4. AL—=TDHANG A= ("= b F—TF FLRABLUANILRAF Ty I HR—F)
EERET S
https://192.168.1.2/access/azurehaparam?partner=192.168.1.1&hcp=8444

HA ZHIBR I ZICIZLLTOaA<T Y REFEALEY,
https://192.168.1.1/access/azurehamode?hamode=single

https://192.168.1.2/access/azurehamode?hamode=single

K A—FIYREZ—21)—X YY—R/—F (Ver7.1-22)
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4 O—RK<IRXY—RESTFul API DR 1) 7 X

A— FY XA —RESTAul APl (&, 2—H—3{ LE7 TV — 3o —RIRZ—~
BEET7IERTEIDEHIT-HD, BBORY) T ETTIr— a3 vDEAEDHE
MMERTEETY,

TECIE. cURL (aLinux command line tool for transferring data with URL syntax) Z{#ERA L T
XML 7 7 A LI & BEREMBT 50DV T & xpath (#D Linux Y —JL) ZiEft
THEED—HITT,

CURLD A w9 RAIEXTETY,

curl -o <output XML> -k -silent -u <user>:<Password> <URL>

A—HY—ZFLEFNRNRAT—FIZAR—ZANREFTNZBEIL,
"<user">:"<password>"M & 52, <user>&<password>F _E5|BAFT
BATLEEELY,

o RV Y—VICRTRIEIRDYIZHEI7MILAEREZLASEFET,
o <output XML>:A— RIRA—ME5DXMLEDZSES 774 ILE,

o kA—KRIRA—LDSSLIBAZZEHALET,

o silent: RV ) —UADRTESEEHA,

o wTFEROAJTA UEREZFALET,

o <user>: 1—H—4,

e <Password>:/\RX T — |,

e <URLXIET DV T,

Xpath D 2B VI RIETFETY,

xpath -q -e <XML path> <XML file>
o qET—AADHEHATZ. SEBREIA IV FSEFET,
o XMLpath> : £T—R2FRDITBH=HD XML R 59 F v DRNEB/SRIBE,
o <XMLfile> : fE#T9 % XML 7 7 1 ILDIETE,

XML DEXEMICEYVEBREICHASA T2 ZHRT 580 YIZ, UTOXSIZLT
ZTOHNZEHRITRATEEY,

var="expr xpath -q -e <XML path> <XML file>"

CURLI Y > RTIX, HTTPPOST A VY RZEFERALTNAFA =R ZEEFET, ik, N
FA—EMNURLICTESNGL O, KUKRELAETT,

DAYy FERAW:-zget AT FELUset AT FOFZELUTICRLET,

curl --data "param=motd" -k

https://<user>: <password>@<LoadMasterlPAddress>/access/get

K A—FIYREZ—21)—X YY—R/—F (Ver7.1-22)
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curl --data "param=motd&value=<value>" —k https://
<user>:<password>@<LoadMasterlPAddress>/access/set

CURLZFEALTOTEDORY YT, #HLWMREY—EX%EEBMT S ) %0—F
TARAA—~NEDEDTY, xpath ZFEATHEITEY, A—FITRAZ—HAURZEL TK

HRBY—EXDHMZEL XML &Y ZDHREY—EXI

ARERBTLET,

curl -o "response.xml" -k -silent -u bal:1fourall

IRESNTWARTYa1—)L

https://10.0.2.193/access/addvs?vs=10.0.2.194&port=80&prot=tcp&"

var=“expr xpath -q -e "Response/Success/Data/Schedule/text("
response.xml”

TROXML 7 7AI)LIE, ZOHICO— IR —NRET HEES—EXDFHRDHIT

j—o

<Response stat="200" code="ok">

<Success>
<Data>

<VSAddress>10.0.2.194</VSAddress>
<VSPort>80</VSPort>
<Enable>Y</Enable>
<SSLReverse>N</SSLReverse>
<Transactionlimit>0</Transactionlimit>
<Transparent>Y</Transparent>
<Serverlnit>0</Serverlnit>
<Idletime>0</Idletime>
<Cache>N</Cache>
<Compress>N</Compress>
<Verify>0</Verify>
<UseforSnat>N</UseforSnat>
<ForcelL7>Y</Forcel7>
<ClientCert>0</ClientCert>
<CheckUsel.1>N</CheckUsel.1>
<CheckUseGet>N</CheckUseGet>
<VStype>http</VStype>
<Protocol>tcp</Protocol>
<Schedule>rr</Schedule>
<CheckType>http</CheckType>
<NumberOfRSs>0</NumberOfRSs>

</Data>
</Success>

</Response>

K
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LEEDHITIX. response.xml ZHEILfEHT L. "Response/Success/Data/Schedule/text()"d/\
AN T—AZFIMBLTULET, schedule DT—2 (X THD1=8. var TEIZIE 1o
RAEShFT,
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5 8FRXaAV b

BICHRESINTWEWLEY ., UTORFa A2 KX
http://www.kemptechnologies.com/documentation MBS AFTEET,

wul EREHAF
KEMP O— KFIYRX4— HGHE

SSL7O S L—La Y —ER  #EEEREA

CLl 4123 —D x4 REH
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Date Change Reason for Change Version Resp.
May 2013 Updates to document Updates as required for 1.4 DD
release 7.0-4
May 2013 Updated copyright Updated Copyright Notices 1.5 LB
section
July 2013 Major Updates Updates as required for 2.0 DD
release 7.0-6
Sep 2013 Minor update New parameter added 2.1 LB
Nov 2013 Minor changes Fixed some defects 2.2 LB
Nov 2013 Minor changes Updates as required for 2.3 DD
release 7.0-10
Jan 2014 Release updates Updates for 7.0-12 release 2.4 LB
Feb 2014 Minor update Additional information added 2.5 LB
Mar 2014 Release updates Updates for 7.0-14 release 2.6 LB
Apr 2014 Release updates Updates for 7.1-16 release 2.7 LB
May 2014 Defects resolved Fixed some defects 2.8 LB
June 2014 Minor changes Fixed some defects 2.9 LB
June 2014 Release updates Updates for 7.1-18 release 2.10 LB
July 2014 Minor changes Fixed some defects 2.11 LB
Aug 2014 Updates made Fixed some defects 2.12 LB
Aug 2014 Minor changes Fixed some defects 2.13 LB
Sep 2014 Release updates Updates for 7.1-20a release 2.14 LB
Sep 2014 Minor changes Fixed some defects 2.15 LB
Sep 2014 Minor changes Fixed some defects 2.16 LB
Oct 2014 Minor changes Fixed some defects 2.17 LB
Oct 2014 Release updates Updates for 7.1-22 release 2.18 LB
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