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<?xml version="1.0" encoding="1SO-8859-1"?>
<Response stat="200" code="ok">
<Success>
<Data>
<cachesize>
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</Data>
</Success>
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<?xml version="1.0" encoding="1S0O-8859-1"?>
<Response stat="400" code="fail">

<Error>

param:String Value missing

</Error>
</Response>
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& 2-1:Parameter Notation
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addroute VAT LADIL— DB
delroute AT LM SDEMIL— DHEIRR
updatedetect BABREIL—ILEY FOEFH
addnocache FrylamdEZNI R MADT 74 IILIREFDENM
delnocache FryaRmENIREMNLD T 7 A ILILRFDHIBR
addnocompress RN X bAD T 7 4 ILILRFDIEM

delnocompress

EFERENY X MDD T 7 A JLIRRF DHEIBR

addprerule REH—EXADIIL—ILDEM
delprerule REY—E XM SDIL—ILDHIR

addrequestrule

RAEH—EZXAD)L—ILDIEN

delrequestrule

REH—EZXMNSDIL—ILDHIE

addresponserule

REH—EZXADIL—ILDEM

delresponserule

REH—EZXNSDIL—ILDHEIE

showhealth Service Health Check /85 * — 4 DEWE
modhealth Service Health Check /NS A —S DER

showadaptive

Adaptive Health Check /85 * — 4 D EVG

modadaptive

Adaptive Health Check /X\T A —R2 DEE

showiface AVB—T A RADINT A —2 DG

modiface A=A RADINGA—FDER

addadditional AR —T A A~DEMT FLXDEN

deladditional A=A A BDEMT FLXADHEIK

createbond RoTATA08—D 4 ADERKR

unbond ROTATAVEB—DIAARDLDAVE—TTAAD
RoT 4 VTR

addbond ROTAVTAVE—T A AADA VB —T 4 ADiE
ho

delbond ROTA4oT14203—7 4 ADHIR

addvlan AR —T 4 A~DF L LY VLAN DEM

delvlan AR —=T A4 AN BDF L LY VLAN DHIBR

vsaddwafrule

REY—ERANDT TV —2320T7AT94—ILiNy
2 (AFP) JL—ILDEIY LT

vsremovewafrule

RBEH—EZXNSD AFP IL—ILDE| Y HTHERR

adddomain SSO KA A > MiENM
deldomain SSO KA A4 > DHIR

showdomain

SSO KA A VIZEHT A%

moddomain

SSO FAALVDEHR

showdomainlockedusers

SSO RAA UMb AY I T RENz2A—HF—DY X MK

iy

unlockdomainusers

SSO KAA UMb AY I T hEhfza—Y—DOyv Y1
23

K

O—KRIX4—>1—X YUy—xJ—k (Ver7.1-26)
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RESTful API

Interface Description

KEMP | *]\0adBalancer

avwvF

SR

listssoimages

SSOAM A—Tty DY R FERT

delssoimages

SSO 4 A —T v FDHIRR

ssoimages

SSOA A—T+Ey b7y FO—FK

getwafsettings

AFP ERE D FER

listwafrules AR b—=ILENTz AFP L—ILD KRR
setwafautoupdate =®RIFD AFP JL—ILOBEFHF I O— KEE®IE

enablewafautoinstall

RO AFP L—ILOEEA VX b—ILEF/E

setwafinstalltime

AFP JL—ILDA VR b—ILEZ| Z35E

downloadwafrules

BEFD AP L—IILOFFHSAHoO— K

maninstallwafrules

BEHD AFP JL—ILOFEA VX F—)L

addwafcustomrule

AR A L AFP JL—)L DB

downloadwafcustomrule

HDRBLAFP IL—)ILDE S O—FK

delwafcustomrule

BELEAREZLIL—ILT 74 IILDOHIK

addwafcustomdata

AFP W RA LT—H2 774 ILDEM

downloadwafcustomdata

AFP W RABA LT—RIT7A4 DA 20— FK

delwafcustomdata

BELEARELIL—ILT—2 T 74 ILOHIK

addfqdn FQDN D#FTHRVERL

delfqdn BE77 D FQDN D #llBk

listfqdns BX7F D FOQDN IZRH9 45D 1) R b RR
showfqdn HFED FODN [ZET S EElER R
modfqdn BX7F0 FQDN DZER

modmap FQDN A< v TE&H

delmap FQDN M 5D v THIB&

changemaploc

Ty TGN ER

addcountry FQDN ~DE D BN
removecountry FQDN A 5 D E D EIIFR
changecheckeraddr FQDN F Ty h—DT7 FLRER
listclusters BRFEDY 5 R —DeFzT~

showcluster

HEDY 5 A2 —I2BT MK

addcluster 2S5 R —DFIRENM
delcluster BEDY 5 X432 —0DHIK
modcluster BEDY SREI—DER

clustchangeloc

D3R —DIZFDEE

listparams GEO DEFEINTA—F—D ) R FFKRR

modparams GEO DRFE/INTA—R—DEH

locdataupdate Ay—23vT—42774)LDF7yTA—FK

listips IP EEFLEREED-HDIP 7T FLREY DX FER
showip IP EFEEREEDI-ODHEEDIP7 FLAEY FDERTR
addip P EHELEIREEAD IP 7 F L RIEM

delip P EFEIREEMNSD IP 7 F L XHIER

modiploc IP S RIREEIZE (57 FLADIGFTOZER

K

Copyright © 2002 - 2015 KEMP Technologies, Inc. All Rights Reserved.
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RESTful API

Interface Description

KEMP | *1Load Balancer

avwvF

SR

deliploc

IP OB R IR (T D7 R LADBAOHEIR

addipcountry

IP7 FLAANDEZEY B THEM

removeipcountry

IP7 RLAANDOEE|Y X TOHIR

addcustomlocation

GEODARAZALO— 32 NDEM

isgeoenabled

GEO MAMIME S IhDF vy

enablegeo GEO HEEED AL
disablegeo GEO #EED EXh1E
aclcontrol JA—NLWETZvI/RTA IR DY) R KRR

downloadwafauditlog

AFPEEEOT DA oO—F

setmotd Message of the Day (MOTD) MDEXTE

azurehamode Azure IRIZIZH TS HA E— FDOEHE

azurehaparam Azure IRBIZCE T A HANS A —E —DZERE

getazurehaparams Azure IREB(ZH TS Azure HA INT A —BZ —D KRR

listaddon A—RIRARA—ICA VA P=ILENTWVWBT7 AN R
bR

addaddon FR7 A 07y 70— RERZBE7 AV OFEH

deladdon A—FIRXZ—DoDT FF 2Ry r—2 DHEIBR

setrsaconfig RSAERBZEIR—OF¥—DHREIT7AILDOT Yy TA—FK

setrsanodesecret RSA/—FRDWMEZEI7AILDT vy TA—FK

showhsm HSM ERED 1) R MR

hsmconfig HSM D E&TE

hsmuploadca

HSM A& O— K&Ehi-CcCASFRAZD 7 v JA— K

hsmclientcert

HSM IZ7 vy 7Aa—K3530—h)ILYSAT7Y NEBBZEDAE
|52

uploadtemplate

A—KIRAZ—A~ADTFUTL—FrIT7A4ILDT7yvTA—F

listtemplates

HEA VA F=ILENTWBTUTL—FDY R MRE

deltemplates

{BEL-TUTL— OHIR

FTARTOARYRIE, FENH-TIIBEY FEHA, HIAIE, REY—EX (vS) BEHE®D
FARTODATY FIZEWTIX, FEED L SIZ VS [E'vs=<ipaddr>’ D 7+ —< Y L TVIP 7

£3-1:aTUF

FLRZEET DRENHYFT.

https://<LoadMasterIPAddress>/access/showvs?vs=10.0.0.10&port=80&prot=tcp

VS EDHETE RS ZIEET HIH5EIE. TED &K 51T rs=<ipaddress>’D 7+ —<T v FZEY

F9,

https://<LoadMasterIPAddress>/access/showrs?vs=10.0.0.10&port=80&prot=tcp&rs=99.1.1.1&rsport=8

0

3.27k— L

A—KFIYRA—DN—23IE, get AT K& version NFA—F—ZFHRALTHRET

EFEY,

K

Copyright © 2002 - 2015 KEMP Technologies, Inc. All Rights Reserved.
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in price/performance

RESTful API KEMP ‘ #9 Load Balancer

Interface Description

https://<LoadMasterIPAddress>/access/get?param=version

33REH—EX

3.3.1 {38 H— E X (vs) D il

REY—EXaT Y FOEAXABAZUTICRLETS, REY—EXEFE. PFTRLREA
DTV ADVWTNTHIEETEET, 1 0Ty IR e, BREY—EXEZRNEBTEH
TE5EHDETT, 1TV XL showvs AT FFE(Llistvs AT KTRERTEE
ERS

https://<LoadMasterlPAddress>/access/listvs
https://<LoadMasterIPAddress>/access/showvs?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>
https://<LoadMasterIPAddress>/access/showvs?vs=<index>

https://<LoadMasterIPAddress>/access/addvs?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>[&...]

https://<LoadMasterlPAddress>/access/delvs?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>

https://<LoadMasterIPAddress>/access/delvs?vs=<index>

https://<LoadMasterIPAddress>/access/modvs?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>[&...]
https://<LoadMasterIPAddress>/access/modvs?vs=<index>[&...]

‘delvs A 2 RIZTK 5 VS DREIBRMAKDI LT-HEE. OKDRAT—2RXZRLETH. £
LML VS DERERTEFHREZRLET,

‘addvs’ & ‘modvs’ DAL, A—F— (I RBEHS—ERXDIT R TOREFLEEAHET
¥, ‘modvs’lE. BAFDOREY—ERXREZZETSH5I7 2 FTTH, ‘addvs’(E. FHLILVRE
Y—ERDERETS>=HDELEDTT,

listvs AR FZEFERATHE. O—FIRI—LIZHLHETOREY—ERNRRRINE
ERS

(FHLWMREY—EXDMERENZBE. udp 7O FILTOEELUNEILZID RS UR
R7LUV—F—FRDT I+ MOEENERHINET, )

REY—EXDRAT—2ANBRENLEIC, BT HEY—/1N— RS) FHRIEBESINE

9,

AT RIZESTIE, a7 FOETHIADEBEEFHELZ->TLVS
LOARBHYFET., ZOFELABE-SNEGEWNGES, EELI-aT VR
ZETLTCHMEEIY FHA,

%< O—KIYRA—2Y—X 1JIy—R/J—F+ (Ver7.1-26)
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in price/performance

RESTful API KEMP ‘ #9 Load Balancer

Interface Description

TARTDNSGA—ENTRTOREICERATEDERFRY FHA,
NG A—ANERTESINEI ML, RETDRRICLYELELE
ERS

SubVSs

RBEH—EXDATY FIESubVS THERTEET, 7=7ZL. SubVSIZIP 7 RLRAZEH
DTUWEWZH, SubVS DA TV I REFERTIBENHY ET, Subvs DA > T
HDRAERARDBICIE listvs A7 REFERALET,

BED SubVS ICBT 55 ERTT HICIEK. ROV FEEITLET,
https://<LoadMasterIPAddress>/access/showvs?vs=<SubVSindex>

ROVWITNODATY REETTHET, Subvs ZFHRITEBMTEES,

https://<LoadMasterIPAddress>/access/modvs?vs=<VSIP>&port=<Port>&prot=<tcp/udp>&createsubvs

https://<LoadMasterIPAddress>/access/modvs?vs=<index>&createsubvs=

ROARV FERTTHET, RBEY—ERMN D Subvs ZHIRTEFT .
https://<LoadMasterIPAddress>/access/delvs?vs=<VSindex>

ROAXV FEEFTTEHIET, SubvS hoEHY—N—ZFHIBRTEET,
https://<LoadMasterIPAddress>/access/delrs?vs=<SubVSindex>&rs=%21<RSindex>
Subvs MERXTEEZEET HICE, RDIATY FERTLETS,

https://<LoadMasterlPAddress>/access/modvs?vs=<SubVSindex> [&...]
SubVS DA T v I RIFEBHIETT,

‘addvs’ & ‘modvs’' AY Y RIZRDINTG A—IHNEZRETEET,

A i b FTI2xI bk o] BIniER

Adaptive S (Read only) <unset> ZDINT A—RIHEATY EA
THY. KRRSNhDHDIE
Scheduling Method ' resource
based (adaptive) [ZERE SN TLY
SIGEICBRESINET,

K A—RKTRA2—21)—X YY—R/—k (Ver7.1-26)
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in price/performance

RESTful API KEMP ‘ #1 Load Balancer

Interface Description

Z2L: Ll i k] T2 b #i B INiEHR
AddVia | 0 = Legacy —flX. WUID Add HTTP
Operation Headers 7 1 — /)L FIZxfI L&
1=X-74+7—TF 4, HTTP Y& TR hIZBMEH
AT END BAYTEBERLET, X
2 =None ClientSide & & U'X-Forwarded-For
3 =X-Client-Side AEMENZDIE. FEFSUR

4=X-Client-Side X7 Lo —iEmIcBESNE
(No Via) 4
5 = X-Forwarded- °

For (No Via)
6 = Via Only
Cache B N 0 = Caching disabled URLD¥ v v U J#HHEL
1-Caching enabled [Z&E®HIZLET,
CertFile S <unset> AR R=ILENTULSEIAE
?D ID,
CheckType S <tcp> Default dependent on Real Server DANJILAF T v 7 IC

Virtual Service GEINZT0RaLEEEL
port.The list of values 4,

IS:

— icmp
—  https
—  http
- tep
— smtp
— nntp
- ftp
— telnet
— pop3
— imap
— rdp
— bdata
— none
CheckHost A <unset>
CheckPattern S <unset> Check Type AY http & 7= https
[CERESINTULSHZE:WUI D
Reply 200 Pattern |2t L &
o CDINTA—Z—IL, HTTP
Method %% GET F 7=[d POST [Z
BESNTNDHEEDABERAS
nFEY,
Check Type /% bdata [CERE S
TWAIGEE:RENTERET S
16 EXFIZEHEELET,
K A—RKTR4—Y1)—X JY—R/—F (Ver7.1-26)
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RESTful API KEMP ‘ #9 Load Balancer

in price/performance
Interface Description

Al b T4 i BN

CheckUrl S <unset> Check Type H° http & 1= https
[CERESNTULSES:T I+
FTIE. AVLAFzyvh—IE~
D UDFIFEIEEM E S M F H iR
TBEOIZURL/IADT IR
A FET ., CheckUrl /X5 A —
A—[ZTHD URL ZRETEZE

ER
Check Type /% bdata [ZERE SN
TW5imE:
EH—N—[TEET D 16 X
FHZEHEELES,

Ciphers S Default All supported ciphers g oy CRYIBZZ &Iz&Y .

assignment HOESEAREEBMTEE

ER

E:CDAETHEEIEAXFEM
L-5E. BEIEARXDEIY &
TURMBRLEEZESINFET, B
YL TELEBEIEARNTRT
BEENTWAZ EEHRLTKL
&Ly,
TIAILERTEIYHTLEATL
HEEIEAXDIVR L, LU
HR— SN TWWBESED
A KMZDWWTIE, SSL72€5
L—>arvy—ERX HRESRBA
#SHBL TS,

MatchLen S 0 0-8000 CDINTG A—R—[F,

CheckType /° bdata [ZERE S
TWbEEDHBEFRLET,
CheckPattern &% 9 %/\1 k
HEHBELTLESLY,

CheckUse1.1 B N N — Disabled TIAIETIE, ALRF Y
Y - Enabled H—IL HTTP/1.0 ZEA L TEY
—N—DREEFzv I LFE
T, COX T avEFHMZT
5E. KYEMLG HTTP/LA N
FRSNFET,

CheckPort | <unset> 3-65530 FrwH I BER—FTT, "—
FEHEELLZWNMGS., EY—N
—DR— rHAERINET,

K A—RKTRA2—21)—X YY—R/—k (Ver7.1-26)
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RESTful API KEMP ‘ #1 Load Balancer

in price/performance
Interface Description

£ S FIx+IIL b il BHNIER -
ClientCert I 0 0-6 0=954A7 > FitBHZENRTFE

1=954 7> FMIRAENLE
2=05AF7 Y IBHEE, A
R ROBEN
3=054F7 2 FEBAE L. SSL-
CLIENT-CERT & L T® DER D%
(+iEL

4= 54T MEREE, X-
CLIENT-CERT & L T® DER D%
(+iE L
5=954 7> FEAZE L, SSL-
CLIENT-CERT & L T® DER D%
(+iE L

6 =754 F 2 FEBAEE ., X-
CLIENT-CERT & L T®D PEM D%
(gL

Compress B N N — Disabled AT avEADIZTS
Y - Enabled L. B—FRIRZ—MDEES
NBT774ILM Gzip CEESh
F9,

Cookie S <unset> CDINTGA—Z—[F. 13— R
T > AE— FH cookie, active-
cookie, cookie-src, active-cook-
src [CERESNTWLSIEEDH
WETY, FzvI95HIv9F%
—DRBRZEANLTLIESLY,

CachePercent I 0 0-100 CDINTG A=A —[F, Fr v
DIREYDEETDOHERLE
¥, CORBY—EXTHAY
S5F vy A THORKRFERE
#HEELTLLCEEL,

DefaultGW A <unset> DS5AT72 MIREERT O
IZERAT 5. REY—EXER
DTIHINNT—FrozA %3
FLET, COINTA—R—%
HRELGWES, JOo—1\LD
TIAILET— b0z A MMER
SNFET,

Enable B Y REY—ERXDT7I T4 T1bE
IEET7O T4 71k

%< A—RKTRA2—21)—X YY—R/—k (Ver7.1-26)
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RESTful API KEMP ‘ #1 Load Balancer

in price/performance
Interface Description

Al b T4 i BN

ErrorCode [ 0 300-550 O—FrIRA—IE, EY—/\—
MNHATELRMESICHTTP T
S—a— KD TEGETH
TEET, COINTA—H—T
I>—a—FBEBEZHEELTKL
&Ly,

ErrorUrl S <unset> EH—N\—HLFAHTTEET. V7
AT MMIII—REMNREIN
f=3&&. VFALY kURL 238
ETEET,

PortFollow I <unset> 0 and 3-65530 FECDINTGA—=Z—F, N\—D
327124 [TEWTHEEMIED
EFLELE, N—P3 271
24 IO O— KT R A —TIE.
FollowVSID /AT A —A2 —%{§ [
LTAR—bro40—D0 0%
BRELTLESL,
74+0—95REY—EXD D
FHRELEFT, CDEZE 02K
EFddHE, R—r7+r0—"4
DONEMZRYET, 1 &2
FE|IGETHD=H. 740
—§ BRI H—E X H 3~65530

DEFHF >TSS L EMHEAL
TLIEEEL,

FollowVSID [ <unset> 74+ 0—F5FREY—EXD D
FHRELET,

Forcel?7 B Y (if not UDP) N - Disabled AT avEFHIZTS

Y - Enabled E. LAX¥ATIEGLL LAY T
TREH—EANEFTINFE
T, SEISFLEHRTINETE
PREIZEYET (L1 —7
DY —ERXDHIEBBIZTES
BRTE) .

Idletime I 0 0-86400 ==X ivay )
Intercept B 0 0 - Disabled ZDREY—EXD Web 77
1-Enabled r—3av 747248 —IL

(WAF) ZBX/EMZLET,

%< A—RKTRA2—21)—X YY—R/—k (Ver7.1-26)
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in price/performance

RESTful API KEMP ‘ #9 Load Balancer

Interface Description

x| it T2+ b ol ENEER
InterceptOpts S <unset> CDINTA—E—%FERT S

&, O— KT RE—WUl DR
Y—EXEFE@EIZHS WAF
Options 0 a3 DIFEAE
DNDI74—ILFEDIBEMNTAD &K
STV ET, FHIEEI L3
V3313 FSHRLTLLIZELY,

LocalBindAddrs A <unset> List of IP addresses 41l WUI ) Alternate Source
Address (TR LET, DB
BEZIEIESHIZIE. Allow
connections scaling over 64K
Connections % L7 Configuration

THERNTIRENHYET,

VStype S <port gen - Generic
dependent> http - HTTP/HTTPS
ts - Remote Terminal
tls — STARTTLS
protocols
log — Log Insight

NickName S <unset>

NRequestRules | (Read only) <unset> HTTP AYAEEY I IR ML
—ILDHERTLET,

NResponseRules | (Read only) <unset> HTTP AV AEBL ARV R
—ILOHERTLET,

NumberOfRSs | (Read only) <unset> HTTP B IRIL—ILDHEERTRL
F9,

NRules | (Read only) <unset> AVTUOVRAYTFREMGE
Z[Z Real Server [CE|IY HB TN
HIL—ILDHERTLET,

%( A—RKTRA2—21)—X YY—R/—k (Ver7.1-26)

Copyright © 2002 - 2015 KEMP Technologies, Inc. All Rights Reserved. Page 22 / 86



in price/performance

RESTful API KEMP ‘ #9 Load Balancer

Interface Description

Al b T4 i BN

Persist S none The list of relevant CG){E_,’.‘E'U'—I:‘Z'GEF?'%)/(
persistvaluesare: —LXTFUR (RT4vER
- ssl R) DEFFHRELFET,
— cookie
— active-cookie
— cookie-src
— active-cook-src
— cookie-hash
— cookie-hash-src
— url
— query-hash
—  host
— header
—  super
—  super-src
- src
— rdp
—  rdp-src
— rdp-sb
rdp-sb-src

VSPort I <unset> 3-65530 REH—EZXNDHR— k

Protocol S <unset> udp, tcp REH—EXTEAT S IO
a)b

PersistTimeout I 0 0-86400 REICESGELTALA—FTR
B—HIN—V R T U RIEHRER
B9 S0 (BEA:H)

QueryTag S <unset>
RequestRules List (Read only) RE—EXIZEIYHTDS) D
IXRMIL—ILDY R+
ResponseRules List (Read only) RE—EXIZEIY XTI IHE
JL—ILD) X
SSLReencrypt B N N — Disabled CDINTGA—R—[L, SSLT Y
Y - Enabled LS L= arvhNERDOEED
HEFZRLET,
ZDFTavEFEYTS
&, BEY—N—ITEESIN DA
[ZSSLDT—R R M) —LHE
EEESNET,
SSLReverse B N
SSLRewrite S <unset> <unset>, http, https
ReverseSNIHostname S <unset>
Rulelist List(Read only)
K A—FIREZ—21)—X YYy—X/—k (Ver7.1-26)
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Interface Description

Load Balancer

in price/performance

KEMP | *1

Al

B

TI4ILE #i

BINTEER

Schedule S

rre rr
wrr

Ic

wic

fixed

adaptive
sh
dl
sdn-adaptive

rr=round robin (T FAE
)
wrr = weighted round robin (il
ESOU FnEY)
lc = least connection (&/|MEHT)
wlc = weighted least connection
(MNEFZ/IERE)
fixed = EENE
adaptive= (1) V—A~R—2X
GERS) )
sh =source IP hash (V—X IP 7\
via)
dl = weighted
response time (JOIEL AR X
BEf)
sdn-adaptive = resource based
(SDN adaptive)

Serverlnit |

o=@E 7o kol
1=SMTP

2=SSH

3= FDMDH—/\—¥EE
4 = IMAP4

5 = MySQL

6 = POP3

SSLAcceleration B

N N - Disabled
Y - Enabled

CDREY—E X T SSLDALE
=EMIZLET,

StandbyAddr A

<unset>

thDES—N—HFETEHRL
EEFIZHERSIN S “Sorry"H—/\
—DIP7RLRAZRELET,
ZDY—N\—IZx L TIEANILR
FryllEThhELA, 2D
H—/N\—IIXEIZFIHATEE & A7
SNET,

StandbyPort I

<unset>

llsorry"-u-—[ (—0) TI-S_ l" E?E’E
LEJ,

Transparent B

Y N — Disabled
Y - Enabled

LAVY—7 ZFALTL S5

B, ZOX T avEEMCT
BE, EH—N—IZEET DHiE
WY AT b b EERT
WB&LS5ICRZAFET., F=1E,
EHEEESBICT S L LR
T. TDH/E. EY—nN\—~D
BEHREO—FIX2—HNB6ET
WBKSIZRZAET,

K
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in price/performance
Interface Description

£ k] TI2AILE il B INTER
UseforSnat B N N — Disabled NAT EH—N—[Zx L TA—F
Y — Enabled YRAZ—ZFEALTWLSIHESE.

TIAIERTIE, A—FT R4
—DY—RIPF7TRFLABA VA
—3v hTEASNET,
AT avEEMZTS
E. REY—ERXRZFEAT S &
SERESNFEY—/N—HV—
AIPF7RLRELTEREINE
ERS
AT avhBRESINT-1E
HOREHY—ERETEYS—N
— =B LT=15E. EErR— bk
80 NDIFEHMNDA. ZDREY—
EXZYV—RAIPF7RKLARELT
FRLES,

CheckUseGet B N

o

Verify 0-7 (bitmask) Verify /N5 A —A2 —DEMIZD

WTlk, 93> 3311 %
o]

VSAddress Address REH—EZADIP7KLRA

ExtraHdrKey <unset>

ExtraHdrValue <unset>

wlunl vl s>

<unset> ZDINT A—R—[, ESP K E
MOEZDOHERLET, D
REY—EXNLTYEXAHE
HREARR FEEELTCES
LY,

AllowedHosts

AllowedDirectories S <unset> CDINT A—F—[L, ESP NE
BDELEEOABERLET, D
REY—EXANDLTYEXAHE
BIRTORETs LY MU ZE
BELTLESL,

Domain S <unset> COREY—EANEET SH
DUNYA AT (SSO) R A
A4

Logoff S <unset> ZDINTA—F—I[L, ESP IV E
MMNDUSA T REREEE—F
I+ —LA—RIZHEINT
WaHEEDHERLET, A—
FRRE—AOTT7I AR
FERET HDIZHERT HXF
FIEIEFE L TLZELY,

%< A—RKTRA2—21)—X YY—R/—k (Ver7.1-26)
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KEMP | *]\0adBalancer

Al

B

TI4ILE

i B

BINTEER

ESPLogs

7

Integer 0-7

0=0% &aesk LA
1=21—HY—7I+tX
2=tFaT4
c1—H—FUEREEFIYT
«

4 = ¥R
5=1—H—T7 IR EER
6=tFxal)Tq LER
7=2—H—F7U€X, %2
T4, EfR
FESMTP H—ERXDIFE. 0 &
4 DHEFNTT, SMTP H—E X
TlEEFXF2) 71 OEBITEIC
SRS hET, OJarEank
W=, 2 —5—T7 U XI5
REhFEEA,

SMTPAllowedDomains S

<unset>

RES—ERIZEZZEEHT
TETRTORALUEREL
e

EspEnabled

N — Disabled
Y - Enabled

ITyotXal)TFa/8vY
(ESP) #REZXHZN/ENIZLF
7,

InputAuthMode

0-4

D54 F 2 REBEEE— K,
0 = Delegate to Server
1=FHAREEE

2= —L~R—2X
3=1FEMIZEMA
4=FFKRMICER

OutputAuthMode I

Dependant on
InputAuthMode
value

0-2

Y—N—EREEE—F,
0=%L

1=&REEE

2 =KCD

OutConf

<unset>

TIRINDUKSSO FAAL V£
= AN

K

Copyright © 2002 - 2015 KEMP Technologies, Inc. All Rights Reserved.
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Interface Description

KEMP | *1

Al

B

TI4ILE

i B

BINTEER

StartTLSMode

0-6

0=HTTP/HTTPS (= DI%EE% BY
EEEBIZ(%. Service Type &
HTTP/HTTPS [ZERET DWHED
HYFEY)
RYDEEZRTET HICIE.
Virtual Service Type % STARTTLS
[ZERETDIDLENHYFET,
1=SMTP (HELIHE
STARTTLS)

2=SMTP (EI[Z STARTTLS)
3=FTP

4 = IMAP

6 = POP3

ExtraPorts

<unset>

3-65530

RES—EZANY) vRAUT BB
MmR—rZEELET,

AltAddress

<unset>

IP address

COREY—EXDODRET KL
AEHEELEY,

AddVia

0-6

HTTP Ay A ZEBMLET,
0=fEEDEIE (X-Forwarded-
For)

1 = X-Forwarded-For (+ Via)
2=73 L

3 - X-ClientSide (+ Via)

4 = X-ClientSide (Via % L)

5 = X-Forwarded-For (No Via)

6 = Via Only

SingleSignOnDir

S

<unset>

MasterVS

| (Read Only)

<unset>

1-

0 — Not a parent
Virtual Service

Service

Is a parent Virtual

REH—EXMNFEREYH—ER
ThHhHAMEIM™ (1 DULED
SubVS #EFHOMESH) #RL
F9,

CreateSubVS

<unset>

CDINTA—E—%EFERT S
&, REY—EXRIZ Subvs %
ERTEET, ZDINTA—4
—XEEHBLEEA
(createsubvs & ANT 5 &
SubVS BMERLENET) o

SubVS

| (Read Only)

Non-local

B

AllowedGroups

S

<unset>

ZDREY—ERADTIER
EHuT AL —TEEELE
'a-c

Copyright © 2002 - 2015

A—FIX2—21)—X
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in price/performance

RESTful API KEMP ‘ #9 Load Balancer

Interface Description

£ Al i T4k i B INTEER
OCSPVerify B 0 —disabled 2:2::5::: (254 SERERETD o
JL (ocsP) =ERALT) V354
7 2 MEEERENBNE S hE

BMEELFET,
TLSType B Disabled if SSL 0 - disabled - S
Acceleration is 1 - enabled COF T 3 /%%#R?? &.
SSLv3 DY R— L HVEZNIZ 7R
not enabled. Y. TLS1x 70 k2 JLDHHHR
Enabled when N )
SSL - l“ éhi?—o
Acceleration is
enabled.
CheckPostData S <unset> 2047 ?C$$'Gljj CDINTG A—R—[F, HTTP
TEETo  Method A5 POST [CRE XA T LN

SIEEDAHERAINET, POST
AUy FEFERLEES. &K
2047 XFE® POST T—4HR #H—
N—ITEETEFET,

T3 2FEEF—ERD/INFA—4

IN—2 R T U RAH F cookie, active-cookie. cookie-src, active-
cook-src [CRFEL-HE. AV FTOYXT—LRLIETTHIHEMN
HYFET,

£ -

LoadMasterlPAddress>/access/modvs?vs=10.0.2.194&port=80&prot=tcp
&persist=cookie&cookie=<cookie name>&

3.3.1.1 INS X —F—DIRFE
1Verify FEY F YRR TY, Verify NTA—ZDEMLZEIILUTOELY T,

e EvYMOBABRMZAMZTAICIFCDEY FELIZLET,

o2 ODEY FEERTAHICIIEY 0 Z1ICRET HVEND
VEY,

e EvhIE BHEZEYDIY NI EINROYVITTEINERELET, 1ICEY L
THELERNAFOY TEShET,

e Ev k2 FELERDPEESHD (FELEMHTIEHAL) BEXRICHLTHIZE
HEEZDLEFIZTEINEINERELETS,

K A—RKTRA2—21)—X YY—R/—k (Ver7.1-26)
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Interface Description

3.3.1.2 T TL— FFFOREY—EXIDEM
TFUTL—rEFEALT, REY—EXDEBMEBBBEELTOICIE. ROATY KEET
LET,

https://<LoadMasterIPAddress>/access/addvs?vs=<VSIPAddress>&port=<port>&prot=<tcp/udp>&temp
late=<TemplateName>

FUTL— FEEMN/EIR/RETHIATURIZDONTIE., 99323313 %38EBLT
&L,
3.3.1.3  AFP @ InterceptOpts /N5 X —& —

AFP O InterceptOpts [X4FF5H/INTA—F —TT, CONFTA—F—%FHTSL. D
ZLDINTA—F—DEIT1DODT4—I)LETIEEL, BEDOT 4+ —IL FIZEEFHRTE
TZEET, InterceptOpts /AT A —F—%#FHATHEL. A—FIRZ—DREHY—ERE
R E @D WAF Options £ > 3 VIZHDBIFEAED T4 —ILREREETEET,

WAF ZB%ZF B[, Intercept /18NS A —Z—Z 1IZHRELET,

InterceptOpts /X5 A —4 —([ZB8ET D WUl 74 —IL FDOEZRIZLUTORIZRLET,

1D2DAYVERFT1IDO2UED 74— ILMEZFRETEZET, EXEIO0VTRYSZ
ET. 12D FTEBDEZRETEET, fi:

https://<LoadMasterlPAddress>/access/modvs?vs=<VirtualServicelPAddress>&port=<Port>&prot=<tcp
Judp>&InterceptOpts=opnormal;auditnone;reqdataenable;resdataenable;jsondisable;xmldisable

LUTORIC, HENMIEZERT H20OMEZRLET,

K A—RKTRA2—21)—X YY—R/—k (Ver7.1-26)
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Interface Description

BLWUIATLa VBT HEFRBICIERETCETEEA. R
[£. Basic Operation [Z opnormal & opblock DA FRET 5 & I&
TEZFEHA., & InterceptOpts D/NT A —43 —{E

& BETD WU T ary TIHILE Bk
opnormal Default Operation Audit Only Basic Operation % Audit Only [ZEX7E L &
ERS
opblock Default Operation Audit Only Basic Operation % Block Mode ZE%7E L &£
ERS
auditnone Audit mode No Audit  Basic Operation % No Audit [CERE L £ 9,
T—ARIFRBEINFEA,
auditrelevant  Audit mode No Audit  Audit mode % Audit Relevant [ZEX7E L &
T, ZELRNLULEDT—E2DEEINE
ES
auditall Audit mode No Audit  Audit mode # Audit All [CERE L F T, 18
H—ERABHDODITRTOT—IAMNEHRIN
F9,

BEOEETIE AuditAll =T 3 V(TR

LEEA. AuditAll [, HEDREZER

THEEDAFERAL TS,
reqdataenable  Process Request Data Disabled  Process RequestData == 7> 3 & H%IZ L

EXID

reqdatadisable  Process Request Data Disabled  Process Request Data 7= 7> 3 U #EXIZ L
F9,

resdataenable  Process Response Data  Disabled  Process Response Data -7 3 > & B %)
LE9I,

resdatadisable  Process Response Data  Disabled  Process Response Data &= 73 3 > Z# HE5f(Z
LE9I,

jsondisable Disable JSON Parser Disabled  JSON /N\—H—ZEHIZLET .

ZDFA T3 vIE. Process Request Data A

ToavhBEHDEZDABEFRLET,
jsonenable Disable JSON Parser Disabled  JSON /S—H—ZFHMIZLFET,

ZMDFA T 3 Ik, Process Request Data 7

T avhEHDELEEDOHBERLET,
xmldisable Disable XML Parser Disabled XML /N\—H—ZFEMIZLFET,

ZDFA T3 vIE. Process Request Data A

ToavhBEHDEZDABEFRLET,
xmlenable Disable XML Parser Disabled XML /N—H—ZH%IZLFET,

ZMDFA T 3 I, Process Request Data 7

T avhERDELEEDOHBEFRLET,

3R 3-3:InterceptOpts D/\5 A — 42 —{E&

3.3.1.4 RBES—EXADAFP JL—/LDEYET
ROATV FEEFTTBHIET, REY—ERICAFP IL—ILZEIYLETOENET,

K A—RKTRA2—21)—X YY—R/—k (Ver7.1-26)
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https://<LoadMasterlPAddress>/access/vsaddwafrule?vs=<VSIPAddress>&port=<Port>&prot=<tcp/udp

>&rule=<Prefix>/<RuleName>
1

https://10.11.0.30/access/vsaddwafrule?vs=10.11.0.35&port=80&prot=tcp&rule=C/modsecurity_crs_1
3_xml_enabler

<RuleName>DHRIIZIELMNBRENFE (FIXHEE) EXTyPa1FxRBRT2LELAHY
F9, COXF/HEIE, EBMTIIL—ILOFEEIZL>TREYET,

RAXFENXFARBENFTT, AV FEZELCHRESESIC
[T, XF/BEDAXFENMXFEZELLIEETHIRLENHY FY,

e C E7=IX Custom (HhRXA L)

e Z F1=1% ApplicationGeneric (F 7Y 45— 3 ViRA)
e A FE7=IZ ApplicationSpecific (7 7Y 7r— 3 VEH)
e G F7=IZ Generic GAFA)

vsaddwafrule 27> FTIlE, EFEDaT Y FHIZRLIZFTRXTD/N
SA—BA—PRBETT, WIhhD/INSA—F—%EKT 5L,
String value missing (XFIHENRH Y FEA) OIS —MRRINFE
ER

AR—R (F1=1E%20) TERYBZET, 120X FIZEHDIL—ILEZE Y HTS
:t]ﬁ(f%i?o 15'] .

https://10.11.0.30/access/vsaddwafrule?vs=10.11.0.35&port=80&prot=tcp&rule=C/modsecurity_crs_1
3_xml_enabler%20C/modsecurity_crs_10_ignore_static

CDHETEHBDOIL—ILZEYLTHEEIEFENDLETT, BRI

B BTEADIL—ILEEMT 5 E. WAF Misconfigured (WAF DE%

EHMNEE->TUWLD) KEICHYFET, REY—EXNIDIKEIZK

B, TRTODLS T4 IR TAVIINET, AFP IE. RzERE

ROBRIZ, BEICIGCTREY—EXAN S 70y 0%y L
BWKSICTEET,

BEEJ % wul IHH

Virtual Services > View/Modify Services > Modify > WUI Options > Assign Rules

K A—RKTRA2—21)—X YY—R/—k (Ver7.1-26)
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Interface Description

3.3.1.5 REH—EXHEDAFP JL—/LDE Y 24 THEE

RDAR YV REEFTITBIET, RES—EXND AP IL—ILDE|IY B THERTEE
¥, ZDAT Y FIE, WUI D Modify Virtual Service RFEH—EXNDZEE) E@ED
Available Rules 7 4 —JL K& & U Assigned Rules 7 « —JL FIZEEBE L TULVE T,

https://<LoadMasterIPAddress>/access/vsremovewafrule?vs=<VSIPAddress>&port=<Port>&prot=<tcp/
udp>&rule=C/<RuleName>

1

https://10.11.0.30/access/vsremovewafrule?vs=10.11.0.35&port=808&prot=tcp&rule=C/modsecurity_cr
s_13_xml_enabler

<RuleName>DREINZIEI LM BN EXF (Ff=ITHEE) LASv 1%k T20ENHY
£9, COXF/HEEL., BT HIL—ILDIEFEICLE>TREYVET,

e C FE7=I& Custom (AR4E L)

e Z FE1=1% ApplicationGeneric (F 7Y 45— 3 ViRA)
e A F1=IZ Applicationspecific (7 7Y 7r— 3 VEH)
e G F1=I% Generic GRA)

vsremovewafrule A< > RTIX, LD Y FHIZRLEZTRTD
INTGA—B—HRRBHETT, WTHHOD/INTA—F—FHEIKT D&,
String value missing (XFIFHENH Y FVA) OIS —MNRRINFE
d-o
B9:Ed % wul IEH

Virtual Services > View/Modify Services > Modify > WAF Options > Assign Rules
3.3.2 ToIL—LOER

3.3.2.1 FoIL— D7y TO—F
RO CURL AV FEEFTTHET, ToTL—+E#T7yITO—KTEET,

curl =X POST --data-binary “@<TemplateFileName.tmpl>” -k
https://bal:<password>@<LoadMasterlPAddress>/access/uploadtemplate

3.3.2.2 SR NEATHET>TIL—FD YR FER

A—RIRE—[ZHEET DT TL— D YR MERTTBIZE, ROATY FEEFT
L/ij-o

https://<LoadMasterlPAddress>/access/listtemplates
3.3.2.3 T 7L — F DR
O—KYRA—05TFUTL— FEBIBRT BI21E, RO RERFTLET,

https://<LoadMasterlPAddress>/access/deltemplate?name=<TemplateName>

K A—RKTRA2—21)—X YY—R/—k (Ver7.1-26)
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3.3.3 SSO N EHE

3.3.3.1 SSO FX1>
SSO FAAL VIE, UTOaOR Y FTEEBTZEET,

https://<LoadMasterIPAddress>/access/adddomain?domain=<DomainName>
BRK 128D SSO RAA VERETEFET,

https://<LoadMasterlPAddress>/access/deldomain?domain=<DomainName>
https://<LoadMasterlPAddress>/access/showdomain
https://<LoadMasterlPAddress>/access/showdomain?domain=<domain.name>

https://<LoadMasterIPAddress>/access/moddomain?domain=<domain.name>[&paramname=value...]

https://<LoadMasterIPAddress>/access/moddomain?domain=<DomainName>

moddomain [ZIXLLTDEM (AT 3>) I"SA—LFEETEET,

£ i b T4k il BINER
auth_type S “LDAP-StartTLS” LDAP-Unencrypted  FREEH —/\— &L DBIETHERT HEniE
LDAP-StartTLS JOokraLERELET,
LDAP-LDAPS
RADIUS
RSA-SECURID
KCD
Certificates
radius_shared_secret S <unset>
(masked)
logon_fmt S “Principalname” “not-specified” LDAP H—/N\—[Z K YURRBEES N 516D
“Principalname” AJA UXFIDORREEELET,
“Username”
logon_domain S <unset> CDINTA—=A[E, WUID
Domain/Realm 7 4 —JL FIZxfix L T
WEY, FRTHIATAA 2 RKALDT
¥, AJA U T+r—< vy FTHLERS
n, BEQOIL—YF—LZEBRLET,
51
Principalname:<username>@<domain>
Username:
<domain>\<username>
max_failed_auths I 0 0-999 A—H—AAv I T7IORENBETNH
RADAT A VTR
0-Avy o7 kLG
K A—RKIRE2—Y1)—X JY—R/—F (Ver7.1-26)
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KEMP | *]\0adBalancer

g=1:]

]

T4k

fEE

B INtESR

sess_tout_idle_pub

900

60-86400

w3 TARILEALT I ME
(BG:) . COEIFXNTY vYRE
TEAINET,

sess_tout_duration_pub

1800

60-86400

L a N EIALALTORTBHBETD
BRADE YL 3 UBGRRE (B4
) . COEKNTY) Y HIBRETHER
SNFET,

sess_tout_idle_priv

900

60-86400

w3 TA RILEA LTI ME
(BALF) ., COEFXTSAR— R
BCTHEAINET,

sess_tout_duration_priv

2800

60-86400

L aVvNEIALA LT ORTBHETD
ANt YL 3 UMiERE (BAL
) . COEFXTSIAR—FRETHE
AEnxd,

sess_tout_type

“idle time”

“idle time”
“max duration”

FRT Y a VA LTI FDFE
EEERELET,

testuser

<unset>

RELY—N—DF v I TEASIhD
1—Y—%

testpass

(masked)

<unset>

P —N—DF v TERINDS
INAT)—FK

reset_fail_tout

60

60-86400

Failed Login Attempts 1™ 2 —% 0 Z

ey b HFETICHLERLRRME (B

) . ZOfEIX unblock_tout & Y /hE
KBIFNIERBRY FEA,

unblock_tout

1800

60-86400

JOv oy Ent=7hor rHBEEMIC

JOvIBBRINDETORM (BAL

) . ZOEIX reset_fail_tout & YK
ELRTFNERY FHA,

server

<unset>

CHORAAVEFNTHDIZFERS
nN3H—n—D7 KLR

kerberos_domain

(V]

<unset>

The Kerberos Realm

kerberos_kdc

<unset>

The Kerberos Key Distribution Center

kcd_username

<unset>

kcd_usernames [Z[X, ZE5|HAFFET-
E—ESIAFEEHHLETEEE
A}O

kcd_password

<unset>

ked_password [Z[&., ZE5|HAFE(E
—E5IAREEDALIETEFE
Ao

Idap_admin

<unset>

T—AAR—=XIZAJ 4 2 LTEHAEIC
BENTVWDAI—H—DNEFEETEIMNE
SMEFTVIT B0,
Idap_password & & HIZFERINE
ER

K

A—FIX2—21)—X
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Interface Description

g=1:]

B'/E T4 i1 JB N ER

Idap_password S <unset> F—AR—R|zOH 4 v L CaBA=IC

EENTNDLI—H—DEFETINE
SNhEFTvI 9 5H=6, Idap_admin
LELICEREINET,

cert_check_asi B 0 - Disabled 0 — Disabled

Z DA T3 vlL. Authentication
Protocol /' Certificates [ZERE = h
TWEHEZEDHAFIATEFET,
DA T avEFMMTIE H
AT CDEEHAENEUNE S
MOFzvoIZMA. 79747
TA4LI M)IZHZBLI—F—D
altSecurityldentities (ASI) 7 k1) E
a—hZEDEVSA T MIEHA
ENFzvIINFET,

1 - Enabled

server_side

B Y — Outbound KCD SSO Y = Outbound KCD SSO  #RM A /N9 FE=IEXT ™D ki
domain domain VEDELLTHAINEEELEY,
N = Inbound
configuration

& 3-4:Moddomain /A5 A —4& —
https://<LoadMasterlPAddress>/access/showdomainlockedusers?

https://<LoadMasterIPAddress>/access/unlockdomainusers?domain=<example.com>&users=<example
user>

3332  SSO EIfEDRTE

UTFOaATU FEFERALTHARILDSSO EREZERTEET,
https://<LoadMasterlPAddress>/access/listssoimages
https://<LoadMasterIPAddress>/access/delssoimage?name=<Imagesetname>
SSO Eifg %7 v 7O—KRFBICIELUTOaAY Y FEFERLET,

curl =X POST -—data-binary “@<pathTolmageSet>" —k
https://<LoadMasterIPAddress>/access/ssoimages?

3.3.4 WAF DE&E

UTDaATy K&, APPAERGS A RAERETH0—FTR
B —TOHEELFT,

KEMP X, AFP S/ 2R & AFP i R— FERET H1—H—(Zx L. ipreputation 72 &£
DEFEIFELEAIL—IILZEHELET, COI—ILIE. EBEEFHNICEY O— K/EH
TAHEEOIRETETET, COBAIL—ILIE. BHEDEBEINCRETSHIEEXZHNMELT

K A—RKTRA2—21)—X YY—R/—k (Ver7.1-26)
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Interface Description

WET, KEMP MBI T BB RIL—ILIE. AFP H7R— MZEH LAAD EFIFERIRRICZA Y &
ER

F 1. ModSecurity A7 I—ILEY FEEDRBOKREREIL—ILETYyITO—FKT 53
ZEETEEFT, TNoDIL—ILIE, BWeb 7TV = 3 VIZTERLRILDRESE:

RLET,
WETHNIE, 21— —HBOHRELIL—ILEZERLTTZ Yy TO—FFT B L8
T3,

AFP MEMLEAO—FIYRAZ—TIE, KEMP DRIt LIzIL—IILZERT M., 7y JTO—
FEIBERL D R A LI —ILEFRAT S, TEEFALZHEAEHETHERT 3N EEIR
TEEIT, UTOEI L3 VTR, BRIL—ILOHAREZLIL—ILIZEEDAT VR, B
SUFDOEAICET SO FIZDONWTELLCEHBALET,

3.3.4.1 BEIN—INIT7LIICETEIvF

AKtevaroavwrRiEk, IRXTERIL—ILI7AILIZERLET,

3.3.41.1 WAFBERIL—ILDOEREDERT

getwafsettings AV > FZEEATH L. O— KT X2 —WUI D WAF Settings Bl [ZF& T~
SNBEAIL—IICET S WAF A T a v DEARTEINET,

https://<LoadMasterIPAddress>/access/getwafsettings
B9:EY % wul 15 H

Virtual Services > WAF Settings

33412 BERAL—LIZ7A4IILOEHEFROEME

setwafautoupdate IV > FZFHAT 5 L. RFOBERAAFPIL—ILI 74 ILOBEST DY
A—FAEMIBYVET, SOFTLaeq/ACTEHE. FFHDIL—ILA KEMP 55
BEHAVVA—FShFET, ZFIL—IUDTIAIL LD VR F—)LEZIIEF R4 BT
T mEIIL—ILDA VR F—)LEZIIE. SetWaflnstallTime 3<% > KEETT A L TH
ETEFET, FMIEE a2 33414 F3BLTLESL,

GetWafSetting IV F&ETTH LT, REDKREZHERETEET, FHEITEI Y
AVOESHRLTCESL,

https://<LoadMasterIPAddress>/access/setwafautoupdate?enable=<yes/no>

BA&Ed % wul IER
Virtual Services > WAF Settings > Enable Automatic Rule Updates
33413 RFOBEAIL—ILI7AILOEEA VR b—LEB/EMIZT S

ROARVFEEFTITHIET, RFOBEBRAIL—ILI7AILDEEAN VR F—ILEEBH/
EHZTEFET,

K A—RKTRA2—21)—X YY—R/—k (Ver7.1-26)
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Interface Description

https://<LoadMasterlPAddress>/access/setwafautoinstall?enable=<yes/no>

BEEd 5 wul IEH

Virtual Services > WAF Settings > Enable Automated Installs

33414 BERAIL—ILI7AILOBEEA >R F—ILEZDETE

ROAXV RERFTTHIET, BAL—LIZ7AILOBEHA VR F—LEZFHRET
EFE9, hlL. WUI D WAF Settings BEIE(Z#%H % WhentoInstall KOy A DA =1
—(:Fﬁﬁbfb‘ij_o

https://<LoadMasterlPAddress>/access/setwafinstalltimehour=<hour>
hours & 24 BREIHIDEZ] (0~23) TY, HIAIE, BRFFRIKFEZRLET,
https://10.11.0.31/access/setwafinstalltime?hour=13

#BE(X 0~23 TY, DIFEETEF A,

B9&Ed % wul I5H

Virtual Services > WAF Settings > When to Install

33415 AFPERAIL—ILI7AILFELICAHO—FKT 3

RDAR UV RFERTTHIET, RFDAPERAIL—ILIZ7AILEFE TSI A—F
TEET, Zld. WUI ) WAF Settings B X 4 % Download Now 7R 42 »[ZEH:E L TLY
9,

https://<LoadMasterIPAddress>/access/downloadwafrules

BEE 9 5 wul IR

Virtual Services > WAF Settings > Download Now

BECHRHFDIL—ILDNT I UA—RFEINTOWTERULEFHFLLT—4
MEE LA LMEE (X, No updates available (RFIT—2 4FATE
FEA) ODAVE—URRTEINET,
33416 BERAIL—ILIF7AILDFEISM X =)L

RDAX YV RERITTEHET, BRIZFALVEFHTI VA M=ILTEET, Ch
[X. WUI 0 WAF Settings EIE [Z 3 % Install Now 7R3 VIZEELTULET,

https://<LoadMasterlPAddress>/access/maninstallwafrules

B9EJ % wul lEH

Virtual Services > WAF Settings > Install Now

K A—RKTRA2—21)—X YY—R/—k (Ver7.1-26)
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IW—ILEA R M—)LRICHEENRET D E, T5—AytE—IN
REREINFET,
3.3.4.2 HDREBAN—=INF7ALINICETEITTF
RKtoarnavw o RIE, IRXRTHRZLIIL—ILIZCEARLET,

33421 ARBLIL—ILITF7AI/IIL—ILty kOT v TO—FK

addwafcustomrule 17 > K & filename /ST A —42— (WhZB) EEEHLIZCURLOT Y R E
FHTDE. AFPDARELIL—ILET Yy TO—KTEET, Hi:

curl =X POST --data-binary “@<FileName.conf>" —k
https://bal:<BalPassword>@<LoadMasterlPAddress>/access/addwafcustomrule?filename=<FileName.c
onf>

Fl=. DRZLIL—ILIT7AIILOER 7Y TA—FIZHA., BRAELIL—)LEY b
(targz 774J)) £ 7Yy TA—KTEET, OWASP A7 IIL—ILEY FDTFT v TA—F
DHEZELLTFIZRLET,

curl =X POST --data-binary “@owasp-modsecurity-crs-master.tar.gz” —k
https://bal:<BalPassword>@<LoadMasterlPAddress>/access/addwafcustomrule?filename= SpiderLabs-
owasp-modsecurity-crs-2.2.9-5-gebe8790.tar.gz

ZhlE., O— K<Y X4 —WUI ) WAF Settings B IZ 3 % Custom Rules 4 < 3 > [ZR8&E
LTWLEY,

BEE 9 5 wul IR

Virtual Services > WAF Settings > Custom Rules

33.422 HARABLIL—ILIT7AILDOHIK
ROATV REEFTTBIET, DRARELIL—ILIT7AILEHIBTEET,

https://<LoadMasterlPAddress>/access/delwafcustomrule?filename=<filename>

11

https://10.11.0.30/access/delwafcustomrule?filename= modsecurity_crs_10_ignore_static
COBRETIIEET 2T—2 771 ILIFBIBRESNFEEA,

BEEJ % wul IHH

Virtual Services > WAF Settings > Custom Rules > Delete

K A—RKTRA2—21)—X YY—R/—k (Ver7.1-26)
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33423 HARALIL—ILITF7AILDEYO—FK

RDOOATY REEFTTAIET, BEVVOO—AILITIUIZAREILIL—IL I 7L IL%E
Aon0—RKTEEY,

https://<LoadMasterIPAddress>/access/downloadwafcustomrule?filename=<filename>

i
https://10.11.0.30/access/downloadwafcustomrule?filename=modsecurity_crs_55_response_profiling

CRLZFEALTINAT Y FERTISHE, Lnux DEXRTA LI MJIZT7ALURE
ﬁyn—péhij—o

BiEd 5 wul IER
Virtual Services > WAF Settings > Custom Rule Data > Download
33424 ARBLIL—NLT—R2I74ILOTF v TA—FK

addwafcustomdata I < > K& filename /8T A —4— (WhZE) L EHIZCURLaAT Y K%
FRTDE. DREBLIL—ILT—E2IT7A4ILET7yTO—KTEET, 4l

curl =X POST --data-binary “@<FileName.data>” -k
https://bal:<BalPassword>@<LoadMasterlPAddress>/access/addwafcustomdata?filename=<filename.d
ata>

BiEY % wul IHH
Virtual Services > WAF Settings > Custom Rule Data > Add Data File
33425 ARBZLIL—ILT—2T74ILOHIK
ROARV FEEFTTEHIET, DRBLIL—LT—E2 I 74 ILZHIBRTEET,
IS—INAN=YVIDSRICRYDHYFET, >
BiEY % wul IHH
Virtual Services > WAF Settings > Custom Rule Data > Delete
33426 NARBLIL—LT—E2IF7ALDFI 00—k
ROARVRERFTTBHIET, ARFLIL—LT—EIT7AILEZYO—RTEE

ERS

IS—INANRN—=YVIDBRIZRYBRHYFET, >

151 -

https://10.11.0.30/access/downloadwafcustomdata?filename=modsecurity_35_bad_robots
BE3 % wulIEH

e< A—RKIRE2—Y1)—X JY—R/—F (Ver7.1-26)
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Virtual Services > WAF Settings > Custom Rule Data > Download

3.3.4.3 HDREZALIN—)LEBHEIN—IICETEZITR
Ao oarnavwr Ridk, BRIL—ILEAREZLIL—ILOBAIZEERELET,

3.3.43.1 AFPIIL—ILDY R FRE

listwafrules A< > Fld, 1 VXA F—=ILEINTWVBEITRTDIL—IL (BHIL—ILEARAR
L)L—)L) #ZYURMRELET,

F1=. 2L Active £1=IZ Inactive MRTREN, IL—ILBT IO T4 THESHHRS
NET, 79T4THIIL—)LEE, 1 DULEDREY—EXRIZEYLUTOATWSIL—
LD ETY,

https://<LoadMasterIPAddress>/access/listwafrules

B9&EJ % wul IHH

Virtual Services > WAF Settings > Custom Rules

Virtual Services > View/Modify Services > Modify > WAF Options > Available Rules
3.4 AQ—NIINS OV UT
3.4.1 T2t kA1 >4 (FQDN) OEHE

3.4.1.1 FQDN DB
ROAT FEEFTITAHIET, FODN ZEMTEEFY,

https://<LoadMasterIPAddress>/access/addfqdn?fqdn=<FQDNName>
ZMavY Y RTIX, fqdn BNBBEINT A —E TT,

3.4.1.2 FQDN DA
ROATY KEEITTHTE T, FODN ZHIBRTEE T,

https://<LoadMasterIPAddress>/access/delfqdn?fqdn=<FQDNName>
ZMOavT Y KT, fqdn NBBE/IRNSTA—ETY,

3.4.1.3 FQDN D Y X F Z&i~

RDAR FERITTHET, BIFOFADND I XA FERTTEEY,
https://<LoadMasterlPAddress>/access/listfqdns

3.4.1.4 FQDN DZir

showfqdn Y > F%FERAT 5 L. IEE L= FQDN ICEAT 28 EEHEMARTINET,

K A—RKTRA2—21)—X YY—R/—k (Ver7.1-26)
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https://<LoadMasterIPAddress>/access/showfqdn?fqdn=<FQDNName>

3.4.1.5 FQDN DE&
RDARVFEETTHILET, BBFDFQDON 2EETEFT,
https://<LoadMasterIPAddress>/access/modfqdn?fqdn=<FQDNName>

modfqdn A< > RTIE, RDA T a3 VNS A—2 % FEHTEET,

E1:Ll #E T4 #iE EENEER
SelectionCriteria S “re” rr = round robin FQDN IZR8E T IFont=7
wrr = weighted FLRDERELE
round robin

fw = fixed weighting
rsr = real server load
prx = proximity
Ib = location based
FailTime | 0 0-1440 EEEENEE SN TG
WMEE. BEDANIILAFT
YIOMNEITENET, BE
SNTWBIHEE., TO/ND
A—ARI2k 2T, BEX.
RRBICENIELT H2F TIC
T H8FME (D EAL) %
EELFT. EMLShi-
FRT. BEIXTOEEIC
RAZEEHY FEA,

siterecoverymode S auto auto — automatic CDINTA—AHIZLD
manual - manual T. Site Recovery Mode
(A kY ANY)E—F)

ZEELFET,

automatic [ZERE SN TLY
SEE. Y4 AN
%, YA FXENEICTDE)
EIZRY E 9,
manual [ZERESNTLVD
58. Y14 FTESEAKRLE
LR T. U4 MIED
ftshzxzd, BEDEMEIC
RYI2E. FEIC K DX
NIHLETY,
isolateips B 1 —enabled 0 — disabled NTYwyshH A pETSHq
1 -enabled R—rHA FOREEEREM
/EHZLET,

%< A—RKTRA2—21)—X YY—R/—k (Ver7.1-26)
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KEMP | *1

£ Hil EE TIAILE 1] BNEHR
failover B 0 - disabled 0 — disabled CDINTGA—A—[F.
1-enabled SelectionCriteria A% Ib (O
Fr—i3UR—R) IZHRE
INTWBSEZEDHERKL
F9,
FQDN 7 = A JLA—/\—%
BH/ENDZLET,
&K 3-5:ModFQDN /35 A —3 —
3.4.1.6 v TDEM
RNDAR FEEFTTHIET, FADNIZT Y TEEBMTEET,

https://<LoadMasterlPAddress>/access/addmap?fqdn=<FQDNName>&ip=<IPAddressToAdd>&clust=<

ClusterName>

clust /AT A —Z —[FFEETT,

3.4.1.7

vy IDEE
Ty TEEERETA(CIE. ROaATL K E

=5 4=

EITLET,

https://<LoadMasterIPAddress>/access/modmap?fqdn=<FQDNName>&ip=<IPAddressToModify>

modmap Y Y KTIE, ROFA TP I3 UNRTGA—2E=FRATEET,

£ bl TIAIE el BMER
Checker S “icmp” none COIPT7FLRIZHLTEFTTSF
icmp TV DEREEELET .
tcp
Weight | 1000 1-65535 IP7 FLRIZEEEMMITAMELZIETE
LFET. RbEVVNEZHEOD7 LR
MRENFET, CD/INTA—F2HEE
3 AMDIL. FQDN M Selection Criteria
H\ Weighted Round Robin & 7= [Z Fixed
Weighting [ZEXE SN TWLSHIHEIZER
ESINFET,
Enable B Y — enabled Y —enable P7 RLRARZEDELEITEMEL
N — disable £9,
Cluster I <unset> CDIPTRFLRICEAERITSI SR
ADIDESEREELET,
K A—FIREZ—21)—X YYy—X/—k (Ver7.1-26)
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Z2L:ll B8 TI4IE #EE BtEER
MapAddress A <unset> L&, SelectionCriteria ' Real

Server Load [Z, Checker /% Cluster
Checks [ZERESNTILVNT, V5 R4
—MDFE%FH Remote LM E 1= [ Local

IMDEZEDHERLET,
BET 50— FIRI—DMBbIvEY
JENBREH—ERDIP T FLR

ZADLTLIZELY,

MapPort I <unset> — M. SelectionCriteria H' Real
Server Load [Z. Checker /¥ Cluster
Checks [CERESNTULNT, ¥ T R4
—MDFE%FH Remote LM E 1=[Z Local
IMDEEDHERLET,
CDINT A—A—[X, MapAddress /\
FA—B—LEBITFERAL, IVEY
JFBIP7 FLRER— FOHEAE
hEZHEELET,
CDINTGA—F—MNEEINTULVEL
Sa. EIRLEZ7ZRFLRERLIPT
FLREHDTRTORBHY—EXRIC
HLTALRF I ThNET,
wenmsupt FEs) KEDS
&. FODN [F"UP"TH D ERTTEINF
T, h— bAEESNTLNSES.
FQDN DAJILRAF v 7 BIZZFD{RAE
Y—ERICHLTDANILAF VY
NMThnzxEd,

& 3-6:ModMap D /85 A —45—
3.4.1.8 Vv I7DHIEF
Ty TEBIBRYTAHICIE, ROAT Y FEERTLET,
https://<LoadMasterIPAddress>/access/delmap?fqdn=<FQDNName>&ip=<IPAddressToDelete>
3419 vyvIoAsr—>3 DEE
Ry7T0Ar— a3 VvEERTHICE. ROV REEFTLET,
https://<LoadMasterlPAddress>/access/changemaploc?fqdn=<FQDNName>&ip=<IPaddress>&lat=<Latit

udeDegreesAndMinutes>&Ilong=<LongituteDegreesAndMinutes>

ZDavY Y RHAEEET HDIL. FQDN D Selection Criteria /% Proximity
[CERESNTLAGBEIIRESNET,

K A—RKTRA2—21)—X YY—R/—k (Ver7.1-26)
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3.4.1.10 [FDEM
EZxEMNT BIZIE, ROaATY REETLET,
IS—INAN—)2VHODSRIZBRYNRHBY FET,

countrycode=<TwoCharacterCountry/ContinentCode>&iscontinent=<yes/no>

ZHavy KAEET HDI(EL. FQDN O Selection Criteria H' Location
Based [ZERE SN TULDIGHICRERESMNE T, Selection Criteria D
BAEICET AEMIE. £ 323415 2SBLTLESLY,

FRASNDIEI—FEXREI—RIE 1SODFEEI—FTY,

3.4.1.11 HFDHIE
EZHIBRTBICIE. ROOATVREETLET,
https://<LoadMasterlPAddress>/access/removecountry?fqgdn=<FQDNName>&ip=<IPAddress>&country

code=<TwoCharacterCountry/ContinentCode>&iscontinent=<yes/no>

DAY KHBEET HDIL. FQDN D Selection Criteria A% Location
Based [CERE SN TWDIGEICRESINET,
34112 FryvH—FFLIXDEE
FIyvh—DF7 FLREERTHICIE. ROATY FEEFTLET,
https://<LoadMasterlPAddress>/access/changecheckeraddr?fqdn=<FQDNName>&ip=<IPAddress>

changecheckeraddr AY > RTlE, RDA T a VNS A—2&FATEET,

Z=L:[1 S TIHIE ] BINER
ip S <unset> P77 RLADANILRAF Y
JIZERASNST7 FLARZE
BELEY,
port | 80 1-65530 P7 RLADANILRF Y
JICERINSR—b%EE
ELFET,

& 3-7:ChangeCheckerAddr D /85 A —2 —
3.4.2 VIR DEHR

3.4.2.1 OFREDYR F&EF

RDARV FERTITHET, BBFDISREDIVRA MERERTEFT,
https://<LoadMasterlPAddress>/access/listclusters

3.4.2.2 I SRIDEKF

RDAR FERITTHET, BHEDY FRZITODVTDFMERTTEET,

K A—RKTRA2—21)—X YY—R/—k (Ver7.1-26)
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https://<LoadMasterIPAddress>/access/showcluster?id=<ClusterID>
ZNAXYY RTIE, id DBRBE/INSTA—ETT,

3.4.2.3 ISR EDIEM
RDAR FEEFTTAIET, V5RBEZEMTEET,

https://<LoadMasterIPAddress>/access/addcluster?ip=<ClusterlPAddress>&name=<ClusterName>
ZMNAaAY2 RTIX, ip B KXV name BNLBE/NT A —ETT,

3.4.2.4 7 S X 8 DHIER
ROATY REETTEILET, VSR FHIBRTEET,

https://<LoadMasterIPAddress>/access/delcluster?id=<ClusterID>
ZNIAYY RTIE, id DBARBE/INSTA—ETT,

3.4.2.5 OSREADEE
RODAX YV RFERITTAHET, VTREZEZEEBTEET,
https://<LoadMasterlPAddress>/access/modcluster?id=<ClusteriD>

modcluster AT > RTIX, XA T avnNSA—2ZFHTEEY,

£ Al i bl TIHIE el BINER
type S “Default” default PDSRIADEREEFLEERLE
remotelLM 9,
localLM
name S DI RIADBRIEEELE
EE
checker S “none” none DIRAIDAT—RAF T
tep YIIERESNDFiEELE
icmp ELET,
checkerport I “0” 1-65530 HSRAADF T vYIZER

SNBHR—LEERELE
T CDINTA—FHEE
T BHDIL. checker A tep [Z
BRESNTWSIEEIZRE

INET,
enable B 1 —enabled 1 = enabled DS R E=FHIHILFTF-ITE
0 = disabled iELEd,
3 3-8:ModCluster D/V5 A —4% —
3.4.2.6 ISXZDPAr—3 > DEE
DSRAOOAT— 3 VEFEETLHIZIE. ROaAT U FEEFTLET,
K O—KIRE—2)—X J1Iy—R/—F (Ver7.1-26)
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https://<LoadMasterIPAddress>/access/clustchangeloc?id=<ClusterID>&latsecs=<LatitudeSeconds>&Ilo
ngsecs=<LongitudeSeconds>

3.4.3 FOHDINS A —4

3.4.3.1 EDMDINT X —ZD YR FEF

GEO D ZEDMDINFTA—F DY A FERTTBHICF, ROATU FEEFTLET,
https://<LoadMasterIPAddress>/access/listparams

3.4.3.2 FEDMDINS X —EDEE

ROOAIV FEEFTTSHIET, GEODZTDMDINTA—FEEBTEET,

https://<LoadMasterIPAddress>/access/modparams

modparams A< > K TlX, RDA T 3 VIS A—E2EFRATEET,

Al BE TIA4LE i B EINTEER

SourceOfAuthority S <unset> Source of Authority ') 7 T X k

[CXT DIEEEHRELET,
namesrv S <unset> Name Server |) 7 TR kX9

SILEERELET,
SOAEmail S <unset> Source of Authority 1) 7 T X k
[T LTEFETDHE A —ILX
FHEEELFET,

TTL | <unset> 1-86400 A—RYRE2—MoRIEESH

f= & D Time To Live (TTL)
(BGLF) Z2RELFET
persist I 0 0-86400 L. WUl O Stickiness 7 1
—I)LRIZRIELET, FHED
BEERA MIRIERE (B
) ZRELFEY,

K A—RKTRA2—21)—X YY—R/—k (Ver7.1-26)
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Al BE  TI40Eb B EMER
ChecklInterval [ 120 9-3600 FINAREF T VI T AHEE

(BfL:f) 2/ELFET,
FEA A —NILDIEIK.
ConnTimeout & RetryAttempts
DEDFELYXKELEITAIE
BYFEEBA (41232 —1NL>
BALT I x) FTA4+
1) o ChlFx. BEDANILAF
TV IDNETTDHREITRDA
ILAF v BB S
£IITTBHEHTT, 2144
T MEXRIXY FSAEHF
EOLTIDIL—ILEELR
f=mE. 4120 2—/\LDEHL
BEIMICEBOINET,
ConnTimeout | 20 4-60 FIvIVIIRMDRA L
7o NEFfE (BALFY) ZERE
LFYI,
RetryAttempts I 2 2-10 TINA AWELELTIT—Y &
NEZETOF vy EIEER
ELET,

3 3-9:ModParams /AT A —4& —
3.4.3.3 O—23>7—8WNYFIFLINDF v TOa—F

A7 —2aVvT—30BHI7AILEZT Yy TO—FFT B2, RO URLAT Y FEE
TLET,

curl =X POST --data-binary “@<GEOPatchFileName>" -k
https://<username>:<password>@<LoadMasterlPAddress>/access/locdataupdate

3.4.4 IP EEEHDERINE

3.4.4.1 P 7RLRADYR FEFR

IP S DBIRELERICEETEIN-PFZRFLADY R FERTTBIZIE, ROaTU KE
IS—INANR—=VHDERIZBYRHBY FT,

3.4.4.2 IP 7 FLDERE T

IP EFOEREEARICETESNEBEEDIP 7 FLADERAZRFRT AICIE,. "Oavy
FEEFTLET,

IS—INAN=)ODBRIZBRYNRBYET, >

K A—RKTRA2—21)—X YY—R/—k (Ver7.1-26)
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3443 IP 7 FLIXDEM

IP7 FLR% IPESEEDBREEICEMT B(121FE, ROV FEEFTLET,
https://<LoadMasterIPAddress>/access/addip?ip=<IPAddress>

3.4.44 IP 7 FLXDAEIR

IP7 FLR%Z IPEEOZREENGHIBRT HICIE. ROATU FEEITLET,
https://<LoadMasterlPAddress>/access/delip?ip=<IPAddress>

3445 IPFZFLADOG—S3>DEE
P7RLAODAYS—2 3V EERTHICIE. ROATUFEEFTLET,

https://<LoadMasterIPAddress>/access/modiploc?ip=<IPAddress>&lat=<LatitudeMinutes>&long=<Long
itudeMinutes>

3446 IPFFLXDOT—> 3 >0

P7 FLRADAOS—2a Vv EHIBRT 5I1CF, RO FEERTLET,
https://<LoadMasterlPAddress>/access/deliploc?ip=<IPAddress>

3.4.4.7  IP 7 FLRIZEGES 165 A 7-EDEM

BEDIP7 FLRICEZEIY S TSICE. UTOaATY FERITLET,

https://<LoadMasterIPAddress>/access/addipcountry?ip=<IPAddress>&<param>=<value>

E2: 1] WA BE T4k il ] EEINIEEHR
countrycode  No S <KREZTE> AMHEEI—F AXFTCRIN-EDLZ 2HOEI—F%
FEARLTLESL,
customloc No S <KREEFE> BMEOARZ2LOST—Y BEOHAREZ LA — 3 VDAR
Iy

DAYy RFEEFTT BIZIE. countrycode F 7=1d customloc D LVF
NODINGA—F—FANT IDENHY FT,

3.4.4.8 IP 7 FLRIZEESF5h/-EDHIE
IP7 FLRIZEEMIToN-EZEIRT HICIE. RO FEEFTLES,
https://<LoadMasterlPAddress>/access/removeipcountry?ip=<IPAddress>
3.4.4.9 HDRELO— 3 >DEM
ROAR Y RERFTITHIET, hRELOTF—2 3V FBMTEET,
IS—INANR=) O DBRICRYRHBY FT, >

location [XWAZB/INT A —AR TT,

%< A—RKTRA2—21)—X YY—R/—k (Ver7.1-26)
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3.4.5 GEO DAL /#EZNE

3.4.5.1 GEO BN THENE SHDF vy
GEO MBI THAIMNESINEF v I THICIE. DAY FEEFTLET,

https://<LoadMasterIPAddress>/access/isgeoenabled

3.4.5.2 GEO DEE
ROOAT REETT AT LT, GEO ZEMLTZET,
IS—INANRN—=)VODBRBIZBRYNRBYET,

3.4.5.3 GEO DFENE
ROAT REEFTT BT LT, GEO ZEMIETEET,
IS—INANRN—=)ODBRBIZBRYNRBYET,

3.5%taHIEH
REY—ERBLUVES—N—0DOH W S#EHERIL. stats AY 2 FTIHBTEET,
https://<LoadMasterIPAddress>/access/stats

AT RAERICETENEFHE, REY—EXBLUVES—N\—DH 50 H#EHER
AUTDI+—<y FTRENFET,

Y —N\—DFEERIE. RES—EXEFMISREINFET,

<Response stat="200" code="ok">
<Success>
<Data>
<CPU>

<total>
<User>1</User>
<System>0</System>
<ldle>99</Idle>
<IOWaiting>0</I0Waiting>

</total>

<cpu0>
<User>0</User>
<System>1</System>
<HWInterrupts>0</HWInterrupts>
<SWinterrupts>0</SWinterrupts>
<ldle>99</Idle>
<IOWaiting>0</I0Waiting>

</cpu0>

<cpul>
<User>1</User>

K A—RKTRA2—21)—X YY—R/—k (Ver7.1-26)
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<System>0</System>
<HWiInterrupts>0</HWInterrupts>
<SWiInterrupts>0</SWinterrupts>
<ldle>99</Idle>
<IOWaiting>0</I0Waiting>
</cpul>
</CPU>
<Memory>
<memused>278516</memused>
<percentmemused>13</percentmemused>
<memfree>1779500</memfree>
<percentmemfree>87</percentmemfree>
</Memory>
<Network>
<bnd0>
<speed>10000</speed>
<in>0.0</in>
<out>0.0</out>
</bnd0>
<ethl>
<speed>10000</speed>
<in>0.0</in>
<out>0.0</out>
</ethl>
<bnd0.1>
<speed>10000</speed>
<in>0.0</in>
<out>0.0</out>
</bnd0.1>
<bnd0.2>
<speed>10000</speed>
<in>0.0</in>
<out>0.0</out>
</bnd0.2>
<bnd0.3>
<speed>10000</speed>
<in>0.0</in>
<out>0.0</out>
</bnd0.3>
</Network>
<TPS>
<Total>0</Total>
<SSL>0</SSL>
</TPS>
<VStotals>
<ConnsPerSec>0</ConnsPerSec>
<BitsPerSec>0</BitsPerSec>
<BytesPerSec>0</BytesPerSec>
<PktsPerSec>0</PktsPerSec>
</VStotals>
<Vs>
<VSAddress>10.11.0.11</VSAddress>
<VSPort>443</VSPort>
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<VSProt>tcp</VSProt>
<Index>1</Index>
<ErrorCode>0</ErrorCode>
<Enable>1</Enable>
<TotalConns>0</TotalConns>
<TotalPkts>0</TotalPkts>
<TotalBytes>0</TotalBytes>
<TotalBits>0</TotalBits>
<ActiveConns>0</ActiveConns>
<BytesRead>0</BytesRead>
<BytesWritten>0</BytesWritten>
<ConnsPerSec>0</ConnsPerSec>
<WafEnable>0</WafEnable>
</Vs>
</Data>
</Success>
</Response>

3.6SDN #E 5HEH

3.6.1 BEFEDO SDN O FA—5—DRR

O—KIYRA—LICHEETSHSDNAY FO—F5—DY R FERTITBICEF. UTOaw
VEREETLET,
https://<LoadMasterIPAddress>/access/getsdncontroller

3.6.2 SDN O FA—5—0NEM

A—RIYRE—IZSDN I FA—F—%FHRITEMT HIC1F. ATFNIARY FERTL
FY,

https://<LoadMasterlPAddress>/access/addsdncontroller?ipv4=<IPv4Address>&port=<SDNControllerPo
rt>&https=<0/1>&user=<UserToAccessSDNControllerAPI>&password=<PasswordForSDNUser>&clid=<Cl
usterlD>

CDAX YV FTHEATEINTA—F—FLUTIZRLET,

£ Al WA wWE TI4LE HE B NTER
ipv4 Yes S <KERE> BAMEIPVATRLRE SDNIY FO—5—®DIPva 7 KL X,
)
port Yes I <KFBE> iR — FEEE SODNaY kA—5—DHKR— k.,
https No B 0- HTTP 0-HTTP AT B HTTP AV Y K,
1- HTTPS
user No S <EKBE> SDN O > kA—5—® RESTful API [ZT7 U &
AT 5EHDI—H—4,

password No S <EKBE> SDN O > kA—5—® RESTful API [ZT7 U &

ZT%T:&)G)/QZU_ I:o

K A—RKTRA2—21)—X YY—R/—k (Ver7.1-26)
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T e s

https://<LoadMasterIPAddress>/access/modsdncontroller? =5 —!| /A X—=VJ 7 D
SRR DN H Y £5, >

E[5
-8

TT—= NANR=Y T DBRITRY DY £3, >

3.7 Y —/\—
EH—N—IF. FTREOATY ROPD—2%FHET 2 & CTEENTEETT,

< A—FIREZ—21)—X YYy—X/—k (Ver7.1-26)
Copyright © 2002 - 2015 KEMP Technologies, Inc. All Rights Reserved. Page 52 / 86



in price/performance

RESTful API KEMP | #9 Load Balancer

Interface Description

https://<LoadMasterlPAddress>/access/showrs?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&rs=<RS
IPaddr>&rsport=<RS-Port>

https://<LoadMasterlPAddress>/access/delrs?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&rs=<RS
IPaddr>&rsport=<RS-Port>

https://<LoadMasterlPAddress>/access/delrs?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&rs=%21<Rea
IServerindex>

listys AT FZEITLTRsIndex ZRAZET, EH—N—DAVTYHIREREBTE
TF9, EH—NN—DA 0T v RIEIE, %21 DEIZAALETT, Hi:

https://<LoadMasterIPAddress>/access/delrs?vs=10.11.0.30&port=80&prot=tcp&rs=%211

https://<LoadMasterIPAddress>/access/addrs?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&rs=<RS
IPaddr>&rsport=<RS-Port>

https://<LoadMasterIPAddress>/access/modrs?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&rs=<RS
IPaddr>&rsport=<RS-Port>

rsINTGA—=BITIE IPT7 RLADHIZ, BHESI VY —EXRBERETSHENTE
F9., BRIEZFEHRT 5154, showvs AT KD<RSIndex>T L A > FMZHRELET,
CONFGA—FZFERATIEIE. BRIEF TV —EXLORICHTEER (V) %35
L TLIEELY,

1

https://<LoadMasterlPAddress>/access/showrs?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&rs=!<RSIn
dex>

Y—ERZEA VT YIRBNHEE LGS, HIZEX, “100EL0S5 %

BIDY—EXDBHY., ThERFRIZ, 41 0Ty I RE 10 #HFDOEY

—NN—DFEET BHE. “rs=110"1F 10 LW S3H—ERZTIFAL.
AVTYYREI0ZEHELET,

‘addrs‘&‘modrs’ [&, 7723 ELTTEDNSA—INFINET,

Z):l! BE TI+4LF il EINTRER
weight | 1000 1-65535 BHFFSHOUROEV RS- Uy

ZHEALTWLWSIGEE. EY—N—0DEAZ
FRALT. Y—N—IZEESNB LT T4
VI DEXLENEEINE T, SLMEZHE
DHY—N—[FE, BELDILS T4 v I EF

ELET,

newport I <unset>  3-65535 (change the Port EH—/N\—THERAINBEK—F

of the Real Server)

forward S nat nat, route FERAINDITAT—T1 T AXDIEH,
T 74 bDOARKIENAT T, —/3—H
LNEEREX. LAVIH—EXTDH
ERAREETY,

enable B Y EH—N—FFY/BIICLFET,

K A—FIREZ—21)—X YYy—X/—k (Ver7.1-26)

Copyright © 2002 - 2015 KEMP Technologies, Inc. All Rights Reserved. Page 53 / 86



in price/performance

RESTful API KEMP ‘ #9 Load Balancer

Interface Description

Al R TI4LEF 6 EniER .
limit [ 0 0-100000 EH—N—HPO0—T—arhbiEInd
BIZ, BY—/N—EEMREEA—T Ui

BDImARE
non_local B N N - disabled TI7AIERTIE, B—ALLFRY FT7—5 L
Y - enabled DEY—N—DHREH—ERIZE|Y HT

BIENTEET, COF T avEHH
29 5%E. A—AHILTRHVWEY—/N\—%1K
BH—EXICEIYLHTEIENTEET,
COATVavid, EETHREY—EX
[ZHLVT. Enable Non-Local Real Servers A%
BE#MIZHE>THY . Transparency HEERNIZ
HBOTWAEEDHFATEEY,
% 3-10:FH—/NN—D/5 A —4

HL., EHY—ERXN L7 E— FEALIE, “orward” /AT A —42 %
route’IZEREL THAOELHY FTH A,

3.7.1 RH—/N\—DEL / Tk

3.7.1.1 EH—/N—DITO—/ )L EFYIE/ B
EH—N—%5O0—NILICEDE/ENET S (2 THOREY—ERXEHDL/ENLET
%) 121X, UTOav Y F#EERALET,
https://<LoadMasterIPAddress>/access/enablers?rs=<IPaddr>

EY i N

https://<LoadMasterIPAddress>/access/disablers?rs=<IPaddr>

3.7.1.2 EH—/N—DO—H LG EFHE/FEHE

EH—N\—ZO0—hIILIZEE/ESET D (HD 1 2OFREBY—EREENL/A%
) ¥5I1CIFk. UFTOa<v>Y FEFERLET,

https://<LoadMasterlPAddress>/access/modrs?vs=<VirtualServicelPAddress>&port=<Port>&prot=<tcp/
udp>&rs=<RealServerlPAddress>&rsport=<port>&enable=n

E1-13.

https://<LoadMasterlPAddress>/access/modrs?vs=<VirtualServicelPAddress>&port=<Port>&prot=<tcp/
udp>&rs=<RealServerlPAddress>&rsport=<port>&enable=y

3.8)L—ILEFT VY

O T YIL—)LIE. RESTful APl TEIBTZEY,

K A—RKTRA2—21)—X YY—R/—k (Ver7.1-26)
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3.8.1 IL—ILDFETR

DRATLIZERELTULSIL—ILIE, TEE0D showrule AT FZEFEH L TRERMNARET
EIS
https://<LoadMasterlPAddress>/access/showrule?[name=<Rule Name>]&[type=<0-4>]

RERSINBYRAME, W—ILE., LLLIFIL—ILDEA TEBETDHIETIAILE—

MCEET,
L—ILDEA TEFRIZRLET,
& 247 B
0 MatchContentRule The original rules.
1 AddHeaderRule Rule to Add header field
2 DeleteHeaderRule Rule to Delete a header field.
3 ReplaceHeaderRule Rule to modify a header field.
4 ModifyURLRule  URL rewrite rule.

R 3-1LIL—LDEA T
3.8.2 V=IO RT L&Y OHIER
JL—ILIE, delrule 37> FIZCKYHIBRTEET,
https://<LoadMasterIPAddress>/access/delrule?name=<Rule Name>
3.8.3 L—ILIE, delrule 2> FIZK YHIBRTEET,
addrule A7v > FHE&EU modrule AT Y FEFERATEHE. L—ILEEBM/EBETEET,

https://<LoadMasterlPAddress>/access/addrule?name=<Rule Name>

https://<LoadMasterlPAddress>/access/modrule?name=<Rule Name>

IW—ILDBREIZTEKYFETH., TFTRRONFA—FERETEET. L—ILEERT HEIC
“Type” BT LIEMN > =HE (X, T 74 FDOOHERA S MatchContentRule & 7% Y F
9o L—ILVERITY FOERAR, “Type’ZHE LGN GEIE. 24 TEEESL

FEA,
Type 1 @ AddHeaderRule MBI ZERE LS, pattern /NT A —R Z{MLAEFNIEGEY
FEA,
Type 0 (MatchContentRule)
£ BE TIALEF il EBINER
matchtype S regex —  regex IW—ILICKYETESNLBEDTE
—  prefix b
— postfix
inchost B N BEZ{TOHIIC. YU I X URI
DFEBEIZHRR FAZEMLET,
K A—RKTRA2—21)—X YY—R/—k (Ver7.1-26)
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Al R TI#4LE B BfiEE
nocase B N XFH LB DEICKXF EINF
XA LFEH A,
negate B N BEDEKERELET,
incquery B N BEZ{TOHIIC. URIIZOVITYX
FHEEMLES,
header S <unset> See below BEdT_ 3NV EF—T1s—IL K4,

ANYFT—T 4 —)LEDEEEINT
WEWESE., T74J/)LFTURLIC
TRENMTHONET,
pattern S <unset> BENI—Y
R312LL—WDELTODNF A =4

“header’/AS A —AR (X, AT aFILTAYFT—ENT v F LIz15
BDH Value & L TD“pattern” FZEHEHAIRET T,

Type 1 (AddHeaderRule)
£ A L] T2+ B NTEER
header S <unset> EBMTBEAYE—T4—I)L KA
replacement S <unset>

R31BIIL—ILDEAL T 1DNF A—4

Type 2 (DeleteHeaderRule)

£ Al BE T4
pattern S <unset>

F314IL—ILDEAL T 2DNRF A—4

Type 3 (ReplaceHeaderRule)

Z=L:[1 B8 T4 b B INTER
header S <unset> BERXMEDOAYT—T 4 —IL A
replacement S <unset> BHRXF5
pattern S <unset> BE/I\2—2

R315IL—ILDE A T3DINTA—4

K A—RKTRA2—21)—X YY—R/—k (Ver7.1-26)
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Type 4 (ModifyURLRule)

£ Al B8 TI4IE B INTER
replacement S <unset> URL &A%
pattern S <unset> BEa/I\2—>

R 3-16:IL—ILDE A T aDINT A—4

3.8.4 EH—/\—ADJL—)LD:B N /EIB

JL—ILIZL, addrsrule & delrsrule A7 > R&EFEH L TEY—/\—(2EM, £ LLFEY—
N—FYHIRTEET,

https://<LoadMasterlPAddress>/access/addrsrule?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&rs=<RS
IPaddr>&rsport=<RS-Port>&rule=<RuleName>

https://<LoadMasterIPAddress>/access/delrsrule?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&rs=<RS
IPaddr>&rsport=<RS-Port>&rule=<RuleName>

3.8.5 REH—/\—DIL—)LDEM

JL—JLIZL. addprerule. addresponserule, # &1\ addrequestrule 1< > K TCREHY—E
AITEBMTEFES,

https://<LoadMasterIPAddress>/access/addprerule?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&rule=
<RuleName>

https://<LoadMasterlPAddress>/access/addresponserule?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&
rule=<RuleName>

https://<LoadMasterlPAddress>/access/addrequestrule?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&r
ule=<RuleName>

3.8.6 RBEY—/I—DIL—ILDHIER
JL—JLIX. delprerule. delresponserule. # & U delrequestrule 17 > FTCREH—EX
MNOHIBRTEET,

https://<LoadMasterlPAddress>/access/delprerule?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&rule=<
RuleName>

https://<LoadMasterIPAddress>/access/delresponserule?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&r
ule=<RuleName>

https://<LoadMasterIPAddress>/access/delrequestrule?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&ru
le=<RuleName>

3.8.7 Check /N5 A —4&

Service Check /AT A —& (&, LTIV FTRFTEEFT,
https://<LoadMasterlPAddress>/access/showhealth?

Service Check /AT A —A& (&, UTFDATY FTEETEEY,

https://<LoadMasterIPAddress>/access/modhealth?Retrylnterval=<IntervalValue>&Timeout=<Timeout
Value>&RetryCount=<CountValue>

K A—RKTRA2—21)—X YY—R/—k (Ver7.1-26)
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Adaptive Check /AT A —A L, UKTFOITY FTRBTEET,
https://<LoadMasterlPAddress>/access/showadaptive?
Adaptive Check /AT A —R X, UTDIT FTERTEET,

https://<LoadMasterIPAddress>/access/modadaptive?AdaptiveURL=<URL>&AdaptivePort=<Port>&<Ad
aptivelnterval=<Interval>&MinPercent=%Value>

3.9Certificates
SFBAZ (X, LULTOaR Y FTEETEZET,

https://<LoadMasterlPAddress>/access/addcert?cert=<CertName>&password=<Password>&replace=<0
orl>

https://<LoadMasterIPAddress>/access/delcert?cert=<CertName>
https://<LoadMasterlPAddress>/access/addintermediate?cert=<CertName>
https://<LoadMasterlPAddress>/access/delintermediate?cert=<CertName>
https://<LoadMasterlPAddress>/access/backupcert?password=<Password>
https://<LoadMasterlPAddress>/access/restorecert?password=<Password>&Type=<type>

NAT—F (NRRT7L—X) FEHBFTEETIVELHY . KXFENMLFHLRXAS
nNET, XFHOTRIE 7. LRIX 64 TT,

type INTA—A—[Z[X3 DDEZEETETET,
o Full-IRTOEEH—ERIAEL A V2 —ZT 1 I— IAE
e Third-4{ >3—37 4 I— FIBAEDHA
o Vs-{REHY—EXIRAZEDH

Replace (¥, BEIFFDIIAE#RICARI CESTMA SN E SN EOD— FIY R 2 —(2EHT
56D T—ILETT,

get 5L Uset AV FTEETELAEHED/ NS A—2DFMIZDOLTIE, X
3-17 ZSBL T 2Ly,

g=1: A

admincert

sslrenegotiate

S
B
localcert S
R 317TEHAED/IT A —4

3.9.1 OCSP DEXE

get AY U F&set AV RTEEMBEGA V54 VAIBAZEKET D o)L (OCsP) I
BT BN A—F—DEMELUTOR3I2BITRLET, get BLUset a7 FIZDLY
TlFEIav24%#8BLTLESL,

K A—RKTRA2—21)—X YY—R/—k (Ver7.1-26)
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C1:Ll i EINTEER
OCSPPort [ OCSP H—/N\—{DHR— k
OCSPUseSSL B SSLZEHFEAL T OCSP H—N—[Z#EHKELET,
OCSPONServerFail B OCSP H—N—DEMEEFTE(TF2 M LTV k

. OCSP H—N—DEJLIEEERLIZHD
ELT (USAT7 Y MIEAENENTHS LD
ELT) MELED,
OCSPServer A OCSP H—/\—DT7 FL R

OCSPUTrl S OCSP H—/I\—IZTF7 U v RT BH1=6D URL

3.9.2 N—F9xz7E€X2)T4ESa1—JL (HSM) DERE

3.9.2.1  HSM FHMIDRAE

HSM DFFMIE. LLTDOaT Y FTREBTEET,
https://<LoadMasterIPAddress>/access/showhsm

3.9.22  HSM DRE

HSM LT DR Y RTEHRETEET,
https://<LoadMasterIPAddress>/access/hsmconfig?<parameter>=<value>&<parameter>=<value>...

hsmeonfig AY Y RTIXUTDA T a NS A—F—NERATEET,

£ Rl EE SEINiER
sethsm S HSM H 7 < X 5 Ls % Safenet Luna HSM IZERFE L

FY, COINTA—F —THRFERELIEIX
LunaCA3 T3, AXFE/IMXENRRBIENE
EXR
safeaddr A {#A9 % SafenetHSM L= D7 KL R %35
EFLET,

O—KTARX—MHMIZ7HOERTES &
512, HSMM D/S—TFT 4 23 U OEEREN
AJ)—FRrREEELET,

clpass S

enable B Safenet HSM B3/ LE T,
0 — disabled
1 -enabled

HSM DEEFIZIIEFAINBEELRHY £9,

K A—RKTRA2—21)—X YY—R/—k (Ver7.1-26)
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HSM ZEMICT B E . Hi-IZTHSM DNEIME N B MNEBAEZEDEENT
BEINSET, A— RFIRZ—DF1=7E SSL (HTTPS) M E{ERLT
LAY, BEOEGAELIZKOY TEhET,

TIT 4T SSLEGENEFEELLEWMEEDH HSM DREZEET D
CEEERHBELET,
3.9.2.3 CA FFBIED 7 v 7O0— F

HSM MW A o O—REnfz CASEAEZ® 7Yy 70— K3 BIZIE, UTFO cURLaAT UK
ZEITLEY,

curl =X POST --data-binary “@<CertificateName.extension>” —k
https://<LoadMasterlPAddress/access/hsmuploadca

3.9.2.4 OS54 F> FIFBFED L
HSMIZ7 vy 70— K3 350—hILI 547 FEBREZERT HIZIE. UTOavT UK
#FEALET,

AO— K<Y X4 — FADN [ clcertname ZRET H2LELHY T,
$8§7%E L 1= clcertname (&, HSM O client register A< > FCERAINE
ERR

https://<LoadMasterIPAddress>/access/hsmclientcert?clcertname=<name>

3.10 A23—Txx/(R

3101 A VA3—7J A AFHMOINE
A=A ADFMIE. LTFOaITY FTRBTEET,
https://<LoadMasterIPAddress>/access/showiface?interface=<InterfacelD>

ARA—TAADEEF. AVE—TTAADBEETDZETYT, HIAIE. ethoDA >
RA—JxAAIDIX0 TY,

3102 A VA8—JzA AHHOERE
AVB—TTAADINGA—RIE, UTOAYX 2 RTEETEET,

https://<LoadMasterIPAddress>/access/modiface?<parameter>=<value>

1EIDFEVHELIZDE L DDINSA—ZDHAERTEES, D/
FA—RIFUTDIEFTFzvIINET,

%< A—RKTRA2—21)—X YY—R/—k (Ver7.1-26)
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ZY:Lf #E ¢ BA EENEER
interface I EHEFTHA3—TM4R
DNES
addr S P7RKLXR CDAVA—T A RADAVA—2Y
F7 FLRZRELET,
mtu | MTU 44 X CDAVA—T A AMBLEEIND
&iFH:512-9216 =2y FITL—LDRKRKYA X%
EELFEY,
hacheck B O-HAF Y TEHERALG ZONFTA—F—I[F, HABRTOH
Ly WETY, CDAUA3—T (4 R%
1-HAF TV I TERTSD HAFI VI THEATINE SN ZIE
ELET,
gwiface B CDAVRA—T A RET
TH#ILETF—bkozaq4&L
THEAYT S
bondmode I 1 = active-backup
4 =802.3ad
partner A N—FrF—ToDIPT R
LR (HA D#H)
shared A HEE7RLRADIPF7 LR
(HA D #)
adminwuienable B DA TaviEk.,

"multihomedwui"/\ 5 A —4
Myes [TREINTLNS &
EDH yes (1)I2TED,
DT KRIZDLWTIEES

33162 5

geotraffic B O-GEODYHIIRIERE ZDAVE—TIAREGEOD)Y
TEALAZL IXRMERBETHERATEINE SMETE
1-GEOD YUV TR L ERE ELET,
THEAYTS

RIWBAVE—TIAARNSHA—EDER
3.10.3 EM7 FLR
EM7 FLRIE, ULTFTOAY U KRTA VA —T A RIZEBNMTEET,

https://<LoadMasterlPAddress>/access/addadditional?interface=<InterfacelD>&IPAddress=<Additional
AdressIP/prefix>

EM7 FLRIE, ULTFTOAYRUKRTAUE—T A ANLHEIBRTEET,

https://<LoadMasterlPAddress>/access/deladditional?interface=<InterfacelD>&IPAddress=<Additional
AdressIP/prefix>

310 HRIOTAVTAE—TA4R
ROTAUTA3—T A RIFE, LTOaATY FTERTEET,

%< A—RKTRA2—21)—X YY—R/—k (Ver7.1-26)
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https://<LoadMasterlPAddress>/access/createbond?interface=<InterfacelD>

AVB—TIARIE, UWFOAIX VR TRUT AV TA VA —T A ANGHEIBKRTEE
ERS

https://<LoadMasterlPAddress>/access/unbond?interface=<InterfacelD>

AVB=TIARF, UTFRARYFTRUTA T4 03 —T A RCEBMTEFE
ERS

https://<LoadMasterlPAddress>/access/addbond?interface=<InterfacelD>&bond=<BondID>

BondID [, WUID A A 2 A=a2—0 Interfaces 27 > aIZBITHROT4 U TE BT
T, BlIZAIX. bnd2 [(XfE 2 ®D BondID #HFHFET,

3.10.5 VLANSs

RoTaoJ1F. UTFTOITY RTHIBRTEEY,
https://<LoadMasterlPAddress>/access/delbond?interface=<InterfacelD>
FLOVIAN (X, UATDaARY FTA U2 —T A RITBMTEET,
https://<LoadMasterlPAddress>/access/addvlan?interface=<InterfacelD>&vlanid=<ID>
VIAN [F, UTFDIAXY RTA V2 —T 24 ANLHIBRTEEY,

https://<LoadMasterlPAddress>/access/delvlan?interface=<InterfacelD>&vlanid=<ID>

3.11 B0 —7JL DNS 258

get AV FELUset AT FTEEBTESDNS HEBED/NT A —F—DHIZLT
IZRLETS

https://<LoadMasterIPAddress>/access/get?param=hostname

£ Al i %] B NEER
Hostname S A—ALILUDRAMEERELET,
halhostname S
ha2hostname S
namserver A A—KFYRRA—THA—AHILIZRRIERT 516

D DONS H—/IN—DIPF7 KL R
searchlist S DNS R—LH—/IN\—A~ADY I TR FDKEEIZE
MedEALVEFRELET,
% 3-19:A—HJL DNS D/ A —4
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3.12 IL— I EE

3.12.1 T2k HF—bkozq

get AV RFHEELUset ARV RTEETEDIL— FEEBEAEDNTA—F2—DHZELT
[ZRLZET,

https://<LoadMasterIPAddress>/access/get?param=dfltgw

C-Y: L L] T4k B INTEER
dfltgw A (IPv4) <unset> A=y FEDEKIZFERT S IPv4
TIHIWETF— b4 EE/ELET,
dfltgwv6 A (IPv6) <unset> A 33—y FEDERKIZERT S IPV6

TIAINKT—Froz/4ZEBELET,
* 3-20:)L— FEEHD/NS A—4

3.12.2 EML—Fk
EBMIL—FiE, UTOaTY RCEMELIZEIBRTEED,

https://<LoadMasterIPAddress>/access/addroute?dest=<DestIPAddress>&gateway=<GatewaylPAddres
s>

https://<LoadMasterlPAddress>/access/delroute?dest=<DestIPAddress>
3.123 VPN B

3.12.3.1 VPN JEMEDEIERE

VPN B FRITMERT HICIE. UTDATU FEETLET,
https://<LoadMasterIPAddress>/access/createvpncon?name=<VPNname>

3.12.3.2 FEFD IPsec FERDHIR

UTDaT Y FEETTEE. BIFED IPsec R ZHIBRTEE TS
https://<LoadMasterIPAddress>/access/deletevpncon?name=<VPNname>

3.123.3 VPN 7 FLRXDRE

UTDaAR Y FEETTHE. IRTOVWNT7 FLRE—EIZHRETEET,

https://<LoadMasterIPAddress>/access/setvpnaddr?name=<VPNname>&localip=<LocallPAddress>&loc
alsubnet=<LocalSubnetAddress>&remoteip=<RemotelPAddress>&remotesubnet=<RemoteSubnetAddre

SS>

setvpnaddr A< Y REEFTT AL, CCITRINTVWBNRTA—E—NIRTHRET
I,

K A—FIYRAE—2Y—X YY—R/—F (Ver7.1-26)
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Al EE T4 B INIEER
localip String ENMERES JEHA E—FDIZE. T4 MEFO—F
i YREZ—DIPF7KLAR (T4 EF—F
DIAAEZ—T A ADIP 7 KLR) IC
BmYES,

HA E— FDIZEE. T4 MEIZEBIPT
FLRIZCHEYZET,

localsubnet String ENEHRES localip NERTE SN TULVSIHE . localsubnet
i) FEFMICERESINTT,
remoteip String <unset> EHEOYE—MIOIP7RFLRZRELE
ERS
remotesubnet String <unset> EHED) E— MDY IRy FEERELE
ERS

NEDINTA—F—([F, UTDATY F&#FALTEMNIHKRETS_EHTEET,

Local IP Address ZE&E T HICIE. LTFTOAT Y FEEITLET,
https://<LoadMasterIPAddress>/access/setvpnlocalip?name=<VPNname>&localip=<LocallPAddress>
Local Subnet Address X EJ AI1Z1E. UTFTDaATY KEETLET,

https://<LoadMasterIPAddress>/access/setvpnlocalsubnet?name=<VPNname>&localsubnet=<LocalSub
netAddress>

Remote IP Address %€ 9 AI1Z(EX. ULTFTDaATY FEEITLET,

https://<LoadMasterIPAddress>/access/setvpnremoteip?name=<VPNname>&remoteip=<RemotelPAdd
ress>

Remote Subnet Address ZEXEJ AIZIF. LTOaATY FEZETLET,

https://<LoadMasterlPAddress>/access/setvpnremotesubnet?name=<VPNname>&remotesubnet=<Re
moteSubnetAddress>

3.12.3.4 HEE
MEROFMERET SHICIE. UTOIATU REETLET,
IZ5—INAIR—YY ) DBRIZRYNHYET, >

COAX FEHBESEBICE, TRTDNRFTA—E2—DARETT,

el i TI+IE BINEER
localid String localip &[a] EHEOO—AIJLEID ID,
Co
remoteid String <unset> EHEO Y E— MMI®D ID, ZHIE remoteip &
BUCEZFEHATEET,
K A—FIYRAE—2Y—X YY—R/—F (Ver7.1-26)
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£l i £ TIAILE BINER ~
key String <unset> JLoxz7—Fx— (PSK) OXFI, Ch

(X, Azure BICER/BEEBINDTLIT
—F*—T9, F—DORI(X. 16 XFUL
64 XFLUTTRHITNIEREY FHA.

3.12.3.5 [EMEDEE

BHEERIRT AICIE. UTOaTY FEERITLET,
https://<LoadMasterlPAddress>/access/startvpncon?name=<VPNname>

3.12.3.6 EHDFIL

BHEEEFELET A2, ULTOaTY FERITLET,
https://<LoadMasterIPAddress>/access/stopvpncon?name=<VPNname>

3.123.7 BRREDORE

BGKEBERTTHICE, LTOaTU FEETLET,
https://<LoadMasterlPAddress>/access/getvpnstatus?name=<VPNname>

3.123.8 KFEDLEMDET

BEFEDTRTOH VPN EGICET H5MZRTTHICIE. UTOITY REETLET,
https://<LoadMasterIPAddress>/access/listvpns

3.12.3.9 IKE T—E>DEIf

A3 =2y MERH (KE) T—EVEFELTHICE. UTOaATY FEETLET,
https://<LoadMasterlPAddress>/access/stopikedaemon

3.12.3.10 IKE T—E>DEH
KET—EVERET HICIE. UTOaATU FEERITLET,
https://<LoadMasterIPAddress>/access/startikedaemon

3.12.3.11 IKE T—E>DRERE

KE T—EVDREERTT HICIE. UTOaATY FEERITLET,

https://<LoadMasterIPAddress>/access/statusikedaemon

3.13 TFOEBRAJR b

TOERFE )X+ (ACL) aAY Y FTIE, ACLOFA /A T7DHY &
ZE, BEENRTFA—EIDRESLURMEBERITTEES, REY—
EXIPF7RLADEEHZRLTACLARY REEFTTRE, FO—N
JLACLIZH LTETEINET, REY—EXIP7 FLAMNEESL

K A—RKTRA2—21)—X YY—R/—k (Ver7.1-26)
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TWABE, COaATY FIIBEEDHREY—EAXD ACLIZRLTD
AERITEINZFET,

‘All Permissions DHER ZHHD>1—HF—DAI O—/\)LaT > FEET
TEET,

‘All Permissions’ & & U\ Virtual Service’ DIER D1 —H—(%. k38
H—ERBEEHENITY REEFTTEET,

ERBBEITSVI/RITA )R DT RLADERFR:

https://<LoadMasterIPAddress>/access/aclcontrol?list=<ListType>

)R FDIEE
black (F7Zv%)
white (R 74 k)
£ 32TV ERYR FDOTEE

EERMLETSVI/RITA MR MAD (FREEENBETSVI/RTA )X A D
®) 7 KL ZADEN/AEIR:

https://<LoadMasterlPAddress>/access/aclcontrol?add=<ListType>&addr=<IPAddress/CIDR>

https://<LoadMasterlPAddress>/access/aclcontrol?del=<ListType>&addr=<IPAddress/CIDR>

addr [Z(X IPvA F1-IZ IPv6e D7 FLRAZEETEZET .

BEDQREBY—EXICETETIvI/HRTA L)X FDERK:

https://<LoadMasterlPAddress>/access/aclcontrol?listvs=<ListType>&vsip=<VirtualServerIPAddress>&v
sprot=<VirtualServerProtocol>&vsport=<VirtualServerPort>

FREY—N"—nT7akaL
tcp
udp

% 3-22:{FEH—/—D 70 b3

CDR AEE SN TLVEWMES., PATLIIMBDOT 74U ME
(/32) ZFEALFET,

REY—EXDT I VI /RITA MR AD (FETS5vI/RTA4 )R A D
D) 7 L ZADEM/HEIRR:

https://<LoadMasterIPAddress>/access/aclcontrol?addvs=<ListType>&vsip=<VirtualServerIPAddress>&
vsprot=<VirtualServerProtocol>&vsport=<VirtualServerPort>&addr=<IPAddressToAdd/CIDR>

https://<LoadMasterIPAddress>/access/aclcontrol?delvs=<ListType>&vsip=<VirtualServerlPAddress>&v
sprot=<VirtualServerProtocol>&vsport=<VirtualServerPort>&addr=<IPAddressToRemove/CIDR>

K A—RKTRA2—21)—X YY—R/—k (Ver7.1-26)
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BHEN TSI VR MEIZHBEE, TOEGEA FOY TELIXI DI FESnfzhE
IMDFIvY:

https://<LoadMasterlPAddress>/access/aclcontrol?isdrop

IS9P YR bV b)D Oy TOHEIE:
https://<LoadMasterlPAddress>/access/aclcontrol?drop=1

TS99 )R IO FOY TOEME:
https://<LoadMasterlPAddress>/access/aclcontrol?drop=0

BENT SV I VAR MEIZHDEE, ZOEENTOVIENENEIIADF T VY
https://<LoadMasterlPAddress>/access/aclcontrol?isifblock

IS99 VARIRMIDTOYY OEMIL:
https://<LoadMasterlPAddress>/access/aclcontrol?ifblock=1

IS99 VARIMIDTOY Y OEML:

https://<LoadMasterlPAddress>/access/aclcontrol?ifblock=0

3.14 VAT LE
BHEOVATLEBEA XX, RESTfulAPI TEETZET,
3.141 ad1—H0OERE

3.14.1.1 S RXRTALINRT—FDEE

TIHILED bal L—HF—D/INRATV—REZEEFETAICIE. ULTOaAYY REEFTLE
£

https://<LoadMasterlPAddress>/access/usersetsyspassword&currpassword=<CurrentPassword>&pass
word=<NewPassword>

3.14.1.2 IFARTOO—H/I21——DET

FTARTHOO—HNA—HF—BLUVZDHERZEZRTYT SI1F. UTOITU FERTLE
ERD

https://<LoadMasterIPAddress>/access/userlist

%< A—RKTRA2—21)—X YY—R/—k (Ver7.1-26)
Copyright © 2002 - 2015 KEMP Technologies, Inc. All Rights Reserved. Page 67 / 86



RESTful API KEMP ‘ #4 Load Balancer

in price/performance
Interface Description

3.14.1.3 HEFEDO—H/ILI1——DERET
BEDO—ANLI—Y—DEREZRTT HICIF, UTOATY FEEITLET,
https://<LoadMasterlPAddress>/access/usershow?user=<Username>

3.14.1.4 O—H/N1—F—DEHEM
A—ALA—F—FFHRITEMT HICE. UTOIARY REEFTLES,

https://<LoadMasterlPAddress>/access/useraddlocal?user=<Username>&password=<UserPassword>&
radius=<0/1>

FTRTDINGA—B—HPBETT, radius /NTA—F—[F, A—FHAO—KTRXE—IC
054 T BEEIZRADIUS H—NIZKBRIAFTINESHERELET, cOX T
2 aVEMERAT BRI, RADIUS H—/\DEMZRTET IRELHY FT,

3.14.1.5 O—AH/a—¥F—DHIR

O—ALA—H—ZHIRTAIZE, LTOaAYYRFEETLET,

https://<LoadMasterIPAddress>/access/userdellocal?user=<Username>

3.14.1.6 O—H)21—F—D/IRT— FDEE
A—ALA—HY—DNRAT—REEBTBHICIE, UTOaATY REEFTLET,

https://<LoadMasterIPAddress>/access/userchangelocpass?user=<Username>&password=<NewPassw
ord>&radius=<0/1>

A—HF—REFAXFENMXFIRFENFET, JRELF-ESYIZD
—HF—REANLTLEEN,

FTRTDINTA—FZ—PUETT, radius /ST A—F—[F, 1 —HFHAO—FKTRE—|C
A4 9 BHEEIZRADIUS H—NIZKBBHAEITINESHERELET, COX T
3 U EERT BN, RADIUS H—/\DEMEBRTET ILEAHY FT,

3.14.1.7 O—H)LaA—F—DERDEE
O—AIA—H—DEREZHRTETLICIE. ULTOaTY REETLET,

https://<LoadMasterlPAddress>/access/usersetperms?user=<Username>&perms=<CommaSeparatedLi
stOfPermissions>

EzhITREYSHZET, BEHOERZRFKICHRETESET, fAl:

https://<LoadMasterlPAddress>/access/usersetperms?user=<Username>&perms=real,vs

CDARVEKREERFTTDHE. TOI—H—IZRESIN TV =LEID

ERAPLEEZINET, FIZRIX. HD5I1—HF—DH rules HERZFHF - T

WHEZFICEREDAT U FEERTTDHE, TOI—H—(I rules DIE
BRZEKL., real LU vs DERZHFODLSICTHY FT,

e< A—RKTRA2—21)—X YY—R/—k (Ver7.1-26)
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perms INT A —B —DANGEE ZTDOHRAZLUTIZRLET,

{E

SR

real

COO—)UIE, B —N—ZHN/ENT HEREZRLE
¥, B —N—D#REF DAY (L. T Vs Z:EMT
EFEEA

Vs

CoA—)LiE, REY—EXOBEEERZHELET., hlE
HIVS 2EHFET, REYV—ERDEETIE, §TOY
Jxy b9 SN, AlBR. ZEATEETT,

rules

ZOA—)LIE, L—ILDEBEREZELET., IL—ILDERE
Tl&. B, Hifg., EENETETT,

backup

SOO—E, SRATLNYI TV TEFTI>ERERFLE
ED

certs

ZOa—LiE, SSLEREOERERERLFT. THED
EETIE, ssLEREOEM, M. ZEATETT,

cert3

ZOO—)LiE, 41 V23— T4 IT— NIBAZE (hREZIAE)
NEBERZHELET, MIAZOEETIEX, 1 V4 —=T4
I— FEEBAZEDEME K VHIBRMNETEETT,

certbackup

—OO—)LlE, SERAEEIT Y RAR— b4 iRk— b HHER
=EBET,

users

— M HA—)LIX, "System Configuration > System Administration
> User Management" ) WUI BEIHIZH 1T 52 TOHEELE S 1E
RzHELET,

root

COA—)LEERETDHE, A—H—IL, bal /KART—FDE
FHERS I VMDD —F—DER/HEIBRIERZRR< . 3T
DERZEHELET,

geo

COBR—JLIE, B—FIRI—DGEO R TOAFEREINE
T, GEO XU OA—N\)LY—N—O—KNS2I 05
(GSLB) HEgE/Nw U DML, KEMP O— KT X4— # g,
BEESHBELTLESL,

HERZMEB/E LGS, NSA—F—FZF LT
=LY (5] &perms=) ,

3.14.2 SAEVADEHR

license Y FZFEITITSH_ET, O—FRIRI—DITA UV REEHTEEFS, D

av Y RIZEE, WSO DERAERAHYET, CcOaT Y

FIZIE. WSO DFERA

ENHYFET, -EAIX Linux TCURLIY Y FZEFERATHIGEEE. UTOLSCGY

F9,

curl =X POST -—data-binary “@license.txt” —k https://<LoadMasterlPAddress>/access/license

AT RIE, 4V RBERESL licensetxt EVWSBZFDTFA T 7AI)LED
—FIRE—IZ7yFA—FLET, LEDIT Y FHITIE, licensetxt BBAL Y b T

K A—KTRE—L1)—X
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AL RJIZHBLDERELTLET, license.txt BNUDIHFTICREFS AT SIGE
T, @DRICT7AILDNRERELTLZELY,

FRRODaT U FEFERTBICZIE. SAEVARERABLOB 77/ /LEO—AJLICEFL
9, O— FTRAE—NKEMP DA LU ARAVATLESBLTRTIDSA U REHE
L. BRHBRAH B EICEHTHLIICTBICIE. UTOaT U RFEETLED,

https://<LoadMasterIPAddress>/access/alsilicense ?kempid=<KEMPID>&password=<KEMPIDPassword>

C2): Ul BE Bl
kempid String  KEMP ID, KEMP ID Z8%BFIZ{FA L
TmEA—=]LT7 FLARTY,
password String KEMPID Z7Hh™ Y FD/INRT— kK,

TOEAF—IF. LTOaIT Y FTRBTEET,

https://<LoadMasterlPAddress>/access/accesskey?

3.143 L RATLOBIEE
A—FIYXE2—[F, UTOAT U RTOY Y MO VFEREBESTEET,
https://<LoadMasterlPAddress>/access/shutdown?

https://<LoadMasterIPAddress>/access/reboot?
3144 VYIbFIIT7OEH

31441 FHLIN=ZI2DYTFOTFADFYTITL—F

installpatch <Y > F£EFTTBEET,. A—FTREA—DY I MYz T7EHLLANA—
AVIZTY T L—RTEET, 2Oavy RIZiK, WO DFEAAELAHY FT,
ZDATYRIZE, WO DFERFENHY FI, fzEZIE, Linux TCURLAT U K
FERAT HGEEIE. ULTOKSIZHYET,

curl =X POST —data-binary “@<LM Patch File>” —k https://<LoadMasterIPAddress>/access/installpatch

CDcURLAT Y KIE, /8y F (<LM Patch File>) 2V RTLIZA VA M—ILLET,
Ty 7TA—FRT 3774 INEEDENYFI7AILTHITNIELZY

FHA, WULICT I 74 ILDEEELEWNMEE., TD T 74 ILIE
RESTful APl A< > FTHHEEEL EFH A,

%< A—RKTRA2—21)—X YY—R/—k (Ver7.1-26)
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3.14.4.2 LIFIICA 2R F—=I L /N—S 32DV T Moz PDET

A—RIRFZ—DQUFIDN— 30D T7—LIz 7k UTFOATY FTERTTESE
ER

https://<LoadMasterlPAddress>/access/restorepatch

EENRZRMRT BICE, YL UEBEHTILEAHYET,

31443 A 2XF—INSHATOWBFTFF2/IWNYIDYX FEFR

O—KYRE—[2A YR F—LINTVBT7 FA vy sr—YE, BLTFOaITY KTY
AMRRTEFET,

https://<LoadMasterIPAddress>/access/listaddon

3.14.44 FRF/INvIoDFT v TO— FFE/EILEFH

T READRYIIEUTOPOSTAY Y RTF7y TA—RFTEET,

curl -X POST --data-binary "@<Path To Add-On Pack File>" -k

https://<LoadMasterlPAddress>/access/addaddon

T RAURY OBBRICHERET BIEE. TDT7 FF Ny IE7 v T
O—REhBNA—2aVICEHINET,

3.14.4.5 F RFF>2/Vy 0 DEIGR
7 RAURYIIEUTOaT Y FTCHIBRTEET,
https://<LoadMasterlPAddress>/access/deladdon?name=<AddOnPackName>
BEDO7 A2y DARTERERT HICIE. listaddon A7 FEETLET,
3145 Ny I F7vT/ER
A—KRIYRAZ—DHREF. UTOARY RTN\YITYRMT BIZIETEIEIETTSE
£9,
https://<LoadMasterlPAddress>/access/backup

CURLZFARALTINAT UV FEEFTTHE. Lnux DEETA LY MJIZT7AILBS
wrvo—RKahExEd,

LTI, A—FIRZ—DEREEETT D cURLAT Y FOBIZETRLET,

curl -X POST --data-binary "@<Path To Backup File>" -k
https://<LoadMasterlPAddress>/access/restore?type=<1, 2 or 3>

type takes the integer range from 1 to 3:

K A—RKTRA2—21)—X YY—R/—k (Ver7.1-26)
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£ B i iR
type Integer 1-3 1=A— KIRXREX—DEKRETF
2=VS MEXFE

3=GGeo MEXTE
32NNV I TITDINSA—4

3.1451 HE/NvIoFvFS

get AV K& set Yy RCEEAIGRGEE/NY I 7 v JICEAT 5/85 A —42 —D 54
ELUTNDR324ICRLET, get B&LUset AT FIZDOWTIEEY Vav 24 258

LTS,
£ Al BE 7o+ &EHE BINTHER
backupday Integer Daily 0-7 BHENYY Ty ITEMERICETT SH
(FEXEAETTSHM) ZHEELF
£
backupenable Boolean N BEIEHH NNV T7y T2/ LET
(FTP #2H) .
backuphost String )E—FAHRX b+
backuphour Integer 0 0-23 BHEi\vH 7w TETEL ()
backupminute Integer 0 0-59 BB \vo 7 v TETEHL ()
backuppassword String JE—FI—HF—D/IRT—F
backuppath String JE—FNNRBZEEELET,
backupuser String J)E—h21—H—LFEELFET,

F32N\V I T I TDINSA—4
3.14.6 B 4 /85Z1

get BEUset AV FTCEETELHMERBLZD/INT A—FDEMIZDODNTIE, &R
35 #BBLTLEIL, get BEUset Aa7v Y RIZDOWTIEEY Va3 v 24728 BLT

=&Y,
CY:l] i
ntphost S
time |
timezone S

= 3-25: A 4 /B5 %1

RESTfUlAPI X >V F&#FERA L CHINEZHRET S LIEITEEFEA,

K A—RKTRA2—21)—X YY—R/—k (Ver7.1-26)
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3.15 Agx7vay

3.15.1 Debug Options

get 5L Uset AV FTEEBTESTN\Y I AT a VBEED/NNTA—2DOFMIZDOL
T, TEEDRZSHLTLESL, get B&EUset AT FIZTDOWTIEFEY V3> 24
#SHBLTLESL,

2R EH
irgbalance B
linearesplogs B
netconsole A
|

netconsoleinterface
£ 3-26: TNV TA T ay

3.152 SyslogAFLay

get BEUset AV FTEETES Syslog A7 a VEAED/AT A —2DEMIZDOULNT
X, &327FSHBL TS, get B Uset av U FIZTDOWTEEHIVav24 %
SHBLTLESL,

=1:(] R

syslogcritical

syslogemergency

syslogerror

sysloginfo

syslognotice

> > > > > >

syslogwarn
& 3-27:Syslog A T3>

3.15.3 SNMPA T3>

get BEUset AV FTEETESSNMP O F T 3 VEED/NT A —2DEMIZD
WTIlE, ®3-28%SHBL TS, getBEEUset av >y FIZDWTIEEY 3> 24
BB LTLCESL,

£ il S EINTEER
snmpcommunity S SNMP DX a=T 44 XFHEEELET,
snmpcontact S SNMP D L ARV RIZTEESNE-BMLEHLET FL
AEHEELFET,
snmpenable B SNMP =B /B LET,
snmptrapenable B BERGAREIDRELIZEE, EITSNMP A RY
FEERRLET,
K A—KFIREZ—L1)—X Yy—R/—F (Ver7.1-26)
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£ A i ] EBANTEER
snmpv1sink A SNMP A4 T1 S TDV V9T FLAZERELE
9.
snmpv2sink A SNMPRA T2 by TNV U7 FLRAZRELE
9.
snmplocation S SNMP DL RRURIZTEESIAF-OS— a3 %R
EFELET,
snmpclient S SNMP H TV RTFLIZF I REATEEIV VDR b

FHRELET., V5147 hEEELLEWNES.,
THSNMP [IZ7VERTEET,

snmpHATrap B HEIPTZRKLANDLSNMP Sy TEHEELFET,
AT aviE, O—KRIYREZ—HAHAE—FIZH
EEDHMATETET,

% 3-28:SNMP O 4 A4 T3>
3154 EX—)ILDATLay

get BLUset AV FTEETZES Email A5 A T2 a VEAED /NS A —Z DOFEMIZD
WTIX, &®3-29ZFZSHL TS, get LU set a7 FIZDWWTIEEIPar24
#SBLTLEEL,

A Hil

emailcritical

ik
2

] EniFH

emaildomain

emailemergency

emailenable

emailerror

emailinfo

emailnotice

emailpassword

emailport 0-65535

emailserver

—n —Tunun uun o un unn

0-3 0 =None
1 = STARTTLS, if available
2 = STARTTLS
3 = SSL/TLS

emailssimode

emailuser S

emailwarn S
5 3-29:Email A A T3 Y

K A—RKTRA2—21)—X YY—R/—k (Ver7.1-26)
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3.16 FDOA T a3y

3.16.1 WUl §%5E

get 5L Uset AT FTEETES WUI REBED/ NS A—FQFEMDONTIE, &
330 8B LTLEE, get BLUset ATV RIZDOWTIFEY2 23 v 24 588BLT

G EJ AN
Al i ] B INEER
hoverhelp
motd S Z MLlX Message of the Day

(MOTD) TY, FL—>T
FRMNFERFTFRET7
1IVEFERATEEY,
&K 5,000 XF
MOTD 5% 5,000 XF %X 5
EIS—DMRREINFET,

sessioncontrol B
sessionidletime I 60-86400 ==K vy )
sessionmaxfailattempts I 1-999
wuidisplaylines | 10-100 1 DDEHEHRR— O TR
AR RAITHZRELF
ER

 3-30:WUI BRED/AS A —4

DK SIT"set"a7 2 K& HER L T Message Of The Day (MOTD)

FIRET HI5E. &mKA 5000 XFEFTAATEET, 5000 XFEHE

ZBMOTD #FAALEWEEIE., TL—FFX KT MOTD &

R7EL., TENDAT Y FICTKEMP A— KFY X2 —IZ%F®O MOTD &
RRARLTLEELY,

curl —-d @<filename> -k
https://bal:<BalPassword>@<IPAddress>/access/setmotd

3.16.2 JE—F70tX

get 5&Uset AV FTEETEDUE— M7V ERBEED/NNSA—2DFEMIZDOLT
X, T®331FSHBLTLIESLY, get BXUset AT FIZTDOWTIEEIVav24 %
SHELTLEEL,

£ Al i 2] i B B NEER
admingw A
enableapi B
geoclients A
geosshport I 3-65530
K A—RKTRA2—21)—X YY—R/—k (Ver7.1-26)
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£ Al i ENN1EER
sshaccess B
sshiface S
sshport I
sshvlprot B
wuiaccess B
wuiiface I
wuiport I T 7 4L MEIL 443
geopartners A GEO A— KT RA—I—F+rFT—DIP 7 FLRZEHREL
Fd, CMDGEO B—KFYRA—([L, DNS DEREFL >V
JIZRELTLET,
E:GEO A— FY R A —M/\— b F—% R ET SHIIC.
ELVERE/MEREZR/FOZETHGEOO—FIYRE
—DNY I Ty TEERT E2RENHYET, TLT.
CONYI Ty TE, AUDFILOO—KEIREZ—0N/N
— b F—LG50—FIRE—ICRETILENHY F
T, B LUFIEIZONTIE, GEO MEESRBAZSHEL
TLEELY,
multihomedwui B

O av24aESBELTLEEELY,

R3IBLYE—FTFIOERRADINS A—4
3.163 WUIDEELUVERBEA T3y

get 5EUset AV FTEETES WU DRSS KUVRBEA T 3 VEHED/INT A—
BDFEMZDONTIE, 3-32FSHBLTLKEIL, get BEUset a7 RFIZDLTIE

£ Al

B

] B INTEER

Idapbackupserver

A

Idapsecurity

0 = Not Encrypted
1 = StartTLS
2 = LDAPS

Idapserver

Idaprevalidateinterval

radiusbackupport

3-65535

radiusbackupsecret

radiusbackupserver

radiusport

3-65535

radiusrevalidateinterval

10-86400 B FD

radiussecret

radiusserver

sessionlocalauth

sessionauthmode

— @0 == 0 - L >

Values described in 3&
3-33

K
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in price/performance

RESTful API KEMP ‘ #7 Load Balancer

Interface Description

+ 3-32:2WUI ORBEES L UERBF T3>

& 3-33 L. sessionauthmode /NS A —AR 25 Z bW -{EIZi L TER S B, Radius,
LDAP, B&LUVO—HhILA—HF—DA T a3 VIZDWTEHBALTWET,

Radius LDAP A—AlL

B B A &Pk Ei ot

7 No No No No No
263 Yes No No Yes Yes
775 Yes Yes No Yes Yes
23 No No Yes Yes Yes
22 No No Yes No Yes
788 Yes Yes Yes No No
790 Yes Yes Yes No Yes
791 Yes Yes Yes Yes Yes
789 Yes Yes Yes Yes No
773 Yes Yes No Yes No
262 Yes No No No Yes
774 Yes Yes No No Yes
772 Yes Yes No No No
278 Yes No Yes No No
279 Yes No Yes Yes Yes

& 3-33: sessionauthmode D{E
3.16.4 L7 E}7E

get 5L Uset AV FTEBTES L7HEEDNSA—2DEMIZDOLNTIE, &334 %
SBHBLTLEEL, get B&LUset AT FIZDOWTIEEY Y av 24 #8RBLTLCES

LY,
2L B'/E ] & B
addcookieport
addvia B
allowemptyposts B 22:‘:;'23 FIALRTH, UITR bRAO—
KD&K & %7R9 Content-Length Ny &
—F 1=1& Transfer-Encoding Ny 5 —%
EFEHLPOSTIFO—FIRE—IZ& o
T7av I EnNFET, CD/INTA—4
—Z true [TERET HE. £5 LU
IXRMEIRAA—=FT—E2HENED
EAGEEIN, ERINGBYFET,
K A—FIREZ—21)—X YYy—X/—k (Ver7.1-26)
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in price/performance

RESTful API KEMP ‘ #1 Load Balancer

Interface Description

£ Bl £ ol B
alwayspersist S 0=HTTP/1.1 EH D CDINT A—E—[Eno & yes LEXA
=RPDYY IR+ BLLTZIFFITET, no & yes (7
2% L TDH/— hZEno s 1IzHELET,
VATUREFT
vy

1=2TOYYI IR
MZxtLT/N—2
ARTVAREFIY
9
2=HEHOEFTH
STHN—VRT

VADNDETHER
*REF
closeonerror B
dropatdrainend B
droponfail B
expect100 | 0-2 0 = RFC ZEH#L
1 =812 Expect-100
2 = Continue-100 % #&1R
rfcconform B
rsarelocal B
localbind B
transparent B
slowstart I 0-600
addforwardheader I 0-2 0=X-9ZA4F7 YA F
1=X-TAT—T4T7En%B
2=77L
logsplitinterval I 1-100 T 74 ML 10 TY,
& 3-34:L7 BBTE

3165 ARy brI—=HFTFay

get 5&EUset AV FTEEBTESRY NT—9F T a VEED/INS A —2DEHMIC
DNVTIE, ®335ZSBLTLEEL, get BEUset a7 RIZDOWTIFEY a3y
24 S L TLEELN,

=10 i £ 2] #EEH BINEER

shat

allowupload

conntimeout 0-86400 In seconds
keepalive

multigw

nonlocalrs

P WO | —| @ @

onlydefaultroutes

K A—RKTRA2—21)—X YY—R/—k (Ver7.1-26)
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in price/performance

RESTful API KEMP ‘ #9 Load Balancer

Interface Description

£ Hil ES #iBH BNER
resetclose B
subnetorigin B
subnetoriginating B
tcptimestamp B

routefilter B
£33y I FTFay

3166 FIUH—L 3O IR (AFE) DERSE
BABREHNTA—FE, UTOATY FTEHTEET,
https://<LoadMasterIPAddress>/access/updatedetect

DAY RIZIE. WO DERAENHY EFT, f~EXIE, Linux TCURLAT U K
#FEATHEEE. UTOLSIZHYET,

curl =X POST -—data-binary “@<Detection Rules File>” —k
https://<LoadMasterIPAddress>/access/updatedetect

RO aOT U FEEITIHE. HILLMEEIL—IL (<Detection Rules File>) A X T L(Z
AR R=LENFET,

T7AINWIEEFIE, Fr v amdENDT7AILILEFOV A MMSUTOATU KT
BMELITBIBRTEES,

https://<LoadMasterlPAddress>/access/addnocache?param=<FileExtension>
https://<LoadMasterlPAddress>/access/delnocache?param=<FileExtension>

<FileExtension>X F5l|l&. ""THODIDLELNHYET,

77 AR FIE. ERARNDT 7 A MARRFDOV R AL UTOIAT Y FTEME
=IFHIBRTEEY,

https://<LoadMasterIPAddress>/access/addnocompress?param=<.FileExtension>
https://<LoadMasterIPAddress>/access/delnocompress?param=<.FileExtension>
<FileExtension>X F 3|, ""THROIDELAHY T,

get 5 Uset AV FTEETES AFE RTERBEED/NSA—FDFMIZDOLTIE, X
336 8B LTLEEL, get B&Uset ATV RIZDOWTIEEZ 23V 24 588BLT

=&y,
AT B8 i
cachesize | 1-409
hostcache B yes/no
paranoia | 0 =Low
1 = Default
2 = High
3 = Paranoid
K A—RKTR4—Y1)—X JY—R/—F (Ver7.1-26)
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RESTful API

Interface Description

KEMP | *]\0adBalancer

=1

ik i B

limitinput

0-100000

3R 3-36:AFE SBTE/NT A —4

3.16.7 HA B

A— YR 3 —forAzure ZERT DIGEEEIRDEI a3 V=S HL
TLEEL,

get BLUset AV RTEETEDHANSA—REHED/INS A—FDFMIZDOIT
(X, ®337FSHLTLIEIL, get 8L Uset AT FIZDWWTIEEIPav24 %

ZRLTLESL,

A %] 1]
haif I
hainitial B
haprefered I 0=B%HKRXMFEL
1=R¥0D HA %18
%
2=2FBEDHA %1&
%
hastyle B 0=LHI—N—F
E—Fk
1=carp
hatimeout I 1=3%
2=6%
3=9®
4=12 %
5=15
havhid | 1-255
hawait I 0-200
mcast I
vmac B
Tcpfailover B
cookieupdate B
finalpersist [ 0, 60-86400
hamode I O=HAE—F#* 7
1=HA1E—F
2=HA2 E—F
hacheck B

HAE—RZZE LT T, EHA L HAIZEIUEDY FHA,
DRATLEREICYYEZBICIE, /S—kF—EREIP (VIP) DT

F3-37:HA D/IRS A—4

K

A—KIRE—L 1 —X
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RESTful API KEMP ‘ #9 Load Balancer

in price/performance

Interface Description

RLRZRTELTEREHIT I LELSHLY FI, RESTful API ZFERL
THA 2B FTAHHEIZDOLTIE, 223> 3.16.8.

hastyle F£7=1d hamode DZEFEARNRZEMNICT HICITHBEHT HILE
n"HYES,

3.16.8 Azure ) HA /NS A —4

ZDavY RlFA— KT XA —forAzure ICOHBEEZRLET .

Azure M HA E— R, UTFTOaAY Y RTEHRETEET,
https://<LoadMasterIPAddress>/access/azurehamode?hamode=<master/slave/single>
Azure D HA NS A—R[F, LTFTOATY FTHRETZEEFT,

https://<LoadMasterlPAddress>/access/azurehaparam?partner=<PartnerHostNameOrIPAddress>&
hcp=<HealthCheckPort>

£ A it i BINER
partner S BE P 7 RLATH HA/N—rF—2 =y FDRR FEFLEXIPFTRLRAE
FThiEiEY FEA, BELET,
hcp I BMEAR— METHIT ANRF I ETOIR—LEHRELEFT, HABIEL
nigY FEA, HBET BICIF. RRE—ERL—TTR—FARL

TRIFNELRY FEA,

R 3-38:Azure ) HA /XS5 A —4&

Azure D HA NS A —AR[F, UTDaAT Y FTHREBTEET,

https://<LoadMasterIPAddress>/access/getazurehaparams?

3.17 RESTful API [Z & b HA DERE

UT®D2 20D+ 3> TIE, RESTIUIAPI ZERAL TEEDNR—FIR2—B&LUDO—
K< R A —forAzure I HA #E&E T D AEIZDOWVWT, RTYTNA RTy T THEALE
ERD

3.17.1  RESTful API ZFRA L TEAENDO—FTYXSZ—IZHA Z8®/ET D

RESTful APl ZFF L CEENDO—KYRA—IZCHA ZRET AHDICHELROT Y K%
LTFIZRLET,

1. B3R 1% HALICERET 5:
https://192.168.1.1/access/set?param=hamode&value=1

2. HA1 #BEHT 5:

K A—RKTRA2—21)—X YY—R/—k (Ver7.1-26)
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in price/performance

RESTful API KEMP ‘ #9 Load Balancer

Interface Description

https://192.168.1.1/access/reboot?

HAL D/X— b F—D7 FLR (HA2 D7 KL R) Z/RET %:

https://192.168.1.1/access/modiface?interface=0&PartnerlPAddress=192.168.1.2

HARTICHBDIP 7 FLREERET :

https://192.168.1.1/access/modiface?interface=0&SharedIPAddress=192.168.1.10

HA2 ZEh U F ) ISRET -

https://192.168.1.2/access/set?param=hamode&value=2

HA2 ZBEFYT 5:

https://192.168.1.2/access/reboot?

HA2 D/A—FF—DF7 FLR (HALD7 FLR) &/ET 5:

https://192.168.1.2/access/modiface?interface=0&partner=192.168.1.1

HARTZIZHED IP7 FLRAZRET %:

https://192.168.1.2/access/modiface?interface=0&shared=192.168.1.10
LoadMaster Tl&. reboot L END AT Y RATET T 5 ETHHHMY

*9, NEEEBR T BFEIL. reboot AT KORIZEYTELEZ A
NdE5FELTLIEELY,

HA ZHIRRT AIZIFLTOavT Y REFEALES,

1.

3.17.2

JEHA IZERET 5!
https://192.168.1.1/access/set?param=hamode&value=0
BiEEY 5.

https://192.168.1.1/access/reboot?

RESTful APl Z{fEf L TO— F< X2 —for Azure [C HA ZE&EJ 5

RESTful APl ZfEFHL THA— K<Y XX —forAzure ICHA ZBET ADICHELZ T K
ZLUTFIZCRLET,

1.

YRAA—1=y hEIYRZ—HA E— FIZHRET 5:
https://192.168.1.1/access/azurehamode?hamode=master

TRAA—DHAIRT A= (IN—bFF—F FLRABELUNILRF =y IHR—F)
https://192.168.1.1/access/azurehaparam?partner=192.168.1.2&hcp=8444
Ab—TJaA=Zy bE#AL—T HA E—FIZERET 5:
https://192.168.1.2/access/azurehamode?hamode=slave

K
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Interface Description

4, RAL—=TDHAIRTG A= (IS—+rF—TF FLRABLUANLRF I HR—1F)
FERET D
https://192.168.1.2/access/azurehaparam?partner=192.168.1.1&hcp=8444
HA ZHIBRT AIZITUTOavY Y FEFERLET,
https://192.168.1.1/access/azurehamode?hamode=single

https://192.168.1.2/access/azurehamode?hamode=single

K A—RKTRA2—21)—X YY—R/—k (Ver7.1-26)
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in price/performance
Interface Description

4 O—F<IX%S—RESTFulAPI DR 1) 7 +HIX

A— K<Y AR —RESTful API [&, 2—H—FH LLET7 TV r—2avhA—KIRE—~
BET7IERTEDELHT OO, BBORI) T rET7TIVr— a3 v OEAEDE
NMERTRETT,

RESTful APl MEE L LMERAMFIZDULNTIL. RESTFUlAPI AT ST—XHAF FH=AL
J—FrESBLTLLESL,

%< A—RKTRA2—21)—X YY—R/—k (Ver7.1-26)
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Interface Description

5§ ZBEZFXa AV

BICHRESINTWEWLEY ., UTORFa A2 KX
http://www.kemptechnologies.com/documentation M5 AFTE=ET,

wul BEHA K

KEMP O— FY X4 — HoHE
SSL7VE5L—Yavy—ER e

GEO #BESRBA

KEMP O— FY X4 — HEHE

RESTful APl AT S5—XHAF FTO=h)L/—F

CLL 4123 —7J x4 REA

%< A—RKTRA2—21)—X YY—R/—k (Ver7.1-26)
Copyright © 2002 - 2015 KEMP Technologies, Inc. All Rights Reserved. Page 85/ 86



RESTful API KEMP ‘ #1 Load Balancer

in price/performance
Interface Description

Document History

Date Change Reason for Change Version Resp.
Jan 2015 Release updates Updates for 7.1-24 release 2.22 LB
Jan 2015 Minor changes Fixed some defects 2.23 LB
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