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POSSIBILITY OF SUCH DAMAGE.
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THIS SOFTWARE IS PROVIDED “AS IS" AND WITHOUT ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING,
WITHOUT LIMITATION, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE.
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THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE,
ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.
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THE SOFTWARE IS PROVIDED "AS IS" AND THE AUTHOR DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE INCLUDING
ALLIMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY SPECIAL, DIRECT,
INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS,

WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE
USE OR PERFORMANCE OF THIS SOFTWARE.
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2 The RESTful API 4/ 5% —2J 14 R

COFFa1AVKME B—FRTREZ—~DVE— 7V ERERBICITIBIZTHAY
SNt=A VB —T A RATHAHRESTIAPI AL TEBLTWET, CDAM242—Tzx
4 RI&. REST (Representational State Transfer) 2L LT=H£ DT, REST
(Representational State Transfer) [&. PR ATLBY 2 b0 z7 - 7—FTIO9F v D
1DDREA)LT, BELI-Y 2 T —ERDTHA VETILD—DTT,

2.1 RESTful API & (&

A— K<Y XA —®RESTAUl APl [E, A—HFHL LLET7TUS—L 3 VA HTIPS UV TR +
FO—FIRA—ICEIDEHASEDA A —T A RXRTT, B—FRIRIZ—L, £
DHTTPS UV TR MR LTXML 74—y FDOLARURERLET, HTTPS U S T
AME, FEOKHILGIT+r—Ty bERYET,

https://<LoadMaster IP Address>/access/<command>?<parameterl>=value& <parameter2>=value&

HEEAWMGA B3 —T A XX, URLIZCK>THRESIN ST K& HTTPS GET [T TiE{E

LET, L. NTA—EFHAREBELZIDIE, V9 TVRANTA—2ELTELET,

TRl COHTTPS YOI IR DI A—T Y MZIDWTHFEEATY,

o —[EIZ—DDATUFOHFEETZET,

o VXNSHA—|E, AT UKDBREEZEKRLET,

o VI VITUA—IE, NTA=R/NJ1—DRT7DREZEKXKLET,

o HLAREBELNGA—=RZ/N)1a—DRT7EZEATWBEEIE. ThLITERSH
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o OAXVFKRIZELKNTGA—=R/N)2—DRT7DIEFIEHY FEA.
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o HBHDINTA—ARIZ. ALaATY FRATHNIELEEAEETT,

BlZIE, FEDYTYIZIP7ZFLX10.11.020DO— KIYRA—&YBKFrviat

E—HA XERDZELDTT,

https://10.11.0.20/access/get?param=cachesize

DYV ITN)IZHTBHIA—KITRE—MNLDLARUVRIE, FEEDLSICEZIZTa—FK

TEALHXML 74— v +TY,

<?xml version="1.0" encoding="1S0-8859-1"7>
<Response stat="200" code="0k">
<Success>
<Data>
<cachesize>

K n—RvAA— =X JU—2/—F WVer7.1-16)
Copyright © 2002 - 2014 KEMP Technologies, Inc. All Rights Reserved. Page 8 /44



RESTful API KEMP ‘ #4 Load Balancer

in price/performance
Interface Description

100
</cachesize>
</Data>
</Success>
</Response>

ARXa AV MIRBEIATWSEIRTOOATY FRTRTOHOO—

RYRA—THERATESIDITTEHY FEA, ATV FIZE-TIE

. B—FKTRE—D—EDSA o ATOMERATIRELLDEHY
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A—H—Z"bal"lE. TRTOEEE~NDT U EANERETT, D1 —HY—(FX. FD1—
HF—IZEZO0NTWBY TORTLIZOAANDT I ERAETARDONET,

tya EBENEMIZHE->TULSEE. bal 21— —OH RESTu
APl ZEHTEEY,
HRTIE, SOAUE2—T A RIZED1I—F—DERZTHITEZEEA,

XAV TADREICHEYFETH, WUl AQOT A UHABRIZHINTULARWNMEEX,
A4 MEREEMLBTFNIEGEY FHA, BEDOBICOT A UNLEINTLDEED
aAYY RI74—< vy METETTA,

https://<LoadMaster IP address>/access/<command>?params

HL. AV —ERZEFELITNELGSLBRWMEGEEITRED 7+ —< v FMIGY FET,

https://<UserName>:<UserPassword>@<LoadMasterlPaddress>/access/<command>?params

2.3 RESTful API 4 3 —2J x4 ADHF L

RESTfUlAPI £ 3 —TJ A4 RlE. A— KT RE—0D WUl D583 E L E1TULVE
T TIAIFTIE, COAMUE3—T A RIFEMHE->TULET,

RESTFUlAPI 4 VB3 — D 2 A RAEERATESELSI2T 52X, TiEDFIETITLVET,

1. WUl D A= a1—& Y System Configuration > Miscellaneous Options > Remote Access 7
T avIcBELET,

2. “Enable APl Interface” F T v O Ry I REAIZLET,
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2.4 get BEUset ATy FOEHA

A—RKIYRA—DINTA—EDEL(E, set 5LV get AV FEFRALTCEERTESE
To BINTA—RIZDVTIE, CORF2IAVME2AKRFBELTHBALET,

INTA—FDEIX, UTDELEIET+—T Y rDget ATV FTRHETEET,
https://<LoadMasterlPAddress>/access/get?param=<ParameterName>
INTA—ADEIF. UTDEIETH+—T Y FDset ATV FTERETEET,

https://<LoadMasterIPAddress>/access/set?param=<ParameterName>&value=<ParameterValue>

2.5 IS5—LAR—Fk

DBEBNFA=EARFELTW Y, N 2a—DNELLBWNEEE, YRATLNTRED
FOIBIS—LR—FERLET,

<?xml version="1.0" encoding="1S0-8859-1"7>
<Response stat="400" code="fail">

<Error>

param: String Value missing

</Error>
</Response>

JOIRXARDHTTP AT—R AP, LARVRAA—FAZDLAR—FRIZRBENFE

ER
2.6 =i
CORFIAVREEZBLT, NSA—=ADEATFIUTOESICERINET,
247 1531 BAEE
7 —JL (Boolean) B Y EFIEN, y F¥F=IE
n. 1E7IlF0

BB (Integer) I <Ex/IME>-<BRKIE>

35 (String) S il

7 KL R (Address A IP7 FLR

)
R LNSA—FDEREL
K B—RvAS—Y—K Y Y—Z/)—h Ver 7.1-16)
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3 RESTful APIaA< > KR

3.1 ATV EFEDYRE

JOIRME, ARV RENTA—EFD2 DDA L YRYIL>TNET,
https://<LoadMaster IP address>/access/<command>?params

av Y RE. FREOFRDO—DELGYFET,

Command BEiE

showvs REH—EX (VS) OERT

addvs Vs DB

delvs Vs DHIER

modvs VS DEE

listvs A—RFRIRA—LIZHIETHOREBY—ERDERT

addrs FH—/\— (RS) D VS ~MDiEH

delrs RS O VS h i DHEIER

modrs VS RDHFTE RS DEE

showrs VS ND%FE RS DFRR

enablers VS A4 RS DAL

disablers VS N4 RS DENE

showrule JL—JL ((header modify . matching rule) D&~

addrule JL—ILDiBM

delrule JL—ILDHEI

modrule IL—ILDEER

addrsrule JL—IL®D RS ~M3EN

delrsrule JL—IJLD RS H 5 D HIFR

stats HAR7Z7DOAO—)LEYYEZFET, OV FEERTTHE.
HIZICT7 O T4 TICHESEZRA D IP 7 FLANREINE
EE

addcert VS & RS D#fEEHETRD G

delcert RS —E X~DIAENEM

backupcert REH—EXHh 5 OIEHEDHIF

restorecert TARTOVIP BXUHHEIREDNY I T v T

addintermediate

BEDHENET

delintermediate

REHY—EX~DOFHEEERAEDEM

shutdown RiEH—E X Hh 5 O FREEERRZE D HI Bk

reboot A— FIY X2 —DERFLDRAT

backup OA— RKIYRXRE2—DBEEE

restore REH—ERRE. O—HILT7 TS5AT7 U RER. #HetT
—BEEL. NV T TDERK

license LRIZERLEERED/ ANV I 7Y TDET

accesskey A—FIRA—~DOHLWS A RDER

K

Copyright © 2002 - 2014 KEMP Technologies, Inc. All Rights Reserved.
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Command 3
installpatch O—RYRA—DbDTJ ERAX—D0E
restorepatch A—FIYREI—DI77—LIDTTDEH
addroute A—RFIRA—IZLENZA VAR =L LIz 7—LDT
N—T 3008
delroute TI74IWET—bOTADT FLADENM
updatedetect FTIHILET— 9 A4DT7 FLADHIK
addnocache "Detect Malicious Requests"4 7> 3 > DEXE
delnocache FrylamENY X RAD T 7 A ILIERFDEN
addnocompress F ¥ v aTEN) X MDD T 7 A4 ILILRFDHIBR

delnocompress

EHBARNY X AD T 7 4 ILILEFDIEM

addprerule [EMEARNY X DS D T 7 4 ILILEFDHIFR
delprerule REH—EZX~ADIL—ILDEN

addrequestrule

REY—EZXAHNSDIL—ILDEIE

delrequestrule

REH—EZXADIL—ILDEM

addresponserule

REG—EZXANSDIL—ILDEIK

delresponserule

REH—EZXADIL—ILDEM

showhealth REH—EZXNSDIL—ILDHEIER
modhealth Service Health Check /35 * —4& D EE

showadaptive

Service Health Check /NS A —A2 DZEE

modadaptive

Adaptive Health Check /X5 X —42 DS

showiface Adaptive Health Check /AT A —2 DEE

modiface AB—=T A RADINT A —2DEE

addadditional AVA—T A RDINGA—FIDER

deladditional A3 —T A A~NDEMT7 FLADIEM

createbond AB—T A AN LDEMT FLADHEIK

unbond RoTATA 03— 4 ADERK

addbond RoTAITAE—TIARADLDA UV E—T A AD
KT 1 2R

delbond ROTAVTAE—TIARANDAVEA—T (4 ADE
fn

addvlan RoTa0T4 03— 4 ZDHEIK

delvlan A3 —T A4 A~DHL L) VLAN DEM

F2:a<UFk

FTRTOATYRIE, FENH-TIEIHEYEFRHA, HIZIE, REY—EX (vS) BEHE®D
TARTDAT Y FIZEWLTIX., FEED &L D12 VS [E'vs=<ipaddr>’D 7+ —< Y L TVIP 7
FLRZEETHIVLELAHY ET,

https://<LoadMasterIPAddress>/access/showvs?vs=10.0.0.10&port=80&prot=tcp

K n—RvAA— =X JU—2/—F WVer7.1-16)
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VS EDYETE RS ZIEET HIH5EIE. TED &K 5T rs=<ipaddress>’D T+ —< v FZEY

F9,
https://<LoadMasterlPAddress>/access/showrs?vs=10.0.0.10&port=80&prot=tcp&rs=99.1.1.1&rsport=8
0

3.2 R—L

The LoadMaster version can be obtained using the get command and the version parameter

https://<LoadMasterIPAddress>/access/get?param=version

3.3 REH—EX

331  REY—EX(VS)DHIE

REG—EXITY FOEXBRZUTICSRLES ., REY—EXE P7RLREAS
DTYIADVWITNTHEETEFT .
https://<LoadMasterIPAddress>/access/showvs?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>
https://<LoadMasterIPAddress>/access/delvs?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>
https://<LoadMasterlPAddress>/access/addvs?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>[&...]
https://<LoadMasterIPAddress>/access/modvs?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>[&...]
https://<LoadMasterIPAddress>/access/showvs?vs=<index>&port=<Port>&prot=<tcp/udp>
https://<LoadMasterIPAddress>/access/delvs?vs=<index>&port=<Port>&prot=<tcp/udp>
https://<LoadMasterIPAddress>/access/addvs?vs=<index>&port=<Port>&prot=<tcp/udp>[&...]
https://<LoadMasterIPAddress>/access/modvs?vs=<index>&port=<Port>&prot=<tcp/udp>[&...]
https://<LoadMasterlPAddress>/access/listvs

‘delv' A< FIZk % VS DHIBRARIILI=1EEIX. OKDRAT—R2RAERLETHA, %
NLSH L Vs DIRZTERBHRERLET,

‘addvs’ & ‘modvs’ DA E H., A—F—IFIHREH—ERDITRTHDERELXZLEEAHFET
T, ‘modvs’'lE, BIFEDREY—ERXZZEEFET ST FTTAH, ‘addvs’(E. FHLLVRE
Y—ERADERZEITS=HODEHLDTT,

listvs AV FEFRATRIE. O—KTRA—LIZHEIZETOREY—ERNRRTINE
9.
(FHLWMRES—EXNERENEEE. udp 7O FIILTOEREUNZILZID SR
R7LIUIVD—E—FDT 74N LOFRENEREINET, )

REY—EXDRAT—2ANBRENLEIC, BT HEY—/1\— RS) FHRIEBESINE
ERS

K n—RvAA— =X JU—2/—F WVer7.1-16)
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RESTful API

Interface Description

KEMP | *1ko2dBalancer

OT YU RIZE- T, o<y RKOETHAVBASZHELELE->TILS
LDOABHY FET, TOEUENTEE-ShEZWVES, EEELE-aTUR
FETLTHMEE Y FRFA,

FRTDIS A—G BT RTD

REICERATELERRY FEA

INSGA—EANFERATELIMNEINE, BETIRKBICKYELLLE

SubVSs

AT RIEsubvS THFERATEET, =1L, SubVS X IP 7 FLRZH > TV
H. SUbVS DA VT Vv I REERTHIDELHYET, #I :

https://<LoadMasterIPAddress>/access/showvs?vs=<VSIP>&port=<Port>&prot=<tcp/udp>&rs=1<SubVs

index>

https://<LoadMasterlPAddress>/access/delvs?vs=<VSIP>&port=<Port>&prot=<tcp/udp>&rs=!<SubVSin

dex>

https://<LoadMasterlPAddress>/access/addvs?vs=<VSIP>&port=<Port>&prot=<tcp/udp>&rs=!<SubVSin

dex>[&...]

https://<LoadMasterIPAddress>/access/modvs?vs=<VSIP>&port=<Port>&prot=<tcp/udp>&rs=!<SubVSi

ndex>[&...]

RDINGA—EINBRETEEY,

SubVS DA > T v RIFBEHIETT,

Name

Type

Default Range

Adaptive

S(ReadOnly)

<unset>

AddVia

0 = Legacy
Operation

1 = X-Forwarded-For
2 = None

3 = X-Client-Side

4 = X-Client-Side (No
Via)

5 = X-Forwarded-For
(No Via)

6 = Via Only

Cache

N

CertFile

<unset> AR R=ILENTLY
HELEAZEDHAIF

K

o— R 2Z— =X YY—2/—} Ver 7.1-16)
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in price/performance

RESTful API KEMP | #7 Load Balancer

Interface Description

Name Type Default Range

CheckType > <tep> F 741 hiE Vs O
— FREISEYEIEL
FY. BEAENY 2
—ELTFREBY %

ER
icmp
https
http
tcp
smtp
nntp
ftp
telnet
pop3
imap
rdp
none
CheckHost A <unset>
CheckPattern S <unset>
CheckUrl S <unset>
CheckUsel.1 B N
CheckPort I <unset> 3-65530
ClientCert I 0 0-2
Compress B N
Cookie S <unset>
CachePercent I 0 0-100
DefaultGW A <unset>
Enable B Y
ErrorCode I 0 An error code from the
range 300-550
ErrorUrl S <unset>
PortFollow I <unset> 3-65530
ForcelL7 B Y (if not UDP)
Idletime I 0 0-86400
LocalBindAddrs A+ <unset> List of IP addresses
VStype S <port gen,http,ts
dependent>
NickName S <unset>
<unset>
NRequestRules I(Readonly) <unset>
NResponseRules I(Readonly) <unset>
K H—RvAA— Y =X JU—2/—} Ver7.1-16)
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RESTful API

Interface Description

KEMP | #1Load Balancer

Name Type Default Range
NumberOfRSs I(Readonly) <unset>
NRules I(Readonly) <unset>
Persist S none The list of relevant
persist values are:
ssl
cookie
active-cookie
cookie-src
active-cook-src
cookie-hash
cookie-hash-src
url
qguery-hash
host
header
super
super-src
src
rdp
rdp-src
rdp-sb
rdp-sb-src
VSPort I <unset> 3-65530
Protocol S <unset> udp, tcp
PersistTimeout I 0 0-86400
QueryTag S <unset>
RequestRules List(Readonly)
ResponseRules List(Readonly)
SSLReencrypt B N
SSLReverse B N
SSLRewrite S <unset> <unset>, http, https
RulelList List(Read only)
Schedule S rr -rr
- wrr
-lc
- wilc
- fixed
- adaptive
-sh
Serverlnit I 0 0-5
SSLAcceleration B N
StandbyPort I(Read only) <unset>
StandbyAddr A <unset>
Transactionlimit I <unset> 0-<maxint>

K

Copyright © 2002 - 2014 KEMP Technologies, Inc. All Rights Reserved.
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RESTful API

Interface Description

KEMP |1

Load Balancer

in price/performance

Name Type Default Range
Transparent B Y
UseforSnat B N
CheckUseGet B N
Verify? I 0 0-7 (bitmask)
VSAddress A Address
ExtraHdrKey S <unset>
ExtraHdrValue S <unset>
AllowedHosts S <unset>
AllowedDirectories S <unset>
Domain S <unset>
Logoff S <unset>
ESPLogs I 7 Integer 0-7
User Access
Security
1&2
Connection
1&4
284
1&2&4
SMTPAllowedDomains S <unset>
EspEnabled B N
InputAuthMode I 0 Integer 0-4
(Client Authent)
None
Basic
Form Based
Future use
Future use
OutputAuthMode I Dependanton Integer 0-2
InputAuthMode (Server Authent)
value None
Basic
Future use
StartTLSMode I Integer 0-6*
HTTP/HTTPS (requires
VStype=http)
STARTTLS protocol
(requires VStype=tls)
Future use
Future use
Future use
Future use
Future use
ExtraPorts | Integer 3- 65535
AltAddress A <unset> IP address

K

Copyright © 2002 - 2014 KEMP Technologies, Inc. All Rights Reserved.
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in price/performance

RESTful API KEMP ‘ #4 Load Balancer

Interface Description

Name Type Default Range

MultiConnect B

AddVia I Integer 0-6
Legacy Operation
X-Forwarded-For
None
X-Client-Side
X-Client-Side (No Via)
X-Forwarded-For (No Via)

Via Only
SingleSignOnDir S <unset>
MasterVS | (Read Only) <unset>
CreateSubVS
SubVS | (Read Only)
Non-local B
AllowedGroups S <unset>

%3 REY—ERD/I5 A—4
N—2RT U RARE cookie’ ITHEE LT=HE. AT FIZTTY v+
—ZLIETETHIDELHYET,

1 -

https://<LoadMasterIPAddress>/access/modvs?vs=10.0.2.194&port=80&pr
ot=tcp&persist=cookie&cookie=<cookie name>&

Werify (FEY FY XY TY, Verify /NS A—FDEMGEFIUTDOESY T,
e EYFOEBRABRMZAMICTAICEINDEY FELIZLET,

D2 2o0EY FEFERATAICIEEY F0Z LICEET SRELH
YEF,

e Evhillk, BEEVPIHI LT ELFOYTTEINEFRELET, 1I12EY H
THEERENAROY TENET,

e Evh2iF, FERBRPEEHD (FEELENTIEARL) BRI L THEIZE
EHx5ZBEFICTENESIIERELET,

3.3.2 SSO D EH

3.3.2.1 §SSO FX1>
SSO FAAL VI, UTFTOaOR Y FTEEBTEET,

https://<LoadMasterlPAddress>/access/adddomain?domain=<DomainName>

K n—RvAA— =X JU—2/—F WVer7.1-16)
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RESTful API KEMP ‘ #4 Load Balancer

in price/performance
Interface Description

BKRK 128D SSO KA AL VERETEET,

https://<LoadMasterlPAddress>/access/deldomain?domain=<DomainName>
https://<LoadMasterIPAddress>/access/showdomain
https://<LoadMasterlPAddress>/access/showdomain?domain=<domain.name>
https://<LoadMasterIPAddress>/access/moddomain?domain=<domain.name>[&paramname=value...]

https://<LoadMasterlPAddress>/access/moddomain?domain=<DomainName>

moddomain [ZIXLATDEM (AT 3>) INSA—EFEETEET,

Name Type Default Range
auth_type S “LDAP-StartTLS” “LDAP-Unencrypted”
“LDAP-StartTLS”
“LDAP-LDAPS”
“RADIUS”
“RSA-SECURID”

radius_shared_secret S <unset>
(masked)
logon_fmt S “Principalname” “not-specified”
“Principalname”
“Username”
logon_domain S <unset>
max_failed_auths | 0 0-999
sess_tout_idle_pub | 900 60-86400
sess_tout_duration_pub | 1800 60-86400
sess_tout_idle_priv | 900 60-86400
sess_tout_duration_priv | 2800 60-86400
sess_tout_type S “idle time” “idle time”
“max duration”
testuser S <unset>
testpass S <unset>
(masked)
reset_fail_tout | 60 60-86400
uanock=tout | 1800 60-86400

https://<LoadMasterIPAddress>/access/showdomainlockedusers?

https://<LoadMasterIPAddress>/access/unlockdomainusers?domain=<example.com>&users=<example
user>

3.3.2.2 SSO EEDHTFE
LTDaAT Y REZFERALTHREALDSO HEZEETEET,

https://<LoadMasterlPAddress>/access/listssoimages

K n—RvAA— =X JU—2/—F WVer7.1-16)
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RESTful API KEMP | #4 Load Balancer

in price/performance
Interface Description

https://<LoadMasterIPAddress>/access/delssoimage?name=<Imagesetname>

SSOEMEZ 7Yy J7A— K3 BIZIFUTOaAY Y REFERALET,

curl =X POST -—data-binary “@<pathTolmageSet>" —k
https://<LoadMasterlPAddress>/access/ssoimages?

3.4 fREHESR
REH—ERBLUVES—N—DOH oW H#EHERIE. stats AT FTRHBTEET,
https://<LoadMasterIPAddress>/access/stats

ATV FAERBIZEFTINEBE., REY—EXBLIUES—N—0DH o 5EHELR
NUTDIA—< Y FTRENFET,

Y —N\—DOEERE. REY—EXBEEHISRENETS,

<?xml version="1.0" encoding="IS0-8859-1"?2>
<Response stat="200" code="ok">
<Success>
<Data>

<VStotals>
<ConnsPerSec>0</ConnsPerSec>
<BytesPerSec>0</BytesPerSec>
<BitsPerSec>0</BitsPerSec>
<PktsPerSec>0</PktsPerSec>

</VStotals>

<Vs>
<VSAddress>206.130.201.210</VSAddress>
<VSPort>80</VSPort>
<VSProt>tcp</VSProt>
<Index>59</Index>
<ErrorCode>0</ErrorCode>
<Enable>0</Enable>
<TotalConns>0</TotalConns>
<TotalPkts>0</TotalPkts>
<TotalBytes>0</TotalBytes>
<TotalBits>0</TotalBits>
<ActiveConns>0</ActiveConns>

</Vs>

<Rs>
<VSIndex>59</VSIndex>
<RSIndex>100</RSIndex>
<Addr>10.99.0.212</Addr>
<Port>80</Port>
<Enable>1</Enable>
<Weight>1000</Weight>
<Pkts>0</Pkts>
<Bytes>0</Bytes>

K n—RvAA— =X JU—2/—F WVer7.1-16)
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RESTful API KEMP ‘ #4 Load Balancer

in price/performance
Interface Description

<Bits>0</Bits>
<Persist>0</Persist>
<ActiveConns>0</ActiveConns>
</Rs>
</Data>
</Success>
</Response>

3.5 LY —/)\—

EH—/N\—[X, FTEEOAT FOFDO—DOFFEHRT S ETEEMNAEETT,
https://<LoadMasterIPAddress>/access/showrs?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&rs=<RS
IPaddr>&rsport=<RS-Port>

https://<LoadMasterIPAddress>/access/delrs?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&rs=<RS
IPaddr>&rsport=<RS-Port>

https://<LoadMasterIPAddress>/access/addrs?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&rs=<RS
IPaddr>&rsport=<RS-Port>

https://<LoadMasterIPAddress>/access/modrs?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&rs=<RS
IPaddr>&rsport=<RS-Port>

rs/INTA—RZE. IP7FLADHIZ, BRES LUV —ERZEZRETHIENTE
F9, BHUEZFERT 554, showvs 37 FD<RSIndex>T L A > FZEELET .
CDINS A= EFRTIRIE. BRIEFEY—EXLZORIIZHT RERF (V) %5
ML TLIEEELY,

1

https://<LoadMasterIPAddress>/access/showrs?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&rs=!<RSIn
dex>

https://<LoadMasterlPAddress>/access/showrs?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&rs=!<Servi
ce Name >

Y—ERZEA T YIRDNHEE LGS, HIZE, <1008 0V5 4%

AIDY—EZRDRHY. ThEFHIZ, 10Ty o RE 10 EHOEY

—INN—HABFEET BHBE. “rs=110"X 10 EWVSH—ERBZTIEFAEHL .,
ATV REI0ZELET,

‘addrs'E‘modrs’ [, 77 3V ELTTREDNNSTA—ENFEShFET,

Name Type Default Range
weight | 1000 1-65535
newport I <unset>  3-65535 (EH—/\—®D
R— FEH)
forward S nat nat, route
enable B Y
limit | 0 0-100000
K n— 24— Y =X JJ—2/—hk Wer 7.1-16)
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RESTful API KEMP ‘ #4 Load Balancer

Interface Description

REBH—IN—DIRFTA—4

HLL., REY—EXA L7 E—FHLIE, “forward” /AT A—4 %
route’IZEREL THEOBE L HY FTH A,

3.5.1 RH—/N\—DEML / ESE

3.51.1 FEH—/IN—DIO—IILLGEFEIIL/ TFEHE
EH—N\—%50—\LIZEML/ENLT E (2 TOREBY—EREHHL/EHIET
%) 121X, ULTFTOa<T > REFERALED,

https://<LoadMasterlPAddress>/access/enablers?rs=<IP-addr>

or

https://<LoadMasterlPAddress>/access/disablers?rs=<IP-addr>

3.51.2 EH—IN—DO—HILLGEYE/ FEHIE
FEH—N\—ZO0—HIILIZEWL/EDHET D (H5 1 20REY—EREEHL/ES
£) ¥3IZ1F. LFOa<wy FEERALET,

https://<LoadMasterlPAddress>/access/modrs?vs=<VirtualServicelPAddress>&port=<Port>&prot=<tcp/
udp>&rs=<RealServerlPAddress>&rsport=<port>&enable=n

EX N

https://<LoadMasterlPAddress>/access/modrs?vs=<VirtualServicelPAddress>&port=<Port>&prot=<tcp/
udp>&rs=<RealServerlPAddress>&rsport=<port>&enable=y

3.6 IW—ILEFTVY
VT UYIL—ILIE,. RESTful APl TEETEZET,

3.6.1 IL—ILDFET

DATLIZEHEELTWAIL—ILIE, TEED showrule AT FEFERAL TRRNAIET
ER

https://<LoadMasterIPAddress>/access/showrule?[name=<Rule Name>][type=<0-4>]

RERSNDBYRARME, WL—ILE, LLLIFIL—ILDEA TEIBEETHZETIAILE—
MTEFT, L—ILDEA TE#TEIZRLET,

0 MatchContentRule The original rules.
1 AddHeaderRule Rule to Add header field
2 DeleteHeaderRule Rule to Delete a header field.
K a— v RAF—Y—X JJ—2/—k WVer 7.1-16)
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RESTful API KEMP ‘ #4 Load Balancer

Interface Description

0 MatchContentRule The original rules.
3 ReplaceHeaderRule Rule to modify a header field.
4 ModifyURLRule  URL rewrite rule.

B5NL—ILDEALT

3.6.2 W=ILDI AT LEY DHIRR
JL—ILIE. delrule A< Y FIZKYHEIBRTEET,

https://<LoadMasterlPAddress>/access/delrule?name=<Rule Name>

3.6.3 IW—ILDORTFLADEM, TH
JL—ILIE. delrule A< > RIZCKYHEIBBRTEET,

https://<LoadMasterlPAddress>/access/addrule?name=<Rule Name>

https://<LoadMasterIPAddress>/access/modrule?name=<Rule Name>

IW—ILDFBEIZE Y ETHA. TRONTA—FEZRETEET . L—ILEERT HEFIC
“Type”" ZIRE LN 2 =1BEX. T 74/ FDOHEA S MatchContentRule &% Y &
T, W—ILERITY FOFERAR. “Type’FRELEN - EEIE. 24 TIXEESL

FH A
Type 1 D AddHeaderRule MBI ZERE LS, pattern /NT A —F Z{MLAEFNIEGY
FEA

Type 0 (MatchContentRule)

Name Type Default Range

matchtype S regex —  regex
—  prefix
—  postfix

inchost B N

nocase B N

negate B N

incquery B N

header S <unset> See below

pattern S <unset>

K6:IL—LDEAT 0D A—4

“header’/N\S A=A (X, AT 3 FILTAYET—EZNRT Y F L5
BDH Value &£ L TD“pattern” ZZHAIRET T,

Type 1 (AddHeaderRule)

K n—RvAA— =X JU—2/—F WVer7.1-16)
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in price/performance
Interface Description

Name Type Default
header S <unset>
replacement S <unset>

RINL—ILDEALT1DINT A —4

Type 2 (DeleteHeaderRule)

Name Type Default
pattern S <unset>
R&EN=ILDAALT2DINZ*—4

Type 3 (ReplaceHeaderRule)

Name Type Default
header S <unset>
replacement S <unset>
pattern S <unset>

T IW—ILDERATIDINSA—4

Type 4 (ModifyURLRule)

Name Type Default
replacement S <unset>
pattern S <unset>

F10:)L—IDEAL T aDINSA—4

3.6.4 Y —/N—~ADIL—ILDEN /HI B
JL—ILIX. addrsrule & delrsrule A7 > F&EFER L TEY—/\—(2EM, £ LLFEY—
N—FYHIRTEET,

https://<LoadMasterIPAddress>/access/addrsrule?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&rs=<RS
IPaddr>&rsport=<RS-Port>&rule=<RuleName>
https://<LoadMasterIPAddress>/access/delrsrule?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&rs=<RS
IPaddr>&rsport=<RS-Port>&rule=<RuleName>

3.6.5 R —/\—DJIL—ILDBM

JL—JLIX. addprerule, addresponserule. 35 & U addrequestrule 1< > FTREHY—E
AIZEBMTEET,

https://<LoadMasterlPAddress>/access/addprerule?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&rule=
<RuleName>

K n— R 24— =X JU—2/—} Ver 7.1-16)
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RESTful API KEMP ‘ #4 Load Balancer

Interface Description

https://<LoadMasterIPAddress>/access/addresponserule?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&
rule=<RuleName>

https://<LoadMasterlPAddress>/access/addrequestrule?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&r
ule=<RuleName>

3.6.6 G —/I—DIIL—IILDHIk

JL—ILIZL. delprerule. delresponserule, § & U delrequestrule 1< > FTCREHS—EX
MOHIBRTEEY,

https://<LoadMasterlPAddress>/access/delprerule?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&rule=<
RuleName>

https://<LoadMasterIPAddress>/access/delresponserule?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&r
ule=<RuleName>

https://<LoadMasterIPAddress>/access/delrequestrule?vs=<IPaddr>&port=<Port>&prot=<tcp/udp>&ru
le=<RuleName>

3.6.7 Check /X5 A —%

Service Check /AT A —#& (X, UTFDITY FTHRIBTEET,
https://<LoadMasterlPAddress>/access/showhealth?

Service Check /AT A —A& (&, UTDATY FTEETEEY,

https://<LoadMasterlPAddress>/access/modhealth?RetryInterval=<IntervalValue>&Timeout=<Timeout
Value>&RetryCount=<CountValue>

Adaptive Check /AT A —R L, UTFOITY FTRBTEET,
https://<LoadMasterIPAddress>/access/showadaptive?
Adaptive Check /AT A —R L, UTFDITY FTEETEFET,

https://<LoadMasterlPAddress>/access/modadaptive? AdaptiveURL=<URL>&AdaptivePort=<Port>&<Ad
aptivelnterval=<Interval>&MinPercent=%Value>

3.7 REEASE
SEEBRZE(X. UTOaOT Y KRTEEBTEEY,

https://<LoadMasterIPAddress>/access/addcert?cert=<CertName>&password=<Password>&replace=<0
orl>

https://<LoadMasterlPAddress>/access/delcert?cert=<CertName>

https://<LoadMasterlPAddress>/access/addintermediate?cert=<CertName>
https://<LoadMasterlPAddress>/access/delintermediate?cert=<CertName>
https://<LoadMasterlPAddress>/access/backupcert?password=<Password>

https://<LoadMasterIPAddress>/access/restorecert?password=<Password>&Type=<type>

K n—RvAA— =X JU—2/—F WVer7.1-16)
Copyright © 2002 - 2014 KEMP Technologies, Inc. All Rights Reserved. Page 25/ 44



in price/performance

RESTful API KEMP ‘ #4 Load Balancer

Interface Description

NRTL—X (IRRT—FR) IEHFTHERETILENHY . KXFENXFENRH &
nEd, XFHOTRIX 7. £RIX 64 TY,

Replace [&. BIFEDIIAZE#RILARI CESMADINE S NEOD—RFIR I —IZEMT
5=-bDT—IILETT,

get 5L Uset AV FTEETELMHASEED/ NS A—FDFMICONTIE, F11
#SRLTCIESL,

Name Type
admincert S
sslrenegotiate B
localcert S

®1LGIHAED/INS A —4
3.8 13— 4R
A=A ADFHEMIT, UTOIATY FTRETEFET,
https://<LoadMasterlPAddress>/access/showiface?interface=<InterfacelD>
AVA—TTARADNFTA—E[E, UTOATY RTERTEEY,

https://<LoadMasterlPAddress>/access/modiface?interface=<InterfacelD>&IPAddress=<InterfacelPAdd
ress>&Mtu=<MTUValue>&InterfaceType=<Type>&Defaultinterface=<yes/no>

EBM7 FLRIX, UTFTOARYKFTA VA —T A/ RIZEMTEET,

https://<LoadMasterlPAddress>/access/addadditional?interface=<InterfacelD>&IPAddress=<Additional
AdressIP/prefix>

EBM7 FLRIEZ, UTOAR Y KFTA VA —T x4 ADSHEIBRTEET,

https://<LoadMasterlPAddress>/access/deladditional?interface=<InterfacelD>&IPAddress=<Additional
AdressIP/prefix>

ROTAVTAVE—TzARIE ULTOATY FTHERTEET,
https://<LoadMasterIPAddress>/access/createbond?interface=<InterfacelD>

AR—DTARIF. UTFDAIXY RTHRUTAVITAEZ—T A ADGHIBRTEE
ER

https://<LoadMasterIPAddress>/access/unbond?interface=<InterfacelD>

AR —T A RIFE. ULTFTOATR Y FTHRUTAVITAUE—T A RITEMTEE
¥,

https://<LoadMasterlPAddress>/access/addbond?interface=<InterfacelD>&bond=<BondID>

ROTATA A=A RIF, ULTOATY FTHIBRTEET,

K n—RvAA— =X JU—2/—F WVer7.1-16)
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https://<LoadMasterlPAddress>/access/delbond?interface=<InterfacelD>
HLLVIANIE, LFOAXYY RTA U2 —T A4 RITEMTEFT,
https://<LoadMasterlPAddress>/access/addvlan?interface=<InterfacelD>&vlanid=<ID>
VIAN [F, UFDIAY Y RTA V2 —T 24 ANLHIRTEEY,

https://<LoadMasterlPAddress>/access/delvlan?interface=<InterfacelD>&vlanid=<ID>

3.9 B0 —7)L DNS 5%

get BEUset AV FTEETES0—HJ/LDNS BEFED/NAT A —F2DEFEMIZDLY
TlE. 12 #8BLTLEELY,

Name Type
Hostname S
halhostname S
ha2hostname S
namserver A
searchlist S

# 12: A—HJL DNS D/NS A —4

3.10 JL—+EHE
EMIL—KIE, LTFTOa<Y FTEME-IZEIBRTEET,

https://<LoadMasterlPAddress>/access/addroute?dest=<DestIPAddress>&gateway=<GatewaylPAddres
s>

https://<LoadMasterlPAddress>/access/delroute?dest=<DestIPAddress>

get 5L Uset AV FTEEBTESIL— FEEBEDN\SA—2DFEMIZOLNTIE, &
13E2SBL TS,

Name Type Default Range
dfltgw A (IPv4)
dfltgwv6 A (IPv6)

K 13: IL— FEBD/ISA—4
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3.11 TORRRJR b

7O tERarkO—)LY R+ (ACL) AR Y FREFERTEE. ACLDA /A T7DTYE
Z0, BETEINTA—F—DHRENTAET,
SHRML TSI /RTA R R FDRT:

https://<LoadMasterIPAddress>/aclcontrol?list=<ListType>

)R FDEE
black (T3 v %)
white (7R A4 )

TS99 /RTA R)RbAD (FRETI9I/RTA NI ENED) 7 RLADIE
hn/HIER:
https://<LoadMasterlPAddress>/aclcontrol?add=<ListType>&addr=<IPAddress/CIDR>
https://<LoadMasterlPAddress>/aclcontrol?del=<ListType>&addr=<IPAddress/CIDR>
BEDREBY—N—ICETETIvI/HRTA4 M) X FDOERTR:

https://<LoadMasterlPAddress>/aclcontrol?listvs=<ListType>&vsip=<VirtualServerlPAddress>
&vsprot=<VirtualServerProtocol>&vsport=<VirtualServerPort>

FRY—/—n7Oo bk
al

tcp
udp

CIDRAEESNTULWARWES., YATLFHEOT 74/ MEESE
ALZEY,

TS99 /RITA MJRDLDT KL ZADEM/HIBR:

https://<LoadMasterlPAddress>/aclcontrol?addvs=<ListType>&vsip=<Virtual
ServerlPAddress>&vsprot=<VirtualServerProtocol>&vsport=<VirtualServerPort>&addr=<IPAddressToAd
d/CIDR>

https://<LoadMasterIPAddress>/aclcontrol?delvs=<ListType>&vsip=<Virtual

ServerlPAddress>&vsprot=<VirtualServerProtocol>&vsport=<VirtualServerPort>&addr=<IPAddressToRe
move/CIDR>

TOEXRA A=) X HREIHNESIIDF VY

https://<LoadMasterlPAddress>/aclcontrol?isenabled

K n—RvAA— =X JU—2/—F WVer7.1-16)
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FYUERa  bA—ILY R FOEIE:
https://<LoadMasterlPAddress>/aclcontrol?enabled=1

BEHRA TSV IR MLEICHBEE, ZOEENFAY TELEI D) FShizhE
IMDFTVY:

https://<LoadMasterlPAddress>/aclcontrolisdrop

TS99 YR LIob)DO ROy TOHEIE:
https://<LoadMasterIPAddress>/aclcontrol?drop=1
I299JRMITb)O Oy TOEDE:
https://<LoadMasterIPAddress>/aclcontrol?drop=0

BEHRATIvIVRMLEICHEEE, ZTOBEENTOVIENENESIHADF VY
https://<LoadMasterlPAddress>/aclcontrol?isifblock

IS99 AT b)OTOYY OEIE:
https://<LoadMasterlPAddress>/aclcontrolifblock=1

IS99 AT b)DOTOY Y OEMDIE:

https://<LoadMasterlPAddress>/aclcontrol?ifblock=0

3.12 ARATLER
ZHEOVATLEESZ XYL, RESTulAPI TEETEET,
3121 SAEVRADEH
A—FIYRZ—DS5A 2 RIE, UTOAYX FTEHTEET,

https://<LoadMasterIPAddress>/access/1icense

ATy RIZIE. WO DERAENHY EFT, XX, Linux TCURLAT U K
EATHEEE. UTOELSIZHYET,

curl =X —data-binary “@license.txt” —k https://<LoadMasterIPAddress>/access/license

ZDATUKRIF, G4 RERZED licensetxt EWDBHDTIFA I 7AILEY
AFLIZ7ZyTA—FKFLZET,

FTOEAF—IE, UTOaTY RTWMHBTEET,
https://<LoadMasterlPAddress>/access/accesskey?

3122 Y RATLOHEE

A—KIYRE2—IE, UTFTOaAY U RETOY Yy MO VERIIBREBTEET,

https://<LoadMasterlPAddress>/access/shutdown?

K n—RvAA— =X JU—2/—F WVer7.1-16)
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https://<LoadMasterIPAddress>/access/reboot?

3123 Y I M99z T7OEH

A—KRIYRXE2—lE, UTFTOIAIYRTHLWLWNA—=23 DY I LI FIZ7 Y TIL—
FTcEET,

https://<LoadMasterlPAddress>/access/installpatch

AT RIZIE, WSO DERAENHYET, &AL, Linux TCURLAT VK
#FEATHEEE. UTOLSIZHYET,

curl =X POST —data-binary “@<LM Patch File>” —k https://<LoadMasterIPAddress>/access/installpatch
—Davy KRIE, /8y F (<IMPatch File>) ZL AT ALICA VA R—ILLFET,

A—RKRIYRXRZ—DLURID/N—2 a3 DT 7—LDzT7IE, UTFTOOAY U FTETTESE
ED

https://<LoadMasterIPAddress>/access/restorepatch

EENRZEZRBRT BICE, YLV EBEHTILEADHYFT,

3124 Ny U T7vT/ER

O—RIYRE—DFREF. LTFOIARFTNYI T IRBT BICEITEIFERTTE
EE I

https://<LoadMasterIPAddress>/access/backup
https://<LoadMasterlPAddress>/access/restore?type=<1,2 or3>

type (X 1~3 DEHEZXLVET,

1=A—FIYRI—DEKETE
2=VSDEE
3=Geo DEETE

LoadMaster DHRTEZEITT A-HD cURLAT Y FOBIZELLTFIZSRLET,

curl -X POST --data-binary "@<Path To Backup File>" -k
https://<LoadMasterIPAddress>/access/restore?type=<1, 2 or 3>

31241 B8/ N\voFPvT

get 5L Uset AV RTEEBTEIEIH|NN VI T Y TDINTA—ZDFEMIZDOULNTIE,
KRUBESBLTLESL,

Name Type Default Range
backupday Integer 0-7
backupenable Boolean
backuphost String
K n—RvAA— =X JU—2/—F WVer7.1-16)
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Name Type Default Range

backuphour Integer 0-23

backupminute Integer 0-59
backuppassword String
backuppath String
backupuser String

R1ENVITFTITDODNFTA—4
3.12.5 B{t/B%

get BEUset AV RTEEBTEAINYI TV TELIVETEED/NS A —2 DM
DWTIE, 1S FSHEL TS,

Name Type
ntphost A
time I

timezone S

% 15: B{t /Bl
3.13 AgA7oay
3.13.1 FNvwIA T3y

get 5EUset AV FTEEBTESTNY I AT a VEAED/INS A—2DFHHMIZDOUL
TlE,. ‘16 #8HBLTLESLY,

Name Type
irgbalance B

linearesplogs B
netconsole A
netconsoleinterface [

R16: TN\vITFTay

3.13.2 Syslog4A 73>

get BEUset aVv Y RTEEBTES Syslog AT a VERED/INS A —2DEMIZDONT
X, &17 ZSBL TSN,

Name Type
syslogcritical A
syslogemergency A
K n— R 24— =X JU—2/—} Ver 7.1-16)
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Name Type
syslogerror A
sysloginfo A
syslognotice A
syslogwarn A

F17:Syslog A T a v

3.13.3 SNMP A< 3y

Load Balancer

in price/performance

get 5L Uset AV FTEETESSNMP AT A T2 3 VEED/NNT A—2 DFEMIZD

WTIE, R1IBZSHML T EELY,

Name

Type

snmpcommunity

snmpcontact

snmpenable

snmptrapenable

snmpvlsink

snmpv2sink

> > w mw

F18:SNMP A5 F T3>

3.134 Email A7 > 3>

get BLUset AV FTEETES Emall O A TS 3 VEED/INS A —2 DFMIZD

WTIX, ‘19 ZSEBLTLEELY,

Name

Type Range

emailcritical

wn

emaildomain

emailemergency

emailenable

emailerror

emailinfo

emailnotice

emailpassword

emailport

0-65535

emailserver

emailsslmode

0-3

emailuser

emailwarn

nwn — n—unouun ounu o unu un

K
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3.14.1 WUI 885

get B&EUsetav Y FTEETE S WUI

20 %SHBLTLEEY,

£ 19:Email A5 AT a3y

3.14 FOfOA T ar

KEMP |1

Name Type Range
hoverhelp B
motd S
sessioncontrol B
sessionidletime I 60-86400
sessionmaxfailattempts I 1-999
wuidisplaylines I 10-100

3R 20: WUI BRTEED /NS A —4

LEEDKS[T"set"a 7 2 FZEFEA L T Message Of The Day
(MOTD) #3#5E 9 5156, AR50 XFEFTANTEET,
5000 XF%# A5 MOTD #AALIWMEEIX., TL—2FTFX b
KT MOTD 2R %F L. FTRENaATY RICTKEMPO—KRIRA4AE—
[I2Z®D MOTD #/RRX FLTLZELY,

curl —d @<filename> -k

https://bal:<BalPassword>@<PAddress>/access/setmotd

3.14.2 JE—F70tR

Load Balancer

in price/performance

REBEED/INTA—FDHMDOLNTIX, &

get 5L Uset AV FTEBTEDE— M7V EREED/INTA—F2DOFEMIZDONT

[T, ‘21 ZBRML TSN,

Name

Type

Range

admingw

>

enableapi

geoclients

geosshport

3-65530

sshaccess

sshiface

sshport

3-65530

sshvlprot

wuiaccess

wuiiface

—| @@ - N P — > @

K
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Name Type Range
wuiport I
geopartners A

K2 YE—FTHOERRADINS A—4

3.14.3 WUIDRIESSIUVERRBA T3y

get LU set AaY Y FTEEBTEAWUI DRSS LURBELF T a VEED/NT A —
SOFMICONTIEH. T2 Z23B LTS,

Name Type Range
Idapbackupserver A
Idapsecurity I o=HE=S{tiEL
1 =StartTLS
2 = LDAPS
Idapserver A
Idaprevalidateinterval B
radiusbackupport I 3-65535
radiusbackupsecret S
radiusbackupserver A
radiusport I 3-65535
radiusrevalidateinterval I 10-86400
radiussecret S
radiusserver A
sessionlocalauth B
Sessionauthmode I {ElEFE 23:
sessionauthmode D&
TEREA

£ 2: WUl DAL L URBF Fay

& 23 [&. sessionauthmode /AT A —AR[Z5EZ 5N T-{EIZI L TEIRE NS, Radius.
LDAP, B UBA—HILA—H—DF T 3 VIZDOWTHBALTWET,

Radius LDAP a—AalL
7 No No No No No
263 Yes No No Yes Yes
775 Yes Yes No Yes Yes
23 No No Yes Yes Yes
22 No No Yes No Yes
788 Yes Yes Yes No No
790 Yes Yes Yes No Yes
791 Yes Yes Yes Yes Yes
K n— R 24— =X JU—2/—} Ver 7.1-16)
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Radius LDAP A—ANL
789 Yes Yes Yes Yes No
773 Yes Yes No Yes No
262 Yes No No No Yes
774 Yes Yes No No Yes
772 Yes Yes No No No
278 Yes No Yes No No
279 Yes No Yes Yes Yes

3.14.4 L7 §&%E

get L Uset AV FTEETES L7EAED/INS

BLTEED,

& 23: sessionauthmode D{E

Name

Range

addcookieport

addvia

alwayspersist

No = HTTP/1.1 &k
[ZHITHRIDY)
HJIRAMIXLT
DHIN—DRT Y
REFTVY
Yes=2TDYI T
A MZxLT/8—
VATUREFT

0= HTTP/1.1 D
=ODY Y TRk
[Zx L TDH/IN—
SATUREFI

1=2TNDJVYIITR
MMoxtLT/N—2
ATUREFTY

2=EHEOERTH
S2THIN—IRTF
VANDETNER

v

v

Z

ER7F

closeonerror

dropatdrainend

droponfail

A—SDHMIZDONTIE. T2 %S

K
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Name Type Range
expect100 [ 0 = RFC ##L
1 =52 Expect-100
2 = Continue-100 % #&1R

rfcconform B
rsarelocal B
localbind B
transparent B
slowstart I 0-600
addforwardheader I 0 = X-ClientSide
1 = X-Forwarded-For
2 =None
+® 24: 17 /TE

3145 Ry bkI7—HF T3y

get 5EUset AV FTEETESRY NTI—9F T aVBEED/NSA—2DFHMIC
DNVTIX, 25 FZSHBL TS,

Name Type Range
shat

v

allowupload

conntimeout 0-86400

keepalive

multigw

nonlocalrs

onlydefaultroutes

resetclose

subnetorigin
subnetoriginating
tcptimestamp

P O O P @ @ @O B — @

routefilter

R25: Ry FI—0A T3
3.14.6 AFEE&TE
BABRE/NTA—F([E, UTOATY FTEHTEES,
https://<LoadMasterIPAddress>/access/updatedetect

ATy RIZIE. WO DFERAENHY ET, XX, Linux TCURLAT U K
EATHEEE. UTOELSIZHYET,

curl =X POST —data-binary “@<Detection Rules File>” -k
https://<LoadMasterlPAddress>/access/updatedetect

K n— R 24— =X JU—2/—} Ver 7.1-16)
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ZDaTY KRIE. HLWMEHIL—IL (<Detection Rules File>) S AT LIZA VR M—)L
LEd,

T7AILEEFIX. ¥y amdENDT7AMILEFOYR AL UTOaAT KT
BMEIZBIBFRTEET,

https://<LoadMasterlPAddress>/access/addnocache?param=<FileExtension>
https://<LoadMasterIPAddress>/access/delnocache?param=<FileExtension>
<FileExtension>XFF(&, ""THROIDLENHY FT,

77 A IRRFIE. EREARADT 7 A IVIERFO )R bSO UTOIT Y FTEME
=IFHIBRTEE Y,
https://<LoadMasterIPAddress>/access/addnocompress?param=<FileExtension>

https://<LoadMasterlPAddress>/access/delnocompress?param=<FileExtension>

<FileExtension>X F 5|, ""THROIDELAHY T,

get BEUset AV FTEHETES AFE RTERED/NT A —2DFMICDOLNTIX, &
26 ZSBL TS,

Name Type Range
cachesize I
hostcache B yes/no
paranoia | 0=1K
1=T274L L
2=5
3 = Paranoid
limitinput |  0-100000

3 26: AFE SBE/SS A —4

3.14.7 HAETHE

get 5&Uset AV FTEETEDHANTA—FBEED/NTA—FDFFMIZDNT
[T, 27 2L TSN,

Name Type Range
haif I
hainitial B
K n— 24— Y =X JJ—2/—hk Wer 7.1-16)
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Name Type Range
haprefered | 0=B%KAFEZL
1=R#0D HA %12
%
2=2FHDHA Z&E
b
hastyle B 0=LAHI—n—F
E—F
1=carp
hatimeout I 1=3%#
2=6 %
3=9%
4=12
5=15
havhid I 1-255
hawait | 0-200
mcast I
vmac B
Tcpfailover B
cookieupdate B
finalpersist | 0, 60-86400
hamode I 0=HA E—F#+7
1=HA1E—F
2=HA2 E—F
hacheck B

R2T:HADINS A—4&

HAE—RZZELEITTIE. IEHA L HAZTIYBDHLY £EA,
DATLERZIZYYEBEZ BIZIE, N—FF—EREIP (VIP) D
7 RULRZREL CHEET HILENHY FF, RESTful API Z{EH
LTHAZRETAAHEICOWLWTIE, 22 3r315%8BLTL
Z&Uy,

hastyle &7=I& hamode DEEREZFRNICT HICITBEEHT HHE
NHYFET,
3.15 RESTful API [Z& % HA DORFE
RESTful APl Z{FFH L T HA ZREITADIHELRaATY KHIZLUTIZRLET,
1. H281 % HALIZERET %

https://192.168.1.1/access/set?param=hamode&value=1

2. HA1 ZBEHT 5:

K n—RvAA— =X JU—2/—F WVer7.1-16)
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https://192.168.1.1/access/reboot?

HAL D/X— b F—D7 FLR (HA2 D7 FLR) Z/RET %:
https://192.168.1.1/access/modiface?interface=0&PartnerlPAddress=192.168.1.2
HARTICHBDIP 7 FLREERET :
https://192.168.1.1/access/modiface?interface=0&SharedIPAddress=192.168.1.10
HA2 ZEh U F ) ISRET -
https://192.168.1.2/access/set?param=hamode&value=2

HA2 ZBEFYT 5:

https://192.168.1.2/access/reboot?

HA2 D/A—FF—DF7 FLR (HALD7 FLR) &/ET S
https://192.168.1.2/access/modiface?interface=0&partner=192.168.1.1
HARTZIZHED IP7 FLRAZRET %:
https://192.168.1.2/access/modiface?interface=0&shared=192.168.1.10
LoadMaster Tl&. reboot HED AT Y FAET T HETHE ML Y

*9, MIEAEERT BFEEL. reboot a7 KORIZEYLEIEE A
h3E5ZELTLESLY,

HA ZHIBRT AIZIEUTOa<T Y FE2FERLET,

1. EHAIZERET 5:
https://192.168.1.1/access/set?param=hamode&value=0
2. BEFY 5:
https://192.168.1.1/access/reboot?
K a— v RAF—Y—X JJ—2/—k WVer 7.1-16)
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4 O—RK<ITRXRY—RESTful API D X4 ) 7 IS

A— K<Y XA —RESTAUlAPI [, 2—H—FH LLET7 TV —2 3 A0 —RFIREZ—A~
BEETIVERTHDEHT-OD, EORV )T ETTIr—a s ehtE
MNMERTIEETY,
TECIE. cURL (aLinux command line tool for transferring data with URL syntax) Z{#ER L T
XML 77 A KBEREMEBTH=6HDY T & xpath (i Linux Y—)JL) ZF&Eft
T HEED—HITY,
CURLD Y By RIETEETY,
curl -o <output XML> -k -silent -u <user>:<Password> <URL>

AV —=VICREREIEDIRDYICHEI 7AILABEBREHASEET,
o <output XML>:H— RIRA—MSDXMLENZSES 774 ILE,
o kO—KFRIYRA—LEMDSSLEIAZEZEEBELET,
o Ssilentt A7) —UADRREIEEFEHA.
o -wTEEDOTA VIEHREFRALET,
o <user>: 1—H—%,

e <Password>:/V\XJ— K,
o <URLIEXIET DV IV,

Xpath D 2B v RIETFETY,

xpath -q —e <XML path> <XML file>
o qAET—EDHEHNIZ, SERBEIAZI Y FSEFET,
e <XMLpath> : £T—R2FRDITBH=HD XML R S0 F v DRNER/SRIBTE,
e <XMLfile> : RIS 5 XML 7 7 1 ILDIERE,

XML DBXEITIZEYVERmIZHASA -T2 ZFHRBT2RDHYIZ, LTDKSIZLT
FOHAEEHRICRATEET,

var=“expr xpath -q —e <XML path> <XML file>”

CURLAY Y FTIE, HTTPPOST A Y w REFERA LTINS A—F2ZEEEFT, Zhld, /N
FHA—EMNURLIZTESINEW =0, FYREHAETT,
DAYy FEAWzget ATV FELUset AT FOBFIEUTIZRLET,

curl --data "param=motd" —k https://<user>:<password>@<LoadMasterlPAddress>/access/get

curl --data "param=motd&value=<value>" —k https://
<user>:<password>@<LoadMasterlPAddress>/access/set

CURLZFRLTOTENDRY Y T RIE, HLWMREY—EXRZEBMT S T)%E0—FK
TARA—A~AZEBEDTY, xpath ZFEATHEICEKY, O—FIRFZ—HHRZELTK

K n—RvAA— =X JU—2/—F WVer7.1-16)
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BREY—ERADHMEEL XML LY ZDOREY—ERICRESATNSR 7D a—)L
AXZEBETLET,

curl -o "response.xml" -k -silent -u "bal":"1fourall" "
https://10.0.2.193/access/addvs?vs=10.0.2.194&port=80&prot=tcp&"

var=“expr xpath -q —e "Response/Success/Data/Schedule/text()" response.xml”

K n—RvAA— =X JU—2/—F WVer7.1-16)
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TEDXML 77 J)LIE. FOBIZO—KTRE2—MRZET BRES—ERDIFHROH T

ERS

<Response stat="200" code="ok">

</Response>

<Success>
<Data>

<VSAddress>10.0.2.194</VSAddress>

<VSPort>80</VSPort>
<Enable>Y</Enable>
<SSLReverse>N</SSLReverse>

<Transactionlimit>0</Transactionlimit>

<Transparent>Y</Transparent>
<ServerInit>0</ServerInit>
<Idletime>0</Idletime>
<Cache>N</Cache>
<Compress>N</Compress>
<Verify>0</Verify>
<UseforSnat>N</UseforSnat>
<ForcelL7>Y</ForceL7>
<ClientCert>0</ClientCert>
<CheckUsel.1>N</CheckUsel.1>
<CheckUseGet>N</CheckUseGet>
<VStype>http</VStype>
<Protocol>tcp</Protocol>
<Schedule>rr</Schedule>
<CheckType>http</CheckType>
<NumberOfRSs>0</NumberOfRSs>

</Data>
</Success>

Var 2734 o %/\) 2a—IFr T,

K
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Copyright © 2002 - 2014 KEMP Technologies, Inc. All Rights Reserved. Page 42 / 44



RESTful API KEMP ‘ #4 Load Balancer

in price/performance
Interface Description

5 8FRXaAV b

BICHRESINTWEWLEY ., UTORFa A2 KX
http://www.kemptechnologies.com/documentation M5 AFTEET,

wul EREHAF
KEMP O— KFIYRX4— HGHE

CLL £ 2R3 —7J x4 RAEA
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