KEMP

1 Ja—H—
A3 =74 R
(Wul)
MEHAF

IN— 320 3.0
FEr 20154F 7 H




in price/performance

Web User Interface (WUI) KEMP ‘ #4 Load Balancer

Configuration Guide

R

Copyright © 2002-2015 KEMP Technologies, Inc. & {E#E(d KEMP Technologies Inc. MREBE L TLVET,
KEMP Technologies & & U KEMP Technologies 0 0 T'1&. KEMP Technologies Inc. D Z$FE1ETY .

KEMP Technologiesinc.l&, Y7 bz 7HE IV RFFXF1 AV M EELA—FIREZ—EIZSA0DT
RTOFBEEZRELET., O— KTRXH —Exchange 7TSA T ADFERAIF., 5S4t RE82H
ITSEDELFET, COHA FOFERIE. FROFELELICEFEINDIZENHY FT,

Microsoft Windows & Microsoft Corporation D KEH LUV ZDMOEIZE TS5 ZHEHETT., TD
MIRTOBERES—ERI—VEENEFNDOREEDEMETT,

FIREIE  EEEICHIINERLVFORNBNIARTIE, AAEMNMRRLTWSEEZEEHL
TWET . BHE, CCICRBRENEEBRAELWS EE2HERTE-0DBHEI>TULET A,
COEROEEEICOVWTIIBATELIRATRMIZRIIETI2EDOTIEHY THA, Btk COF
FAAV P LEDTRTOEHDRY OFRERGFERICH LT, AIEETONILFEREIERELES
FEEELEOM—MN DM AR EFERE L TRFTANON DB L BENRMEZRRTLET,
COXEIZERHINTOWDBEROEREIL. ZRA. FLEE=ZFICKDa2/80)L, FIEID
FXarrhZEELEY., BECARDEEDNTYI Y avELRRFITFEANLDEEFT-ITEE.
BEUINLICRESNBVREEFZITFREODNIFIBSLVEREETHOP IEEN. 45
B%EY. (BERERITREMEE (ZEUNIALIZRLT., HoP HBEDEKR, DNADIEE)
12X LT, MHNEFEZES ZELETEHRNWIEZREHE2EDELET,

ZDHA RTEDLNEZAE—Fy b-FORFIILUP) T RLR BEBEF-(IHOF—2H.
ERIZHEET IEREICUTLDEEL. EBOT7 FLR, BEBSFIERETHEILE
BiE LEHA,. COXZEICEEZENSF. ATV FEA. 2y FI7—4 FROCHE., BLUVFDM
DRIEHBFDHZFBHME LTRRTEIATWET, FIROARIZ, REDT KL APERLFERL
FRINTWEEEE. ERNELOTEEBRO—BIZLEEDTT,

SOV bz T7DO—ER (2004 FIZFKIT 2006 FIZIEIE) I&. Frank Denis NEMEIELTHRA L TLY
E£9, 2002 FOEEHEIX. Michael Shalayeff BT R TODEH ZRA L. 2003 FOEIEHEIL. Ryan
McBride W RTODEFEZRBELTLET,

COBAEALT, V-RABLUNMFUBATOBRGEIVCERIEX. REQFEIZMANDL
T ROFHEMNBEINTWS I LICKYFAENET,

1. VY—RO—FOBERAE. LEELOEEERT. BLUAEHETREERFEZREFELLZTNESL
YEEA,

2. NAFIBATBEMT IEEEX. LEOEFERT. AEH. BEUFF1 A M, FFE
MEFICIRBE SN DMOERIC, UTORBEFHREZER L TRTIIVESHYFS .

THIS SOFTWARE IS PROVIDED BY THE ABOVE COPYRIGHT HOLDERS "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE ABOVE COPYRIGHT
HOLDERS OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
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THIS SOFTWARE IS PROVIDED “AS IS" AND WITHOUT ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING,
WITHOUT LIMITATION, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
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THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE,
ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.
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ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY SPECIAL, DIRECT,
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Credentials System Metrics

IP address [10.11.0.10 CPU Load | g,

Serial Number 0 TPS [conn/s] |Total 0 (SSL 0)
NetLoad Mbits/sec

Boot Time |Tue Feb 10 10:53:36 UTC 2015 etho (0.0

LoadMaster |, . - ... ~ etho.1 (0.0

Vercion |7-1-25-944.20150209-1827 eth0.2 |0.0

eth0.3 0.0

UUID: 913967b6-d6ba-460e-a097-4ee6c159f2e3 CPU Temp. |---

Activation date: Mon Jan 19 13:43:32 UTC 2015
Licensed until: unlimited

Support Level:

Support Until: none

License Type:

License Status: Single Perm

Appliance Model:

License

Upgrade A

2-1:0— FY R —OEFREREE
COEEICIE. UTOBEHRAKRTIENET,
IPaddress (IP 7 FLR) :A—KIYRXZ—DIPF7 FLR
Serial Number (V) ZILEE) :A—RKTRXE2—DL)TFILES
Boot Time (7— RB§ZI) : H—/N\—ZJREIZY T— + L1=BZl
LoadMaster Version (A— KRR A—D/N\—P3Y) :A—KIREZ—DIT7—LIT7
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License (T4 EVR) : YiR—FESA U RICEHT HEMER, O—FIRX2—0D7
ALV ADNERNILG ARSI AOFEHERL E

HR— FDOEDHRNTIN S & "License" o > a vt AyE—T
MREEINFET, Y R—FZEBHINDIGEEIEL. KEMP ETHERWVE
HhEL<LEEL,
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—KIRE—%7v T L—FLZEY,

CPULload (CPUET) : O— FY XA —HE30D CPUBRER, FEWMREOD—FIYXR4—
(VLM) ZETLTULV5 CPU BfE

TPS [conn/s:1 -V DBR S oI a vBELV1RE-YDEFaI 7YY L
AX— (SSL) b oo a#

WAF Status (WAF A T—AR RX) 7TV =230 T 7447 94—ILiNv s (AFP) DIK

BE - MBINE-EED F—2 L. EXUVA VT D =2 )L ETT

Netload (Rw FER) : BEIN=AEZ—T AR EDRY FER (Mbit/F))

K A—KIREZ—21)—X 1JIJy—R/—F (Ver7.1-28a)
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CPUBTRIERY FEATRIDT—RE 5B EICEHRINET,

A—RKRIREZ—DFLWWNN—23 0D T 7—Loc7HFIFAREEC
Bol-&EICEBTF Ty I BENEMICESE. "Home"BIED kv
TIZEMA v E—IUNKRTINET, BBIF o v I EEEEEMICT
5I1Z[X. " System Configuration" > "Miscellaneous Options" > "Remote

Access"ZEIRLF T,

2.1 HEHEWMD T 5 IR

R—LR—=UTIE, A—FIRZ—DHFFHERDIT T T7ERETINET, REATHELC
DTZ7I12F, O—FIYREZ—TUREINATWSE FS 74 v I DERIPBEMIZRRS
nEd,

BAVA—DIARDHAY N T—=9F 0T 4 ET4ICHAT R39S I7AAESINATLE
T, REBY—EXDEEKEFERS K CENERICET S5 5 70, EH—N\—0O2KIER
BLIVEANBERICEAT SIS I7ERRTTDIA T a v AESIATVWET,

B OMM 1L, hour (BE) . day (H) . month (B) . quarter (EA3H]) . year
() SVARFIUVEERTHAILETHEETEET,

AB—DAADFRY FIT—YFENDYS 5 7 TIE. Packet (/84 v k) . Bits (Ew
k) . Bytes (XM k) SOARFIUEERTHIET, FRHTIHACHEMEZEIRTEE
9,

FEY—ERXRBLUVEY—/N\—DF 5 T TIlL, "Connections", "Bits", "Bytes"#4 7 3
VERIRTAHZLET, FRTHACHEMOBEZERTEET,

"Virtual Services" /AR JLDEBTET A4 O ‘/E’E@ w3 bE, EDRBY—E XD
BEHRERTTHINERETEET, CODF7AMAVEFEV )OI T HE, REY—EXDE
T4V RORKREREINET,
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01: 10.11.0.16:80 [Test] 102: 10.11.0.13:80 [Example2] -

L4
| =

22:BES S 7AMFEEY—ER (vs) M=FEiR
ZDEFA7AO5 T, REY—EXRDFHABERRTZEBMN/EIBRTEET,

"WUI Settings (WUI DE&E) (WUI DEXTE) "[EIE D "Turn Statistics on homepage off" F
IVIRYIREAVIZTBE, DTS ITEEMTEET,

BASEDOFEEY—EREZRKICRTITEFT,
FAT7OTEFALCTEEZERT HICIE, V4 FIDEREVED ) VI LET,

RS selection for history graphs
10.11.0.14 . 10.154_120.59 .
10.11.0.15

2-3:[BES S5 JRADEY—/— (RS) DER

"Real Servers"/\RJLDERTET A4 3 ‘/E #0)v0dbHE. EOEY—N—DHETIER
EFRERTDDERECTEET, COFAAVEFIIVITBE, BY—N—REFZAT
ATMNADA Y ROTRRENWET,

COFATAT T, RY—N\—DOHfeHERR R ZEM/HIBRTEET,
BASEDEY—N—ZRKICRTTEFET,
FAT7OTEFALCTCEEZERT BICE, V4 v FIDEREVEI )Y ILET,

K A—KIREZ—21)—X 1JIJy—R/—F (Ver7.1-28a)
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Web User Interface (WUI) KEMP | #4 Load Balancer

in price/performance
Configuration Guide

T 74 )L L TIL, "Statistics" R—VITRIREINT VS REY—EXR EEH—/\—D#fE
BREZTHPRES LI UVREFSINFET, REY—EXEEY—N—DO#HEEHRERTT S
[Z1E. "System Configuration > Miscellaneous Options > WUI Settings" " Collect All
Statistics"4 7> a v EBHIZLET,

H% < ORIEY—E RO — \—OHEHERERET 5L, CPU
OERENEESDT. COF T3 VE. FI4L kTREMIC
BoTLET,

K A—KIREZ—21)—X 1JIJy—R/—F (Ver7.1-28a)
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3 Virtual Services ({REH—ERX)

U, KRX1 A RTIE, O—FKTR42—0 WUl QERIIZFEK
RENIZBEDAAAZ2a—DA T3 VIZTDOVWTHBALET,

3.1 FEEM

Please Specify the Parameters for the Virtual Service.

Virtual Address | 10.11.0.16

Port (|30

Service Name (Optional) | Example

Protocol ||fcp ¥

Add this Virtual Service !
H 3-1:5#Y—EROFHEME T

HLUWMREY—EREEMNTAET, REIP (VIP) FRLR, R—FrBEZTFXX MR
YORIZEHTAAL, FOFINEATZROYTEHU YR AL RBIRLET,

BEFENDIIUNZTFUOTL— DA VA F—ILENTUVSIEE . “Use Template” TIL A
D)X NEFATEES, COUVR LTI, FEY—ERDNNFTA—4 (R—+tpT
ORaLEE) 2RETAHEOHDOTUTL—FEERTEET,

FTUTL—FOFERIZONWTIE, REYV—EXETUTL—MEBESBAR T AV &
SELTLESLY,

O— K<Y X% —Exchange 7 754 7 U R I&, RAEH—E R{ERKIZ 13
DLBRAHY FF,

3.2 ®RR/EE (BETFED HTTP H—ER)

Virtual 1P Certificate

> . ol Sei cti
Address Prot Layer Instatled Scheduler Status Real Servers Action
} | 10.11,0:80 [ n
111011.051:20 &p SRS [+ Add New zaptive up AL o1 | Moddy | Defete
2110.11.0.52:80 tp KEMP Test 2 (S round roin l. 16.13.0.80 Modkdy Dot
2101105300 o | KEMP TamyS 2 v round rodin v 30.11.0.01 | Modty || Deless

® 3-24REBH—ERDEE
COE@AIZIE. A—FTREA—LEDOERES—EXDY R FARFENET, HiREY—
EXDELTOANTFANFTEHDOLNATEY ., Y—EXDEEDLHIBR. FRERICHIET
52T aUrRAESIATHVET,

K A—KIREZ—21)—X 1JIJy—R/—F (Ver7.1-28a)
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N

==
Eh

HIFf I 2 ETICRI CEETEF A, FBLTEALTSES
(AN

BEFADERES—ERZLEET BIZIE"Modify" RE2 V&2 ) v L., HIRT B2
"Delete" RZ &%) vy LET,
REH—EXDAT—E2RIE, ROWVWTHNICHYET,

Ty - Dl éEDL 1 DDEY—/N\—HLFIHTEET
¥,

HoY - —DOEHF—N—LFATEEE A

Sorry (ALERHBYFHA) - TRXTOEY—/N—N
AU LTEY., NLRFTYIHELT, (EYH—N
—DFRFEICTEENTULELY) FIERED Sorry H—/\—
IChZ T4y IDEEINET,

Disabled (E®)) - COH—EX(F, BEEEMIZS
nNTHWEYS,

DAL LY b - BEME)ZALY EHARESATL
F9, UFA LY 2 —REY—EXI(L. "Advanced
Redirect Properties"t2 2 < 3 > (M"Add a Port 80 Redirector VS" 74
TLavEFERTHETHERTEET, SHMlIEEY
2av36ESHBLTLEZEL,

KBAvE—D - BEMGEITI—AVvE—UHNEES
NTULVET, "Not Available Redirection Handling"#4 7

avEFERTHE. BENDIS— A vtE—C%EE
TEEI, #lItE I arv36exSBLTLES
LYo

= Unchecked (FxzvwH7EL) - EH—N\—DANILARF
Unchecked ITVINENIEO>TOET, TRTHOEYF—/\—H
' BEBRETHLIEWSFHIRTTZ7VEREINZET,

Security Down (¥ al)F44HY) - O—FKTX
=RV —N—ICT VR TEFFA, TV -

- XU Ta -8y Y (ESP) NERAINTLSRE
Y—EXADTIERIE, A—FIYRE2—ICKVER
ShET,

K A—KIREZ—21)—X 1JIJy—R/—F (Ver7.1-28a)
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WAF Misconfigured (WAF DEREHLME->TLVD) -
BEDREY—E XD WAF AELERESNTULE
WEE. BIZE, L—ILT77AIVICRELNH DIHE.
AT —% X H WAF Misconfigured ITEDH Y | FORT
[ZHYFET, REY—EANZDREIZHZEE, T
RTO LS T4 o0 TOvsEnEzd, 57>
—T4 VT OB, BEICRHRLCTEOREY—ERD
AFP ZEICL. FZ 70w oM TRY I ENGENEK
5295 ENTFRETT,

LUTOEEE. REY—EXOTONTBE@EZRLTVWET, COEFAE. LV DH
DIAVKR—FR2 FTHEEINTWVET,

Properties for tcp/10.154.11.80:80 (Id:7) - Operating at Layer 7

<Back Basic Properties Duplicate VIP = Change Address
Service Name Set Nickname
Alternate Address Sel Altamate Address

Service Type HTTPHTTPS
Activate or Deactivate Service /

' Standard Options
* SSL Properties (Acceleration Enabled)

- Advanced Proparties

- WAF Options (Enabled)
" Esp ‘\rnl (ESPF =l ,‘)
SubVSs

K 3-3:REH—EXDTO/F 1« DEE

e Basic Properties (EAXTO/NRT«) - L —BHEBHESIL—TTI,

e Standard Options R —EXDHF THRLELLFEHOhNH¥EELI >3 0TS,

e SSLProperties (SSL THA/STq) -SSLF7HOESL—LavEFERALTWNSG
A . Acceleration Enabled (7Y 235 L—> 3 E%) ERTEIN, SSLEREEZRTE
THEICIE., COEEEI Y avEFERALET,

e Advanced Properties— {89 —E XD EMEEREL Y >3 > T,

e WAFOptions (WAFA T 3Y) - 7TV —2a3 074 F794+—ILiSv?y

(AFP) ICBA B4 T2 a v ERETEET

e ESPOptions (ESPA T 3Y) -ESPICRATAA T avERELET.

e Real Servers/SubVSs (EY—/A—/HTVvs) - REH—/N\—IZBT BHEH—/\—
[T VS EENYLETHEU a3 >TT,

BEDI4—ILREAToavik, Y—EXR2A4 T, BLUHEE

AL E = FXESDIEIZIE LT WUl TOIERT/RR-VIYEDLY

T, LA 2T, CORFIAVIDRY )= ay MK, IR
TOEREREL TCWVELAREELAHY T,

&g A—KIREZ—21)—X 1JIJy—R/—F (Ver7.1-28a)
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3.3 Basic Properties

Service Name  ToaKEMP St Hicunams
Alternate Aﬂrusl Sl Allemaie Addisss
Service TW" Ganenc -l
Activete or Deactivate Sarvice -

3-4:Basic Properties 2 <3 >
"Basic Properties" NV A —DEIZ, 2 DDHREZ UHAHEEINTULET,
Duplicate VIP (VIP 2 E—)

BEd 0T Vvs 28, REY—EXZIE—LFET, REY—EXDTRTOEE
A, BRINEREY—ERICOE—ShFET, COREUEIYVITHE aE—
LERBY—EXRDIPT7 FLRER—FEHEET SEERLARTENET,

Change Address (7 FLADZER)

COREVEV)vITEHE BREY—EXDERBIP7RLRER—FEERT HEER
ARRENFET,

RES—EXDREEED 7 4 —IL KX, RDEBYTT,
Service Name

COTHFRRAIRY I AT, BT BREY—ERICZV I R—LZEYHTRY, B
BRI R—LEERELEYTEHIENTEEY,

Alternate Address

WEIZIELT, Ipva, HLLIE IPve EBLMDHKATEAUA YT FLREIEETE
E 8

Service Type (H—EX %A ) HTTP/HTTPS v

"Service Type"MEXRE TlX., (REH—ERFIHODHREA T 3 re
. _ . ] . eneric

vERERL, BRTEEFT, —E Zf)" 14 FlE. ﬁﬁﬁj\ﬁﬁl? STARTTLS protocols
BT T)r—2 3 DEEICEOETCERETHALELAHY F Remote Terminal

EIR

WebSocket R 28 H— E X [L"Generic" b —E X2 A FIZHET HNE
nhHYET,

Activate or Deactivate Service (Y—EXDEZL/HEZhIE)

K A—KIREZ—21)—X 1JIJy—R/—F (Ver7.1-28a)
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CDFIvIRYIATIE., REY—EXOEMN/EDEIEETEET, TIAHILELT
[Z. % (active) MWNEIRESNTULET,

3.4 Standard Options (B4 T 3 )

Standard Options

Force L7 | ¢

Transparency

Subnet Originating Requests

Extra Ports | Set Extra Ports |
Persistence Options | Mode: | None v
Scheduling Method || round robin v
Idle Connection Timeout (Default 660) | Set Ildle Timeout |

Use Address for Server NAT

Quality of Service | Normal-Service v

3-5:Standard Options £ &3 >

Force L7

RIRINTWBIFE, "Force L7"EFBIRT HIDELRHYET (TI74ILEL) . BEIRSNT
WEWEE. REBY—EXERFIMICLS V4ICERESNET,

L7 Transparency (L1 ¥ 7 BB E—F)

EED“Forcel7”’, HLLIEL7 AN—SRTURF TV VEEZRELZHBEDRY b
DT—IFBBE—RFDREFTWVET, L. 753472 bBMREY—EXREES—N
—¢RECY TRy FEICFEELTWAGEIE, EFETIPIXBEFNICESBE—FELY
F9,

EHY—N—OO—hNF T a oBNENLGEE. 2 7—LEBRICEITEESF—/N—(,
ZTNONELDIT—LLEICHIBEETEO—AILTHLEALINET,

Subnet Originating Requests (Y73 v FH 5 DER)

ZDA T 3 vlE"Transparency" NED E DA FIATEET,

BBE— FAEDDBE., RY—N\—~OEKICHEITHEETIP7 FLRAFREY—E
ADIPT FLRERBRYFET, BBE— FAFYDHZE., FETIP 7 FLRE, REY
—EXANDERERIBLESIELTVWSIP T RLRIZBEYET, EY—N—DH TRy

K A—KIREZ—21)—X 1JIJy—R/—F (Ver7.1-28a)
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FEIZ&HY . "Subnet Originating Requests" N AN FIHZE (X, A—FIXE2—DHY TRy
F7 FLADEETIP 7 FLRELTHERAINET,
CDAAYFEFERTHE. YTy FHALDEREZRBES—ERTLICHIETEE
o TO—INILAA vF (AL A= 2 —MD"System Configuration > Miscellaneous
Options > Network Options"[Z 3 % "Subnet Originating Requests") MAZIDEBEE. T
DIEEY—EXIZH L TEMZLEY EFT,

{384 — E R Z & [Z"Subnet Originating Requests"74+ 7> 3 > 2 B%hIZ
THELEHELET,

JO—NILA T a DEMIZDONTIXR, 92321077 #8BLTLESL,
JO—nNILA T a3 UNEDDIGEE. REY—EXZEIZHETEET,

SSLDBERESIEAENGREY—ERICHLTINDRAS vy FE=4 I
5L, FORBY—ERZFEAL TSI RTOEGILAIESN
9,

Extra Ports (GEMADAR— )

VS MY —ERXRZZI{F 1+ 5R— FBEENEHRTRADIEERBES THILELIEX. 2D
NG A—=B[CEBMDR—bEESEZANLEFT, R—rESE. AR—XTRY-TI «
—J)ILFRIZAALET, ANWTEEHR— DO LERIE, 510ETY,

aA—H—(E, BMOR—rEZANTEFET, EBMOKR— &, R— FEEZEEET S
N AR—R (FrzlEh 7)) TRULTEBICEETEET (R— FDIEFIZEERSH
YEEA) . HIZIE. ‘8000-8080, 9002, 80, 8050, 9000’ = AHF B & . 80 ZF. 8000~8080
. 9000 &F. 9002 FEBDR— FHAEBMEINET,

Server Initiating Protocols (Y—/S—iE28j70 ka)JL)

TIAIWETIE, 9547 DO T—EI3NEESNEET, O—FIREZ—[IEHY—
N—IZEHKELEEA. TODEH., T—2ZEETHHNEY—N\—~DEHGHADEL T
OraLlE, COFETIFELLEELEEA,

FEY—N—BNZFDEL5GT0 LaLEFFERTIEEIX. TLFIIR AL EDT
ARaLEBIRL, TAOANELLHEET D ESICLET,

LTFTDZ7a ka)LO:EIRNATEETY,
e SMTP

e SSH
e |IMAP4

K A—KIREZ—21)—X 1JIJy—R/—F (Ver7.1-28a)
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e MySQL
e POP3

e Other Server Initiating Protocols

{RAB4H—E X T 80, 8080, 443 NRh— rAEE SN TULVBIHAE.
"Server Initiating Protocol"4 73 3 VIIRRESNhFHFA.

Persistence Options (/S—YRATFURA T3y )

CDINTGA—ARTlE, T R2REHY—ERADIN— AT URAAKXDBIRMNEIRETT,
Flz. FALTY FERBDRERY v EF—LZDAABLITAET,

HLL. "= RTFUANERNCG =0, V547 2 FOEGHAREDES —/\—~1T
OPhHESICHRFEINET, SWMEZSE. ALY 472 ME REEY—N—AE
BEREINFET, FA LTI MEF, O—FIRE2—DAENRSL VI DFEREEZREL
THELDEEETHHLDTY,

IN—DRTFUADBA T, UTDESIZ, FAYTEOV YR MDA T avhinéE
RTEZET,

e SourcelP Address (Y—RAIP7ZKFLRX = IN—VXATUR)

Y—RAIPF7 LR - N=VRTURIE, A2TK DY I ITRAKMNMZIHD)—RIP
7 RLREA—HY—DHEANFERALET, L. XN—RATFUoRO—FLUT
IWIEARXT, HTTP ICEELLBEWVEDEEDT, IXTHOTCP FA LI TEZE
F9,

e Super HTTP (R —/\—HTTP)

A—KFIRXRZ—LDBETHTTP Y—ERXPHTTPS Y—ERDN—L AT UREE
WIDHEELT, R—/N\—HTTP Z#HELFET, ChiF. V54T TS5
P—D—BED T4 ATV bEERTHIETHEEL, TD T2 HA—T )
VhrEFEALTELVWEY—N—LDEHRZHFLEST, COT12H—TUY
MK, “User-Agent” 7 4« —JL FDIE (5 & UFIFAAEE T HALIL“Authorization” Ny
F—DfE) ZHAEHOETHERINET, BLAY T —DHAEHLE FIFDES
TlX. RACEH—N—ICTT—EANRZEINET,

e Server Cookie (J—/\— - o vw¥x—)
JOIRRDHTTP AYA—RICEAILY v X —HFET D E. FIRIER LY —
—ANEVIIRMEDBELET, SO vF—IE, Y—N\—IT&>THEREND
WHENHY FT,

e Server Cookie or Source IP (H—/A\—H vwx—_ £ LLIEY—X IP)
JOIRFDHTTPAYA—RIZE LY vF— (BEH—N—D0ERKLTz) DFHE
FT5E. GIAIERLY—/IN—ALYHS TR MEPDERLET,

K A—KIREZ—21)—X 1JIJy—R/—F (Ver7.1-28a)
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e Active Cookie (PO T4 79 v¥x—)

O— RKYRA—D BN vy F—%ERLET, ThERLIVF—HAYHI IR
FEFENTWSE, O—FIXRAEA—[EZDY VTR FZREIAIER LEH—/\—
ANLBEFT,

e Active Cookie or SourceIP (P92 T4 7o v¥x—, L LLIETY—XIP)
JOIRFDHTTPAYA—RIZELY vF— (A—KIRX2—HERLT) B
BHEITHE, BIRIERLCY—NN—AEYI IR NEFBRSLET, 7 vF—HEHE
LEBEWMEEIZIE., V=RAIPTF7 RFLRFFESTN—RATUORFRABET,

e Hash All Cookies (/A\vyagey v*x—)

"Hash All Cookies"[&, HTTP X b —AIZHETRTDI v F—DED/NY ¥ 2 fE
ERLEDT, RALEZE2 vFX—F. EUHU IR MIBITSHEIEER LY —
N—IZEBNFET, ALY AERFELEWNMGSIE. FILWNMERE LARS
BARICTH D TEY—N—ALEYH IR MEFEELET,

e Hash All Cookies or Source IP (/A\vy a2 s vx—, HFLLEY—XIP)
JOIRARDHTTPAYE—ADY v F—KYEBLERIC/NY L 2 ENFET
BE. MEERCY—N—~EYH IR FEERLES, ALY YL EAEE
LEWEEICZIE., V—RAIPF7RLRAZFSDTN—VRATUVRERAET,

e Super HTTP and Source IP Address (XR—/S—HTTP, H L L [EYV—X IP)

FTE. RA—/N—HTTP 2L BNY L a{BICKSN—V AT U O—ZHAFT,
FUC/NYYaENENMESIE. V—RAIP7RLRZFRALT/HNA—SRTFUY—
ERHFET,

e URLHash (URL/\v 1)

RLCUWRLADY I IR & RCH—N—A~EEELFET,

e HTTP Host Header (HTTP 7RR kA w &' —)

HTTP @ Host Ny A —ZFHAL. RALKER FADY IV TR M, giEERLCY—
IN—A~BLELFET,

e Hash of HTTP Query Item (HTTP Z T IHB/\v )

ERLYVTVIEEZEL) VIR ME, RIEIERLCY—N—ALBHLHINET,

e Selected Header (}§EAN Y & —)

BEDHTTPAYA—%2EELT. TFOAYST—IZLB/IN—DRTFUO—FTY
FI, AVS—DENTYFUTLESRIEIERL RS AN EHKLET,

e SSLSessionID (SSLtwv <, 3> ID)

SSLOF LYY a VT, BRAERZEROEY Y3 DARESNTVET,

COFTavEaEN—DRXTURARELTERRT BICE. REY
—E X M"Service Type" %#"Generic"[ZREL T, SSL7YV S L—
AVEENCTIEIDLENHYET,

K A—KIREZ—21)—X 1JIJy—R/—F (Ver7.1-28a)
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REF—ERMSSLY—ERIHL L, FTA— FESATOELMES, A—FY
RE—ELAY T DR F—LISEEFNE TS EEHITRETEE LA, 2O
BEL LT, FAMEELSATEY, O— FYRE—THESTERLIL
MEFBNET,

LFROVFUAT, ATY—RO P IZETVTWEL/S—D R T U RE— KA
WERIEE., ChUNDF T aviEHYFLEA, sSSLy P a hfashd
& BRAODEYy Y3 DAERENET, Oy 3D EFALT. 2
SA T CEBUGEH—/N—ITKGEMIZEIY BTEHZ EMFEEICHEY FT,

2L, COFZEKIZIE. WODDIAFTRAELHY FT . RFD T IHDIF
EANERERBIZEVERTEY IV DEBERTHDT, EXMIZEY S 3
YIDIFLEEEIN, N—SRTUVRDEALTY MERERSERELTHIHR
nNHYFELEA,

e UDP Session Initiation Protocol (SIP) (UDP v < 3 >EIRFO FaJL (SIP) )

CDIN—VRTFURE—FRIE. "Force L7"DNERZA > TLNVS & =2 UDP {RAEH
—EXTOAFATRETT . SIP (X, HTTP ERBHED I I TR M LARAKRVRA LS
DS 3 EFERLET, RPIOINITE Y IR MAEESAETA, D
JOIRBMIFAYET—T4—ILFEOENEENTVET, COAYFT—T 4 —
WRIEN—=RAFURTHERAEETT,

Timeout (2 A4 L7 k)

WIFNHODIN—D AT URE— RFARIRENTWSES., "Timeout" KO TAH 1) X
EARTRENFET, COATLarTlE, REDEGLUE, O—FIYRXE2—T/A—Y R
TUORABREREFTHHMEERETCEET,

Header field name (NY & —7J 4 —JL FAR&)

LoadMaster [CHEWLVNT., /8—L X F 2 XE— K & L T"UDP Session Initiation Protocol" H%:&
IRENTULVSIES. "Header field name"E WV THXFRX MRY I ANRTEINET, /83—
VATURBEBRDEL EEHBIANYF—T4—I)ILREZZTAALTLEZL,

Scheduling Methods (B & 928AR)

CDONFA=RIF, A— NS U —DHEDH—ERADEHIZEY—N—ZRRT S
ARZEHREL. BROEY—N—~OTHEMRICLEY, TEDITHAXNRRTE
F95

e RoundRobin (S FAEY)

K A—KIREZ—21)—X 1JIJy—R/—F (Ver7.1-28a)
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IOV RREVE., RIDEY L avEEY—N—1A 2 BEEEEY—/I—2
ANEWVWSERIZ, FILWLWVEY Y a3 VEFIEBIZEY—N—A~AT+T—FLFET, 2D
FRTIK. BREREY—N—ICROERLEFTEEEA,

e Weighted Round Robin (E#AftH+5 > FOEY)
ZOARE. HLLWEY L IUNEDEY—N—ICTHA U INDHEREN, EY
—NR—DEHICE>TRESNET ., BLEHEHRORY—N—IFE, TOEH
ICHBILTEWNEREZSIEZITSIEONET,

e Least Connection (H/IMESE)

COARXTHEH. BRT-FERBENDLGVEY—N—D FHILWLWVEY S I3 VIZT
YA ENFET,
e Weighted Least Connection (E &+ F&/MES:)

RIMNEBREBRICLTIN, EXENATRIZLTHELEHERETEY—/N\—%TY
1 LET,
e Resource Based (Adaptive) (ZH TT 1 F)

TETT4 TRERARF. EY—N—OEBEOARZEHMICE=E2—LTEZD
LIFIZBEDWTEY—N—T7H AU LFET, BREMIERICNT VADERN
EEANTEEYT, FMIE. SHOAFIRAXDOEY L a vESEIZSL,

e Resource Based (SDN Adaptive) (SDN 74 751 7)
TFATT4TRFD2a—) AR EFERALTOWSREY—EXIL, (SDN &{E
ALTWLWAhESHZhhHET) FIESXTLELTRAET., Inldk. EY
—N\—BITAREHEICRSL, a2 brO0—5—"FhEH EITREXHETS
KOICTEHHTYT (ZHDEILX. BMET IEFTHERIMINLDINERLE
F) o, FarbO—5—I&, BRENNSLKBDIEIITVRTALIZTA—FRI\Y
HEINDZ—EQOFIEE (EH—N—DEH) LHELET,

e Fixed Weighting (EEE#)

BEADENZREIREL, FRATELGKETHIEY—N—IZ, IRTO+Z T«
YIOMNEEEINET, BEY—N—ICF. TOERKRTEAZERET SVELH
DET, 2 0DOFEY—N—ICRILEHZHRTET SE. FPHLGWERNIELET S
AREMEA H SO, COXILEEFEIERITTLZEL

e Weighted Response Time (D0ZER:E )
A—FRIRXA—(E, 15 TEITTIANILRAF VI DISEITHH B EEEZRIE
LT. ZOBFMICIE CIEHEEY—N—~FE5ELFT, EH—/N\—DIERFRH
NRFNEBRVWEEREBREANEZAOLNDIDT, EY—N\—IEHGEIND LS
T4y oENEMLET,

e SourcelPHash (Y—XIP/\vy 1)
BEATTOTIHOFAEVEZT>RDYIZ, V=R IPONY T afEZEERL.
ZTDONY DA EEFERALTELVEY—N—ZFRELFEFT, ChiTkY. BICE

K A—KIREZ—21)—X 1JIJy—R/—F (Ver7.1-28a)
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CAHRRX o DRECES—N—DEREINFT,
CODARXEFERTSHIET, V—RIPN=RTUI—AXZERTILEIL
HYFLEA,

SOF T avBEEY—N—QERFE LS| S I AR H
VES,

Idle Connection Timeout (74 FILEHDO R A LT FERE) (T4 F 660)

TAFLVEGEFALCAETORRZEZEELEFT ., CDT 1 —JL FISERE TG 1K
FEARESNTVET,

o 0F%HBTETHE. LTEBODT IAILEDEIA LT FERNMERASINET,
"Connection Timeout" (EH{EAA LTV L) OT 7+ FDIEIX. "System
Configuration" > "Miscellaneous Options" > "Network Options" TEZEE TC=FJ .

o 1ZH/ETDE. N7y FIRVICERESN-RICERIVEEINET, DL
. LRARVREHAFIAT, F. LARVRORELITHONER A,

o 2%[ETHE. DNSARDEMENITTONFET, BE A vE—PROERKE RO
v ITEINEY,

"Idle Connection Timeout" [Z4FIARETH S 1 £=X 2 #HXET D
L. UDPERICHITHNTA—TUREAEYHENELL, UDP
X YUNBRMICERTESLSITHY FT,

Quality of Service (—EXRH)

"Quality of Service" KO Y A ) X FTlX, RES—EXMLEHINE/N\T Y
kD IP Ny & —[Z&F N B Differentiated Services Code Point (DSCP) Z#REL ET .
CDHRFEIZEY ., ROEFBET/INT Y FEMEBT DT/ APHY—EXRITEST1 v
JDOUNEBHEELBRIBEDBREAZEZHRRLET., BEIBEMLOTLV 7Y FE, &
FIECIDIEL STy P LY ELEICA—FIREA—Mh o EHINET,

X T avIzoNT, UTTHBEALES,
e Normal-Service GEEH—ER) $FHLTEBEIEHLE S 70 v I IZEIY S TH

L\O
e Minimize-Cost (AR FEe/IME) : B X DY) VY TT—R ZEHET HILEND
HIGEIZER,

e Maximize-Reliability ({E$E1EHZKIL) (FWEDH D 0V TT—2 ZHEICERE
LT, BERENFEAERELLBWVKSIZT BBEIZER,

e Maximize-Throughput (RJL—TF v FREKIE) ) VI DBENKELMEETE.
AVB—=NIVHIZEREINDIT—IENERINEIEEITHER,

K A—KIREZ—21)—X 1JIJy—R/—F (Ver7.1-28a)
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Configuration Guide

e Minimize-Delay GERER/IME) /v FASEEIZEIZET 52 F COFTRARM GE
) #MHIFTE2LENHBIIGEICER, —OA T 3 v, "Quality of Service"
DEFTLarT, RbHLHBENELBYET,

"Quality of Service"BEREMN BN ZHERET H DX, LAY 7 FZ T 40
JICBRESNET, LAV4 ST 9 9 TIE, #EELEEA,

Use Address for Server NAT (—/S\—NAT D7 KL R ZFERA)

A—FIRXE =M SNATRYF—N—THEASNDGEE. TIAIFTEA—-—FIRE
—DYV—AIPT7RLAMNS VA —Fy FTERINFET . “Use Address for Server
NAT"A T3 a U &IRT 5 L. REY—EXRLETHERINEEY—/I\—H, REY
—EXD7 RFLRAZEY—RIP7RLRELTHERATEDLSICHYET,

AT avid, O—FIREZ—DNRTY I FAL VRHIZH

YU, A—RFIRFZ—DLELNZY—RXT FLAAEERD Mail

Exchanger (MX) La—FDEEL—HT 5N EHRT 57-HIZ SMTP

BEDY—ERXAMNDNS DHFFIEF vV EBELETEHEETREEIC
ABET,

DA T avhBEIN-EHOREY—EXRLETEY—N—DERINLTWDS
G5, h— k80 ~NDIFEHTDH., CHDRBEH—ERDT7 KLANRXY—RIPFT KL
AELTHEASINET,

"Use Address for Server NAT"A S 3 Uk, TI4I S —Fbo A

THELTWAEREBEY—ERXRTOHFEMICHELET., cOF T

AVIE, TIANLMRT—FOzATHEWNASA 2V F—T 24 ATRYR
—rShTULWEEA,

%( A—KIREZ—21)—X 1JIJy—R/—F (Ver7.1-28a)
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3.5 SSL Properties (SSLD ZA/NT4) EE

sstkcul-nﬂooe abled; ¢ Re vt #

Self Slqm.-d (ertmute In use.
able Certficates Assigned Certificates

. Set Certificales
Certificates <
Manage Certific ates

uunavplum Client Certificate :h:-ne required
R yptian SNI Hosts Set SNI Hostname

ECDHE-ECDSA-AES256-5HA

Require SNI hostname |
Support TLS Only | ¢
Client C-ﬂlm Chent Certificabes and pass PEM through as XCLIENTCERT v
Venfy Client using ocse | ¢

SSL Properties

KEMP |*1

Load Balancer

in price/performance

Set Ciphers Mo RC

3-6:SSL FANRTF 4 DEH S

SSL Acceleration (SSL72 €5 L—<3Y)

CODFTVvIRYIRIE, SSLTIESL—2avEENF-SNTIWNSE, SSLTH

TS L—2a EENCTE-OHICRTINET,
Enabled (FZXh) :"Enabled"F T v IRy ANA L DEE

F%id_o

2. REY—EXDIEHAEN
FELLEWNES., SIBHZEDA VR F—ILEZRBT A vE—OARTEINET,
Certificates"7/R 2 > %0 ) w9 L CEIBAZ %4 iR— b E=IXEBMNT 5 &, SEBAZEZEM

IIM

anage

Reencrypt (FBEES1{E) :"Reencrypt"F T v IRV I REFAUIZTBE, SSLT—F R K

—LNEY—N—ITEESIBHNEESEShFET,

Reversed (FAM) :ZDF v IRy I REFVIZTEHE, A—RKRIREZ—HE5EH—
BT E2RENRHY FHA,
C DEENRIZIIDDIL, $Lb774;7§@v¢éﬁ%®ﬁﬁﬁ EX & DERHRE
—REN—TNNV T BIHEIC
RESNET., COAFETIK, 75347 I~7b\65‘&#—/\—/\0)7—9/&@121.54&

N=~ADT—ENBESLEINET, ANX M) —LIKE

T. COREY—EREZEHY—ERXRELTHEALT.,

EEltINET,
Certificates (REBAE)

Z Bl " Available Certificates"3 &R 1) X M2, FIARIRELIBAENRTEINTE T,

RS

DENY BTELFBNY B TRERET S, EE’JGD-EEUQE’&E?R LTERDRENKRS v
—rDanl ZRLENLRBE

#491) v L. "SetCertificates"Z=42 ') v LEd, ¥
HEIRREZV ) v O3B L. *’Eéﬂl@aﬂfﬂﬂ%’&%ﬁf%i?

o

K O—KIRE2—21)—X
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KEMP | *10adBalancer

"Manage Certificates"’R 2 V&7 ) v F5E. 923291 THEALTWSIE@EIZH
BLET,

Reencryption Client Certificate (¥ 54 7 > FEIBAEDBEESIE)

SSLIE#E&1T o 1z15E. O— KRIRA—[EUV 54TV A LIIAEZMEL. Y—/1\—
MO LIBAEEMBLET, O—KIRE—(F. V51472 FEAZEA~ Y A —IZERE
L. FDT—2%FH—N—IZZEELET, CDEE, —N—LSSICAEHEEMNEES
NBZEFHHLET, TDEH, RIEFHDIAAEZO0—RFIREI—(TA VR =)L
THILEEHELET,

Reencryption SNI Hostname (SNI 7R X F & DEIBES1E)

EH—N—[CEHGT D EEIFERT Y —N—R—LA2PH5—23 > (SNI) KRR b4
ZHEELFET,

DT 4—ILRIESSL DBESIEAENLIBEDARTINET,

Ciphers (FEE{EAR)

EEEAREIE. BEIL/EBIEETS7ITVXLDOIETT,

TI7HIETIE NULLEHR—F T H5EDERCTRTOBEILAXNEY B THENT
WET, NULL ZHR— FF 5B ARIE. HEIZIE L T Available Ciphers" 1) X kh

HBIRTEET, BEE1LAKX D "Default Assignment" ) X FMELTDELES(2H->TLE
ERR

ECDHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-SHA384
ECDHE-ECDSA-AES256-SHA384
ECDHE-RSA-AES256-SHA
ECDHE-ECDSA-AES256-SHA
DHE-DSS-AES256-GCM-SHA384
DHE-RSA-AES256-GCM-SHA384
DHE-RSA-AES256-SHA256
DHE-DSS-AES256-SHA256
DHE-RSA-AES256-SHA
DHE-DSS-AES256-SHA
DHE-RSA-CAMELLIA256-SHA

K
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DHE-DSS-CAMELLIA256-SHA
ECDH-RSA-AES256-GCM-SHA384
ECDH-ECDSA-AES256-GCM-SHA384
ECDH-RSA-AES256-SHA384
ECDH-ECDSA-AES256-SHA384
ECDH-RSA-AES256-SHA
ECDH-ECDSA-AES256-SHA
AES256-GCM-SHA384
AES256-SHA256

AES256-SHA

CAMELLIA256-SHA
ECDHE-RSA-DES-CBC3-SHA
ECDHE-ECDSA-DES-CBC3-SHA
EDH-RSA-DES-CBC3-SHA
EDH-DSS-DES-CBC3-SHA
ECDH-RSA-DES-CBC3-SHA
ECDH-ECDSA-DES-CBC3-SHA
DES-CBC3-SHA
DHE-RSA-SEED-SHA
DHE-DSS-SEED-SHA

SEED-SHA

ECDHE-RSA-RC4-SHA
ECDHE-ECDSA-RC4-SHA
ECDH-RSA-RC4-SHA
ECDH-ECDSA-RC4-SHA

RC4-SHA
RC4-MD5ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-SHA256
ECDHE-ECDSA-AES128-SHA256
ECDHE-RSA-AES128-SHA

KEMP | #1Load Balancer

K
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Configuration Guide

ECDHE-ECDSA-AES128-SHA
DHE-DSS-AES128-GCM-SHA256
DHE-RSA-AES128-GCM-SHA256
DHE-RSA-AES128-SHA256
DHE-DSS-AES128-SHA256
DHE-RSA-AES128-SHA
DHE-DSS-AES128-SHA
DHE-RSA-CAMELLIA128-SHA
DHE-DSS-CAMELLIA128-SHA
ECDH-RSA-AES128-GCM-SHA256
ECDH-ECDSA-AES128-GCM-SHA256
ECDH-RSA-AES128-SHA256
ECDH-ECDSA-AES128-SHA256
ECDH-RSA-AES128-SHA
ECDH-ECDSA-AES128-SHA
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA

CAMELLIA128-SHA

ERIDYR M, FIRATREGESEAXARTEINEY .. BSILEAXDENY B TEERE
BY B THERZITSICEK,. BMOBSEAXEZERLTERAOKRNAREVED ) VY
L. "SetCiphers"ZV ') v I LEY . F—HR—FD ctrl ZIH LA RERESEARX
ZOVw0TRHE EROBESEAXZRINTEFEY,

Selection Filters GBR 7 1 LA —)

TIAHILETIK, UTOFzvIRYIADBDAIDEE, FATRELITRTOBELA
L A" Available Ciphers"/R v 7 R [CRTREINFET, UTOWLWTIAIDA T a3 o &ERT
&, BRLEATIVIZ—HT H0EE1LA KX DA "Available Ciphers" 1) X MZRREN
9,

e Perfect Forward Secrecy Only (Perfect Forward Secrecy D&
e NoRC4 (Rca ZEALLLY)

e TLS 1.x Ciphers Only (TLS 1.x BE§S{ELARDHA)

e Legacy CiphersOnly (LA —BEEILFARDHA)

K A—KIREZ—21)—X 1JIJy—R/—F (Ver7.1-28a)
Copyright © 2002 - 2015  KEMP Technologies, Inc. All Rights Reserved. Page 29 /176



in price/performance

Web User Interface (WUI) KEMP ‘ #7 Load Balancer
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Require SNI hostname (SNI 7R R FAKE)

Y—IN—F—LAT47—32 SNI) ML EBELRERTEEERLEEE. TISYSA4 7
U RAZEIET D Hello A yE—DICRRA FEELTEDILELSHY I,

"Require SNI hostname" ZEMIZF 5 L. — T HRR CAVYE—BRRONGEN D5
BIZRVIDIIHAENFEFRAINET,

"Require SNI hostname"Z BT L. JEVR—LN—BT IIHASENAREBELHRY FE
T, ZRATHIAMAENR O HEN GBI TSI —DHLELET, SNITEITAILE
A— REBAEIL Y R— IR TLET,

Subject Alternative Name (SAN) FEBAEZERAL=EHE. RBV—X
BERRMAYT—LDOBEFITHAEEA,

TAIL FA— FEEBAZZ Y R—FLTULETH, L— b FAAS £
[FRFC2459 D EBYICRESNFERTA. by FOERIOES DA
BEINFET, L—FFAASBERET HICIE. FIREEBHEZEM
TEILENHY ETT, HlZIEL. www.kemptechnologies.com (&,
* kemptechnologies.com DT )L KA— FDEREFTEBESINFET,
kemptechnologies.com [XEB& S hFEE A,

HTTPS DANJLRAF =9 7 12T SNI R R MERZEET HICIE, ZET

BRI H—E XMD"Real Servers"t2 9 < 3 »[Z#% %"Use HTTP/1.1"%#H

ML, RRMAYF—FHBELTLESL, COREETHEL
GE. BH—N—DIPT7 FLANMERSNET,

Support TLS Only (TLS D#AHHHR— )

DA T arvEBIRT B E. SSv3 DHR— EAESIZAY, TISIx 70 FaILDHY
R—brEhZET,

"SSL Acceleration" DA H RN/ o 1= & =, "Support TLS Only"#
AV TIAILRTEMILBYET,

Client Certificates (7 54 7 > FEEBRE)

K A—KIREZ—21)—X 1JIJy—R/—F (Ver7.1-28a)
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e No Client Certificates required (7 54 7> FEBASAE)  HRCTSHI LI
Y, 2YSATVIDOLDHTTPS UV TR MEZITANSKSIZLET, Ch
. T2+ FTHEF TS 30TT,
TIAILETIH, B—FRRE—[ETRTDI AT EMODHTTIPS YUV IR M &5
(FANET, UTOWTIAIODIEEZERLIZIGE. TRXTDISAT Y MEIEDLEY S
A7 FEAZEZIRTT DV ELNHY FIT, £-A0— X2 -, SEAZICEAT SR
WEFTTI)r—aVICETEETEET,

XA TaviE., —fEBIZT 7 4 )L ED"No Client Certificates
required" (9 54 7> FEFAETE) W EEFTIHLLEEHY FH
ho COY—ERIZTIVRCRTBZIRTDI AT 2 NBNBEEY
ATV MIAEZH >TWADEHRTERIGEEDH,. T4

FEEEDA T aVIZERBLTLESLY,

e Client Certificates required (7 54 7> FEBAEAWME) :HTTPS UV TR %D
AT—TA2TFTHIRTDI AT MMI. BMGY 472 FEREZRT
TEOMBENHYFET .

e Client Certificates and add Headers (¥ 54 7> FMIBABEDEREAY ST —DiE
m) HTTPS YO TR METAT—TATFTEHIRTDY 47> ME BH
BYOSAT7 Y FMEAEZRRTDIVENHYET, A—FIRF—[F | Ay &
—%EBMT S EITEST, CDUFAT7 2 MIAEEREEELET, BMNT
ZAYF—OFMIZOVTIE, aAVTUYVIL—IILEBRESRBAZSEL TS,

o LUTOATLavEERT DL, SAZEFA Y SFTILOFFEMIDKETIERE
SNFET, EBA T aVEBRLT, (MHAEOE ERAFIEETEET,

— Client Certificates and pass DER through as SSL-CLIENT-CERT (SSL-CLIENT-CERT &
LTY 547> MEBAEIZ DER Z38EA)

— Client Certificates and pass DER through as X-CLIENT-CERT (X-CLIENT-CERT & L
TY 547> MEBAE(IZ DER %38 )

—  Client Certificates and pass PEM through as SSL-CLIENT-CERT (SSL-CLIENT-CERT
ELTY 547 MEBREIC PEM 238 R)

—  Client Certificates and pass PEM through as X-CLIENT-CERT (X-CLIENT-CERT & L
TY 547> MEEBREIZ PEM %38 )

Verify Client using OCSP (OCSP IZ& %9 54 7 > FDREE)

(FUZ54 VEEAERT—42 RO 3L (OCsP) EFERALT) V5472 FOEHE
BEINESHERIELET,

AT AVITESP NEMHBBEDARTINET,

%( A—KIREZ—21)—X 1JIJy—R/—F (Ver7.1-28a)
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in price/performance

3.6 Advanced Properties (BEGT7O/8T 1)

Advanced Properties

Content Switching |picspleq | Enable |

HTTP Selection Rules | Show Selection Rules |

HTTP Header Modifications | Show Header Rules |

Enable Caching

Enable Compression

Detect Malicious Requests

Add Header to Request | Set Header |

Add HTTP Headers | Legacy Operation(X-ClientSide) ¥

Set Server Address |

|

"Sorry" Server Port

Error Code: | 404 Not Found

Not Available

Roditeciian sadding| Error Message: | Set Message |

Error File: | Choose File | No file chosen | Save Error File |

Default Gateway | Set Default Gateway |

Service Specific Access Control || Access Control |

3-7:Advanced Properties #49 3 >
Content Switching (AT YUY RA YF)

"Enable" R2 &V v §dHLE. CORBY—EXRTIL—IR—RDIAVTUYRAS
Y FHEBENBRICEY ET, AMILIFEE, ZBTIEY—N—(CIL—ILEEYHT
BBHENHYET, L—ILEEY—N—IZEYHTBIZF. EH—N—DEIZHD
"None"RAUEV ) VI LET, L—ILBEH—N—IZEIYZHTohdE, BIUETS
N=L—ILDAIY bBIRFTENFET,

Rules Precedence (JL—ILD@BFIBLL)

“Rules Precedence”’RRA &0 ) v 3hE, AT RRA Y FRIL—ILAERINE
T, COAToaviEk, avTFUORRAYFREMILEDTWDEEDARTEINE
ERR

Tare Match Rules assigned to tcp/10.11,0,52:80

Request Rules

Operation Name Rule Type Options Header Pattern Replacement
Qndy O &
1 Deleto KEMETast ) ! Mstch Cantert Sat Hlag 3 Tert ! Tom
Fromots Dealata KEMFTeet2 Macch Comtert Only On L Testing Tegting

Agd  KEMPTesC «

3-8:ERIL—IL

COE@AIZIF. REY—EXODEY—N\—(ZEYYETO A>T P RAYyFAIL—
ILHBARTRENET UL—ILHAERINEIEIZERTR) . L—ILOEBEIEGLZ LIT5IZIE.
ZIL—ILD"Promote" RE U EHZ ) v LET,

K A—FIYREZ—21)—X JY—R/—F (Ver7.1-28a)
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in price/performance

HTTP Selection Rules (HTTP &R JL—)L)
REY—ERIZEYHTONTWERERIL—ILERRTLET,
(HTTPAY S —DZEE)

“HTTP Header Modifications”7/R 2 &9 ) w O §h L. A A —ZH)L—)ILBNERINE
T =IO (VI IZIRMEATEBLUVLARURAEZA TDIL—ILDOE) NEEROR
BUIZKRTSINET,

HTTP Header Modifications

<-Back Modification Rules assigned to tcp/10.11.0,.52:80
Request Rules
Operation Name Rule Type Options Header Pattern Replacement
Dot FEMITaater] Add Hasder Qnly On 1 Tast Tast
Pramots Disleatss EMimande 3 Replece taader Testing enng Tested
Add Delete Hesder KEMPHesdeZ2 «
Response Rules
Operation Name Rule Type Options Header Pattern Replacament
1 | Delete KtMviander2  Delats Hender Only On'3 Test
Add | AddHeadar XEMPHeader)

3-9.FHIL—IL

COEBETIE. AYF—ZEBIL—ILEZEM/ERTEZET, L-ILOBERIBEFEZZEREY
BIZ(X. “Promote” RZ U H#H )y LET,

Enable Caching (¥¥ v Y HHE)

DA ToaviE. BT UOYDX vy A TEHMILET, COAF T aUlE,
BEEREY—N\—DNBREALEFEHIEZHHLET. Frv T, HTTP, £ LLIE
A 720—KBHTTPS (REH—ERZELIZEMIZTEET,

Xy UTAEEE T 7 A ILDFEFEIL. "Systems Configuration >
Miscellaneous Options" * — 1 —0M AFE RETCEETEE Y,

Maximum Cache Usage (R ARERAF v v )

CDFToaviEk, REY—EXRZTLEDFv v aATYDHAXFHIBLET, iz
. 2 DDREH—ERIZS0%T DZEIYHETTVWBIHELIX, PRATLERDFYY Y
ARAAEY—X, 22 DO0REY—EXRFEITTIRTEFEALET, T74I M

“FREL"TY, LALENDS, F¥ YT rEBEYDREELFEAZHEC=HIC, &K
BH—ERTEITxF vy a YA XEFHIRTHE%#HBIOHLET, Frviam
RAFEAEL. EREVY—EXTHEAT LI X v v a1B8USTO M—2)LED 100%%
BAEWESIZLTLESL, Sy vylalCEYSTRREYD AT —IAR—ZIHE
BE. REY—EXQOFrviaz®BMILTEH, TOY—EXRIEO VEXry
alFEEA

S,

ST S

K
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Enable Compression (EfaDE®NE)
A—KRIRZ—MoENI=T 74 ILIE Gzip CEMfEENET,

EfESNF vy ol LTEHICLG>TVSBZEF. A—FTRE—
DINTA—IVANMET I DAREMELHY T,

[EHERIRER D7 7 4 JLDFESEIL. O— K< X4 —® WUI MD"Systems Configuration >
Miscellaneous" %9 3 VD AFE XRETCERETE=E T,

B4 XA 100MBULED T 7 A IILIFEHELEZWESICLTLEELY,

Detect Malicious Requests (IDS #$REEN)

RABES R T L (IPS) HY—ERIE, WEICH LTI TZILZ A LICHEEZEML, £Y
—N—DRHEITIET, EY—N\—DA U534 VREZRBLET, RHEICITKE
Snort £t M Snort T—ARAR—XZFRALTWET, BEEDH S/ v bl Reject, £ L <

(X Drop ZIBETEET, Flz. TNoD/N\TY FOBREZF)TILAA LIZATICHA

95FLHARETT,

IW—ILDEFHPHRETA XEITS5IZIE. SNORT D Web B4 k
(https://www.snort.org/) ZSHRL TSN,
https://www.snort.org/.

"Detect Malicious Requests"F TV 7Ry I REF VIZTHE, HTTP B KUA T7A—F &
Nz HTTPS (RBY—ERX T &2 IPS BAEIZAHY F£F, “SNORT’JL—ILIZT Yy F L=V
JIR DTN, 2 2DA T a bl £I, ‘Drop Connection’H ‘Send Reject’ T
T, mMA T arved RS ANDEEZEHFST. BAZRAAI AT MIHLTL
ARVRAEZRTHIENEHZETELET., ‘Drop Connection’lE, “SNORT”JL—ILIZT v F L
=1BE. HTTP LARURERLEH A, TCP EHEEIUTRIh, HRMICHTMLO VT Y
FDY AT PADRIEEHY FE AL, ‘Send Reject’ (. “SNORT”JL—ILIZIT v F L 1=
BEIF. O— TR —FRAZERAT=U T4 7 > b~ HTTP 400“Invalid Request" & .
IVFLIERBETRTAvE—CF HIMLEKXTRIELE T,

Port Following ((R— k274 0—" 4 %)

R— k748 —"9 4 25 1&, HTTP. HTTPS A5 HTTPS (SSL) HTTP HEfE~NX A v FF
BEFIZ, B LEY—/N\—~DEHHF N—2XTUR) #R#LET, R—bT7+0
— 4 U4 1%, UDP R & TCP L DRI THEIAET T,

R—bT40—24 VT EFDTBITIF. UTOFHEARILTOEIRLENHY F
ER

K A—KIREZ—21)—X 1JIJy—R/—F (Ver7.1-28a)
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o R—brI74+0—"24 VT EFMTBHRBY—EXRIE. HTTIPS H—ERXTHITH
F A=Y A
o HTTP H—EXAHFEL TLVRIFHIEAE S 40
o IhMBDREBY—EXREF. WFhIEL L7 LAVY—DN—RXTURE—F
(Super HTTP XA—S X F U R F 1= Source IP Address /18— A F U R) MFEIRE
NTUVWEITRIEE SR,

HIVS TIEAR—bT+r0—0 4 V5 ZFBETEEEA,

HMIZDOWNTIE, SSL7OESL—ary—ER BEEBRBAZSEBL TS,

Add Header to Request (IJJ T X MZAySF—%3BN)

EH—N—IZEESNEIZTRTOV IV IR MBFATHEMA YT —DFX—LEEZAD
LEI,

CDHEEE(FERT BIZIE. “SetHeader’ RA2 U E vy LET,
Add HTTP Headers (HTTP Ay 4 —®iEh0)

"Add HTTP Headers" KOy AV Y X k&, sSLAZA—TFT 4 >4
(SSLPOVESL—ay) DNEMZHE-O TS EESDAFIATEE

E
HTTP X b ) —ALITEMT 2NV —EEIRTEFET, UTOF TS 3 v OFIAIAEET
ER
— Legacy Operation(XXX)
— None

— X-Forwarded-For

— X-Forwarded-For

— X-ClientSide

— X-ClientSide

— ViaOnly

LAS—EETIE. DRTLDBHTTP A—RILE—FTEELTLWS EFITAYZ—H
BiMEnFET (FAUADGEEFAELTHOREREA) . thOBEAXDBZE. VAT LA
HYEEFIRIIZ HTTP A—RILE— RIZH > TH S, BE LEBMENTTONET,

Sorry Server (Sorry H#—/3—)

BETEHITA—IFRIZPTFLRER-FESEANLETS, A—FYRE2—(&, FIA
ARGRYF—N—DGMEE, ALF v I ETHOTITRE LGRS TFALI FL
FF, Sorry F—/N—[E, A—FYRZ—DEHIN TS Ty MIDHEMTESR
EE
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BBE—RFHAEYZH->TWS LAYV 7 REY—EXF*FERT 515
&. Sorry H—N\—[EEHY—N—¢ERLCY TRy FEIZEET HIRE
N"HYFES,

Not Available Redirection Handling (FIFRFRRIED ) X4 LY & 3 L LE)

BERFWIET H-ODEF—N\—DFEHTELMEEIZ, V54TV MDA RETARET
S—aO—KE URLZEEERTEZET,

e ErrorCode:EHY—/N\—MFIATETHIMEES, O—FIYRXA—[LZHTTP TS —O—
FICH->TEREZRIGTEEY, BYLEIS—a—FEERLTLESLY,

e Redirect URLEHY—/N\—HLFIHTES, V547U MIIS—LRKRUIRERT
WELRHDZEE., JAALY FTDHURLEEETEEFT, CcOTFRAIRYIR
[ZAALE=XZFH http://F1=(Z https://ZEF L WEE. TOXFEIIFRED
B LDMERMT FLRELTHRONET, COESIE)TA LY b BH5XFF
SRR FEAEBMENET, COT4—ILFTIE, BRINFLKX MEERT
"%h"O, A= T —LYY—RTATUT4IT7A4Y¥— (UR) #RT"%s"75 &
DIAINKFA—FHLFERATEET,

e Error Message:EH—/N\—WFATELRWGEIC. T5—LAKRVREISAT
VHMIRTEE BELEIT—AvE—URZEDOLRARURICEMENET,

X2l T 4 LEDOERANS. "Document has moved" DX FET(TESL HTML R—
UNBREEINFET (ERICEEFNDFERITRESNFEA) o

e Errorfile:EH—N\—HQFATELRIMEGEIC, T5—LRKRVREISAT UM
B EE EBELEIZAILAEFDLARVRICEMENET, ChizkY, $5
ELEIS—ICXHTEHLRARCRELT, BHEBEIS—EREZSE HIML R—
EEETEET,

I5—R—=UDixAYA XL 16KB TT,

Not Available Server/Port (FIFAFRIBREDY—/\—/7R— )

Advanced Properties

Not Available Server Port S,?,t, Srer\(gr ,‘,\,d?,‘f???

Service Specific Access Control | Access Control

3-10:Not Available Server (FIFFRIBEDHY—/31—)
UDP M {A8+H—E X TlX. Not Available Server (F|RAFRTEDH—/3—) & Port (R—

F) ZHETEFEIT, COAF T a v, BEREZDEAIRELEYS—/N\—DNEFEELEGLE
FIZUSAT U MNRZIETHURLEZEZRELET,

K A—KIREZ—21)—X 1JIJy—R/—F (Ver7.1-28a)
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UDP @ Not Available Server D{E[. H—E X A Not Available Server
ZHEALTOWEWMEGEDAEETEET,

Add a Port 80 Redirector VS (7k— k80 ) &'« L& 2 —{R{EH—E X M:EM)

R"— bk 80 REH—ERAMNFESINTULEWMEE., FOERLNITAET., COY—ER
e T B &, “Redirection URL:” 7 4 —JL KT EE L= URLIZOSA TV RS A L
grENET,

CDYEA LB —%FEHET BIZIL. “Add HTTP Redirector” /R 2 V&0 v LET,
"Add HTTP Redirector" 7R 2 %0 ) w935 &, VFA LY 72—k

H—ERNMER SN, BET HREY—EXNLIDWUIF T3
UHARTENGLBYET,

Default Gateway (T27#J) bk« F—FkHxA)

V34TV MILRAKRVRAERET HODRES—ERBARDT— b4 Z4EEL
FT, TIANMS— b I ADNBRESATOEWNEE, F0—LOT I+l b~

FoTAMERINET,
TIHILE - F— koA ZEAT BIZIX. “Set Default Gateway”REZ &5 ) w4 L
ij_o

"System Configuration" > "Miscellaneous Options" > "Network Options"
[ZT. 4 O—s\)L%i"Use Default Route Only"#4 7 3 UNBE SN T
L5154, "Default Gateway" N E SN TWSREY—ERNHD
S T74v00E BREY—EXDTIAIL ML—EDBEFEET DM
B—=T A RICOIHIV—T 4T ENFET, hiTkY, A—F7
AE—IE. b5 T4 90 ZRETAHELGL., BEAVEZ—T 1A

RZEERWVTI A7 MOy FI—JICEEEKRETEET,

Alternate Source Addresses ({8 YV —X7 KL X)

7RELRADY R MPEESNTLEMES., A— RYX 24— REY—EXDIPT7 FL
AREO—ALT7 FLRELTHERALES, PFLROURM#EET HE. B—FTR
A—EZDIVR DT RLRZEFRALET,
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REY—XT7 FLRAZFERT BIZIL. “Set Alternate Source Addresses” KRR &9 1) w s
LEY,

CDA T a3 vl “L7 Configuration” &l E 0 “Allow connection scaling
over 64K Connections”Z4 7> 3 UWNERIZHE > TS IEEDHFIFHTE
BETY,

Service Specific Access Control (HF—EXBEHD 7YX -a> kao—ju)

RES—ERBED7HI R -avrA—)L- YR MELTHETEZET,

"Access Control Lists"ZA 7S 3 UNNEIZEHE > TLVSIEE . "Extra
Ports"A T a VIFIEL K #EELEE A,

3. DxIdF7 TV r—2arI274F 94— (WAF) DA T ay

WAF Options

Web Application Firewall |Enabled: ¥/ 1 from 4 WAF VSs already configured

Default Operation: Audit Only v

Audit mode: No Audit v
Options :

Process Request Data ¥ Disable JSON Parser ¥/ Disable XML Parser ¥
Process Responses v

Alert Rate |0 Set Alert Threshold

Available Rules Assigned Rules
Generic Rules
Application Specific
Application Generic
Custom Rules

Generic Rules
ip_reputation
malware_detection
botnet_attacks S

Rules creditcard_known =
creditcard_track_pan L

Application Specific
cpanel_attacks
drupal_attacks
joomla_attacks

| Assign Rules |

® 3-1L:AFP DA T 3>

MDA T a ERET DA, AFPHEBEZEANICTILENHYET.

WAF Options

Web Application Firewall lEnabled: ¥ 2 from 4 WAF VSs already configured

3-12:AFP DE L

AFP ZEHZNZF BIZ(L. "Enabled"F v O Ry I REAVIZLE

T, §5&. "Enabled"F =y IRy RDBEIZ. WAF BB REE

H—EXNWNLK DEET S0 E. WAF BNFEHGRBY—EIDNFRK
WK DETHAETEDINETT A Y E—UNRTEINET . WAF N

K
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ENLBEREY—ERADNRRIBET S &, "Enabled"F v IRy
AW L—RRICHEYET,

AFP T HE. B—FYRZ—DBRICEVWT/NAT+—T 2R
NRESFEEZZITET, BUL)Y—ZAMNEYETEATLNSZ
EEMRLTIIESLY,

RESEURTAZILBEOO—RFIRE—A VRE VADIEE. AFP

FEESEBIZIE 26B LLED RAM ZE|Y B TEHABEAHY I, /N

—23 7122 UEIOO—RKYRA—0 0S TlE, REEEURT A

ANBEOO—KRIRAZ—A VREZVADTIAILEDAEIEIY Y

TIE1GB EHHTWET, COTI7AILMDEIYHTEEELTL

HWNMEEIX. AFP DEREZITOREINC. AEVDHREEERLTL
AR

Default Operation (7 7 # JL FEi4E)

AFP DT AL FEIMEZEIRLET,

e Auditonly (B5&EDH) EHXERET—FK - OFMNMEREShFETMN, UIVITX bk
PIEEFTOv I ShERFA,
e BlockMode (F7AOYHE—FK) (YOI IRMPEENTOVIINFET,

Audit mode (BSZEE—F)
EDORTH#THRTHINEERLET,

e NoAudit (BELL) :T—2EREHFILFEHFA,
e AuditRelevant (LT HLDEEE) BEELRNILLULEDT—2F0EELET,
o AuditAll (TRTER) (REY—EABRHDITRTOT—2ZEHLET,

"Audit AlI"EEIRT B &, KEODOTT—APERRINET, BEE)
fEIZxt L T Audit A" ZRBIRT B E(FHELEFEA, L. BE
DB ZE R T HIEA X "Audit AI"NRIZIIEFET,

Process Request Data (1) 2 TR FT—AR Z0HT 3)
AT avERNTEE, POSTYURIRAMTCEZRLZET—42L0BINET,
2 DMEMMA T 3> ("Disable JSON Parser" & & U "Disable XML

Parser") [&. "Process Request Data"NEMLIEENHFIHETEE
ERR
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Disable JSON Parser (JSON /S—H—%E%h(ZT B)

lava RO )T ATy FREEE (USON) VI IR FOUEBEEMCLET,
Disable XML Parser (XML /8\—H—Z$EXH(=F 3)

XMLY VIR FDWREBEENZLET,

Process Responses (& ZNET B)

COFTavERMTEHE. EY—N—DoDEENRIEEINET,

CDATavIEcPUEAEYZELCHELEY,

EH—/N\—hgzip Toa—T 4 2 DIHE. "Process Responses" HY
ENTHLOTLAFPFXED RS T4 90 ZF vy LEEA,
Alert Rate (75— M)

TI73— M EEESNLIZETO 1RHASZEYVDIVOTURDOLEMETY, 0 ZRET
BETI— MHEMIZLHYET,

Rules (JL—JL)
NAB/ARB L, PTFV5—2avBE/7TIVyr—2aVyilADIL—ILE, REY—E
AIZENYHTS (FHRHERES—EXNSBBKRTZ) ZENTEET,

T7I)r—oavBEEFERRET7IVS— a3 v AEDOIL—ILERLC
REG—ERICEYLBTEHIEETEERA,
38 Ty XY Ta/NvY (ESP) DA T a Y

BT a ERET DA, ESPBEELXEMCT IHLENHY £9, ESP BEREEH R
(29 BIZIE. "EnableESP"F T v O Ry I REAVIZLET,

ESP Options
Enable ESP

B 3-13:ESP A 7L a3 V&R
9B & . “ESP Options” EIEHINR TS, ESP DI ARTDA T arvhRRTENET,

ESP #gEld. {RAEH—E XA HTTP., HTTPS. SMTP D{RIEH—E X T
HAGEDHEMTETET,
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ESP Options

User fAccess: |«

Enable ESP | +

ESP Logging | Security: L
Connection: [«

Client Authentication mode | Form Based ¥

S50 Domain | EXAMPLE.COM

Allowed Virtual Hosts | Set Allowed Virtual Hosts |

Allowed Virtual Directories | Set Allowed Directories |
Pre-Authorization Excluded Directories | Set Excluded Directories |
Permitted Groups | Set Permitted Groups |
S50 Image Set || Exchange ¥
S50 Greeting Message | Set S50 Greeting Message |
Logoff String | Set 350 Logoff String |

Display Public/Private Option | ¥

Use Session or Permanent Cookies || Session Cookies Only v

Server Authentication mode || Basic Authentication *

® 3-14:ESPA T a Y
Enable ESP (ESP DA %h1E)
ESP H4BRE X B M/ESNIZTF BIZIX. "EnableESP"F T v O RV O REA /A TIZLET,

ESP Logging (ESP O 047 4ERk)
ESPHEREICRAL T3 MO O I MRERINET, Fx v IRV IREFV/ATTBHZE
T. ThZENhOOTEEBH/ED-TEET, UTOOTHEHEINET,

e UserAccess (L—H—FH€R) :£a—5—00O5 4 UiEHRERLEKR

e Security (EXxalT4) I RTOEX) T EEETIH

e Connection (¥&#Ht) BiEHIKREZFEE
A IEKABRENTRET, O—KIREZ—D) T—+r&EL79ATEET, OTDEH
HMIZDOWWTIX, Y232 1062%SBLTLIESLY,

Client Authentication Mode (97 54 7> FEREE—F)

K A—KIREZ—21)—X 1JIJy—R/—F (Ver7.1-28a)
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A—RIYREA—ICEHGEERABISA T LEEDESIZERAET AN ERELET, U
TIZRT2A TOFAEMNFIRAREETT .

e Delegate to Server: FRREIEH—/N\—I[ZFFEEINID

e Basic Authentication: 12N E KRR % FH

e FormBased:y 54 7 hE,. O—KFIYRA—TRIAZZTH5-HDOD1—H—1F
WEITA—LICANTILELHD

e Client Certificate: 7 54 7 > bIE, HTHETIHBAIN-IAZEFREHT HINE
nNHbd

e NTLM:NTLM EEBAZIX. 1 V4259 T4 7HOJ4 0 TORBICRESINET
—RIZEDNTEY., FASMVBEQA—YF—EMORYFET,

"ESP Options" 247 3 > DHE YD T 4 —JL FIE, FEIR T ="Client
Authentication Mode" [CE D=L EIhET,

SSO Domain (SSO KA 1 )

RE—EANBT BT ILTAL A (SSO0) FAALUERIRLET,

SSO FAA VDBREAREIZDODLVTODFEHMIE, U3 313FSHBLTL S, ESP
HEEEHXTE L CB/TT BICIE, SSO KA VEBRTETTILELAHY XS,

"Configuration type" T"Inbound Configuration"H X E S 417= SSO K *
A 2DFH, ZM"SSODomain" T 4 —JL KICA T a v & LTHRRS
nEY,

Allowed Virtual Hosts (Bfrl S f={REHRR k)

REV—EXE, EELEHEBRR MZOAT I ERATEET, EESNTLGRLMRE
RAMEFTOYIENFET,

THOEREHAT BHREARR FEIEET HIZIE. “Allowed Virtual Hosts” 7 « —JL FIZ{R
HRR FZEASL. “Set Allowed Virtual Hosts” R42 &4 1) wo LET,

CDTA—ILETIHEHD AL VEFRETEET, ChIZKY, PV a0F Y
AL VICEBORAA VEEEMITHENTEET,

CDI74—I)LFTIRERRBREZFEHRATETET,

DT 4—IL FAZEFDEE. REY—EREFTOVIEShFET,
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Allowed Virtual Directories (Zfal s f-{R¥ETs LI 1))

REH—ERE, 7O EANHFASNRERX FAOEESARETA LY YIS
DHTIERATEFET ., EESNTOWEWMEET A LY M) ETRYIENET,

T EREHAITHRET ALY B ZIBET HIZIEL. “Allowed Virtual Directories” 7 «
—ILFRIZIRETF4 LY )& ZEANL. “Set Allowed Virtual Directories” 7R3 & 1) v
2LET,

CDI74—I)LFTIRERRBREFHATEET,

Pre-Authorization Excluded Directories (ERIREIXNENT A LS 1))

CDTA—IFTHEELEERET ALY FUE, CORBY—EXTHAERIESNT.
HEY LIRS —N\—[CEEESINET,

Permitted Groups (EfAI 4 JL— )

CORBY—EXRANDT I CREHATHITIN—TEEBELET, HFAITIL—TH#HE
L7z5E. CORBY—EXRICKYRTIAhz2—F—BO5A( 0T BI21E. TD1—
F—FEELETIL—TondInmh 1 d2UEIZELTWWETAIERY FEA, 1 DD
BH—EXRIZDZF1W0BEDTIL—TETHR—FLET, ANTETIL—THIEZ S
L. NTHF—IVRICHELEET, COT4—ILETAALEYIL—TIL, IDAPHY T
JIZKYBERIZHEYFET,

CDI74—ILFKRIZCEATBHHA KA FLUTIZRLET,

o WBELEIVIL—TIF. REY—EXICEEMFTONTZSSO FALLDTIT47T
TALY MITERGRTIL—TTHRITAEGEY FEA, A—RKIREZ2—IZEITS
SSO RALUIFEZDTN—TDT4LY FIIZERETIRLENHYET, Iz
[£. O—FIRAZ—[ZHEIT5H SSO KA A h webmail.example IZERESNTH
Y. webmail BZDTIL—TDT4 LY F)TRHEWNMESE, ELLH#ELEEA,
ZDIBE. SSO KA A “l.example.com IZERET HHENRHY £,

e YRMAATBIIL—TEEIa0 TRYBZBELASHY FT,

ZLDITIN—TRBIEAR—RZEZEL =6 (f5l: "Domain Users") . R
R—IATRYLNF-J)RMIELLHEELEEA,

o HAIVIL—TRICEUTOXFRIERATEEEA,
[+*

o SSO FAALUMFRIETA FaJLILLDAP THITNIELZY FH A,
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e JL—TRERLELTRALANTHEET 2LENHYFET,

SSO Image Set (SSO DE{EERE)

Load Balancer

in price/performance

CDATavidk, 95472 FREEE— K& L T“Form Based” hMEIRS TV BI5E
DHFIBTEZET, Username & Password DADIZERT DI+ —LERIRTEET,
"Exchange". "Blank". "Dual Factor Authentication" & LS 38BN 74— LA T a3 on

HBUET, 74— LEIF— A ytE—DEMDERE

e Exchange Form (Exchange 7 #—.\)

KEMP

3-15:Exchange Form (Exchange 7 #—.L.)

“Exchange Form”[ZIX KEMP D O I MRREINFET,

e BlankForm (M 74+ —.L)

sermane.

Log On

B 3-16:Blank form (22 7 #—.L)

“Blank Form”[ZIZ KEMP DA JIERFTENFEE Ao

TRRTBATLavihbyVET,

K

Copyright © 2002 - 2015
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e Dual Factor Authentication (2 EXRET)

KEMP

Welcome to DFA ESP Testing!
This is a public or shared computer
@ This is a private computer
Remote Credentials

Username

Passcode:
Internal Credentials

Internal Username:
Internal Password:
Log On

Secured by KEMP LoadMaster
® 2000-2015 KEWP Technologies Inc. All rights reserved.

3-17:Dual Factor Authentication form (2 E&ZE5E)

"Dual Factor Authentication" 7 A+ —ALIZIX 4 DD 7 4 —IL FARESINTULET, 340
5, 200D E—FIRAZED 74 —IL KR E, 2 DOARAFEAZERD 7 4 —IL FHARE
ShTWET,

"Remote Credentials" (') E— FEEBAE) &KX, 70 T4 7 T4 LT FUH—N—1ED
RAA DB —N\—IZx T BHFREEZEFA T HHIIC, RADIUS T ED 1) E— FEREEY —/\—IC
I HRLICERAINSEIAETY,

"Internal Credentials" (RERFEEAE) 7V T4 TT4 LY b)Y —N—HBEDRAE KA A
Y —N\—Zx T BRI ERINSDABHAETT,

BH:E 9~ % "SSO Domain" ?"Authentication Protocol" A "RADIUS and
LDAP"[ZERTE SN TULVSIHEA . "SSO Image Set" % "Dual Factor
Authentication"[ZERE T HIMHENH Y F£7,

SSO Greeting Message (SSO DHWLE DA v E—)

A4 T7+—LlF, TFRAMEZEBMLTELITARETA INTAFET, OTA10 D
#—LIZTEFRX FEEMT SIZ(X. “SSO Greeting Message” 7 4 —JL FIZR R L=\ T+
A R&EAFNL. “Set SSO Greeting Message” "2 %0 ) v LET, A vE—TIERK
255 XFETANTEFT,
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"SSO Greeting Message" 7 4 —JL FIZIEHTMLO—FZAANTESD T, LEICIGLCTHE
BEHBATEET,
TOHG5—T () [EHR—FLTWLWEREA, SSODHLIED
AytE—TUTIDXFEAALTH, HAICERTEINEL A,
ZIE, abclabc EHYFET,

Logoff String (A F'Z4 7 3CF31)

BE, COT4—ILFEEAOFEFICLTLIEZEIL, OWA REHY—ERXDIFEIL.
"Logoff String" %" /owa/logoff.owa" [CEXTE L TL 2 &Ly, hRA T A XEN=RIETIL,
EHEOOTA IXFHNEDTFRIMRYIRATHEELTLEEL,

Display Public/Private Option (/87 v /TFSAR—FRFEAX T aY)

KEMP

Please enler your Exchange credentials

o Ths I8 8 pubdc or shared compuler

Thes is a privale compules
Username
Password
| Log On

Secured by KEMP LoadMaster

EMP Tec

B 3-18:/8TYvH/TSAR— XT3y

CDFTVIRYIREFUIZTBE, ESPATA UR=DIZNRTYvH /[ TS5A4R—
AT arvRRRTENET, Sessiontimeout DIE(F, AT A T+ —LIZTLI—H—H
BIRLEA TS a3 VICEDLNT, "Manage SSO Domain"BEE TIEEL=/AT Y v o /TS5
AR—FDEIZREESNETT, A —HF—MNTSAR—FrEERL-BE, TDEY I3
VNITTA—Y—EBHIREFSNET, S5O T —IL FOEMICOVTIE, Y>3
33 5L TCZELY,

Use Session or Permanent Cookies (v a o vyX—F - EIN—TRr 2V M) yvX—% &
)
CDITA—ILETIE3I DDA T avE&ERTEET,
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e Session CookiesOnly (v >3 vF—DAER) :NIET I+ IL FDERET
T, ROVRERA T3 TT,

e Permanent Cookies only on Private Computers (S5 A4 R— a2 EFa1—2—TD
AHRIN—I R M) wx—%6EH) NTUy o Ea—42—ICEyiarvyy
F—ZEELFET,

e Permanent Cookies Always (BIZ/S—T R M yX—%FER) T XTORRIC
BVWTNHA—TRU Iy F—FEELFET,

A VBICA—H—DTI0F -ttty a vy F—FLENA—IR U I v F—
EEETHILELADHDBEIE. COA T arvERELTLLESL,

N=TRXU L Iyvx—IE. EROT7TVr—avitbhi=bEy Y
3 UEEDY—EX (SharePoint % &E) [T VT IHYA A UT 515
BOHAERLTLEELN,

Server Authentication Mode (H—/\—E35FE— K)

Z M7 «4—JL K. "Client Authentication Mode" /' "Form Based" [Z 5%
ESNTWLEETDHEHTEET,

EH—N\—[2&KYDO—FIREZ—BREDESICEEESNBINFHBELET, 3FEFEDA
EMFIFERIRETT,

e None: V3472 FERIEITIWEL Y

e Basic Authentication: 1ZH#E DR KRR Z{FH

e KCD:KCD FREF#1E
"Client Authentication Mode" & L T"None"%31£iR L 7-15& . "Server Authentication mode"
& LT"None"DNBEIMIZEIR SN ET, REHRIZ. "Client Authentication Mode" & L T

"Basic Authentication" Z &R L 7=15 & . "Server Authentication mode" & L T"Basic
Authentication "ABEEMIZERINE T,

Server Side configuration (H—/\—{IF%E)

C DA T 3 vlE. "Server Authentication mode" M fE A "KCD" [ZEXTE
ENTWBEZEDHARTEINET,

Y—N—BIDEREZFITI=HD SO KA A U %EFEIRLET, "Configuration type"H’
"Outbound Configuration"[ZEETE SN TULVND SSO FA AL VDHZ ZITRIREINFET,
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3.8.1 SMTP Virtual Services and ESP (SMTP D{xZ8H—E X & ESP)

SMTP REBH—E R ((R— +&ES 25) Z/ER L1155, “EnableESP"F T v IRV I X%
FAUIZTNIEESP #peZFARATEET (=1L, FATTMRELGA T a viFHIEShE

EDEN

Enable ESP | ¥/
Connection Logging | ¢

Permitted Domains | Set Permitted Domains _

3-19:ESP A T3y
Enable ESP (ESP D& X1{t)
ESP HEREZF B IN/EMIZT BHIZIX. “EnableESP"F T v IRV I REH /A TIZLET,

Connection Logging (¥Ef04)

“Connection Logging” F TV V Ry I R&F /A 7352 LT, EHRO T =G/ ENIC
TEEY,

Permitted Domains (BfR] KA A >)

COREH—EXTRZEZHATIIRTDRASAVEZZTEELET, HlZE.
HH—E X(ZT john@kemp.com MBHD SMTP b5 7 4 v I EZELI-WERIF. DD
4—JLETkempcom D KA VERELET,

3.9 Y JREY—EX

FERY—EXRNIZYTREY—ER” (BT VS) ZERTEET, T Vs, HiRE
H—ERIZY VIS, BREY—EXRDIP7RLREFERLET, I VSIZIE, £
DHEDOFEEH—EXPRDY T VS EELGDHRE NLRAFzyvIAXPaUTIUYIL
—IGE) ERETEET, ThiTkY., BEEROHLSEREH—ERZ,. ALIPT FL
ATHN—TIT B ENAREE LY FET, Thld, Exchange P Lync DK 512, %<
DIRBEH—ERAMN LR LEHTEHEMNTT,

REG—EXDERZF DAY —IF. YT Vs ZEBMTEET,
EH—N—DERZFOIOI—F—IL. T Vs ZEMTETEEA,
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Real Servers

Add New . Add Subvs __

Real Server Check Paramet: ,l TCP Connection Only v | Checked Port 5061 || Set Check Port |

3-20: Y —/1—DtH 3y

B I VS EERRT BIZIE, REY—E XRXEEEIZT“Real Server”t2 9 3 U HREEIL.
“Add SubVS" K2 &%V v LET,

The page at https://10.11.0.10 says:

Created SubVs #1

3-21:SubVSs MYERK

FThE HIVSHERESN-CEERT AV E—URRREINFET,

EH—N—EHT Vs ZRICHEBY—ERICEEM T EEFTESE
Hh, =L, BEY—N—%2Y T Vs ICREEMFHZ EIERIBETY,

Weight Lhmit Status
g | Ciastde || Mutty  Delsle i ! ¥ CraGies
. Gisande | Mooy | Dolete 1000 a Ennbiing

B 3-22:Subvs £ 3>

HI VS ZERT B E. REY—ERZTEED“Real Servers” 25 < 3 > h“SubVss” 2 &
avIiZEbYET,

REY—EXDITRTODHIT VS, CZITURMRERSNET, YT VSDERELZER
FTBHIZIE, ZBETBHH T VS D“Modify’ RE2EV I LET, §5&. T VSDK
EEEARTEINET, COEGEICIE. BEDREY—EXTHAMEERLGEREAS T 3
CD—BHRRTINET,
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A
m
o
)
=

Basic Properties

SubVS Name | Examplel | Set Nickname |
SubVsS Type | HTTRP/HTTPS X

SubVs Weight | 1000 | Set Weight |
SubVs Limit | 1 | Set Limit |

-«
-

Standard Options

Transparency | ¥

Persistence Options | Mode: None

Scheduling Method | round robin
Idle Connection Timeout (Default 660) | Set Idle Timeout |
Quality of Service | Normal-Service v

Advanced Properties

I

Content Switching |Disabled

HTTP Selection Rules | Show Selection Rules |

HTTP Header Modifications | Show Header Rules |

Add Header to Request g Set Header |
Add HTTP Headers | Legacy Operation(X-ClientSide) v
"Sorry"” Server Port | Set Server Address |
 Not Availa_ble Error Code: v
Redirection Handling | po.qiect URL: | Set Redirect URL |
P WAF Options
Web Application Firewall ’Enabled: Il 2 from 4 WAF VSs already configured
ESP Options
Enable ESP | ||

Real Servers

Add New _..

Real Server Check Parameters | TCP Connection Only ¥ | Checked Port | Set Check Port |

B 3-23:4 7 vs DIREETE

FHIVSIE, A4 VDREY—ERE1—IZTHRHET 59T Vs D“Modify’ R 3 > &
S LTHEBETEET, I VS EHEOREY—EXRE, FEP7RLRAEY Y
AVICTELDZBTRTRSN, TFOHITVSHEY—N—EH 3 VIZYRMRTESH
F9. YT Vs DFMFERZRDICIE. BEEY—EXEZI U vy LTEL—%2RH
L. YT VSDIEHRZEEL—ICTKRTLET,

YIVS 2EOHRBY—ERZHIBRT HHE. A 2DY—EXZHI|
B9 BHENZY T Vs ZHIRT 2HENHY FF,

SIVSDESPA T avidk, BREY—EREFERLBZREICTE
TN, FEREH—EREHTVSDESPA T a3 UNFE LA
SITFELTLEEN

K A—KIREZ—21)—X 1JIJy—R/—F (Ver7.1-28a)
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3.10 F=R/EE () E— Mk —ER)
DY avid, A— KT XA —Exchange TIXERHY FEA,

GenericType E WS = {REHS—EZXAD TO/NRTF 40, VE— FMEREFEODA T aon
AESIhTWET,

Persistence (/A — ATV R)

WRIS—EZANEY 3T LY FUZEYR—FLTWEEE, O—RFIR 42—,
tylarvTaLI MYICKYRBEN: TIL—TFT 4 2F 1 Z2FALT, BHEITRER
AMERELET, O—KFIREA—DIN—VRATFUV—B A LT MEIX, ZTZTIXE
BHYFELA, CNIEFEYIIVTALY FOBRETT,

COWBEEBESEDICE. EyParvTa LI M)DRET"IP
address redirection" X 4 v FZER LGN T L FZE Y

N—=DZRTFURIZEALT, B—RYRA—TEyarvTa4 LI VIEFERTHZMNES
MIDLEBETEDY FEA, IREBERBEICHISATY MR- —RFE/NRRT—FDT 4
—J)LRICEZAAL-BE. FOERFO—FIRAZ—IZREEINET, BEHKEIZS
H5NT4—ILRIZENAAESNEE, O—FIRE2—ILHZHBE L. ZYDERREL
BLHY—N—ICBEHLET., O—FIRI—THERIEESW BRI ZHET 51
H, IN—VRTUVRBALTY CBIMEREINAET,

"Terminal-Servicec or Source IP" E— RZ{FEALTH Y. Thid 2 20LWThDE—FD
B LEMN =88, V—AIPF7RLANN—VRTFUOO—THERINET,

Service Check for the Virtual Service ({REEH—EXDH—EXF T v%)

"ICMP", "TCP", "RDP"D 3 DDA T avDAFATEET, YE—FHEEKXRITO O
(RDP) [, EH—N—DOHY—ERKR—bF (FR—F3389) [T L TTCPiEHRERAEE
T, O—FTRA—[F, H—/"—[2a—F 1110 (EHER) 2ZELEFT, y—/\—H
51— K 1110 (M) MEESIhdE. BA—FT X2 —[&, BERZALTEDOY—
N=DTFTIT4TTHDELTI—FUILFET, RESEEREFHEREERLT
3. RESNEREBEAICH—N—DLIEENREINEN - ZBE. TE, DX
TFT—HRRA—FNREINFEBE., TOH—N—EFHELTLEWEABINET,
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3.11 Real Servers (Y —/\—DT7H A )

DEIavIE, FREY—ERIZTHS VENTVWEEY—N—F R+ Ty TLFE
T FHA OINTULEWMESIX, BN, £z, 7THA O SN TLBEEK. EY—N
—BHEOEHNNRRTIN, TLTEY—/I—0EMN. B, BLUBHEEENTEET
T ATV RMRAYFREMILGE>TND E, EEH—/N\—~DIIL—/LDEM. HIk
DOV IUTITAFET,

Real Server Check Parameters ((EH—/\— - Fx v O RIS A—4A)

CDINFGA—B T, EH—N—DRFFzvIETIAEERIRLET., B<HMdNI3B
Y—EXMB, FHELARILD TCP/UDP, H LLIXICMP ARXETHY 9, 2 TEIR
SNEAKT, EY—N—OaAUNF vy ShFET, TcP/UDP A&, BIZiEK %
HABEITOF v o #TVWET,

1P Address Forwarding method

4 Conane | Mpdts  Debetw (LRI RE ) -~ o ar " Soabna
ot pezerpe

3-24:=Y—/\—
Real Server Check Protocol (Y —/\— - Fx vy SBETO ko))

UTORTIE., EY—N—DREEMZHERIT HGEIERTRELR A T a vIZDWTER
BLTWET, EH—N—DALARF v IRAR—FELEETEET, CZTRILIETE
LigmoE=8BE8. EH—N—DFKR—rBNTFIHIL bDOR—FIZHEYET,

H—E R4S A T& LT"HTTP/HTTPS", "Generic". & & U'"STARTTLS protocols" % 3E4R L 1=
GE. UTDANNRF v IF T a EFATEES,

R Foay

ICMP Ping Ping ZEH—N—~EELET

HTTP HTTP GET/HEAD YV TR h%#EELET

HTTPS SSL J@{E T HTTP GETHEAD ') » TR M %&#%(E
LET

TCP TCP W E A TS

Mail R— bk 25 (F=IFREAR—F) IZTCP #EHKEZE
HAET

NNTP R— bk 119 (F=IFEEAR—F) IZTCP K%
HKAFET

FTP R— bk 21 (F=EFEEHRER—F) IZTCP EfEzx
HAET

%{ O—KFTRXRE2—1)—X 1Jy—R/J—F (Ver7.1-28a)
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AR FToay

Telnet R— b 23 (FIEEER—F) IZTCP EfiiEx
HAFET

POP3 R— bk 110 (FIFEZEAR—F) IZTCP HEHKEZE
HAFET

IMAP R— bk 143 (FFIFEHEAR—F) IZTCP #EHKEZE
HAFET

Name Service r—LY—EXTOFaNLEFFERALET

(DNS) Protocol

Binary Data EIET D16 EXFH, BLUVREBATTF vV
V9516 EXFHEHEELET

None (% L) ANILRAF TV FTVWEEA

H—E XS A T& LT"Remote Terminal" 2R L-1H5E. UTDODANILRF v IF T
aVEMHETEEY,
AR FoLay

ICMP Ping Ping ZEH—N—~ZEELET

TCP TCP R EHAET

Remote Terminal EH—/N\—[ZROPDIL—T 4 VT b= UNE

Protocol =ENET,
CDOANVARFzYITIE, *y bT—2 LRV
DN ARETT,

None (% L) ANILRAF VI FTVWEHA

UDP {RE8H—E XDIFA. “ICMP Ping” $ & U“Name Service (DNS)
Protocol” DA FIATEZET,
3.11.1.1 HTTP E/=/ZHTTPS O FI/L/IZLEBANINRXFIT WD

“HTTP Protocol” & 7= [L“HTTPS Protocol” #:#iR L 1=15E&. UTDEMA T 3 o &#FAT
=F9,

Real Servers

HTTP Protocol v | Checked Port | Set Check Port |
URL: || Set URL |

Real Server Check Parameters | Use HTTP/1.1:

HTTP Method: HEAD v

Custom Headers: | Show Headers |

K 3-25:Y—/—DtHv a3y
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"postdata"A T 3 UARTKREINBDIL, "HTTP Method"[Z"POST" %
BRLEGEICBRESNET,

"Reply 200 Pattern"#4 7 3 UARTEINDDIL. "HTTP Method"IZ
"POST"H F=[EX"GET"Z:ER L -IGBICRESNF T,
URL

TIHILEFTIE, ALRFTYH—IZURLIZCTOEALT, 20D FAHETEFZEIEL
F9, ADURLEFEETAICIE. COTs—ILRIZAALET,

Use HTTP/1.1 (HTTP/1.1 Z{#ES)

FIAIL T, O— FYRE—EHTTP/LO #BALET. L. &Y REHENE
W HTTP/11 A TEET,

HTTP/1.1 Host (HTTP/1.17/ KRR I)

ZD T 4—JL FIE"Use HTTP/11"DBIREN TN BIEEDHARTEN
*9,

HTTP/11 #ERALTF = v U 35568, EY—N—[CHTEIEV I IR MMIKR G F
EZ2EAHYFET, MEEFRELLEVGE., ZOT7 14— RIZEEEY—ERD
P7 FLAMEESINET,

HTTPS DAL R F Ty ZIZTSNI R R MERFEET HICIE. ZETHHREY—ERD

"Real Servers" %9 & 3 V(Z3H 5"Use HTTP/1.1"ZHF L. "R FAY ST —ZIEELT

{FZEW, CORELTLEWVMES. EY—N—0DIPF7 FLAMERASINET,

HTTP Method (HTTP * Y w K)

ANARFIYIRWRLIZZIVERTBERIZ, DRATLIXHEAD AYY K, GETAYY K
EFIEZPOSTAY Yy FEFERATEET,

Post Data (Post T—#)

ZDT 4—J)L KFlE. HTTP Method DA POST IZERE SN TWB EZDAFIRATEET,
POST * Vv FZEFERAT LHEE. &K 2047 XFD POST T—R HH—N—IZEEFET,

Reply 200 Pattern (L AR, R 200 D/348—>)

GET AV FEIEPOST AV Y REFERATHE. BRENEZLARUVRAA Y E—CDR

BEFIVITEET, LARVRA Yy E—VICERRBTHRESINEXFINE T
TWABE., IVUABELTL S EHLET., COLRKRURIZIE, BaAHTHA
BRTICHIR S i HTML B OEBRAT R TEENTLET . BEICERASN 0.

LRAKRUAT—R DR KIS 1T TY,
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A—RIRZ—(E, H—N\—H LD LRARVANT—F 200 DHEEDH, TDIL—X
EFzvILET. ThUNDGEEEFIL—XZEFzvIE8T., R=UHEIELTNS
PDELTY—YULET, IzFZL. LRRVANUFZAL LY b (23— F302) DIFAE.
ZTOR—UMBEIELTWEIDELTY—Y LEFA, ChIE. Y—EXBRFTDIULT
WBEABT EUSA LY FHELIIZES AL, O—FIRE—[ET7 L—XhF
HLLGWERET H=HTY,

AZY FMTRESNNZ—2DGEE. LARVADNG—VEREBESEET,

EEFRIR & Perl Compatible Regular Expression (PCRE) D EL L THLXFIEIEETEE
¥, ERRIVE PCREDFMICONTIX, AVTFUYIL—ILBEGBA KX AL bES
LTS,

Custom Headers (DR B L~y &H—)

CCTIE ALRFIYIBERELEBICEESNDIEMDAYZT—/T4—I)LFERK4
DETIEETEET, "ShowHeaders" K2 &5 ) v U §5E, AAT4—ILELRTE
SNFET, BIDTA—ILETIH, AAFIVIEROD—HELTEIESNDIHARAE
LAY E—DXF—%FE&LET, 2BBD T4 —ILFIZIE, ANLAF I ERD—E
ELTEEINDINRILAYVI—DEEZEANLEST, TAZTIDEREAN LIS,

"Set Header"'R2 %9 ) v LET, EANYF—IZIERK 20 XF,. 74— FIZIE&
K100 XFERETEET, L. 4DDAYA—/T4—)LFIZCAATESEDR
KX=F#1L 256 TT,

HTTP/1.1 Z38E L TLVAIHEA. Host 74 —IL FIXHEEREEBY RSICEESNET, 2D
WIBIE, BIMDAYSE—15I L 3 THost TV M) 2EET B EICE>TEYIZTE
F9, User-Agent LRIBDAETEMNCTEET, EY—N\—LBT7H8TT1 TJARHE
BEZERALTVSEE. NLAFIYITHEESNTOWDENDOAY T —3T7 54 TT
1 TBBROMBEEIEESINFET,

RSN —ZFERALTALRF I VI EITIENTEET, "Use HTTP/1.1"
A% L. "HTTP Method" & L T"HEAD"%:#1R L. "Custom Header"M&Z D TF R +
Ry RCA—HF—LZZANL. 2BEHORY I RIZNRRT—FZANLTLEZEL,

HTTPS DANJILRAF TV JIZTSNI KRR MERZEZIET I, ZLTHHEREIY—ERD
"Real Servers"t24 < 3 U IZ#H 5"Use HTTP/1L.1"ZEBHIZ L. RRA AV S —ZIEELT
KESW, COREZFITHEWNMGE, EY—N\—OIP7 FLANFERINFET,

Rules (JL—)L)

EY—N—[Ca T FRAYyTFRAIL—LAEYHTENTWBIEES, EY—/IN—tH
23 VIZ“Rules”FIMRTRENET, “Rules”BlZIE, EH—N—IZE|YHBToN=IL—IL
BEDODREZ Y UL—ILHEY B THNTLEWNEEEX“None” K% V) BARJRENET,
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“Rules”F|DHRE HEH ) w3 5L, “Rules Management” EIENRTENET,

Daolate | ExamolRule RegEx \ wxampls
Dalote ExaenplaMatchQide RegEx wxamplel

Add || default v

3-26:)L—)L
COE@ETIE, EY—N—(ZBYHToNIL—IILEZEBME-ITEIRTEET,
3.11.1.2 WL FYT—Z[CEBANNRFT YD

ANVAF Ty AKX E LT BinariData"Z:EIRT 5 &, UTITRTEMD T 4 —IL A
FIFEFIREICH Y ET,

Real Servers

Add New ... . Add SubVS ...

Binary Data v | Checked Port | Set Check Port |
Data to Send: | Set Transmitted Data |
Real Server Check Parameters ) : -
Reply Pattern: | Set Pattern |
Find Match Within: |0 I Bytes | Set Match Length |

B 3-27/8 F U F—RIZEBANILARFI VY
Data to Send (GX{ET—4)
EH—N—([ZEETH 16 EXFIEEELET,

D 16 EXFICFBHEDOXFNEENNTLILENHY FT,

Reply Pattern ([G&/N2—2)

EY—N—DOREINZHENATRET D 16 EXFIZEZEELET, ICBERNIZZOD
NE—UMNRDOMEE, O—FRIRI—IEZDEY—N—DEBPTHILEALLE
T COXFINROMLLEMN-HZE. EY—N—DEFLELTWSEDELTY—Y
LEJ,

D16 EXFICEBREDOXFNEFTNNTEILEAHY FT,

Find Match Within (183&/31 %)

IGEMNRENDE, O— KT RAE—(X, "Reply Pattern" THEE S N=-XFIZ FDIHE
NTHRELET, O—FIRE—[F. TOTA—ILRTHEESNI=/A\1 FRFETHREL
9,
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COFTLIVEOCHELEBE. BEETRENTOLET, K4—Uh—HT 3
ETEY—N—D 5T — R EHEHABET, EF——HDEK KB DT —2 £HEARA
HET,

WEXFIDRESEIYPSIMEZRE LSS, 0ICRELSEEEREBEICGY F
T, DL, $RTHO/NNT Y b (RK8KB) ARESINET,

3.11.2 Add a Real Server (EH—/A—®EM)
[AddNew] RE U EHD ) wH T BE, EHY—N—OTONT 4 2REITHROEEMNEK
RanEzd,

Please Specify the Parameters for the Real Server

Allow Remote Addresses

Real Server Address

Port |30

Forwarding method | nat ¥
Weight | 1000

Connection Limit

3-28:FEHY—/—D/INTF A —4

Allow Remote Addresses (1) E—Fr7 FLRZEHA) T4 /)L FTIE, B—AILFRY b
7—9 LDES—N—DAHEEY—ERIZEIYETONET, COF T arEERIC
$H5E O—ALRy bT—=D LIZEVWEY—N—ZHEEY—EXCEVHETEHI LN
TZEFEY,

"Allow Remote Addresses"74 73 3 > % &Kx9 BIZI&. "Enable Non-
Local Real Servers" Z#IRT 2 EMNH Y £ ("System Configuration”
> "Miscellaneous Options" > "Network Options") , F1-. REH—E

A [ZT"Transparency" #EN T H2HELAHY £9,

RET— b4 /EOA—HILDEY—N—HIEREINTLSIGE.
ANNAFIVIETIAN T — b DA @B LTCEESINET

Real Server Address (EH—/N\—DF7 FLR) : EHY—N—DIP7KLR, EHY—/1I—D
EEAIZ, ZOT74—ILRIIRETETELEA,

Port ((R— k) :EH—N—DI+T—FaVFR—b, TOT4—ILFIIRETEHD
T. BEIZKELTENOGR—FEERTEET,
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Forwarding Method (747 —T 4 >4 A=) :Network Address Translation (NAT) FE71=I&
Route (BI&) 7+ T—T4 >, FRAMELGA T avik, Y—EXRITRLTERL
D E—FKRIZIECTERY FT,

Weight (BEH) :EY—/N—DEH, CNIFEAFITERFRSPEAX (Weighted Round
Robin, Weighted Least Connection, & & U Adaptive) TEREINET, TI7A4IIL LDH)
HAZXE(EIL 1000 T. & 65535, RIE 1 EFTHDEADEENAEETT, ChIZE. EY
—N—QDUBIAE—FICLHILEEZT YA 0T EE. BOWRUFI—VIZHYFET,
BIZIE, Y—nN—2h —/\—1 LLBELTA4ED CPUMREZET HE. H—3—2
24000 & L, Y—N—1ETT+I)L MED 1000 DFEFELET,

Connection Limit (¥E#ELFR) :0—F7—>a UMY B IN BRI, EY—/N—D2NF2IT
AMBNDA—T U EBORRKBEZRELEFT. CNIE. LAYTIDRS T4V TI2D
ABRAINFET, COLRICK > THE-LGEGOERNMELINFETHN, H—/N—ITx
LTBRICN—2RTUOREREF DV I IR MIFASAET,

EY—N—[F, K124 EFETHERATEEFT, CNIF2EHDLET, EH—/1\—IIE
FORBY—ERIZHEINET, HIZIE. HHREY—E XA 1000 BDOEH—/\—
ZFEALTWAEE., BYDREBEY—ERIZ 24 EDOEY—N—LMERATEEEA.

A— K<Y X% —Exchange TlE, BETEAEY—/N\—IZEXK6B &

WS FlEIDHY ES,
"Add This Real Server" R 2 V&0 v o §dHE. TOERF—N—NT—)LIZEMEINE
TO
3.11.3 Modify a Real Server (EH—/\—DREZEH)

RH—N\—D"Modify" R2 &I ) v I FHE UTDFTLa v ERETEEY,

Please Specify the Parameters for the Real Server on tcp/10.11.0.16:80
Real Server Address |10.154.120.59
Port | 80

Forwarding method | nat v
Weight |[1000

Connection Limit |0

| Save Changes |

3-29:EH—/N—DF T a v

Real Server Address (RH—/A\—D7 KL X)
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DT 4—ILRIZIE. EH—NR—DT7 FLARRTEINET, CDT4—ILFIZFEET
=FEHA,

Port (R—F)
DT 4—ILFRIZIK, BEY—N—NFERTEIR—FARTENET,

Forwarding Method (2747 —T 4 >4 ARK)

DT 4—ILRIZIEX, BEY—N—DBEFERTDL2I+T—T 4 I ARXDRERTEINET., T
THILKEINAT T, ALY k- H—NN— JA—VF LAYV 4 TOHERTEE
ERR

Weight (EH&)

EAMTSOU RO EVAREFERAT H5E. Y—N—ITEETH L5714 v DR
EEIE, BEY—N—QEAEIEREFINFET, BIMENRESN=H—/1—(L, &
YZLDES 7499 %2ELET,

Connection Limit (3§55 EE)
O—T—>avhoBAEINEETIZ, BEY—N—IZEETETE3A—TUERGORAHE
T9, LPBRIE 100,000 TT,

3.12 Manage Templates (7> 7L — FDEHE)

TUTL—bEERTRE. REY—ERONSA—2NBEIZER/ZRESNST-
O, REY—EROERENBRRITHEYVET, TUVITL— b EFE->THREY—EXZRE
TBHICE, A—FIRE—IZTUTL—brEAVR—FLTA VR =L HRELH

) ET
Name Comment Operation
e Marches #i NTTPS sscvene DOUSNg Adtaaaver, D04, DA, AS, B5F BWE Inchudes a0 NTTS rediresas svtue
Fackarge 3333 TIPS sanize. (Verman 100 Dmiete
S3rtarce 3113 HTTFS Oflcaned " nckiding AR, BOF, GWa, AR, OA, CAR, CWA and PS5, Irchades an KTTE sediveas Delote
- - 701 & :
Sactarge 2013 SNTP Marslas SHTF caonectacs 23 Cdge or Med Tranaparnt servers. {(Versssr L3} Dedele

Import Templates

Tomplate file  Chazas Fle | N fle chasen Acki b Tarypate
3307 L— FDEE

“Choose File” RZ &I 1)y LTA VA F—ILLEWTFYTL— FEFERL. “Add
New Template”/R2 &9 ) v LTGERLIE-TVYITL— b EA VA M—=ILLET, Th
T, FifzITRBY—N—ZEBMLIzEZIC, SOTUTL—hEFERATESLSI12RHY
x£9,
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T T L— ZEIBRT BIZIX, "Delete" K2 EHV ) v LET,

FUTL—bE2FEALTHLIMRES—ERZERBLURET 2 AEE. ToTL—
FEAFTIBFROFM DT, REY—EREFUTL— MBBEHBA KX 4 >
FESBLTLESLY,

3.13 Manage SSO Domains (SSO FA A U DEE)
IyT-tExa)T4 /vy (ESP) #EAT HHEIC. 2 —HF—([FRAMIZ T -
P2 - (50) FALLEO—KIRE—LITEY b7 v TTRRELRHY %

T, SSO RAA &, IDAP H—N—([C K > TR SN =REY—EXRZHEBMIZTIL
_70“:: L/T::EJ@—G—;_O

SSO KA VIIER K128 BAETHEETEET,

Client Side Single Sign On Configurations

Add

Server Side Single Sign On Configurations

Add

Single Sign On Tmage Sets

Installed Image Sets

Custom Image Set | Choose Fés  No file chosen Add Custom Image Set

3-31:550 HEA T a Yy
"Manage SSO Domains" A —a1—#4 7> 3>% %9 1) w499 % & . "Manage Single Sign On
Options"BEIHANRTINET .
3.13.1 Single Sign On Domains (SSO KX 1 >/)
DIAT Vo bYA FEY—N—H A FD2BED SSO KA VEERTEET,

"Client Side" (7 547> k%4 F) DR TIL. "Authentication Protocol" % "LDAP" .,
"RADIUS". "RSA-SecurlD". "Certificates". "RADIUS and LDAP"[ZEZFETCT=F 9,

"Server Side" (H—/\—H A K) DOIERLTIL. "Authentication Protocol" % "Kerberos
Constrained Deletation (KCD) "[ZERET=E 9,

SSO FAAL VZEIHIEBMT BIZIE. "Name" 7 4 —IL KICKA A & %EAH LT "Add"7R
BoED)Y Y LEST, CCTANTHERINEL, SSO FAAL VU TT I EREEHAINT-
RAFEBEELTWAREEIHY FEA,
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"ESP Options"|Z T"Permitted Groups" 7 « —JL F&ZFAL TL 515

A — — IS
5. _C CXE

L7=SSO KA UBHRSNI=FIL—TDT 1 LY

F)THEZLEHRT DIVELNHY FT, HIAIE. "SSO Domain"
Y webmail.example [CERE SN TH Y. webmail A example.com AT
RSNz N—TDT 1LY bYTRHIMES, ELSHREELEE
Ao ZDIZE. "SSO Domain"ld.example.com [ZRET HAHEMNH Y
F£F9 ., ZDIFE. SSO KA A Vld.example.com [ZERET H2HELH

YEJ,

"Domain/Realm" 7 4 —JL FAERE SN TULVELMEE. SSO RA A >
ZRAITEM LTz & FITERE L =8 RTH "Domain/Realm" D AR & L

3.13.1.1

THERASNET,

OSA PSR (£2/VD2K) SSO FX1>

Domain EXAMPLE.COM

Authentication Protocol | LDAP v
LDAP Configuration Type | Unencrypted ¥
LDAP Server(s) | 10.154.60.61 | Set LDAP Server(s) |
Domain/Realm |example.com | Set Domain/Realm Name |
Logon Format | Usemame v
Logon Transcode | Disabled v
Failed Login Attempts | 3 | Set Failed Login Attempts |
Reset Failed Login Attempt counter after | 50 | Set Reset-Failed Timeout |
Unblock Timeout | 1800 | Set Unblock Timeout |
Public - Untrusted Environment Private - Trusted Environment
900 Set Idle Time S00 Set |dle Time
Session Timeout | (1555 Set Max Duration 28800 Set Max Duration

Use for Session Timeout: | idle time

v

Test User

test1@example.com

[ Set Test User |

Test User Password

| Set Test User Password |

3-32: FAA Y DEREE

Authentication Protocol (BZEEZ 0 L)

ZOrAYIFEIU)RRTIE,
RTEFET, UTOA T avhFATEET,

REIY—/N\—LDBIETHERT HEETO FaLEE

e LDAP

e RADIUS

e RSA-SecurlD

e Certificates (REBAE)

K
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e RADIUS and LDAP

COEM@EIZRTIND T 1« —JL K&, "Configuration Type"#& & V"
Authentication protocol"M:ERICE Y EDHY F£T,

LDAP Configuration Type (LDAP SRES A )
LDAP DERER A TEBIRLET, UTDA TP a v EBIRTEET,

e Unencrypted (B§84E%iL)
e  StartTLS
e LDAPS

Z M7 T 3 I, "Authentication Protocol" /M "LDAP"IZERE S T
WbEESDAFATEET,

RADIUS and LDAP Configuration Type (RADIUS and LDAP EX5E# 1 7)
RADIUS 8 KU LDAP MEETER A TZEIRLET, UTODA T a UNFIETEET,

e RADIUS and Unencrypted LDAP (RADIUS # & U\F§S1E7% L 0 LDAP)
e RADIUS and StartTLS LDAP (RADIUS # & TF StartTLS LDAP)
e RADIUS and LDAPS (RADIUS & & T LDAPS)

C DA T 3 >l&. "Authentication Protocol" A "RADIUS and LDAP"[Z
HESNTWBEZICRYFATEET,

LDAP/RADIUS/RSA-SecurID Server(s) (LDAP/RADIUS/RSA-SecurlD H—73—)

FAA DRBEEICERT A2 —N—DIPT7 RLRAEY—N—DT 4 —IJLRIZAF L., "Set
LDAP server(s)'"RA &0 ) v LET,

COTHFRAIRY I RZEEHDOY—N—F FLRZANTEET, BANERAR—X
TR > TSN,

RADIUS Shared Secret (RADIUS )3t B3 #)
COEEMERIL. RADIUSH—N—¢O0—RKRIRA4—EDBITHEREINET,

Z M7 «4—)JL KFi&. "Authentication Protocol" A \"RADIUS" & 1= &
"RADIUS and LDAP"[ZERE SN TWA EZICRYFIATEET,
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LDAP Administrator (LDAP B2 ) & & U LDAP Administrator Password (LDAP EIEE/\
A—F)

hoDTFR MRy Y XL, "Authentication Protocol"H%
"Certificates" [CERE SN T WD EETDARTEINET,

N5DERIE. DAP T—EAR—XE=F vy LTIHAAELNLDAI—HF—NEET HH
¥ ADICFERINET,

Check Certificate to User Mapping (SEEAE & 1 —HF—DXGEF v I T 5)
ZDF T3 »IE. "Authentication Protocol" /3 "Certificates" 2SR E SN TWLNDHEDH
MATEET., COFTLavEFNTEE. V5472 COIARAENESINE S H
DFTVIICMA. FOT47T4L9 L)IZHDLI—H—O altSecurityldentities

(AS) ZFRUE2A—KMZEDEYISAT U MIAENF I VI SNET,
AT avhEMTHY., hOF v IICKKRLEGE. BT/ URKBLET,
DX T a v EYDIZE. 21— — altSecurityldentities 7 b 1) E 2 — FAFEFE L
BN —HLEMEETE, A5 4 VB (SubjectAltName (SAN) D1—H—LZ %
D) ARG TA T MIAENMKEIZRY FT,
S¥#0l%. Kerberos Constrained Delegation #SBEERRBAZSHEL T =&y,

Domain/Realm (KA A > /LILL)

FHETAZO54 2V RKALUTY, ik, BFA 0 Tr—<y bEEHIZHERLTER
ftEntza——L%ERTHDICELFERINET, Hl:

e Principalname:<username>@<domain>
e username (1—H—4%) :<domain>¥<username>

"Domain/Realm" 7 4 —JL FARE SN TULVELMESR., SSO FAAL >
MBI L= & EIZERTE L =4 FIH "Domain/Realm" D& HIT & L
TERAINFET.

RSA Authentication Manager Config File (RSA ZREEVY R ¥—D/ET 7M1 IL)
ST 14—ILFIE RARBEYADY—ICT YV RAR— T IBENHYFET,
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RSA MERTEHEZH. RSADZRIEARICDOVNTODMIEX. RSAD 2 EXR
PREE BRESRBAZSEEL T Z&0Y,

RSA Node Secret File (RSA / — FR&E 771 /L)
J—FMEZEI7AIIE, RRABIEER RO Yy —ICKYVER/ZTIVAR—FbENET,

RAAFEIV A Y—DREIT7AILET vy TAO—KFTBET. RSA/
—KFBZI7AILET7 Yy IO—FTEFERBA, /—FBZEI7M)L
FHRET7AINICKYERYET,

Logonformat (A A > 24— v )

SOROYTEIVYRITIE, V54TV MIANEERTH054 VIFHD 74—
Yy hERETEFT .

FIATZE A4 T a vk, ED"Authentication Protocol"hVEIR S h
TWAME->TERYFET,

Not Specified (3% L) :A—HY—RIFERILEINFEEA, ABALIEEEYIZHER
ShFET,

Principalname: Z MDA 7> 3 > % Logon format & L TEIRL=H5E. 7547 > k&
A4 3 BEEIZRAL Y (name@domain.com 5 &) ZANTEIRENHY T
ho CODFE. BETDHITHEFRAIMRYIRITEMLIZSSO FAS R RFAL D EL
THERAIIFET,

Authentication protocol (F2ZE70 ~aJL) & L TRADIUS (AT %
FE. CDSSO RAS VT 4—I)L RDEIXR YT A UiEHRETLIZE
CTHRITNIEGY FEA, KXFEPMXFLRINSNFET,

username (1L—H—F) :ZDA T 3% Logonformat & L TGEIRLI-BE. 75
A7 MEOTA T BRBEZFICRAL D EDI—H—% (domain¥name@domain.com
HE) ZANTIRLENHY FT,

Username Only (A—H—R&DH) :Z DA T 3 > % Logonformat & L T:EIRL 1=
BE. ADENETFFAMEIA—F—RIZH LTOIKRERIELEINET (KA VR
FHIBRENETD) o

"Username Only"74 7S 3 > (&, "RADIUS"# & U"RSA-SecurlD" () 7' 0
FaLTOAFAREETT,
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Logon Format (Phase 2 Real Server) (AJ #4224+ —<I v b (7 x—X2FEH—/\—) )
EH—N—(ZKYBEAEShEE=H00514 oXFHORKXEIRELET,

"Logon Format (Phase 2 Real Server)" 7 4 —JL K. "Authentication Protocol" A LL T D LY
THNCHRESNTWSEZIIRYRTEINET,

e RADIUS
e RADIUS and LDAP
e RSA-SecurlD

Logon Transcode (AJFVED K5 RXa— 1K)
A4 74 VEEBAE® 150-8859-1 M5 UTF-8 AD F SR aA— K (BREIN-HE) 2R/
| LET,

AT avEENTDEE. 95A4TF7 MK YEEEShIE-RRXTOS 1 LE
T, COXATLavEEMTEE, V547 D UTF8 #FERIT BN F v I LE
To 94T D UTF-8 ZFEA LG LMEE(X150-8859-1 AL ET,

Failed Login Attempts (A4 4 > iR{TE)

A—H—HA0Ov Y SNDETICEHRLTOY A VEBARELRRREBIHTT ., AVEED
#HHEIL0~99 T, 0FRET HE. A —H—([FOv I ShFEEA,

A—HY-—NOovsrEhdé, TOI—H—(2LH0T 41 REIL,
FRITONBO0T4 VL EHOTINTRTLEY,

Reset Failed Login Attempt Counter after (A% 4 VEfTEHDY Y )
REALDEITIZKRB L z12. (FICBRTAMThNGWESE) COFE (B #) A
B\ HE, RITEHEMN I EY FENFET, COTHFIX MRV I ZDOENLREDEHE
[% 60~86400 TY ., —DIEIL. Unblock timeout (%A L7 ™ FDFERR) DIEXY/NEL
BIINIEBEY FHA,

Unblock timeout (% 1 L7 FDERR)

IOy ESnt=7ho 2 b0T7ay I RERINSETORRE. $0HbbLEEEDIEME
L&BFI2TAYIASNEETORM (BL: ) T, COTFRAMRYIRADE
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MIZEDEF X 60~86400 T, " DIEIL. Reset Failed Login Attempt Counter after (X
T4 RTEEO Y b)) OELYRELBINEGZY FHA,

Session timeout (v a VAL LTI )

BETEIRE (T34 R—FEE) BEIUWEETEAWNRE WJU YIRS O

idle time (74 FJUBME) & maxduration (B KRR DEEZZZTHRELET .

FRINDEF. TS TH+—ALICTA—H—RNRNTY O ETSAR—LDELL
FBEIRLEDNCKYERLZYET, -, maxduration (RAHEHFERM) & idletime (7
1 FILEME) OELLZFERT INEREETETET,

Idle time (74 FILEFR]) £y 3 VOEKXT A FILERE (74 FILEALTOR) %

WTHEELET,
Max duration (B AX#EGEEM) v a v ORRBEERE (v av2A4 LT
=W THEELET,

DT 14— FDFERZ(ELEHIL 60~86400 TY,

Use for Session Timeout (v a2 A4 L7 FTHER) (v a 34 L70 FDE
£ (max duration E£71=IL idle time) Z:EIRLFT,

Test User (7 X ba—#H—) & TestUser Password (TR haA—H—/RXJ—K)

CD2DODT4—ILEIZIE, SSO KA A VADA—HY—T7Hho U FOEWREHREZASDL
94, O—FTRE—IE. COERIZEINT, BAH—NN—DANILRAF T VI EET
LET. CONILRAFz I, 20 BIRTEITINET,

Currently Blocked Users (7 A v dhf-a—H—)

Currently Blocked Users

Blocked User When Operation

KEMPTECHadministrator Wed Feb 26 12:56:19 UTC 2014 unlock

K 3-33:7AvYshfca—Y—

Oty avIiZF, BEIJOv Y SN TWA1—H—&LU0ZF01—H—nNJ0Ov Y
SnfF-BENY R FRREINET, "Operation" KO FTH 1) X MZT"unlock" 7R %
VELYYHTRE, JOvH EBBRTEET,

%{ A—KIREZ—21)—X 1JIJy—R/—F (Ver7.1-28a)
Copyright © 2002 - 2015  KEMP Technologies, Inc. All Rights Reserved. Page 66 / 176



in price/performance

Web User Interface (WUI) KEMP ‘ #4 Load Balancer

Configuration Guide

1201 —F—%2EBLE5BATRLEZEE. ThoEIRTRL
—H—Z L LTHEHONET, HlZIE. administrator@kemptech.net,
kemptech¥administrator, kemptech.net¥administrator (X XT 1 DD

A—H—& L LTHROIET,

3.13.1.2 /=Y F (FOIINDOUFR) SO FX1T>

Authentication Protocol (B2EFZ0 FaJL)

ZOFRAYyTEHYUY R ETIE, BEEY—/N—LDFEETHERT SEETO FOILEE
RTEFET., ZORNNDU R (—/N\—H A K) O TIX"Kerberos Constrained
Delegation"#4 7L a VDA FHATEET,

Kerberos Realm (Kerberos L/ JL.A\)
Kerberos LILLDT7 KLATY,

CNDI74—ILKTIX, 08>, R5va, 2 E5|AFIXERATE
Ft A,

CDITA4—ILERIE1D2DF7 FLADHYR—FLET,

Kerberos Key Distribution Center (Kerberos ¥—fe{§tz>4—) (KDC)

Kerberos ¥—E{Ez 3 —DHRA MR FERIXIP 7 RKLATY, KDClE., v a>vFy
v hO—Etryiarx—%,. TIOITA4TT4LI M) RFAALAVRAIZHZ I —HF—HO
VEaA—4S—ICitRTHERY FIT—HOH—EXTT,

DT A—ILFRIZIZFHRR MEFEIFXIPTFLADAANTEET,
D7 4—)LFTIX2 E5|IHFCEIHAFIIFERATEE A

Kerberos Trusted User Name (Kerberos CT{Elichl-21—H%—4)

A—RFIYRXRA—%EERET DRI, Windows D RKASL Y (FPOT4TT4LYKY)) ICZT
A—H AL TERERTOIVENHYET . Fz. COLI—F-—HEEZERYT
BEIRETIVLENHYFETS . COFBRSNLERBEL-HF-—THhVU ML /X7
— FARB SN TOLBIMGRIZ, A—H P —EXDKRDYIZF7Y FERFT S0
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[CERENFT, COEEIN:-I—Y—D1—F—2%F, COT4—ILFIZANTS
BENHYFET,

CDT74—I)LFIZIE 2 ESIRAFLEIRAFEIERTEEE A

Kerberos Trusted User Password (Kerberos CfEfachf-1—5—/IX 77— K)
Kerberos CIEfEaNf-1—H—D/I\RAJ— KT,

3.13.2 Single Sign On Image Sets (SSO ME{RERTE)

Single Sign On Image Sets

Installed Image Sets
Custom Image Set| Choose File | No file chosen | Add Custom Image Set |

[ 3-34:550 DEM{EERTE

FREMREERTET HIZ(X, "ChooseFile"% Y ) v o L, I7A4IWNETSIXERLT
"Add Custom Image Set" %7 ) v LET, 77/ ILZEMT S L. EML-EZRAZD
R=VDICYRMRTEINET, £, REY—EXBEEED"ESP Options" 25 3 >
(28 A"SSO Image Set" KOy A1) X FTHEIRAEETT,

tar 77 A IILDERAZESE, SSO DEEZEICEAT ML, R—bo2x+r0—0 025
BEEERBAZSHE L T EELY,
3.14 WAF DR TE

COE@mZERACIZIEK., OA—FIXZX—WUI D * A > A = 2 —T"Virtual Services" > "WAF
Settings" ZEIRLFET,

Automated WAF Rule Updates

ble A d Rule Upd. v
Last Updated: =un 22 2ug 12 Downlosd Now

Enable Automated Tnstalls | ¥ whento Install 1300 v

Manually Install rubes | nsisd NHow  Last Instalied: Mon 25 Aug 14

Custom Rules

Installed Rules Installed Date Operation

Choosa Fils Mo file chosan Add Rulaset

Custom Rule Data

Installed Data Files Installed Date

Choose File  No fle chesan Add Data File

3-35: WAF JL— )L BT

ZhifX WAF JL—)LEEREE T,
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AFP DY TRH 1T a VEIRMIN T SIEE. BEI/FHF VY
A—FA T aviEdL—RFRIZHEYET,
Enable Automated Rule Updates (JL—JLO) BEIEEFH D EZNE)

CDFIVIRYIREFVIZTHE, BRFDAPIL—ILI7AILOEESY YV O—F
DNEMILGYEST, ChEFEHTLHE. EBHFH 00— FRThbhET,
Last Updated (RRFTEHA)

DI avICFE. RFOIL—ILAFHvA—KREn-ANRrTInhEzd, ZOtsH
2arTlE,. EBICIL—ILEEHDoO—KT3EH0F T avhBEEShTLET,
F-. BE7HABIIL—LLAETHO—FENTUOERNMES., BEEARTEINET,

Enable Automated Installs (HE14 > X b—ILDEZHE)

CDFTVvIRYIREAVICTSHE, BELEBZICRFOIL—ILHNEEBSMIZA
VAM=ILENET,

When to Install (1 >R b—)LEFZ)
BEAMABICRFOIL—ILEA R F—LTEMERLET,
Manually Install rules (JL—JILZF B4 VX b—IJL)

CHOREVEFERTHE. ZFDIL—IILEBEA VA M—LT EKDOYICFEFH TSI VR
F—ILTEET, FLIDOEI a3 VTHE, L—IILOEERASA VA F—ILERRTENE
j—o

Custom Rules (A X2 LJL—)L)

ZDEHYAVTIER, HRELIL—ILELIUVEAET ST —2 774 )L%T7yJO—KT
2FT, BLRDIL—I)LF.conf T7AILE LTHRAHAATH., IL—ILD/\y 75— % Tarball
(targz) 7 7AITHRARAL I ENTEET,

Custom Rule Data (W R R LJ—ILT—4)

ZDEYaVTIE, DRELIL—IVIZEET BT —E2I74ILET7yTO—KTEE
¥,
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a4 Fo—nNILEaRoik

BRICES2TIEH, COAZa—FTL a3 2 FERATEROARESEN

HYFET, COBEEILGSLB #EE/ NV VIZEFNTHEY., O—FTX

A—ZBERAINTLWESAEURIZEDTVWTEMIZGYES, D

AT a vEFRTBIZIE, S4B RETYITITL—FTEIHE
NHBDT, KEMP IZTELK L FEE LY,

4.1 Enable/Disable GSLB (GSLB M EXh1t /#EZh1L)

CDAZa—ATavEy)vI$5HE, GEOBEEZAN/ENTEET, GEO %
AMIZT B & PacketRouting Filter (/7Y b = Lb—F 42T - 408 —) BT+
IWETEBIZGY, BEERAGEICAY ES . GEO ZEMICT H &, "System
Configuration" > "Access Control" > "Packet Filter"® Packet Routing Filter & %1/#EXNIZT
CEXE

4.2 FQDN OEH

B RAAVRBELFEIENEITLEMEAA & (FQDN) £, FAAS VBV R TLA
(DNS) DY) —[EBIZHEITHEELGIHREIEET S FA AL VA TY, FODN [F. &L
LRILDRAADEL— T —VFELITRTORAALVLRLERELEY . T2E
i RAA DRI, BERINGEODI ENEHMT, —BICHEIRSNET, DNSD/L—k KA
A VIZIFEBEADODVNTVELT, ZOSANILTREINET, ZDBA. FQDN DEREIZ
Fv hXFIZHRYET,

Configured Fully Qualified Names

Add FQDH

IPaddress Cluster Checker Availability Requests/s Parameters

| Liw',- wuw.example.com, Fined Weghting 10.11.0.158 1CNE Ping o Waight: 1000

4-1:4 O—N)L ISR B4
CODE@END. FQDN D"Add"F =X "Modify" ZBIRTEE T,

4.2.1 Add a FQDN (FQDN :;Bin)

Add a FQDN

New Fully Qualified Domain Name ||www.examplel.com

4-2:FQDN BN
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New Fully Qualified Domain Name (FELEMH FA M4 2 R)

FQDN Z DI EZIT5H & . www.example.com DK SIZHYET, TAIL Kh— FHHR
—FENTLADT, *.example.com & LVNSIEE TIX. KEH .example.com T 54
BINTRTEBEORRIZHEY FT,

4.2.2 Add/Modify an FQDN (FQDN D:BIN/ZEE)

Seloction Crilerte | (oo aticn Haae
Fatl Over <
1solate mdmohﬂln' s
Site Falere Handling | retim Deley (merates) S Sat Fakwo Delay

SAn Bocovery Mode  ~-T
in

IPaddress Cluster Checkes Avallatritty Parameters Operation

Senct Oyntn ¢ Add Adoress

Cusmom Locations S3ve Crangen

4-3:FQDN (D%
Selection Criteria (GEIREH)

RREREDET DEICERAINLIBREHIE. COFOYTEIOU) X MM BERT
=% 3, FIATREL Selection Criteria [, L TDEHY TY,

e RoundRobin (U FAEY) - rS 749 I Y —N—T7—L (VS5R4E
—, FAFRELGY—N—LRR) 2RICIEFICHESNET,

e Weighted Round Robin (EAffIT5H > FAEY) - ZIELF-EXRIX. —N
—HICEFICBEIYETTESIHNEEATTEEZEE LT, V3R F—2KIZIE
BIZHBEINET,

e Fixed Weighting (BEIEE#) - thOEY—N—[Z/PNSVEHFDENEZ SN TL
SBEICRELT. RVEANKEVWEY—N—DFERINFET,

e RealServerload (BY—/N\—DHF) - O—FIRXF—ICHEIhTWSBD
Y9 T, BREFADEATITEIEEERIC. Y—N\—DREZ—FEDRIRTF =
v LES,

e Proximity GE¥E) - FS 749 0IE0SAT7 Y MIxbBEET S YA MIE
SNFET, YA FOMREIX. £y b7y THEICHS FORBRELBEODEEZEZAN
TEHETHKRELFET, V54TV FDEUEIX, TDUVSATULDIPTRL
RITE->THEESNFT,

e LocationBased (RIER—R) - FS 7499305472 MIxbEET HY
1 MZREBEINET, Y4 FOLEEX. £y b7y THEIZY A FOKLE (L
KBER) ZANTHIETHEELET ., V5347V bOMEIE, TDUVSAT Y
FDIPT7 RLRIZESDTHIEESNES, RILEI— FZHOEROY A 2 H
BIGEE. UVIAKMEIBYA MO FREVAXTERIESNET,
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Fail Over (7 = A LA —/\—)

"Fail Over"74 < 3 > [&. "Selection Criteria"A\"Location Based"|ZXE SN T\ BB ED
AFIATEET, "FailOver"ZF T 3 UAFHLHEIC, HEDMENS Y I TR bA
EESIN, TOI—5 Y IHIELLTWSE, TOEKIE T A LA —nN—h, BE
[ZEFEIRDLARVICTHRENMTONET , TALAFARELGZSIE. ZRbiAL (A
D) 2—7 v MK YRENMTONET, TAAFRARLGEZESIE. RLPLENWI IR
FEEDE2—5y FABIRENWET, "FailOver' DHRTEIETRTHDE—45 Y MIEE
52F9,

Isolate Public/Private Sites (/8T w9 /T 54 R— Y4 FDIEEE)

ZDA T a vk, FQDN OFRERBICT 74 FTEMIZHEYEST, DX T3
Vl&. &"Selection Criteria" & & £ IZ#8E L F£ 9, "Isolate Public/Private Sites" M\ & #7515
B, BLBVZADIPT FLRE—RICHERTSILETEFERRA, ThbHb, /3T
YT RLADLEESNIZYIIA NI, UIVTRMEETOY TRy MZBELTH
[SIL—ILHROLNTWELTH, FNMNIL—T 4 VJARER IP 7 RLRATHS1=8.
BEIMIZ/ANTY Y IPT7 FLREHE D=4y MIERESNFET, RERIC. T34 R—
F7 FLRIFZTSAR—FIP7RLRZEDE2—45y MIEESIFET,

"Isolate Public/Private Sites" W EMN L IHGE. TSAR— 7 FLAMLREESIA-UI T
A L&, BEMIZTSAR—FIP7 RLREEDZ—Fy MIE#ESINET, 2L,
TS3AR—FT7 FLREFDIZ—7 Y FBBRESNTWEWNEE, NTYvI T FLR
EHOA—H Y LNDIVFUOTERAET .

Site Failure Handling (Y1 FEFRONE)

TIAILETIE, TzANF—N—DBEEIETEINES, FFZL. EHY A MIFE
f=H'% Exchange 2010 #R % &, REBICE > TIE, COLSHANEBERETIEHL, B
HAHANENDEIZEDIGENHY £J . "Failure Delay" (IR B THRE LET . "Failure
Delay" %% E 9 5 & . "Site Recovery Mode" & WS L W\A T 3 UMNFIARIREICA Y F
ERR

Site Recovery Mode (Y-« FEIHE—F)

CDA T avldk, "Failure Delay" X E L= EDHFHEATEET, 2 20F T3>
NEAEINTULWET,
e Automatic (BEh) BB HLELIZHA FOBMELRASNET,

e Manual (F8) B4 FNIEELRETDHEZDHA FIEMZLHYET, BF
FEICEIBT BIZIIFHOEENBEIZAY FT,
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Cluster (2 5 R%—)
WEIZIGLT. P7RLREELI S RI—FEIRTEET,

Checker (FTwvwh—)

RTTBINLRAFIVIDEATEERLET, ATV avICE, UTOEESHY F
ERS

e None (L) :IRTED FOQDN [CBHET ST Y (IP7 FLR) ODREEEEF v
DI BODNIVAF I ETHLENIETERLET,

e ICMPPing:!IP 7 KL RIZPing ZXET S L TREMZTAMLET,

e TCPConnect (TCP#E#E) HEEL=R—MITIP7 FLAANDEHKZHAH D &
TREMETRANLET,

e Cluster Checks (VS RA—Fxv)) :ZDATLavEERTHE, #HIRLI:

VS RE—ICHETLFEEZAVTEEENF v I SNET,

—  "Slection Criteria" & L T"Real Server Load"DMER SN TEY., V53X 4—D
"Type"H3"Local LM" E 7= [X"Remote LM"[ZERTE SN TULVHI5E . "Mapping
Menu" KOy A1) X EMRTREINET, "Mapping Menu" KO THH
VYR KK, FOA— IR EZ—DLDEREY—EXDIP 7 FLAD)
A RBRREREENET, ZZIZE. R—FE2HEGZVRRES—EXDIPT
FLR, BEEREIPT7 FLRER—FDTRTORAEHLENYR RS
nNEYT, COIVEVTICEIYETONTWAREIPZFLRZERLT
CfZaLy,

R— b3 G MREY—EXZBIRLIZGE, BIRLEZ7FLRERLC P
7 RLREEDTRTOREY—EAMANILRAF v IICKYFzvIsh
F9, REY—EROWThrA"uP" (FEH) ODRETH--BE.

FODN [E"UP"ERTREINFET, DL E, R—MIEBESNFEHA,
R—r&ELD2REV—EXEFEIRLI-IGE. FQDN DEELMEEHTH L=
[CZDREY—EXRDBEHEDOAF VI INET,

ANILAF T DEMIZDINTIX, GEOSticky DNS HEESHBIZ S L T E &Ly,

Parameters (/AT A—4)

Selection Criteria M/NT A —R(E. COEI LI VTEERLIUVERTEET, /N\TA—
A MFEFEIE. UTTHBET S&L 512, EFRT S Selection Criteria 2 L TEAGY £,

e RoundRobin (S FOEY) - FIERBELR/NNSA—2%L
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e Weighted Round Robin (EAfFIFS5 9> FAEY) -IP7 FLADEHAIE.
"Weight" T ¥ X bRV I ADELXEREL T, "Set Weight" "2 &2V v 3%
C & THRERE

e Fixed Weighting (EEE#) -IP 7 FLADEAIE, "Weight"TH R FRY I X
TEREFHE

e Real Server Load (EH—/A—DAHK) -IPF7 FLADEHAIL. "Weight"TF X b
Ry XATHREAMBETHY .. BIEXRDREY—E X (X"Mapping" 7 1« —JL Fi

B ERATEE
e Proximity GE¥E) -IP 7 FLRXDOYERLAIEIL"Show Locations" R4 > %4 1)
wH§dBHETHRERRE

e Location Based (fIE~R—X) —IP 7 KLRIZEE M5 R0E (X" Show
Locations" RA V&S ) v o ¢ % & TREAEE

Delete IP address (IP 7 F L X DHIkR)

IP7 FLRZHIBRT 521X, Z%ET 5 IP 7 KL XD"Operation"5l| T"Delete"7/R2 %
w2 LET,

Delete FQDN (FQDN il &)

FQDN ZHIfk3 BI1Z(X. "Modify (Configure) FQDN"EE D FTERIZ 3 5 "Delete"R2 % 5
vy LET,

43 VS RRA—DERE

GEO VS REZ—IF, FIZTT—R3 V2 —NTHERINDIHEETT, FQDN IZEHET S
Y IP7ELR) ETALRFIYINTONETN, T2 0FDELDTIELEL, £
DIV EEBLYTRI—H—N—FHWTANILRF v IBNITHONET,

Configured Clusters

44 BEFADY SRAZ—

"Manage Clusters"[E[E(Z[X., 7 5 X4 —D"Add", "Modify". & U "Delete"#+ T 3 >
NAEINTWLET,
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4.3.1 Add a Cluster (7 5 R4 —®:EH0)

Add a Cluster

xpaddress[m.nowss

Name | ExampleCluster

Add Cluster

4-5:9 5 A2 —MmiEM

DIRE—%EBMT HEEEF. ULTD2 ODTHFRA MRV RIZANTILENHY F
ER

e IPaddress (IP7 FLR) - 95RA—DIPF7 KLZR,
e Name (BRI - V5RXF—0O%R., COARFILX. HMOBETY 5 X2 —%H57

THEMTHEATEEY,
4.3.2 Modify a Cluster (V9 S A2 —MDZEHA)
Modily Cluster Test
<-Back
I Paddress Name Location Type Checkers Operation
Test Sat Nama ML“;‘I; L_a;;:;‘:: Detaut E Nene ?\ Disadie
[Manusily swt iscation 0°0°'0°N 0°0'0°W
0y 05 oln[=]ll o: 0y o wisl (5aLlocsin

®4-6:05R2—DEHE
Name (£ H/)
93X 3 —DAR,
Location ({iiE)

WE(ZIG LT, "Show Locations"7/R2 &9 1) v L. PZRLADUEZ RTEBELRE
ExAALET,

Type (B4 )

HDSRABE—DR A TE LT, "Default", "Remote LM", FEf=I&"Local IM" % BIRTEF
9,

e Default (TIAIEK) (9T ARE—2 4 T%"Default"IZRTET B & . FIATEEALL
TD3IDDANRFzVvIDOVWITIAINZEFALT., V7 RF—ITHT HNILATF
TV IIThNET,

— None (FL) ANILRFzvIEfThhEHA. TDR=H. TV UVEEIIEK
BPTHLEILIICRAFET,

— ICMPPing:Y JRAA—MDIP 7 KLARIZPing ZXIET DI ETAILARF I VY
NThnxEd,
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— TCP Connect (TCP #&#%) JEELI-AR—FIITOSREA—DIPT7 FLRIZE
BT BETANLRF Y IMNTOIET,

e LocalLM (O—AJL LM) :"Type"& L T"Local LM"%3&EIRF 5 & . "Checkers" 7 «
—J)L FIZEEHIIZ"Not Needed"[ZERESNFET, ChlF. V5 REZ—HO—AH)L
IUTHAOH, NLAF Y INRBERN-HTT,

e RemotelM (JE—FLM) :ZDFA TDYUSAE—DANILAFT VY&
"Implicit" (&) TT (NLRAF Iy JIESSHIZEKYIThhET) o

"Remote LM" & "Local LM" DME— D& LML, "Local LM" Tl TCP 45 I1ZRE 9 A 1B % TCP
BHETEGEL<O—HIILTRET S8, "Local IM"TILX TCP EHENEREINDZ LS A
ZHYET, FRUNZOWTIETTEEO#EEZR L TY,

Checkers (Fxvh—)
DIRA—DAT—RAREF VI $TH5BMTHERTIANIILAF VI AR,

"Type" M "Default"IZERE SN TWDIHEE. FRAFAEGAILRF v o AL, "ICMP
Ping"# & UA"TCP Connect" TY,

"Remote LM" & 7= [d"Local LM"H3"Type" & L TIEIR SN TULVBHIHE ., "Checkers" KO 7
AoV R MEIFERTEEEA

Disable (f&%h)

WHEIZIG LT, "Operation"5l| D "Disable" RA &V v I FBH5ZET, V7RI —%H
MTEET,

4.3.3 Delete a Cluster (7 5 X &2 —DHIR)
S RA—FHIBRT BHICIE, 32ET 59 T XA —D"0peration"Fl| T"Delete"7 R 2 > %9
v LET,

"Delete"tREDFEARFIL., +2ITFEL T L2, CDHIFRLEZ
TICRYFEEHY FEA.

4.4 TDDING A —42

"Miscellaneous Params" A — 1 —FA T a3 VIZEFEFNTWSEI Va3 VvELUT1—ILE
[2DWWT, UTTEHRBELET,
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4.4.1 Source of Authority (PR —X)
Source of Authority
Source of Authority | Im1.example.com | Set SOA |
Name Server |[m1.example.com | Set Nameserver |

SOA Email | hostname@example.c(| Set SOA Email |
TTIL (|10 | Set TTL value |

4-7:¥EB YV —R

Source of Authority (1EfBY—X)

CDIEHIE. RFC1035 TEZESINTWWET, SOA X, V—2 (KAL) OFO—n)L
BINSA—RZEEHZLET, V=T 7AITEHERISN S SOA LaA—FKIE1 21T
ER

Name Server (R—LHY—/\—)

"Name Server"[& kv TLANJLDNS ICERESND T+ T—KDNS TV R ELTESR
h, T2BMH AL 2E (FQDN EXKEDE Y X K, =& Z (X, Iml.example.com) & L
TEZTAFENFET,

HA BBRLDEBEHID & 512, $EED Name Server NFET DB E. 2 FH D Name Server £
AR—ZATRYI>TIT4—ILFIZEMT IDBELAHY FT (& RIE.

Iml1.example.com Im2.example.com)

SOA Email (SOA Email 7 KL R)
CODTHFRAIRY I RIF, "@"ZF""IZEHBRLT, COY—VEWNEBT 21— —F=(L
A—ILT7HAIUrDA—ILT FLRZHTITHEHHUTHERALET, RAMNTSH9T0 X

ELT,. BEHDA—IWIA)TREEE (BEIUVRE) TH52LEHBELES, X
[X. DNS ZEEA®D "hostmaster" [RFC 2142]D15 A . hostmaster@example.com TY,

TTL

ESER ("TTL") DfE(X. #10) DNS H—/IN—OHY S AL TPV FTFINAATGEO A— K<
RAA—DEDNY TS5A4EF vy amgeBHiMERELET, CDEIX. ATREAR Y /I
SCBFITILEAHYEST, COBMIX. PEMSTEELET,
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4.4.2 Resource Check Parameters ()Y —RXAF T VI DINGA—A)
Resource Check Parameters
Check Interval || 120 . Set Check Interval .
Connection Timeout | 20 . Set Timeout value |
Retry attempts |2 Set Retry Attempts

4-8:1)Y—RF T YYDINT A—~A
Check Interval (F = v [Eif@)

ANAFIIDEEMBENBEMATERELET ., CIZIE, V5 RX2—E FQDN Y&
FhET, COT1—IL FOEDEREIL 9~3600 TY,

AV —NILDEIX, FA LTI MEE) FSAEDTELYKEL
BINIEBZYFREA A28 —NIL>BALT I ) 54+
1) o ChlE, BEDALAF Y INETTHHNICRDANILRAF T
VODREEINENELESIZTZHTT,

BALTD MEERIF) FSAEFEOLTIDIL—ILOBE LN
BE. A3 —NIILOENBEINICEPINET,
Connection Timeout (&2 A L7 K)

PEMTEELET., COMEIE. ANAFIVIIZHTEY TS5 DRRGBREFLEM
TY, COT1—IL FOFEEEIEL 4~60 T,

Retry Attempts (FFER{TEIE)

FOUREE LTEZRSN, BRSO T LA SHIBRINAIANILAF = v ) OEHEN
E#TY,

FQDN DFEE Y 5 X2 —D AR EARIX. ("Check Interval” + "Connection Timeout")|Z
"Retry attempts" = EHE L1-{ETY,

4.4.3 Stickiness (FF#EiE)

stickiness | 60 || Set Sticky Timeout |

4-9: 15 1E

"Stickiness" (Ffetf., V O—/NILIE/IR—L AT UR) &, BBE LE-BEARAT S FE
T. BRDI AT b oDHoWPEHARBREREZRL ) V—RITEEFEAREICT S
7T0/8T 4 T, Stickiness (Ffitk) DFMICOVWTIX. XY P FL—RASF T
D=AN/—bESRELTLESL,

K A—KIREZ—21)—X 1JIJy—R/—F (Ver7.1-28a)
Copyright © 2002 - 2015  KEMP Technologies, Inc. All Rights Reserved. Page 78 /176



in price/performance

Web User Interface (WUI) KEMP | #4 Load Balancer

Configuration Guide

4.4.4 Location Data Update ({i{& 7—4% EHT)

Location Data Update

GeolP:20140506 Build 1 Copyright (c) 2014 MaxMind Inc All Rights Reserved
GeoCity:20140506 Build 1 Copyright (¢) 2014 MaxMind Inc All Rights Reserved
GeolPv6:20140506 Build 1 Copyright (c) 2014 MaxMind Inc All Rights Reserved
GeoCityv6:20140506 Build 1 Copyright (c) 2014 MaxMind Inc All Rights Reserved

Geodata.patch Choose File ' No file chosen | Install Update |

4-10:6IBT—44 BH

MENYFITE, MET—2 I L THEBMICTIOO—FENZIP7 RLANEENT
WET, T—2I770)LIE. BEOYR—bF v URILBEHTKEMP Mo EEAFTE
9., CO—EDT7AILIX, Maxmind D GeolP T—AR—RZBN\Yy—DLI=T+«
AMJE2L—230TY, &FHOVI—REZAFTBHICIE,
http://www.kemptechnologies.com H 5 HHR— FZHERLEHE L &L,

4.5 1P §EFHMDRINEH

IP Address Coordinates Location

n lroland
1051 0.62/24 0 0 ONv ¢ 0 0 E v | Sae  Delote

Add Custom Location

4-11:1P EEEHDBINE K
CDEHLaAVTIE, T—EE U A—CLIZRKRMAED IPHBEE2EETEET,

IP Address (IP 7 KL X)

P7RLAREREFRY FT—VZFHEELET, CCTEMGIVMIIE, E—DIP (=
& Z 11X, 192.168.0.1) FE71=[Z Classless Inter-Domain Routing (CIDR) 7 #—< Y kDY
fD—% (=& ZIE. 192.168.0.0/24) TT,

Coordinates (FE3E)
NMEZTRIBELREZANLET,
Location ({iE)

T RELRIZEIYETHRMEZEELE T,

Add Custom Location (AR & LA —< 3> MBM)
CDFIVv IRV REERTDE, hRZLOS—S 3 0 FBMTEET,
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5 Statistics (FEEHIHHR)

I aAUTIE, A—RIREZ—DNTA—I D RICEET HEREZRBLE
T, ZTLT. 5HBEZTICVTILEAALOBERICEHLES, IhlE. ZED/NNTH+—7
VREBZBEDITH—N—T 77— LLEOBRSMEF 1 —=2TF HE0, EEX
. BEUIT—ORBBICETHRILBFET, BIT, CORKEEL. REY—ERXREEY
—N—ZFE =N =R T =TV ALBDE=HIZEEIZEETT,

5.1 Global (>R T L#fKET)

Global || Real Servers || Virtual Services |
Total CPU activity

User 0%

System 1%

Idle 99%

1/0 Waiting 0%

CPU Details \i\ _17‘

Used 311808 Kb |
Available 1746220 Kb

Network activity

speed activity I inbound
MBit/s MBit/s outbound
etho 10000 o
eth0.1 10000 5
etho.2 10000 o
eth0.3 10000 gg

5-1:4 5t
Total CPU Activity (§&tCPUF7 Y T4 ET 1)
ZDT571F. O—KIRE—DOLTDCPUFREEZREFLET,

st iR

User A—H—FE— FTOREBITHESINI-CPUDN—EVT—
(a—4

—)
System DATLE—RFTOREBIZHEE SNz CPUDN—ET—D
(RTF

L)

K O—KIYRA—)—X Yy—RX/—F (Ver7.1-28a)
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ekt

%II

BA

Idle 74 FILIKEED CPU D/IS—E VTF—
(P4 F
L)

I/0 /O MEBOZETHLEICERASIN CPUD/NA—E T3
Waiting

(/o ¥

5)

CDADDN—tET—ODEFIE 100%I2EY FT,

Core Temperatures (A7BE) :O— KIXRZ—DN—FDxzT7T7TS5A4 7 RIZEEHS
NE=& CPUITDRENKRTEINET, RE7 IS4 7o RABO— IR 2 —D#ETE
EIZIE CPUBEXRTESNERA,

CPU Details (CPU DFF#l) :%& CPU D#EHIBEHRZENSFT SIZI&. "CPU Details"DREEET %
BEORZVEI YV YLET,

User 1%

System 10%

HW Interrupts 0%

SW Interrupts 0%

Idle 89%

I/0 Waiting 0%

Temperature 43°C Max 80°C, Critical 98°C

[¥] 5-2:CPU Statistics (CPU D#EEHEHR)

"CPU details"EIEIZIX. "HW Interrupts" (/\— K2z 7EIYiAH) &"SW Interrupts" (Y
Zr0xT7EYRAHA) D2 DDEMOFEEBRARTINET,

Memory usage (X E ) EFZE)
CDETSIICE, A*EVDERREE BRENKTINFET,

Network activity (RY F7—92F VT4 ET 1)
COBTZIIE. BAVA—T A RDFY bT—Y - AL—Tv bERLET,
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5.2 EH—/\—

Yotal | Last | o o0 30 Mins 1 Hour

Adaptive: cnans | 66 Sec

System Total Conns

X 5-3:84—/—

CDTZ7I12%, FIRULEBEBICIH LT, ERE. /N1 ML Ev bR FiETy
FIDAKRTREINET, R—COBLICHZIRIVED VI TEHE, RIRSNDEHY]
YEDHLYET, BEY—N\—IZH LTRRINTWSEIEX, EY—N—IZ7I9EXLTWL
BZFRTORBY—EADEERLTNET,

EH—N—HIEHORES—EXIZEYETOATVSES, RODIICRREATL
SESDEAIIHIKM (= ) Vv IT5E ERT—N\—DOREHEREZREY—
EXZEICBRTEEY, COXRMZEYV Vv ITHEEL—MREASh, EDEY—N
—AEYBTONTVSRHEBY—ERDHEIBEHRARTEINET,

EEiltESn=-—ERDEREAXDBERZRLE. BEEIhI=-REY—
EXD/\ry MZET S#EHERIISBTEE A,

Name:"Name"F[X DNS Ly 2 7w FICEDVWTBHEIHMIZEESNET,
RS-IP:ZDFNZIE, EH—/N—, BLWEREHY—ERX (BELKEBE) OIPF7RELAN

RERESNFET,
ms1023110012 |
Real Server 10.231.100.12
Active Conns 2
Total Conns 4254319
Total Bytes 361183669345
Total Services 1
Active Services 1
Functioning Services 1
Persist Entries W]
Adaptive 65

5-4:Real Server Statistics (EH—/\—DHEHELR)

"RS-IP'FID )0 ED )T HE, FORG—N\—DHHEREZSOCEERLAFH-ICER
TENFET,

status (RTF—4 R) FEH—N—DAT—EANKRTEINET,
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Adaptive (FHATT47) :Chif, REY—ERDT7ETT4 TR a—1)V5AK
MBEREINTVWBEZIIRYRTINET, CDFIZIK, FHTT 4 TELRTEINE
ER

Weight (BE#&) :hld, REY—ERXDRS Y a—1) > F AKX D "resource based (SDN
adaptive)"|ZERESNTWBH EZFICRYRTEINE T, 2 bO—5—M5URE LIEHR
[Z& Y. "Adaptive"[ZERESNDENREFYET, 7HTT4 TEHLALFET S L. EY
—N—DEAMETLET ., IXTOTH TT4 TELARLBE. TRXTHOEHHLRL
[ZHYET, PETT4 TENBELEBZGEETEANEDLYFET, EY—N—DEHIZEL
2T, b T4 9 INESITEESNEIMIDNRFYET,

Total Conns (¥E#ED b — 2 ILE) HEHEDO F—2 LK

Last 60 Sec (I 60 ) :EifAD 60 FMEIZITHNz3EHKD F—42 LEK
5Mins (543) EED 5 HREICITHhN Iz ERED b—2 )L

30 Mins (30 43) :EiED 30 HMEICITHON =D h—2 )L #

1Hour (1BsRE) :EED 1 BREICITHNIERD F—2 LK

Active Conns (77 T« TR BJRET VT4 THERO F—2 LK

Current Rate Conns/sec (BRED 1#HH-VYDEHRL—F) JRED 1H-YDEHKL—
~

[%]:1 hH-YoEREON—t T—D
Conns/sec (1 # =Y DIEHE) 1AW H1-YOEGHDT S TRIR

53 REH—EX

ViFtwal 19 Prot i Stat Total  Last R
Addresy ' OLOCol SIS Conns 60 Sec 7 TS - ¥ ne "“. o 5.1 [%] Conns/s

System Totad Conns

5-5:Virtual Services (fREH—E X)

DTS5 7I12IE, BEIRLFEBBICKH LT, &S, /N1 ML Ev ML 3\ 7y
FINRTEINET, R—CDELIZCHIRIUED )9 THE. RIRSNHEHLY]
UEHLYFET, REY—ERXDEY—N—IZHTEDED/IN—t o TF—UNRERRTINE
d-o

Name (&) AREH—EXDLH]

Virtual IP Address (R IP 7 FLR) REHY—EXDIP 7 FLR ER—

K A—KIREZ—21)—X 1JIJy—R/—F (Ver7.1-28a)
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VIP VMWare View 6 Redirect

Address 10.154.190.66
Port g0
Protocol tcp

Active Conns
Total Conns
Total Bytes
Real Servers
Persist Entries

Qe |e|le|e

5-6:Virtual Service Statistics ({R#8H— ' X D#FEHER)

"Virtual IP Address"5|D 1 >0 %0 1) v U §d5E. TOEY—EXRDHIEREZECE
NIRRT EINET,

Protocol (7O kL) {AREH—EXDOTAO kL "tep" £ (F "udp"ZIEETEET,
Status (RT—4H R) RBY—EXDRT—4 X

Total Conns (¥E#ED b — 2 ILE) HEHEO F—2 LK

Last 60 Sec (I 60 ) :EifLD 60 FMEIZITHNZIEHKD F—42 )LEK

5Mins (5%) EED 5 AMEICITHhn-ERD F—2 )LE

30 Mins (30 43) :EiED 30 HMEICITHN=HHED F—%2 )L E

1Hour (1B§R) :EiAD 1 BEIZIThh KD F—42 L8

Active Conns (77 T« TR BJRET V71 THERO F—2 L

Current Rate Conns/sec (BRED 1 HH-YDEHKEL—F) BWED 1H-YDEHKL—
~

K A—KIREZ—21)—X 1JIJy—R/—F (Ver7.1-28a)
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6 SDN #iaHEER

KEMP | #1Load Balancer

SDN D#isHEHRERTI AICIE. A— KRB —WUI A A4 A =21—[ZT"SDN
Statistics"* 27 ') v LET,

SDN Controllers

ClusterID Inuse IPv4 PortHTTPS Name Version Credentials

18 True (172.16.0.6/8443| True |HPVAN|2.4.5.0614|  True || deviceinfo | | pathinfo |
SDN-Adaptive Metrics
o hour day month quarter year e hour day month quarter year
e Bits Bytes |—| adaptive parameters all Hosts
‘3 network traffic all Hosts 60k
Zois - 5.0 k
P =
o
o 4.0k
3
§ ~ 30k
~ 2
* 20k
P <
o +
€ S 1ok
0.0
" 15:40 16: 00 16:20
i e s B cntrl 10.231.100.12
B cntrl 10.231.100.13
=sss igggi iggig B cntrl 10.231.100.14
E RS 10.231.100.14 B cntrl 10.231.100.15
B RS 10, 231.100.15 B cntrl 10.231.100.16
. RS 10’231 100.16 . cntrl 10.231.100,17
B RS 10,231.100.17 @ weight 10.231.100,12
B RS 10,231.100.12 @ weight 10.231.100.13
@ RS 10.231.100.13 W weight 10.231.100.14
B RS 10.231.100.14 @ weight 10.231,100.15
H RS 10'231 100.15 B weight 10.231.100.16
E RS 10‘231 100'16 B weight 10.231.100.17
B RS 10.231.100.17 max avg min
max avg min cn: r'{ 2 2 g
2.73 kBps 1.55 kBps 0.00 kBps C"t’I = 3 2
2.73 kBps 1.55 kBps 0.00 kBps c"t'l = 2 2
2.73 kBps 1.55 kBps 0.00 kBps ‘“trl = = =
1.65 kBps 1.04 kBps 0.00 kBps zr’:t :1 = = =
1.65 kBps 1.04 kBps 0.00 kBps >
1.07 kBps  0.56 kBps  0.00 kBps "e?g:: ig% iggg ggg
2.26 kBps 1.38 kBps 0.00 kBps "’e?ght To0s Gicon 550
2.26 kBps 1.38 kBps 0.00 kBps ::;ght 3605 020 Ld6o
2.26 kBps 1.38 kBps 0.00 kBps SRR I
6-1:SDN D EHELR
O—RKYRXRA—HASDNOY bO—5—[Z#EHKEINB E, "Name" (£

BiI) . "Version" (/8—23Y) . LU Credentials" (FEBAE) AR

RENFET,

K
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A—KIRE—LY—X

KEMP Technologies, Inc. All Rights Reserved.

J1y—X/— 1+ (Ver7.1-28a)

Page 85/176



in price/performance

Web User Interface (WUI) KEMP ‘ #4 Load Balancer

Configuration Guide

Statistics section (FEEHEFRDER)

SODNa Y bO—5—HEMEh, O—KIRE2—ELBENTOIS
EFT. #HEHBERIEIRRSINFEE A, "Name", "Version", XUV
"Credentials"MRIREINLGEVEE, O—FTRXA2—MNSDNa> +O
—I—ITERMINTWEWNWI LEZEKRLET ., CDFE. REHI M
E-oTWAA, SDN Y FA—F—AFLL L TS ATEEMENH Y F
ERR

COE@EICZIEK. 2YNIT—=9 S T4 99 ETETT 4 TINTA—2—0 2 BEOHE
BERBRRSINFET,
e Networktraffic (v FI7—9 b3 74 w9) - ZZIZE, 1HEYITEES
nN=Ew b ENA FEAES—N—TEIZRTEINET, 1 BLEE-YDE Y b/
N FMIDORKE. FHE. RIMENKRTEINET,
e Adaptive parameters (7 & 74 JINTA—R2—) - ZZICX, 7 TT74JE
(ctrl) LEHDRTEINET, FHTT4 TELALRT DL, EY—1N—0DE
HHPMETLET,

6.1.1 Device Information (7731 X1E$R)

Name Type Vendor Product Flrmware IF count Status
00164 A0 M MAT 5420 Gwitchy 195758 E A0 L4557+ Gwirck 215160008 SG4GAVIIN 711602 » Onre
00104 25 3d:40:834¢30 Saitch) 16570 “F IN0-245- TSP« Safred 3100009 SGAIGAVIAS £72.900.2 s Onire

B 6-2:Devices (T/341 R)

"device info" K2 &Y 1)y F B &, OpenFlow BNEHZIAY FO—5—DRAA Y FIC
B9 SR ERRCETET,

Name Type Vendor Flirmsware w IF count  Status
V6840 00 007,04 40 Swinchd WEPER L 1000-240- 2558+ Snitch A15.16.0008 S4300VE 1721600 » ke
mn Name State Mot Cur Speed Mor Speed
E=Del Mamw } Shwte Uy M40 w8-00:8 70451 jcomoz
18=ba2 Mamu 2 stavluv) MacAD L0108 ):04: e 1000002
e=0s3 Name ) State [LOWN] MaTi90-23 M0.07:04 DY
Trtartace Infy e =0nd Paamecd State:[DOWN] M4 0: 0010187 04 be
et Mate:t State:[DOWN] Macidg-at 47 0k
fasin17? Name I3 StateTUF) Mo A40:28 11067 0928 1000006
id=0018 Marmw: 24 S up] Mac401a0:40:87:04;20 1500000
id=ne®Me  namedecal St uv) Macso 8704 20
n vib  pon Mot
10231.3902%0 on 1 001653381028
fusde Uile 10.232,000.08 v 1 22:53.00:47 00 02
310:231,100,36 100 3 525000 A8I3S
10.235,100.30 300 3 00100230 1%
00104:301 14 48:92 4540 ] IWITI = 1003-795-255F = Sattrh ¥A,33,10,000% SHAIGOVE TS 1774002 » Crine

6-3:Devices - further details (7734 X - SH#HIEHR)

TSR (+) REVEVIVY I LTETNAADEREERT S &, F#MEHRERSC
ENTEET,

K A—KIREZ—21)—X 1JIJy—R/—F (Ver7.1-28a)
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In-Port Out-Paort
Sowrce
Name Idx Name
[0 | M2 | 05434 540007104 80 T T P S 0 T 0
- 10.251.100% L0255 108 12 1 Sadton? 005N S0 a0 2 AT 048 o i 6% 23 23 p. 1]
T3 | Semsmg | 00 44100:14:40:92 0080 3| ™ | 3 | 3| 3 |
G | mahd | 00442484 40:57:04 20 1 3 | 1 | 343 | 24 | 24 T e
- 19335,180,33 10333.100.3 1| et | D0 83:40-28 30-A7:04:50 2 | 34 3w | b | 13 T
2 | swioht | 20-64720: 1 #:43-92: @80 2 | 22 | a8 | 3 | 2 [ 297
| [ % | wmmz | 00 A4 AT BT D480 I S [ 3@ |=w | s
- 102303005 1023100013 1 Switohl O350 602820 70480 “ L 160 3 23
{72 | swcht | 006320 18:48:42: 40180 @™ | 3 | = |2 | 2 |
sathy | 00-84:34:24 46 7:04 130 [ 3 | 1 [ a2 | 24 | 24
- 1932110,33 10.321.100.3 2 | e | 2004:33-28 43-27:04:30 2 | 3 [ a3 | 33 | T
I gantohy | 20 GATA0 | #:48:92:4:80 T | 2 269 | 3 | 2
o | eahy | 0094 34 #4371 0440 TS IS Y M YO I Bt
- 16355160, 10238108 14 1| ey | 164 9048 187 D40 = % 738 a5
1 | Switoet 01:84:20.18:33 92 &80 [ n e | 2 3
| vana | 1064 34 44:a0-07:04 50 | 3 | 1 | 3at | 84 | 24
cw 10.231.150.14 12211008 1| semcha | D0-84:40-48 3 47:04:30 =™ | T "3 | 23 | 1)
| 1| swheni | 80842011 4:40:92: 440 [ | n T 3 | 2 | 2
9 Fathl X B4 LA HT D420 1 | ! S X 24 M9
| ooy a2t swiend | 00644028 2870480 = 2 [T T3] 1t | e
0 athl 00 54305400 £7104 40 1 1 3al _n 24 249
- 1833119013 102231005 ! ! ! ! ! ] !
| | | Swihon M4 | i | a8 | -1 | 1 § 0
| @ Fath2 1 i 142 - 24 220
| LS R HANAALY T3 | sewao | 00,843 a0 A7 104 35 | 3« [ 3w v & | e
i 0 | pn2 | 054: 3484295 7104 50 | T | 1 1 242 | 2¢. 1 24 T e
- 1023 100,16 10.231.100.8 . . ! :
: Saltond PO GA 353027 104:80 P 4 260 1 1 ©w
- | 102553808 1023ta00ar | 6 | eemz | 005430840 17,00 80 | T s T B T S a5
- 10.23£.100.17 10.231.100,5 | o | bathy | 00443026300 L7104 140 | 1 | 3@ | 23| 2 asg

6-4:Path Information (/SR 1&$R)

"pathinfo" RA U EV ) v FdL. NRABRERRTTEET,

NRAERERTS S, O—FIYRE—&sDNar bA—5—%
EEEGRTOILENHYET,

K A—KIREZ—21)—X 1JIJy—R/—F (Ver7.1-28a)
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7 EH—/\—

Dissdobe

| 10,210,214 [hempevzry_salwham_magpe)

o100

Disalibe
Disale

i

. 13,134,020 %%

7-1:EH—/N\—OHE &

COEM@EIZE. BEY—N—DHREDRAT—RZANKRINET, £, FFY—/1\—%
"Disable" E f=(X"Enable"[ZRET HA T a VARSI TWET, EH—/N\—T¢&I(C

REUDAESINTEY., —ADRIVERT L. AT VITHE->TVESY—/N—H
FISAVIZHYET (B5—FDOREVERTEFOHDEMEIZEY FET) , BET
SRARDEY—N—ZHEERLKET, BEAOTHICHIREREIVEI ) VI T
5 ET. EHDEY—/N\—%EBFIZ"Enable" £ /= [X"Disable"ITYIYBEZ S EMTEE
T o H—/\—DIKEEIL. Enabled (#%) . Disabled (FF) . Partial () OLVFIMTERS
NnFEF (Partial [, 1 DDREHV—ERTEHS—N\—DBEMILG-o-TWNEILERLE

ERIE

El:P
et

EH—N—ZE DT EHE, TOEY—N—ZFATHLOHRES

NTWEIRTORES—ERICRH LTEMCHRYFET, ;&2

X, FMATRETH S HE—DEY—N—ZEDICLIGE. REY

—EREFFEEE, FYUKREITLRY, Ho0H STy oHT0
VI ENFEY,

K A—KIREZ—21)—X 1JIJy—R/—F (Ver7.1-28a)
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81T 2YIL—IL

8.1.1

Load Balancer

in price/performance

KEMP |*1

JLEFT YY)

Content Matching Rules (A>T VYR Y F T RAIL—I)

Content Matching Rules

Operation
Madily || Delets
Maoarty Delote

| wEWMPTess |

KEMPTestd

Mo dify Detele KEMFTest3

Match Type

Options

Only On L
| SetFeg2

Only On 1
MNegata

Wost Fal
. lgoore Case |

Header Modification Rules

Header Pattern

Test Test

Testing Testng

Tasted Teated

Operation Rule Type Options Header Pattern Replacement
4 Macty || Delete | FENPReaders | Add huadar ety On L Test Tast
H Modity Ceiote KENPHeader2 Delete Header Ovly On 3 Test
G Moddy || Deiste KEMPHeaderd | Reploce Header Testing Testing Tested
7 Moady Delate KEMFHeaderd Modfy URL Tester Testing
8-1:)L—JL
COEEICE, RESNTLDIL—ILHBRTREN, IL—IILEZEBEITHIRRT 57-HD

T avhARAREIATHET,

HFHLWL—ILEEZET BIZIL, "CreateNew" RE VZEH U H LET, EELIL—IL

S, RETZMAITORENHY FI,

=LA, ZILT 7Ry bXF, BFOEAEDLELAEMTREHY FEA, £LT
FILI7RY FTHRODIBENHYET, TE : IL—ILEBIE 2=2—ITr—XtoY

T4 7T, &L LERLIIL—ILA,

FULVET, LHL“Rulel” &“rulel”l&.

BEDOIL—ILLEEETDHEEITLEESTIATL
AArDIL—ILE LTHERENET,

EDA T aUhFATESNIE. “Rule Type” DERABIZEYET, UTOIL—ILE
BIRTEFET, TREDOHARXDBRTEFET,

IL—ILDFESE:

e Content Matching - AYA—DABTND—H

o AddHeader - JL—JLIZfE>TAYH—%iBHN

e Delete Header (Y #—DHIER) -IL—ILIZHE > TA Y 4 —%HIBR

e Replace Header — JL—JLIZEDTAY S —ZFBEHZ

e ModifyURL — JL—JLIZHE> T URLDZEE
IL—IVEREDEFFMICOVNTIX, AT UYL —IBEESRBA T 1AV FESREL TR
=Ly,

K
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8.1.2 Content Matching (A VT UYIYFUY)
“Rule Type” T“Content Matching” Z#:EIRLI-LEDA TS 3 VEUTITRLET,

Rule Name ExampleContentMarich

Rule Type Content Matching ~
Match Type . Regular Expression ~
Header Field | Example
Match String . Example
Ignore Case
Include Host in URL |
Include Query in URL
7Fai 6n Match .
Perform If Flag Set l Flagt1 ~
Set Flag If Matched | Flag2 ~

[ Cancel |

| Create Rule |

8-2aAVTUYIYFUY
Rule Name (JL—)L4)
IL—ILDEHEITY ,
Match Type (RYF 241 ) :

e Regular Expression: Ny 4 —%JL—)LXELBLET

o Prefix: L—ILXITEDNT, AV F—DTL I v I RELBLET

o Postfix)L—ILXIZEDTNT, AYF—DRA T4 v I RELRLET
Header Field (NY#—2J 4 —JL F)

ANYR—T4—=)LEEDIYFEITVET, AT —T 4 —IL EERHRESNTULVEL
BEEIE. URLRDXFHDT v FhfThnET,

"Header Field" 7T ¥ X 7RV U X(Zsrciip EANTHZET, V54TV EDY—RIPT
FLRICEDWTIL—ILDIYFUITERITTEET, AYF—T1s—ILFIE. V54
FUoRDY—RIPFRLRIZESDTHREEINFET,

BI#RIZ. AT B HTTP AV v K (GET. POST. HEAD 72 &) IZE DT, IL—ILDT v
FUOTEERTTEFET, ITYFUITEHDA VY FlE, KXFTANTEILEAHY F
ER

Match String (% FXF51)

K A—FIYREZ—21)—X JY—R/—F (Ver7.1-28a)
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RYFEFTINE—VEANLFET, ERKRBFLIEPRE ZFEATEEFT . &K 250

XFFETANARETT,
EHRIVE PCREDEFEMIZDOLNTIE, AVTUYIL—IILBEESBA FX 1AV F42SEBL
TLEELY,

Negation (/E¥E)
IYFXDEGRERIEIELET,

Ignore Case (KX F &/NWXFERALELY)
XFHDRXFEMXFERBILER A,

Include Host in URL (URL [ZRR & ZEEH D)
IL—ILXDIYFEITIRIT. VI TR b URLDEEEICHRR FEEEBMLET,
Include Queryin URL (URLIZY T XFFEEHB)
IW—IXDTyFEITIRNC, VT XF5|%& URLICEMLET,

Fail On Match (¥ v F&REFDNEE)

COIL—ILXIZIYFLIZHE. BIZEKELEEA,

Perform If Flag Set (734t v FEIZT v FEFT)

BELEIIINEY FENTVRIGEEDHZDIL—ILXNETENET,
Set Flag If Matched (R Y FBICT7 5T Z Y )
COIL—LXDIYFITHENT D E, BELEISUMNEY FEhFET,

"Perform If Flag Set" 3 & U'"Set Flag If Matched"#4 7> a V& ERT S &, BDIL—ILHT
YFUJLEGEICRBELTHEDIL—ILEETTHENDS &SI, HEITIKREREZRD

HAIW—IVEERTEEY, IL—IILOERFEDFMICOVTIX, 3TV IL—ILE

BEERBA R XAV FZESBLTLLEZEL,

8.1.3 Add Header (™ & —03EMN)
“Rule Type” T“Add Header" R L= DA T a VH#UTICRLET,

K A—KIREZ—21)—X 1JIJy—R/—F (Ver7.1-28a)
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Rule Name ExampleHeaderRule
Rule Type Add Header -
Header Field to be Added
Value of Header Field to be Added
Perform If Flag Set  Flag 1~

| Cancel |
8-3:~ vy A —M3EM

Rule Name (JL—JL%)

L—ILDERZEANT 5E=HODTFRRYIRTT,

Header Field to be Added GEMY Ay &F—T 4 —JL )

BN E5ANYT—T4—ILEDAREANT 5E-ODTHFRARYIRXTY,
Value of Header Field to be Added GEMY 5 v ¥ —27 14 —JL FDIE)
BMTEANYT—T4—I)LEDEZANT EH=ODTHEI MRV I RATY,

Perform If Flag Set (754t v FEFIZELT)

BELEIIINEY FENTVRIGEEDHZDIL—ILXHBETENET,
SOISTIE BDL—IVIZ&E>2TEY bEhFES, TS5TDFMIZONTIE, 7Y
3812FZML TS,

8.1.4 Delete Header (v & —DHIER)

“Rule Type” T“Delete Header" % ER L1=& EDA T a VH#UTIZSRLET,

Rule Name ExampleDeleteHeader
Rule Type Delete Header -

Header Field to be Deleted
Perform If Flag Set  Flag1 ~

8-4:~\ vy F— DIk
Rule Name (JL—JL%)
L—ILDEREANTB=HDTHFRARYIRTY,
Header Field to be Deleted (HIBRT 5~y S —T 4 —IL K)
HIBR S 2NV T —T 4 —IL FDABZAANT B-ODTFR RV I RATY,
Perform If Flag Set (754 v FEFZSEST)
BELEIIINEY FENTVBIGEEDHZDIL—ILXHBETENET,

K A—KIREZ—21)—X 1JIJy—R/—F (Ver7.1-28a)
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ZDI7ITE, BDIL—ILIZ&E>TEY bENFET, 7T DEMIZDTIE,

AV 812ZFMLTLESY,

Replace Header (A & —MiE##L)
“Rule Type” T“Replace Header" #BIRL =& EDFH T a VEUTIZTRLET,

8.1.5

Load Balancer

in price/performance

oY

Rule Name ExampleReplaceHead
7 Rnle Type | Replace Header ~
mﬂdﬂ Example
Ilatd-subo Example

Valueolneadsﬂddwbema

Perform 1f Flag Set  Flag1 ~

8-5:Ay A —DEH
Rule Name (JL—JL4)
L—ILDARZEANT 5E=HODTFRRYIRTT,
Header Field (N & —2J 4 —JLF)
BT 2NV A —T 4 —IL ROBRTIEANT B=HODTHFRX RV I XTY,

Match String (¥ v FXF51)

TYFETING—VEAALET,

Value of Header Field to be replaced (B9 5~y ¥ —7 1 —JL FOfE)
BT NV E—T A —ILFDIEZANT HEHDTHFRRYIXTY,
Perform If Flag Set (754 v FEFIZELT)

BEELEI73U0tY FENTVEHEEDHACDIL—ILXARITEINET,

COIZTE ADIL—ILIZE>TEY FERET ., TS5 DFEMIZDOLTIL,

AV 812ZBMLTLESLY,

8.1.6 Modify URL (URL DZEHE)

“Rule Type” T“Modify URL"ZEIRL 1= Z2DA T a v EUTITRLET,

oo

Rule Name  ExampleModifyURLHe
‘Rule Type | Modify URL .
HM String . Example
Modified URL |
Perform I Flag Set  Flag1 ~

[ Cancel

8-6:URL DEH

K
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Rule Name (JL—JL4)
L—ILDEFZEANTEHDTHFRARYIRTY,

Match String (¥ v F3XF31)

RYFUITSTBNE—VFANT B=HODTHFARY I RTY,
Modified URL (ZEEE#& D URL)

ZEYTDURLZEANT BODTFRIRYIRTY,

Perform If Flag Set (254 v FEFZSELT)

BELEISINEY FENTVEEEDHCDIL—ILXNETENET,

DI, BDIL—ILIZE>TEY bENFET, 7T TDEMZDOULNTIE, Y
AV812EFSHBL TS,

8.1.7 Header Modification (N & —0NDZEH)
ANYS—DEBOHMCOVTIE AVYF—FEBHAF TIOZAL/—FESELT
=3 AW

8.2 Check Parameters (F T v RH/\SA—A)

"Check Parameters"BJEIC 77 X F HIZIE. B—FIYREZ—WUIDAAL A Za2—I|ZT
"Rules & Checking > Check Parameters" Z 3 EI L £9 ., "Check Parameters"EEI[Z[. 2 D
DtHY 3>, THbHB, "Service Check Parameters"t - 3 >, LU, REHY—E
R TiER L 1= Scheduling Method [Z /i U T"Adaptive Parameters" & 7= [&"SDN Adaptive
Parameters" M WL\TNHADE Y > 3 UHARIKEINET ., Scheduling Method 75 resource
based (adaptive)[ZERTE SN TL 515 A . "Adaptive Parameters"t 9 3 UARRESNE
9, Scheduling Method 5° resource based (SDN adaptive)[ZEZRE SN TL 51545, "SDN
Adaptive Parameters"t2 9 & 3 UAARTKTEINFE T,

X, UTOREET I aVESRLTIIESL,
8.2.1 Service (Health) Check Parameters (H—E X (AJLR) Fz v I R/N
FA—A)

O—KTRE—(E, EH—N—¢HRES—ERORALEERT =012, L1473,
LAY 4, BEU Layer7 DANIILRAF v I #FIBLET,

K A—KIREZ—21)—X 1JIJy—R/—F (Ver7.1-28a)
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Service Check Parameters

Check Interval(sec) | & ¥

Connect Timeout (sec) [ 4 ¥

Retry Count | 2 ¥
! Reset values to Default !
87 H—ERFIVIRNTA—4
Check Interval(sec) (Fx vV AR () )
NVAF v DRAMKRERZELEETEET . T 74 MERK9 BTT,
Connect Timeout (sec) (EHEAX A LT b (#) )

RESANDY—ERFIVIIE22008 4 THRHYET, H—/N\—LEGERILII TS
D47 BIAILTCPIEHRERBRELZEE) &, TLT7IUr—2320LA4¥T

TOEALZDEEERTZ2A4TTT (FIZILL7 D HTTP/HTTPS HIBELEE) . &
DEAA LTI RE, 4L VTIETCP ERMNEILIINDET, £ L7 TEF7IVy—

AVLLANDT IV EADNEILSNDETENETHEONIDHRETT, TI4IL LT 4

MICERELTHYET,

Retry Count (1) 5 A [E¥0)

hlE, Y—NN—DAILRF TV I TEALT I CAEELEIZ) FSA4T5E%%F
ELET, T4/ MEIZ2 T, FNAUTOHREFTEEEA,

8.2.2 Adaptive Parameters (7 ¥ 77«4 JARSEARXBA/INT A—4)
| Adeptiveparametes |

Adaptive Imerval (sec) 0 -

Adaptive UL Voad S-vl AL

Part | 0 SetPon

Min, Comtrol Variahle Value () 5 -

Hedarl viduea 10 Delauit

8874 TT 14 JEFMSMARXA/IS A—4

Adaptive Interval (sec) (€4 &2 —/\)L (F) )

hiE, A—FIRE—DBY—N—DEFEFI VI I HHERTY (B #) . EZ
E<FdHE, O—FIREI—[FAFMIERICHRICGYEIA, O—FTXE2—BED
BEMNMBEICGYES., MHELLTE7MELTEFT, COERF. HTTP FT v I
fREYUNSKTDHIERETEERA,

Adaptive URL (74 77« 7 URL)

TETT4 TARKIE. HTTP ICEBABELFZRAVVTH—N—HI L BFEREFIELET.,
D URLIE, H—N\—DAFEREZREFET DI 7MILEEELEFT, BEDIBZFTIE/loads
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T COT7AIIZASC BKXTHEDART T —2 F1ZET 20EIEL, —/N\—HFE
TLET., CONETIX, ROBEZEETIVLELAHY FT,

BIIDITIZ 0~100 DIEZEL ASCI 77AILTF, ZZT. 0=74 KL, 100=8EFET
I, COELIAEMNTLE (Thbhb, Y—N\—0BFIAELCHDE) . O—FKFITRE—
EZFDY—N—IZET FS 7499 ZELLET, ChIZKY., Y—N—DERN &
IGHE ShFET,

274005 —3 DT 74 ME“load” T,
CODTF7AIITHTTPRBETT IV RRATEHTNIELGY FE A,

T7AIIEHTTIP BETT V7 EAARETHTAEGY FHA,

CDHEEX, HTTP R—RADREH—ERFEIFTTHL, HHHEZH—
EXEZXMRIZLET, HTTP [FEIZ, EH—N—Hh 57 TYHsyr—13
VEIRDAEMEREME T A-HDEEAELE L TERSINET,

Port (FR— k)

A— KFYRE—A, EY—N—DARFEE HTTP GET THRINT 52BN R— FESEETE
LET, 774 L8 TT,

Min. Control Variable Value (%) (7% 7T 1« FHBRIEEHE (%) )

ZDEIE. NS —PEBEUEATFICE IR 2 —1) Y (BEOEATTSY
ROEY) ICYYEBZATRFEEELEFT . COEIF. RKAFICHT E/\—t2T
— (0~50) T9, T7#HI KIE5TT,

8.2.3 SDN Adaptive Parameters (SDN D7 % 7T 4 JRAFRDEAEK/NS A

—5—)
SDN Adaptive Parameters

Adaptive Interval (sec) | 5
Average over <N-Avg> Load values |G v
UseMin. Control Variable Value (%) 5

Use relative Bandwidth | v

Reset values to Default

R 8-9:SDN D7 ¥ 77 4 TEARMHSMARX /IS A—4—

Adaptive Interval (sec) (4 % —s\JL (#) )
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SONDT7ETTA TR Da—) U5 #FRALTWSEE., EY—N\—DEFDEFE
BIAHE=HIC, sSDNaAY rOA—F—MNR—1)VFEnET, COT1—ILFDIEIX, =
DR—) VT DEEERELET,

Average over <N-Avg> Load values (N {EDEH AR
DATLIZCETAEEBZMGTAHICIECDEEZFERLET,
UseMin, Control Variable Value (%) (7% 75«1 JRERIEEAE (%) ZEMA)

CCTHRELEELVEVDEDICTOVWTIETAS RLES Do v EHBEh, 757 T
1 TEIZEEZEZ2FTEA (TR TT 1 TEIEIEY—/\—D " "Statistics"BEH IR TSN
F9) . BIRIE, LRV U= 3y FTIE, 5%KBDEDIEITARTTA FILEH
BENET,

User Relative Bandwidth (Xt HrigiE %)

Do THAShE-RREFREZEEIEE L TERLES., COA TS avIiFAMZTS
CEEWRELES,
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9 Certificates (FBAE)

9.1 SSL Certificates (SSL SEFERE)

SSLEEBAZME@EIE. N—FOxz7EX2)T4ED21—IL (HSM) BEENEINE S
MMZE->TELBLYET, HSM [T BEMIEZ. Nn—Foxz7EFXa)TF14ED 21—l

(HSM)  #BEEERBAZSHEL T &L,
SSLEFBAZEMEmICET 25FMIE. FRTAXREICH CTUTOREERLY L 3 %S5
LTLEEELY,
9.1.1 HSM REMTLHE OGS

Fosplasn Cutérn

o | Crarges
e > Lot Cansdate

1 il =
beenzrmien Uaage
e 58
finglace Conficate
Debrin Canvbcale

Tk g plon Usage

Adwimistentive Cortificate . Cootone o Use = Use Cotdoan

9-1:SSL SEEA =
LEIE, SSLEIFAZNEBEmZRLET,

Import Certificate (EEBAED A ViR—bF) - BRLE-T7 7ML AEHDIMHAEZ A VR
- I‘ L/i—d_o

Add Intermediate - FffildE I 3292 ZSBL T &L,

Identifier - FEBAZEREFICE X SN F-EIBAEL TT .

Common Name(s) (tiEA) - V41 FOTLEM A4 & (FQDN) .
Virtual Services (REY—EX) - JIAEHIEEM T LS EERY—EXR,
Assignment (B|YHT) - YL ToONEFARRLEREY—EIDY R
Operations (iE{E) -

e NewCSR (Hi#l CSR) - IREDAZICEDVTHIRDIIHAEERLZER (CSR)
EERLET,

e Replace Certificate - SEBAZEDEFH. £ LLIEY TL—RADBITZET,
e Delete Certificate (ZEBAEDHIFR) - IRELGLHAHEZHIBKRLET,

e Reencryption Usage (BIES{EDER) - BESIERICCOMBAEEZI 517V
FEERAZE L LTERALTWAREY—EXERTLET,
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Administrative Certificates — BEER WUIANDT7 Y LA THEAT S SSLIFBAZ A EIRTE
9, TIAI MK KEMP DEILTH A VEIBETY,

TPSDNTA—I L RIFF—DRSIZEYEELEFT., F—HELAE
BENRITAF—TVANMETFLETY,

9.1.2 HSM RETIB/E

impent Contrrcate

9-2:sIHENERE
Private Key Identifier (FBZREREEAF)

HSM MEXID & F, "Generate CSR"A T avld, A—RIRAZ—DAS A Za—h
5 "Manage Certificates"EE ([ZFBE L T,

HAFEELO—FIRI—DWERLZEASL., "GenerateCSR"ZV 1) w I LET,
Generate CSR"EIE®D 7 4 —JL K. "Use 2048 bit key" N % VNZ & ZfrE. 923> 9.3
THREAL-RNEELERLTY,

Add Intermediate (f 4% —ST 4 IT— FIEBAEDEM) - #HMEIEIPav9.2%S
BLTLEEELY,

Private Key (RAER) - COFIICERBREANRIRIEINET,

Common Name(s) (AEVHR—L) - B4 FDFQDN (EL2EHMEA A A)
Virtual Services ({REBHY—ER) - GIBAEAEEM TohHREY—EX,
Assignment (BIYHT) - BYBTohFIAAMELZERES—EXDY X
Operations (iE{E) -

e Import Certificate (FEBAB®D A VR—F) - COFX—ICBELEMITON-IIAE %
A VR—rLET,

e DeleteKey (SBODHIFR) - MERFEIIAHEZHIBRLET,

e Show Reencrypt Certs (BIES{LSNI-FIEASE) - BRESIELINZFIAEZRT
LET,

9.2 Intermediate Certificates (f 42— 574 IT— MEEBASE)

Add New Intermediste Certificates currently lled on your Load

KENF. pem Datata

Test.pem Delete

9-3:/ VA —=Z T4 I— MIAE
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COEEICE, 1 A P—LENTVWSHEEEAE L. TOHREREASCEY S TON
TLWAHRAD YR FHARTRENFET,

SIBAEN T TICHEHET HEEO. CRMNOAFLI-BEIZ. ZOBHEEFESA VA =)L
I BIZ(X, "AddNew" RE2H#H Yy LFET,

Please supply the file which contains the Intermediate Certificate

Intermediate Certificate | Choose File | No file chosen

Desired File Name
(i.e. - VeriSignCert.pem or Thwarte.cer)

Example .pem or .cer

Add Certificate

X 9-4:HIHEDA VX F—IL

"ChooseFile"% %/ ') v LE T, sEBAZEZFEIR L T, "Desired File Name"IZBHID & HI %
AALET, CORHNIE, FLT7RY FXFLIMEATEERA, T, &K 32

XFEWLWSHBELHY FT,

GoDaddy DFFFAZEH EDN L ST, 1 DDTHFR MXIZTHEBDEHRE LIzA V2 —ZT«
I—NEHEZ7 Yy TA—KFTEET, 7y TA—FLET7 74L&, BLOFHEIC
RNEIENET,

9.3 Generate CSR (Certificate Signing Request) (CSR (REBAEERAE

R) DYERL)

SIRAEMNEELAWEEE, SEAZEEREKR (CSR) 7A+—LIZAH L T, "Create CSR"
REVEDYYYLET,

2 Letter Country Code (ex. US):

State/Province (Entire Name - New York, not NY):
City:
Company:

Organization (e.g., Marketing,Finance,Sales):

Common Name: (The fully qualified domain name for your web server)

Email Address:

SAN/UCC Names

. Create CSR _

¥ 9-5:CSR D{ERK

2 Letter Country Code (ex. US) (2 X=FEa—F (ffl:us) )
SAZEICED S 2 XFEI—FTY, HIZIE, kETHNIETUS EADLET,

State/Province (Entire Name — New York, not NY (M/fTEX (BRIZ AN -NY TlE7% <
New York & A7) )

SEFAZIZEDBAMNTT, CCTIEHILR—LEZAALET, HIZIE. NY TlEA < New
York EABDLET,
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City (#BwT)

AREICEDHLHETEL T,

Company (1t3)

AEAEICEHHEERTT,

Organization (e.g., Marketing,Finance,Sales) ({8 (#fl: <—4% 7«1 > J . B#. B&5E) )
AEAEICEH AEMFE(THEBEMTT,

Common Name (JAEVR—L)

BELD Web TTVHF—DFELEM A4 >& (FQDN) TY,

Email Address (E A—JL7 FLXR)
COAEICEAYT AV ELELEDESELITHEBOEA—LT FLATY,
SAN/UCC Names (SAN/UCC 4&)

AR—XATRYLNE-RELZDY A T,

Use 2048 bit key (2048 Ev F¥—%5)

O— K<Y AR —THM BEREREMICHE->TWBREE., COTA+—LA
22D T71—ILRIEFRTENFEEA,

208 EY FFX—ZFFIMNESIHMEERLET,

[CreateCSR] RA &V ) w I 5HE. ROBEANKRRTINET,
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The following s your 20438 bit unsigned certificate requast. Copy the following, In Its entirety, and send it to your trusted certificate authority

————-2XEIN CIRTITICATE REQUEST-———

BIWaIAL/EEENVOAR 84T SAT T TAXEXY
———-IND CIRIIVICATY REUXST-——

Tha following s your private key. Copy the following, in Its entirety, and sav -key fiie. Do this using 3 t Xt editor such a< Notepad or VI (Do not use Microsoft Word - extra characters will be added making key

unusabie). Kay vmut beuse during the certificate upload process. DO NOT lose or distribute this fiiel

feeaxzaty)

SENTIFCTN

————-DXD RSA FRIVATE JXT-——

X 9-6:CSR R E R DIIAE L FHR

86:CSR REZ DIIFAE L EHE
BELEED CSRIE, TL—UTFFR T 7AILICBRYRTITT, BBEER/ (CA) IZEIET S
M‘Eb§% (') i'g'o its nIE)%'i'IH#ﬁé*ﬁnIE L/—C *ﬁnIElﬁﬁo)nIEEﬂié IR L/gs—d_o

EETEIE. MERTHY . TELEMITRET ILENHY T, ERE. AR
FYEONTL BIAEELATTHATIVLELHY FEIHA. COF—ILHIZHLETAR
ETEHHYFELA, BEREIE—L. TL—VTFX LT 7AILICBEYFITT

(Microsoft Word 2 &, 77— a VIEFERALABWI L) | BREHIEHTRELE
el

9.4 Backup/Restore Certificates (REBAED/\vH 7 v F/1ET)

EEE. HMABFINES DMLY ELGYES, A—FIRE2—DHREICHL T,
LUTOEET S LI avESRBLTIEEL,
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9.4.1 HSM REMTLHEMES

Passphrase |seesseee

Backup all VIP and Intermediate Certificates . }7Create Backup File |

Retype Passphrase

Restore Certificates

Backup File | Choose File | No file chosen

Which Certificates | What to restore v | Restore Certificates |

Passphrase (sseessee

X 9-7:5[BHRMD/y Y T v T/ET - HSM HNEDTIBE

Backup all VIP and Intermediate Certificates (VIP 8 X UHBEAEEZ I RT/INYI T Y
7)) D HBAEENY I TV TTHEEIZ, BWBD/IRTL—X (NRAT—FK) #2EA
NTB2E3KRODTAOVTIBARTEINET, NRTL—XD/RTA—FIZIE, EHF
LIMERTEEHA, Flz. AXFEMXFELARA SN, K64 XFEWLSHIRLH
YEI,

NRITL—X(F, SIAEFETT H=OICHETT, AT L—X

PNIEWERIAZEZERXTTEEEA, RRTL—XEENBEL.
AAEZERTT A AEEHY FEA,

Backup File (/SO 7y TFI274I) FEHAEDNN VI TV T I 7AILERIRLET
Which Certificates (SEEAE) : VA M7 I HAZEEEIRLET

Passphrase (/SR 7 L—X) : SEAZEDN\Y I 7y T T 74 ILICEERM TR TLNSN
AIL—X%ANDLET

9.4.2 HSM REH GBS

Certificate Backup

Passphrase [sseses -
Backup Intermediate Certificates | Create Backup File
Retype Passphrase jsesee —_—

Restore Certificates

Intermediate Certificate Backup File Choose File | No file chosen iPassphrase ------ Restore Intermediate Certificates |

9-8EIBAED /N v Y 7 v F/ETT - HSM BNEH LIS

Backup Intermediate Certificates (PRISEBAZEZ/N\v V7 v ) SIBHEZN\VI TV TT
BEEIC, WADIKRIL—X (RRT—FK) #2BAALTLESL, NRTL—X
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DIR5A—BIlE, BUF UMEATEERA, £, AXFENXFHARS A, &
X 64 XFEWSHBAHY ET .

EI:F
e

NRITL—X&, FIAEFETT H=OICHETT, AT L—X
MEWEIAZEZETTEE A, R T L—XEENEEBEE.
IIBREZERT HAAEEIHY FEA.

Intermediate Certificate Backup File (FRRZIBAED/XY I 7 v T T 74 )L) FREEIBHED
NG TITIT7AINEERLET

Passphrase (/AR 7 L—X) : SEBAZDN\Y I 7y T I7 74 ILICEEM TR TSN
RARIL—RXEAALET

9.5 OCSP MER5E

OCSP Server Settings

0CSP Server | 10.11.0.35 | Set Address |

OCSP Server Port | 433 : Set Port :

0CSP URL | / | Set Path |

Use SSL

Allow Access on Server Failure

9-9:0CSP H—/\— DX E

OCSP Server (OCSP H-—/3—)

OCSP H—/\—D7 FLATY,

OCSP Server Port (OCSP H—/3\—7R— |)
OCSP H—/N\—DKR— +TT,

OCSP URL

OCSP H—/N\—IZTF7 U ERF 51D URL TT,
Use SSL (SSL ZfFA9 3)
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SSLEER L T OCSP H—/N—IZHEHT HGREIDA T a v EBIRLET,

Allow Access on Server Failure (—/N\—EEREBEOT7 I ERXEHTTS)

OCSP H—N—DREPNHEEFRL-EDELT U4 7Y MERENENTHSE
DELT) OCSP Y—N—EmEFTFIEFIA LT NERELET,

9.6 HSM D ERSE

No HSM subsystem has been configured
Please select a HSM to be used.

Please select a HSM subsystem |No HSM Support ¥

9-10:HSM #HR— k LGS
Please select a HSM subsystem (HSM 37X TFLZEBIRLTL &L
CORAYTEYUAZA—TE220F T avhABESATLET,

e No HSM Support (HSM ZHHR— k L7ZLY)
e Safenet Luna HSM

HSM Z {9 5IZ(X. "Safenet Luna HSM" % E IR L TEREZIT o TL 2L,

Address of the Safenet HSM | 10.11.0.13 | Set Address |
Upload the CA certificate | Choose File | No file chosen | Upload CA certificate |
Generate the HSM Client Certificate | test | Generate Client Cert |
Password for the HSM partition |==s+ss» | Set the HSM Password |
Enable Safenet HSM | ¥

9-11:Safenet HSM D E&5E
Address of the Safenet HSM (Safenet HSM D7 K LX)
A9 % safenet L= kD IP 7 FLREZADLET,
Upload the CA certificate (CA SEEBAZED 7 v 7O0—K)
HM MW LA oO0—RLEEEAEEZ7 vy 7O—FLET,
Generate the HSM Client Certificate (HSM 2 54 7 > FEEEAZE D &ERK)
HSMIZ7 v TA—RF50—AILI 547V FORAEEZERLES, CCTHETS
BN, A—FIYXZ—DFQON R THIDLENHY FT ., ZDARFIL. HSM D client
register Y > RCHERAINET,
Password for the HSM partition (HSM /8—TF 4 3 Y D/INXJT—FK)

A— KTRXE—AHMIZTHERATEBDLSIZ. HSMIZEBITB/X—F 423 2DIRR
J—krZEEELET,
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SIBAEZEMTHAET, N\—T 42 aVDNNRT—FKRIFEBETEE
A,

Enable Safenet HSM (Safenet HSM ZEZ1I1Z9 5)
CDFVvIRY I REFRTHE. HSM BN/ ENICTEET,

HSM DEFHIZIZEBANINBIZEELRHY T,
HSM ZEMIZT B &, FHT-IZTHSM ANEMENEHEREDHRENE
BEINDET, O—FIRZ—MF1=72 SSL (HTTPS) EMFZE1ERR T
EHARY, BEOEGAELIZKOY TEhET,

TIT 4 THSSLEGAFELLZNEEDH HSM DEREEXEET S

SEEMICHELET,
K A—FIYREZ—21)—X JY—R/—F (Ver7.1-28a)
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10 System Configuration (AT LRERTE)

10.1

Interfaces (f 32— x4 X)

NERY FT—D ERABRY FT—I DA VB —T A RIZDOVWTHELET ., COE
mIZIX, eth0 5LV ethlt 1 —H 1y b7AR— FTRILEHRPAE SN TLVET, UTOD
Flix. ESETAYE (HA) 1= F® etho DIHZETI .

Interface Address (address[/prefix])

Network Interface 0

10.154.60.60/16 Set Address

Allow Adminstrative WUI Access

td

Use for GEO Responses and Requests

Link Status

Speed: 10000Mby/'s, Full Duplex | Automatic * | Force Link

mMTU: 2000 Set MTU
| RR——

Additional addresses (address[/prefix])

| VLAN Configuration |

Add Address

| Interface Bonding |

10-1: Ry FI—H AV B—D L ADFTVay

Interface Address (f 32— A RAF7 FLR)

"Interface Address (address[/prefix])" T ¥ X k7R

VA—F2Y R TFLRERETEET,
Speed (EJE)

YPRZTT, SDAE3—T A4 ADA

TIAILETIE, VoD speed GRE) (FBEBMIZKREBINET, BRUICK>TIES
DREEILFEY THEWMGENH DO, [EXETETILELNHYET,

Use for Default Gateway (T 7 #JL b5 — bk = A TEH)

"Use for Default Gateway" F T v 7 /Ry V R ZHEHATE 5D, "Network Options"EIE T
"Enable Alternate GW support"HEREINTWSIGEEICREINE T, REARDFREN

FTIAILEDA B —T A AATHHES.

WEKETT, COATLavERDSA 82—

COATLavIRBRRTEIRENT
TIAATEDICTRICE, ERIZHD

A VAZA—TAVI—T A REI YV IL, TDA 23— A RIZHBHLE
T, CNT, COFTLarvERIRTERREIZHEY FT,

Allow Administrative WUI Access (B WUI ADT7 Y X ZEF0])

Z DA T3 vlE,. "Miscellaneous Options > Remote Access" M "Allow Multi Interface
Access"F T VIRV I ADBA VDHEEDHAFIRATEET,

NLDATavE2DELEMCTHE.

BT BEAUA—TIAADIP T RLR

E. FDA 2B —T x4 RIZERTE Si="Additional addresses" (GBII7Z FLR) M

WUl IZ7 O ERATEET,

K
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NLEDET7 FLRIZHLTIDDA VB —T T4 ADHENY HT

OENET., FDH. TA4ILFH— FEIAZLSOIIAEZEZFEARAY

HEMBILELDBEENAHY FT, FAHEIZOVTOFMIE. 7

TV —23 V74T 94—IiNvY (AFP) HRBLIL—ILES
BLTLESL,

BRAEDSRY NT—O A 3—T x4 REEBHTEET, Fi-.
F—RITHRRKI1I024BDT7 FLANRVRATLIZCEY Y yRVENFE
95

Use for GEO Responses and Requests (GEO D& /ERIZfHE)

TIHILETIE, TIALETF—FDO A ZEHLTDONS BXRZ) vy RV LTHEEIR
LET, COTA—ILFEFRTZE, DAV A—T A ATEYYARAVUTEDES
2 YFET,

AT aviE. TIANMTF— b9z 42842 —T x4
ATIIENTEEFFA, TIAI LTl eth0 [THRESNTVE
ER

CDATavEFMTEHE, GEO XFFDA V32 —T =4 ATERE S 1="Additional
addresses" TH ) v AU LZET,

MTU

“MTU" 7 4—ILRETIX, SOA VB —T A ADLEESNDZA—Y R Y FTL—LD
RAY A XEHE/ETEET, AMEHAIL 512~9216 T,

VIM DIBE. VIM BAEFT IR TWAN—RKH T 7IZ &> THDERE
MNREDI=8. 512~9126 DEHFIA VT ERHINBD EIFRY T
ho N—FIITFICEKBFHNEFIVvITEHESICLTLIEEL,

Additional addresses (GBII7Z FLR)

"Additional addresses" 7 1 —J)L FZ{FHT 5L, O—FIRFZ—DOLEHDT7 FLRA%E
BAVE—T A RICTA Y TFRELTIRHETEET, CO¥REF. TIL—F—-F

VT RTAVY ] EFIENDIENHYFET, COWEETIE, 2% IP+CIDR XX D
Pvda 7 FLREIPVE 7 FLADEAMNERATESNDT, RLA 2 —T A XRETIPV4
FELREIPVGE T FLANEET DE—RELEEBHTEFES, CZTEMLIEZY TRy b
[FFART, FBEPZ7RLREEY—N—IP7RFLAOHATHEATEET,

HA
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A=y FAHARBRO—EBTHIEE. WThHDAUEZ—T A REIYVITHB
E. ROBEENRTEINET,

Network Interface Management

Network Interface 0
Interface Address (addresa| Jprefix]) TEITELTT 2al Atichess
HA Shared 1P address 10 11 0 2 Sal Sharsd adaess
HA Partser 1P address 10 11 0 11 Sel Fadne sddiesy
Use for HA Checks
Use for Default Gateway
Speed: 1000MYs, Ful Duplex | Autoatic «| [Foice Link
Link Status
MY 1500 Set MTU
Adistsonal sddresses (address|/prafix]) Add Address

Inmtetack Sondn

10-22RY FT—D AL VA —T A ADERE -HA

COEETIE, A—H—ICTRETELFET,

o NERTFDIRE2—TL Y (EEODEL) TY,

o ZDIVARTLIE TyTRETHY ., RT7EHOHEFIIUIEFIV U LTVET
(FkEFDTAY) ,

o ZMDAVA—TIAARATFLRIEZ, 2DA=y FBEDIPT7 FLARTT,

e "HAShared IP address", N7 ZfHELHEFT D IPT7 RLATY,

o RT7ZEHATWBIEEDIP7FLR

o ZMDAVE—TIARIF, HANLRAF T Y INEMZHE->TLET,

o ZDAVA—TIARIF, TIAILKF— LDz LELTHERSINATLET,

o UVIUDREREHMNBEHICHRE SN TLVET (Link Status) ,

o ZDAVE—TIAADRET FLRITEEZFSITULVEEA (Additional
addresses)

ROTFA VT IF—IVTDHETE
ROTATA V=D A4 REERT HHIZ. UTORISEELTLESLY,

e HIYKRZFEVWESORUTAVIAVE—TIAROHERTEFET, HIZIEL
R—bF10MBHREDLSIHEELGE, R—F 11 LUBRDA V2 —T 4 AD
HERTEET,

o VIAN ZFXUITHREBEHIGEE, ETHDICU U ERVToI L, RoTa Y
TDHERENEHLS-RIZVIAN ZEBMLTLEELY,

o RUTAVTENIAVE—TTARIZY VY ZEEMTBIZIE. TTHEHIZ, B
msd)00h6IP7 RLRAZFHIBRT H2HELRHY £,

o EHE. “Active-Backup” E— FZEBMIZT HRICRA v FRIDEREIIHLEHY £
Ao

K A—KIREZ—21)—X 1JIJy—R/—F (Ver7.1-28a)
Copyright © 2002 - 2015  KEMP Technologies, Inc. All Rights Reserved. Page 109 / 176



in price/performance

Web User Interface (WUI) KEMP ‘ #4 Load Balancer

Configuration Guide

o eth0 &ethl Z R T4 V7T 5 ERANGEMELRLET AL HLDT, =
DRUT 4 VTRFETSATOERA,

"Interface Bonding" "R 2 V&V U L, RoTa4 VI EERLET,
"Create a bonded interface" R 2 V&0 v o L, RoT A VI DEREERITLET,
EESATOTEHEALET,

DxJaA—4H—A2F3—TzA4 X (WUI) #{HERAL T, “System Configuration > Interfaces
Shndx” A Za—#4 T a vERIRLET,

"ondX"4A VB —T A ADBREREINBWGE., TT3OFDRTEEHL. RoTo2T
A28 —TJ x4 X%EEIRL T, "Bonded Devices" "R &5 1)wH LET,

BHORY T4 T E—FEZRLEY,
ROTATITAVB—T A RAEEBMNLET,
ROTAIAEA—DTARADIPTRLREY TRY PRV EERELET,

ROTA4 T/ F—I U TDOEKR

RoT 42T R—FZ VIAN BDEESINTWAEEE. FTNODEREZFEHIBRLE
T, cNLFHIBRLEBEWERY T4 VI EBBRLIEAR— FORVDBEAR—KZIhSD
BREMNKY FI,

"System Configuration > Interfaces > bndx" * — a1 —#4 7 3 V& ZIRLET, "bndX"1 >~
A—T A ARRERINGBMGEE., T5VVORTERHL. RoT0 204 058—D
T4 A%ERL T, "Bonded Devices"h2 &5 v LET,

R—rDRYTF 4 T %ERT BIZIE, “UnbindPort’ RE V&S ) wH LET (FRT
DR—bDRUT 4 VITNEBRINDIETIDEEZBRYERLET)

FHR—FDRUT 4 VT HEFTRXTHERLT=5. “Unbond this interface” "2 > %5 1) w5
LTHRR—bDORUTA VT EBBRTEET,

Adding a VLAN (VLAN @3Ejn)
A3 —T x4 X%EERL. “VLAN Configuration” R4 > %5 ) vwH LET,

VLAN Id Interface Id
Add New VLAN

] 10-3:VLAN Id

“VLAN Id”IZ{EZ AB L. “AddNewVLIAN’ * —a—F T2 a V& BRLET,
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WEICIEL T, FIEZ#YIRLET . VIAN ZFRT HIZIE. "System Configuration >
Interfaces" * —1—#A T 3 UEEIRLET,

Removing a VLAN (VLAN D HIER)

VLAN ZHIBT B, 1 28— 4 ADMORAR (RILFF¥R

M UA—DT AR, WU A —T AR, SSHA v Z—T A

A, GEOA VA—T A RHE) THEASATWEWI &EEHEEL
TLIEEELY,

VLAN #HlIB&9 %21, “System Configuration > Interfaces” * —1—74 7 3 U %&ER L.
TLEDU) XD SEROD VAN ID Z:ERLET,

VLANID ZEIR L5, P77 FLRAZHIBRL T, "SetAddress"#42 ') v LEd, IPF7 K
L ADEIBR S = 5. "Delete this VLAN"7/RZ %2 1) w - L. VLAN ZHIBRLFET,

WEIZIGLT, FIEF#EYIRLET, VLAN ZRRT BIZIE. "System Configuration >
Interfaces" * —1—A T3 VEERL T, FRAYITHAH VYR MMSEBMD VIANID %

BIRLEY,
10.2 Local DNS Configuration (A—7JL DNS DE&E)
10.2.1 Hostname Configuration (7R X FR DERTE)

Set Hostname
Current Hostname | |b100 7 | Set Hostname |

X 10-4:7R R FRDEHRTE

"Current Hostname" 7+ X hA Ry J X([ZHRRX FEZZEZA S L. "Set Hostname":RZ %5 1)
YO LT, B—ALIPUDRRAMRZEZHRELET, FRATELDIE,. EHFEIFT
EIR
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10.2.2 DNS Configuration (DNS DEX5E)

DNS Servers

DNS NameServer (IP Address) Action
| Add |

DNS Search Domains

DNS Search Domains Action
| | Add |

10-5:DNS DR E
DNS NameServer (IP Address) (DNS R—ALY—/A— (IP 7 FLX) )

A—RKRIYRA—IZTA—AILIZARFIRRT HSDNS U—/IN—DIPT7 FLRAZEAAL,
“ADdd"RE2ZET 1) v LEFT, K3 DETDNS H—N\—ZIEETEET,

DNS Search Domains (DNS &% FA A >)

DNS 2—LHY—/IN\—~ADY Y TR FDEEIZTEMTD FAS 2 EL2EANL, “Add"7R %
VEI)Y O LET, BRK6DETRERASA VERETEET,

10.3 Route Management (JL— FEIH)

COFAToavig, SATLADTIAIN M F— b0z EBHUIL—T1 VT EHRET
FFET, A—FKIREI—F. /1 23—V UE—bRY ND—OANDBIEZITOI=
DIZTIHILV M= DA ZBRETIVLENHYFET,

10.3.1 Default Gateway (T 27#J) bk - F—FHxA)
A—FIRA—TIE, 41203 —3y MIERTI-ODTIAILE - T— bz A %5
ETE2HENDY FT,

The IPv4 default gateway must be on the 10.11.0.0/ 24 network

IPv4 Default Gateway Address [ 10.11.0.1 Set IPvd Default Gateway

B 10-6:7T 74Nk - F— bz A
O—RKRIYRA—TIPv4 & IPv6 ZFERT DGR, IPVAEIPV6EDT ALk F—FHx
14 -7 RLRZEETHIVLELAHYET,

IPVA BELIPV6E DT IHILMTF—FroxzAF, LAV —T x4
ALIZHEELTLWARENHY F9,
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The 1Pv4 default gateway must be on the 10.11.0.0/24 network

1Pv4 Dufnult Gatwwory Addrass 101101 SetPv4 Default Gateway

The IPv6 default gateway must be on the

2001:610:300:b:: /64 network

TPwh Default Gateway Addenss 2001610300008 | Set Py Defash Gateway

X 10-7:1Pva EX TV IPv6e DT FL R

10.3.2 Additional Routes (GEiO/L— k)

Destination Gateway Action
Add

10-8:BMJL— k

BIDIL— FERETEEY . CHEBHUIL—T VI THAH, T—FI A EA
—FRRE—ERLRY FT—=Y LIZRIFAERY EFEA. BE. REY—EIALARL
DTIANE - T—brIzAE2FERALTIS 7490 ERETHELTEET,

10.3.3 VPN D EE

"VPN Management"® ') 7 /BIHEIL, O—FIYXAX—[Z IPsec b2 $
oD AE VARG 6NTWSEEDAFATEET,

IPsec kR Y UTIZETHEHM (Y b7y TFIEEZESD) (L. IPpsec bR VY
BRESRBAZSEB LT E LY,

Connection Name

View/Modity Stop | Deleta

Ratrash

10-9:VPN DB
Connection Name (}#i4)
ERzHENT O-OD—EDRAZEREELET,
Create ({ERE)
BELEBEZFERALT, —ECHAITREGEREZERLET,
View/Modify (R=/ZEE)
COEMDBENTA—F—ZRT/EELFET,
Delete (HllER)
COERZEHIBRLET,
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EET SRENTEICRIRSNES . EE. TALEBERTH

Start (Bf%E)

BERERABLES,

Stop ({F1b)

10.3.3.1

THWVWDOTHHIBRTEFT,

FEREDELE, VPN IEBEDE T/ EE

Preview for Connection: AZURE

Local IP; 10.0.35.5

Local Subnet: 10.0.35.532

Connection Up ﬁ

Remote IP: 104.40.144.88

Remote Subnet: 192,168.2.024

Stop Connection

Address Details for Connection: AZURE

Local IP Address | 10.0.35.5 ;§e-'t‘l_;oitgl IP Address |
Local Subnet Address | 10.0.35.5/32 | Set Local Subnet Address |
Remote IP Address | 104 40.144.83 | Set Remote IP Address |
Remote Subnet Address | 192.168.2.0/24 | Set Remote Subnet Address"

Secret for Connection: AZURE

Local ID |[10.0.35.5

Remote ID | 104.40.144 88

Pre Shared Key(PSK) | Oy8ZJXTgS7wLbZqbPXgYVgjjxo46P6G4 |

CE RSSO L L LB Ll Save Secret Information |

10-10:EHNEH

RICEREERT DL E. FEEKRELEET 5 & ZIZ"View/Modify VPN Connection”
BEARTINET,

Local IP Address (A—AJLIP 7 KL X)
EHEoO—hILAIO P 7 FLRZERELET,

JEHA E— FDIBEE. "Local IPAddress" [IO— KT RXA—DIP 7 RKLR (FI4ILT
— b, DIPFTRLR) THHIADELRAHY ET,

K
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HA E— FDIEA. "Local IP Address"[FEB IP 7 KLATHBAIDENHY FJ, HA NEE
EBEADGE. CO7 FLRAIXEFMICKRESINET, HABRRIZCHSITA o) VT
Dty b7y TIZETREMIE. ROV I VESRBLTLESL,

Local Subnet Address (A—AJLY TRy F7 KL X)

"Local IP Address"/¥"Local Subnet Address"[ZERE SN TWLDHZE. TF¥R Ry I XIZE
NEEMICEREESNET, B2CDRAEZ 5N TNSIZEE. A—AIL IPHAE—D/—T
AN ERYET, HEIZIE L T"Local Subnet Address" #FEZE L T =&y, 7 K
LREERLIEMNESIMTHMH 5T, W9 "Set Local Subnet Address" %% 1) v L TE&
EFEALTLIESL,

Remote IP Address (JE—FIP7 KL R)

EHEOUE—FMIOIP7RLRZHRELET, Azure TV KRSV FDIBE. CDIPT
FLRIE, RETSAR—rRy FT—% (VPN) OF— bz A #BIZEITH/8TY
OEIDIP T KLRATHALENHY FT,

Remote Subnet Address (1) E— kS TRy F7 FLX)
BEHEDYE— MO TRy FEERELET .
Local ID (A—AJL ID)

EHOoO—hIILAIOHBNFTT, B, O—HILIP 7 RLANERINET, O—FK<
AA—MNHAE—RTHWMES., D74 —JLFIZIX Local IP Address ERI L7 KL RAH
BEMICERESINET,

A—RKRIRA—H HAE—FIZHBIHE. Local ID 7 1 —JL FIZTBEIHIZ%any [ZERTE S
hEFT, O—KIRE—NHAE—FIZHDEE, COERFREHTETEEA.

Remote ID () E— I ID)

EHOYE— FMUIOBEANFTT, BE. VE—FPT7FLANEREINET,
Pre Shared Key (PSK) (FL ¥ 7— F&%—)
TLoz7—FX—OXFHEANLET,

Save Secret Information (FBFEIERZERF)

EMOBAFHS S UREEREER/RELES.
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10.4 Access Control (77 X EH)

10.4.1 Packet Filter (/\N&ry R 22 4L A —)

Packet Routing Filter | Enable | | Disable |
Rejection method | Crop '®  Reject
Restrict traffic to Interfaces

10-11:Packet Filter (/S7Y k24L& —)
Packet Routing Filter (/S y b = L—F 4> F - 2415 —)

GEO #HE%NZF % &. "Packet Routing Filter" (/S5 y b - JL—F a4 25 - T4IL2—)
ET 74 ETEMIBESN, BYICEFTT L LETEEEA, GEO ZEMITT S
& . "Packet Routing Filter" (/87w b = JL—T 4 24 - 242 —) HNEREFREIZK
Y., BY/EDEVYBZ L ENTEEY . GEOWREZHFDO— FY R4 —LETGEO
EEMZT BIZIE. A A A= 1—[ZT"Global Balancing" % &R L . "Disable GSLB" % 15
RLFET,

WNry R TANE—DBT I T4 TTHEWNEE, A— RIRE—([FBEMAZ P T+ T—F—
DEELITLETD,

T4 NA—FFHMILIBE, O—FIRA—%8BALEIV A7 b LEREY—E
ANDT I RRIEEZZITETA, =, EV—N—Hm5EESIN, SNATHERES
NzO—FIYREA—TREBINz S T4 v I 3EEEZITERA,

Reject/Drop blocked packets (A &hf=nry tD) S/ b/ FRY )

R MOSEESNIZ P/ Y EHATIEXHEE) X b (ACL) TIB VY Infi5
B, TOEXRIIEE. 88 (FOv ) ShFET, ICMPES/\7y FERT L50—
FIRXRZ—%RETEEIN, X270 LOEBALL. BFEDHFAF. JOVY S
Nt=4ry FE2FDFFERFOYTITEHIEEHELET,

Restrict traffic to Interfaces (f Y3 —2 T A AAD 5714 v ZHIR)
EHEINTWAY TRy FEIDIL—T o VT EHIBRLET,

10.4.2 Access Lists (P2 ERJR )

O—KRYRA—I(E, TS9O YR IZEDIDLKTHOERFE) R+ (ACL) VAT L
#HHR—FLTWET, PO ERGHE) R MIBESNARR MRy FO—2(E, O
— RTRA—PEET I —ERADTIERFETOvY EhET,
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Blacklist

Blocked addresses Comment
Block Adaress(es)

Dekte

Whitelist

Comment

Alow Address(es)

10-12: 79 €AY R +

ACLDEJIZIEDDIE, /187y F T4 LA —DEHICHE>TWSEEICRESNET,
RIA R)RME, BEDIP 7 FLRFRF7Z FLRAEEANOGDT I ERAZHALE
T, RTA MR MTHEESNEZT FLR (FE7 FLREHE) A, T5vI XK
THRESNEEHERIZEENDIGE., KTA LR FOEENBEINET,

TSYDYRAMITZRLADBESINTEDT ., RTA R R KMZIDHT7 FLADEE
SNTWREBE, RIA MR FTEESINET7 RLANMSDEFROHEFRT SN, F0D
D7 FLAMSDERKFZ IOV ShET,

AT arTIE, "R MEREFERYFT—IDIP7RLRZT7V X -2 bO—
U= JRBMZEM (FEFURXIOGHEIR) TEEFT, Flo PXTLMNIPET FLR
T72THEEREINTWSDIGE, IPVAIZIMATIPVE DT FLRAEY R MIIBETEE
T, RYLIT—DZFEETBICIE. 2y FT—OFBAFEFERALET,

BIZIE, TS5 1R MIZ192.168.200.0/24 D7 KL RAZIEET H&. 192.168.200 D
Y RIT—HDLEIZHBZITRTORRA NN TAYI ENFET,

FOVRJRAMITHEED S 74907V TBHEIER

L. ZnERBLEIPZRLRIZTIA I FA— FOREY—E XMEEK

ESINTWDIGEE, #UAR— FOEREBY—EXIFIEEICHELEE

ho BHIR— FOREY—ERIZTED LS 71 v MEFS T

BIZ, T4ILEAD—FORES—ERIZTED RS T4 v I NZIT
Freonxd,

CDiHA. LEDOHEEERICEY FHELBIENSISESNED
ERHCI=O. BRDIPTY FLRAZEEAT HEIITLTLESLY,

10.5 System Administration (> X T L EH)

B Toavid, O—FIRRA—DEARLANIILDERZFIHMLEST, EELHRSA VM E
LT, HARZTRNSGA—FIZEBEZMABICIE, 72B—T4 VI BEBIP7RLR%E
FRTIVENHYET, ChDFTLarnE<IE, PATLDY) T— FHARBE(C
BYET, SNODINTA—FEZEBEERBLIGEF. R7THE—DT I T4 T
ATLETHNEEEZITET,
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10.5.1 A—HDER

FIZATUVADINRIT—REZEBLET., cnEO—HILDT T34 T7 U RIZDHE
BAEh, HABRIZBITA/IN\— b F—DT7 TS5ATUADINRAT—FRIZITHELFE
Ao

Current Password
New Password
Re-enter New Password Sel Passwond

User Add User
l’-nwod
e tumus !-v-v

Permissions Action

EEMPUser Uwer Adminmtration Modty | Delta | Password

10-13:1—Y—NEE
"User Management"BIE Tl&, UTDIREEETTEET,

o HENI—H—/IX\XT—FKDZEE ("Action"t4 L 3 > D"Password"7KR32 V&Y
)

o FHA—HY—LZD/NRT—FDEN

o BEDI—Y—IERDZEE ("Action"tY > 3 VD "Modify" RE2 %5 1) v)

1I-Y—BISEATESOR, BEF. EUFE () . BEUTVE—R37 ) £
T

“Use RADIUS Server"4 7> 3 V& FERTHE, 2—H—HAO—FKIRA—2O5 (40T
BEEIZ, RADIUS H—/N—[C K BRI ETONEIDNERETEET, COAX TP ay
#FEAI ARIZ. RADIUS H—/ DM EZRTET ILENHY ET,

A—RKYRXA—TIL, RADIUS H—N—ZFRALTI—H—0RJ A4 VRBIAFTAET,
FDHBE., O— KFTRE—H 5 RADIUS H—/N—[Z1—HF—DIEHRAE S . RADIUS H
—N—MWBA—RIRE—IZZFQA—HF—MRBIAE SN ESHNEMENET,
RADIUS H—/N\—DEFEICEAT 5L, /321074 2B LTS,

vy a VEBNEMICLE > TLNSIEE. C DEME T “Use RADIUS
Server’A 7L a VIEERATEEF A, 92321075 238BL T
KEEW, £y a VEENBHDE FICRADIUS H—/N—%BET
BHEIZDONTIX. %2 2 3 > WUI Authentication and Authorization
(WUI [Z & BBREEHERERE) © (WUI IS &k BEREE S HERRERE)
FSRLTCESL,
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Permissions for User KEMPUser

Real Servers

Virtual Services

Rules

System Backup

Certificate Creation

Intermediate Certificates

Certificate Backup

User Administration | ¥

All Permissions

Geo Control

10-14:1E[R

Set Permissions

EETIEX, A——#ERDLARNILERETETET, CORTEICHEDINT, 2 —H—

‘%ﬁ%ﬁ_ﬁ'é;ﬁi&"%@%ﬁlﬁlb\&i"J £FY, T34 ) a—H— ("val") &, EIZ
FTRTOBEEZHERATHEREZF>TVEY, tho ) 1—F -k, —EDOHEEEAH]

REhdBENHYET,

A—H—HEROFEMICDOLTIE, KEMP A—FI X4 —

LY,

HaBMEZSRL TS

ZRftEA—Y—E, 2 —F—BFEERZHF>-TLWELTEH, BADNRT—FZZEE
TEET, LRI E1I—H —H"System Administration > User Management" * — 1 —7#4 7
avEY )y 9 5E. "Change Password"BIEHARREINET .

Current Password

New Password

Re-enter New Password

| Set Password |

10-15/3R 7 — FDOEE

A—H—F, COEETERD/INRAT—REERTEEY, NRT—FZ2ZEETHLE.
HEREELSRREINET, TOHR, 2 —F—F, ILIREL/IRRT—RTO—F7

AE—IZEERTA VT BHEIRODLNFET,

10.5.2 Update License (514 ADEH )

BEICE. REDFA U ANEMLG>I-AfFE. REDSA U XOAENHAR
NRREINET, A—FIREI—DIA U RZEHT HHENC, KEMP DEHBZEOICH
BUWEDHE <A, "Upgrade"t T 3 VEFERTILENHYET . KEMP ADE
BUWEbhE®RERE "Upgrade"r T a VERRIC, 70540 EFT5M40D2DO0DA

K
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J1y—X/— 1+ (Ver7.1-28a)
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ETCIA U REEBHTEET, FAXOE@EICEAT 23#MIE. UTOEYavE xS
BLTLEEL,

HHMELUFIBIZOWTIE., StV R BEESRBAZSEBLTESL,

10.5.2.1 >S5
Uuid: 93d10f26-74a1-4623-9444- 1002fa0ff240

Activation date: May 05 2015

Licensad until: June 05 2015
m] WEME jdentifier: ]{'»tqqs}i“ l‘r:v'ﬁ.[nlsjn' h m:h)q' ————

pgrade e e =" Update License

‘y _— ) PAssword ssssssse e
‘—L-l;bu—c_x_ophc;n—s’ :

® 10-16: 51 BV ADEH - FoS51VER
T4 VAXTSA U REZEFHTHIEA. O—RKIRI—FA U2 —3y MIHER
TEIDLELRHBYES, 0514 VARXTSA U REMET HIZIE, "KEMP ID" &
"Password"F AN HBHENHY FT,

— -
10.5.2.2 F751>%5
Uind: 9ad10¢2e- el 46232440 10020140
Activotion date! May 05 2015
Uicenand entil: June 93 2019
Flease obtaim your new license from yoor KEMP represectabive o by visiting Gat Lcanss
Arcoss Code: Sebi4-4edn-plogg+305g
Licerae Lpaane Leense
| Dot Opie

10-17: 514V ADEH - #7754 VAKX

TISAVAKRTIACVRZEHTSHH5E. O—FIYRXE—IZTSAEVATXR b+
FANTHIBLELRAHYET., 42 RXIE, KEMP E£1=[L"Get License"M S5 AFTEFE
j—o

BRTDIA L ADBEICL > TR, BEBNDLEICEDIGENHYFT . ESP 54
TUAADT YT T L—FDHE. BEHRICEEINILETT,

"Update License" 4 7> 3 VI, (RILFTF 2 FE®D) KEMP
Condor CEMEShE=TF 2 rIO—KYRA—TIIFIBETEEE
Ao THIX, Condor DL ARILTSA VAN EEREINS=HTT,

Debug Options (T/VwoF TS 32)

"Update License"BIEIZ (X T /Ay FA T a UARAESNTEY., SA U RAREICET
BTN a—T4 T TRILILET,

10.5.2.3

K
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License checks

Ping Default Gateway

Ping DNS servers

Ping Licensing Server

10-18:FIAMEEE T/Nv T4+ T ay
"Debug Options" R 2 V&V v FTdE, UTDTNYITHTLavhRTINET,

e Ping Default Gateway (T 74 JL b5 — b = A [T ping #i%1E)
e Ping DNS Servers (DNS H—/\—I[Z ping #%1(E)
e Ping Licensing Server (54 &> XY —/\—I[Z ping Z#1%X1{E)

License checks

Host FQDN 10,154.0.3

IP Address 10.154.0.1

Packets detads 1 packets transmitted, O received, 100% packet loss, time Oms
RIT details

Ping Default Gateway

Host DNS 10.154.75.25

IP Aodress 10,154.75.25

Packets detads 1 packets transmitted, 1 received, 0% packet loss, time 0ms
RIT details It men/avg/max/mdev = 0,.462/0.462/0.462/0.000 ms

Ping DNS servars

Host FQDN alsi. kemptechnologses.com

IP Address 128,136.6.24

Packets detadls 1 packets transmitted, 1 received, 0% packet joss, time Oms
RYT details it min/avg/max/mdey = 106.171/106,171/106.171/0.000 ms

Ping Licensing Server

Clean ping ogs

10-19:ping DFHE
ping RAEV v d5HL. BRDFIIZ ping DIERNKRTEINET,
"Clean pinglogs""R2 V&V ) v U3 5&. GRIDIDERNI U7 INFET,

10.5.3 System Reboot (AT LY T—FRK)

Reboot \ ‘Reboot ‘

Shutdown|| Shutdown

10-20: R T LY T—k

Reboot (1) T— k)
FISATUoRE)T—LLET,
Shutdown (Y% vy k&)
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COREEV VI HE, O—FIRE—DERZVHLENTONES . Moh
DERATERZVIHANECKBMLIBZEETYH, CPUIRRLELET,

Reset Machine (¥ 2Dty )

S4tE AR, A—H—Z. BLUNRRT—FDERERLS. PTSATUADEEEY
ty FLET, BRAORRIE. HARTDT7 O T4 THETTSATURIZBESNE

ER
10.5.4 Update Software (7 7—A™ = 7E¥)
Software Update File: Chocse Fle No fe chosen Uptdase Machns
Restore previous version: 7.1-25-911,20141218-1859% Restore Software
Installed Addon Packages
Addon Package File: Croose Fie Nolie ck‘/_seﬂ ! Instal Aj:x‘-r Package
vmitoolsd Version: 7.1.21.753 Iratabied: Wed Oct 22 20:27:22 2014

10221:V 7 b2z FDERH

77—LITT7DEHFICOZTFLTIX, BHBRFTEFTHEBRWELEEWNEYS, 77—
LDTT7EFOA—RTBICIEA A=Y MIT O ERTEHIBELNHYET, /8y
FIZBH9 B EEHIEHRIL. http://forums.kemptechnologies.com/& Y AFTEFE T,

EEOEH

TJ7—L9TT7DEHETAET. NyFIF. HILWLWI7—LozT7ELTYY—RE
NEITOT, —BO—HILTARIANEY O—KLE#®%, CZI2F0OOyr—o30%
BELET., Ny FHREMICLEDIE, V) —RIERZERTHELOIRONET, BH
EETITAICIE, REZBEEFIILENHYFET, BEICKHLT, 2D T— IR
BTZEET,

Restore Software (7 7—.L™ T 71&IR)
A—KRIRZ—DI7—LITT7EHENETLESE., COF T a EFERLT, U
BDEIRIZET ZENTEET,

Install Addon Packages (7 FA /15— MD4 VX =)L)

KEMP O— FRRA—IZIEXT7 FA IR T—DF A VR M—=ILTEFEYT, 7 KA 2n\y
F—UTlE, O—FIR 2 —DEMEENFEESINTVET, WEE TIE., VMware Y
— DT FAUDAHFEATEET, §&. 7 RA UHEEZSISIZEMNTSFETT,
VMware Y—ILDT RA Iy r—UICET 5L, DRALRBRE74—L T9=
AV —bZESEBELTLESL,

T KA 2Ny —T X, KEMP Technologies D Web H-1 k
(www.kemptechnologies.com ) M5 AFTEEF, http://www.kemptechnologies.com/
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T RAUNY =% A4 VR —ILT BIZIE. "Choose File"% 7 ') v

JLTI72740L%F TS5 X/FERL., "Install Addon Package"% % ') v

JLET, ZFRAEURYT—SDA VA M—ILERT T BIZIXER

FTEALEAHYET, BLERFDT KAy sr—C% 7y 70
— RFL=BE. BFEONRYT—URLEES/BEHINET,

A VRAM—IWENET FA VRO r—DEREBTERNEE, KD
TERAIBIRRSIN, NV T —CZRETELGA 22 EETI]R
ESHLXFLIRTREINET,

10.5.5 Backup/Restore (BRE/NVHO TPV T/ YR KT)

Create a Backup
Backup the LoadMaster || Create Backup File |

Restore Configuration

LoadMaster Base Configuration
Backup File:| Choose File | No file chosen VS Configuration | Restore Configuration |

Geo Configuration

Automated Backups

Enable Automated Backups | ¥
When to perform backup | 00 ¥ |00 ¥ |Day of week | Daily v | | Set Backup Time |
Remote user | Set Remote User |
Remote password | Set Remote Password |
Remote host | Set Remote Host |
Remote Pathname ‘ Set Remote Pathname |
Test Automated Backups || Test Backup |

1022289 9 7y FEER
Create Backup File (/S v O 7 v I 74 ILDERR)
FEY—ERADRESLUVA—ALT ISA T UORDEREECN\VIT v TEERL
FY. FM U RIEHRE SSLAAZEERI NV I T v TICEEFNFEA,

TJ7—L9TTF7/IN—232 7128 DO —KIRA—DINY I 7T
W TEMBDITEFTTLZEL, HEIDN—D a3 VIZELTNAYY
Ty TE#ETXTLTLES Y, /A—232 7.128 [2T/NRAT— FDEE
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SEAKMNEESNFELIz, TD=H, LRBOIFUAIZHE-1=15
B, NE~DT7HU+ERX (EA—JL, RADIUS, LDAP % &) IZFERAL =
NAD—FREITRTHEZETHILELHY FT,

D7—LzT7DA—ILINYIDULERIGE. FTIRHIZLEID D
7—LOTTFN—=UavICELTHAL, (WEIZIELT) NvyH7
wITTBHIEEHELET,

Restore Configuration (XEIFHRD ') X +7)

JE—FI O UNLERTEETTHIHEE. 1—H—IXETT H1EHROELE ("vs
Configuration", "LoadMaster Base Configuration", "Geo Configuration"., E7/=(ZZ M 3 D
DATLa DlAHELE) ZBIRTEET,

HAR D UIZO VLIV VDREEZ VR NTFTTEHIEIETEEEA
(ZDHEHAT) ,

ESP WA o> TLSHREY—ERDEREZE. ESP BNEMITLE ST
WAV UICYURBMTTHILERFTEFEA,

Automated Backups (BEBI/\v I F v )

"Enable Automated Backups"F T VI Ry I ADNF UIZH->TWWSIHEE. BERF-IAE
MTEBNYI TV ITEETTILS. VRATLERETEET,

When to perform backup (/AY 9 7 v TDERITEAIY)

NNy Ty TOREME (24 BfEH) FRELET, BBIC. Ny 7y TE2#EBETTS
N BEDERICETTEINETERLET, FBRMVEH o= 5. "Set Backup Time"7R 4
vEVVYILET,

Remote user (1) E— b —4H—)

JE—FrRRAMZIT7OERTH1I—H—4

Remote password (1) E— k/SX D —F)

JE—FRRAMITIERTHEHDNRRAT—F, SOT4—)LRIZE, BHFELY
FEAEDFEBFNERATEET . UTOXFIIEATEEEA,

o HIfHISF

%( A—KIREZ—21)—X 1JIJy—R/—F (Ver7.1-28a)
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e ‘(FRRFBT1—)

. (F5=)
. HIBRXF

Remote host (IJE— FRX )
JE—FKRRX M

Remote Pathname (') E— F/XR4)
NG T TI7AINERNT D) E— KRR L EDIGFR

Test Automated Backups (BEI/SXY O F7 v TDTR M)

"Test Backup"RB V&V Vv I $dHE, BENYIT Y TORENEL S HEET 2N E
SHFIVITETRAETENET . TR PORRE, YRTLAVE—TT 74
IWTHEETEEY,

N, BNy I 7y JDEETO FJLIEFTP DAY R— KL T
L\iTD
10.5.6 Date/Time (B {+.7FfE)

Fiffl. BRORENMTAET . YZaTITRET HH. NTP KRR FEHEE L THED
SVRHZEEBNICRETEEY,

NTP host(s) | Set NTP host |
SetbDate |9 ¥ | Jan ¥ | 2015 r ISET.DET.EI

Set Time | 11 ¥ })53 v ;32 ~ ISE’LTimEI

Set TimeZone (UTC) | UTC r Set Timedone

10-23: At H & YR D E
NTP host(s) (NTP 7/RX k)
NTP H—/N\—¢ LTHERATARAMEIRELET, NTP (X, HABRB TIFRCHEINS
ATarTd, BE—azZy rDFEIF, A —H—INEFEICKRETEET,

BALT—2IF, BICFHTRET DBEADHY FT,

K A—KIREZ—21)—X 1JIJy—R/—F (Ver7.1-28a)
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10.6 Logging Options (A4S AT a3 )

A—RKIXAZ—DOJIZE, FTSATUoANDTyab, TIIZEKBAADAAN
vEAHAINET, O—FIRF—OOJERIE. 7TS5A4 7V ANERE L1-15
B. VY SN, #HBFEINGVWIELITEELTLIEZSW, PRATLEDA RV MHSB
SLERDHMBFNEELRIZEICIL. SNMP TR v —, Syslog b—/\—, SMTP H—/\—73 &
EHEALEAESBT NS ANDEREZSHHLET,

10.6.1 System Log Files (YA TFLDOTI774A)I)

Boot.msg File | View

Warning Message File || View

System Message File | View

Nameserver Log File | View

Nameserver Statistics | View |

IPsec IKE Log | View |

Reset Logs | Reset |

Save all System Log Files | Download Log Files

B 10-24: AT LOAST 774 )L

Boot.msgFile- S ATLMNT—rLI=BOAvtE—C%EHK LT 7A4ILELEaA—T
TFET,

Warning Message File (BEDA Y E—VT77M4I) - O— RIX 2 —DERPIZEEEH
SNEBEHEEZEATLET,

System Message File (VATLDAYE—UT74)) - O— IR —DERTPIZE
BENZVRATLARVPEBATVET . FRL—T A VI VRTLLRLDANY
FEBA—RIRZ—DRFAARY FOBANHERTT,

Nameserver Log File (R—LHY—/A—DOS T 741 )L)
DNS R—LHY—N—0OJEZRRLET,

Nameserver Statistics (R— LAY —/\—O#EHER)
F— LY —N—DORFOHMITEREERRLET,
IPsec IKE Log (IPsec IKE D A %)

IPsec KEDB T ZRTLET,

Resetlogs- I RTDA Yy t—UHFHEELET,

K A—KIREZ—21)—X 1JIJy—R/—F (Ver7.1-28a)
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Save all System Log Files (VY ATLDAT 7744 IVETRTHRE) - YR— bRED—
IRELT, KEMP DY R— MRV EERTIRELH LI HEEICEALES., <D
REVEDY) Y FTBHIET, FRATDPCIZTI7AILEFRELEERT, BREEDYR
—MIENLZEETEFEY,

10.6.1.1 Debug Options (T/Vw o4 TS 32)

O—RFYRE—IZ(E, EHREECHBEDET AMRIC. 12— —OKEMP DY R— M

FIDRA Y DERIET DO, SEIFLEHENHAESINTILVET, [Debug Options] 7~
BUEI)YITRE TOEODTREARARTEINET,

KEMP | #1Load Balancer

Disable All Transparency

| Disable Transparency |

Enable L7 Debug Traces

| Enable Traces |

Perform an I7adm

| [Tadm |

Enable IRQ Balance

| Enable IRQ Balance |

Disable TSO

| Disable TSO |

Enable Bind Debug Traces

| Enable Bind Traces |

Perform a PS

Bl

Display Meminfo

| Meminfo |

Display Slabinfo

| Slabinfo |

Perform an Ifconfig

| config |

Perform a Netstat

| Netstat |

Reset Statistic Counters

| Reset Statistics |

Flush OCSPD Cache

| Flush Cache |

Flush 550 Authentication Cache

| Flush SSO Cache |

Linear S50 Logfiles

Stop IPsec IKE Daemon

| Stop IPsec IKE Daemon |

Perform an IPsec Status

| IPsec Status |

Enable IKE Debug Level Logs | Enable Logs |
Netconsole Host Interface| ¥ | | SetNetconsole Host |
Ping Host |Host: Interface | Automatic v | | Ping |
Traceroute Host |Host: | Traceroute |

Kill LoadMaster (1343282)

| Kill LoadMaster |

10-25: 7/ FHFoay

Disable All Transparency (TRTD T VART7 LI —%EIE)

BEREH—ERXRED S VARTLUO—FE ML, LAYV 7T EZFERTHE558H L
T, FELTHEALTLEZL,

Enable L7 Debug Traces (L7 T/3v 45 b L—XDE#L)

K
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“System Messages”IZ, BBMMIE L7 TV CRDT Ny JEREEALET,

Perform an I7adm (I7adm D =E1T)
L7 DR —ERXRDFMEREZ T —IILEATERRLET,

Enable WAF Debug Logging (WAF DT/\vy 5 O 28T 3)
AFP DTNV T FL—REBHIZLET,
DA TLAVIEIRED S T4V IEERLET., =, AFPD
NBEELETLET . KEMP OEMYR— kNS ZDA T avs
FHTALSICERENEBEDH, COXF T avEEMZLT

SV, EBEBRETIOA T a vEANTLIOEFHRELE
A,

AFP TNy RJIEvO—XEnFEFRtA, AOTRKRELKY T ES
EEF. BBRELTERASINET, TN\VIJOJE#BEAMIZT SIC
(. AFP DAL TR TORBY—ERDERFEICE VT, AFP ZEM
[CLTHALBEAMICTIVHENHY T, £iE. TnoDRE
Y—EXICEETDIL—ILEBEHF LTS,

Enable IRQ Balance (IRQ BHE9EDEIIL)

RQ BRI ZEEMLET, RFEESR—FEEDIRTRTEMICLTLESL,

Enable TSO (TSO Z&%h4t)

TCP S AVF—avA 70—k (Ts0) #H%-ZLET,
CDFTLarvEERTBHIHEF. &F KEMP OEfiiHR— D
MRS, SOAToavnEBRFBEHERICEDICHY FE

d-o

Enable Bind Debug Traces (/3 > KT/3v 4 FL—RADEHIE)

GEO [T T B/NA Y R TNy T FL—RADBTEFMLFET,

Perform aPS (PS M1T)

VATLDTOVRKEFLR—FLET,

Display Meminfo (A€ J1FHROEXT)

DATLDOAE)—FERKEEZRTLET,

Display Slabinfo (RS TiE#D T R)

VRATL®D Slab FHRERTLET
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Perform an Ifconfig (Ifconfig M 3E1T)
DRATLNEDTARTDA—HY Ry bAR— FOBEBRERTLET,
Perform a Netstat (Netstat D 3E1T)

Netstat DHAZRTLFET,

Reset Statistic Counters ((iEtHV 2 —D U+t v F)

Metho ey TEOICLEYS,

Flush OCSPD Cache (OCSPD D ¥+ v ¥ 2 %HE)

OCSP AL TY 547> MEtBAE Z IR T 155G, OCSP H—/N—D o BE LI E
MOCSPD FrvwiadhzEzd, COREUVERTE, COXF vy 1% HEETEET,
OCSPD MF ¥ v aMifE(X, HEEITS & &0, FAEEM A+ (R NEHE
nizEEIZRICIBEET,

Stop IPsec IKE Daemon (IPsec IKE T—E > DELE)

A— KFTAARX—® IPseclKET—FE V& EILELET,

COREVED YV ITHE. TRTD FURIIVOERMELELF
ER

Perform an IPsec Status (IPsec A T—% AN FER)

D IPsec RT—RAAHNERTLET,

Enable IKE Debug Level Logs (IKEDT /3y J LA )ILOATREEHRE)
IPsec KE@BAT LARJLEFITLES,

Flush SSO Authentication Cache (SSO BREEDF+ v L a1 ZHE)

“Flush SSO Cache” RR2 &V ) v §5HE, O—RIRIA—IZREINTWLWSLVTIL
A AU DX Yy alEEINET, ChIZKY., YV F LA oA U EFALT
O—KYRE—IZEHELTWAIRTDISA 7o AT AT7ENET,

Linear SSO Logfiles (J =7 sso A4 2774 JL)

TI7HILETIE. HILLWAYTI7AMILERFETESELSIC. AVLAT I 7 ILILHIBRE
NEF, CNIZEY, TJ7ANLNDRTLR—WIZHELIDEFSCZENTEET, “Linear
SSO Logfiles” F T v IRV IV REAUICTHE, VT FAILDEIBREINAZNKSIZT
TFEY,

"Linear SSO Logging" & {4 531546, OJ 774 L= EHMIZHIRE
FIZTF7AIINDRATLN—WIZHEDE, OJICREEINGEVEER
BH—ERIZTIVERENDZDEH =86, ESPAEMMICHE->TLND
RES—ERADT7 I AN TAY Y ENFET, ESP BNEMIZHE-T
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WABRBY—EXADT Y XIL, "Linear SSO Logfile"HEHEIZ & 5 %2
BxZITFEEA
Netconsole Host (R VY —JLIRX K)

BELERR FTEHMET B syslog T—EVIZEKY ., EELHH—RILAYE—UNTART
RIESNFET, syslog b—/N\—[FO—HIJL AN EIZELS BENHY TS, £f-. Ayt
—UIE UDP TEEEINFET,

“Interface” TIL B A1 —IZT, EDAUE—T A RIZHYy barvy—IJLRR +
FERETHANEERTEET,

BELERAY FaAVY—ILRA DS, BIRLI=A V2 —T 4R E
[CHBEZHERELTLEESWL (F5THWMESIEIIS—HFEEL
x£9) o
Ping Host (ping 8RR k)

ELARR MITpingZE2TLET, ping DEETA 22— T 4 RIE. "Interface”
KOy IADOU YR MITHETEET, "Automatic'F T a3 V5 EIRTDE. BHED
I RIT—=DLEIZHBT FLRIZ ping ZEET H=ODBEUHEA 2 —T =4 AHER
SNEY,

Traceroute Host ( k L—XJL— FRZX k)

HEDKRRA LD FL—RIL— FEERTLET,

Kill LoadMaster (A— FIY X2 —D=FL)
A—FIRXRZ—DITRTOEEEZEANICENILET., SA1 Lo REBELRET D
&L O—FIYRE—DEEZEEFATESLSICBYET,

O— FYRE—O#EEEEMIST 2IHEIE. BT KEMP DEHTHK
— MHEHCES L,

"Kill LoadMaster"#4 < 3 > I&. KEMP Condor DTF > kD O— K<
A —TIIFETETEEA,

Interface: ethO v | Address: Port:
Options:

‘Start:‘ Start | Stop: | Siop | Download: | Download

10-26:TCP > 7

TCPEVT
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HB1204—Hxy hik— bk (FEEITRTOS—Y Ry biR—bF) DTCPEF L T#H
RTEFET, PRLRER—FDNTA—F—, BEXUVZDHD/IATA—2—%IETE
TEET, "Options"TFRX M RYYXZIEHEK 25 XFEFTAATEET,
A—HF—NE U TDELESIVRBEDYBZ S ENTEET, . FUoTEHTE
DIGMIZAHYO—FRT B ELTEEFT, TCP AU TOHERIE. Wireshark 2 ED /4
v b L—RBITY—ILTHRITTEET,

ML, vMware Y—ILDT7 FA v hr— BEERBAZSHE LTS,

10.6.2 Extended Log Files (355045 27 1 JL)

"Extended Log Files"EE TlX. ESP M AFP ##EEICBET 2RI DA T 3 vARESIATL
F9, ChoDOFIEkEMIZEESNA, O— IR E2—DBEHZILFETEET,

AT avEdARTRRTRIzE. HrsavesyvsLEd,

AFPDOJIE) TILAA LATIEERESNEREA. CcOOJ(X, AFPD
IV UNRERICMEEIT>THORK 2 DRICERSNET,
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File Action

(=]
from ?@"' connection
‘ ' |connection-20140423.gz
ESP Connection Log | View | to | FEH
filter
=
from | PR securnty : -
T | SECUNtY-20140423 gz
ESP Security Log || View | o B |security-20140424 gz
security-20140506.gz ~ |
filter
=]
from E + 1 user -
ESP User Log || 'Vieer to | iz
filter
=
from T‘F‘:ﬁ wafaudit.3 «
WAF Audit Logs | View | i i
filter
(=)
from | i connection -
' __ |connection-20140423 gz
" , to i security
Clear Extended Logs || Clear | security-20140423.gz
- security-20140424 gz
security-20140506_gz
user
wafaudit.3 Y
Save Extended Logs | 'Save VJ (+]

10-27:ESP A+ FLa v
O—RIYRE—IZE, ESPELIUWAFIZET 54 200 774 LARESAET,

e ESP Connection Log (ESP iEfE0 %) RIEHIRREZCER
o ESPSecuritylog (ESP ¥ )T, AY) (¥ T+ EELZT TR
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e ESPUserlog (ESP A—H—R4) :1—H—0OJ 1 VIEHET TR

e WAF Audit Logs (WAF B5&E DO Y) ({xiEH— E XX EEIED"WAF Options"t 7
3 U M"Auditmode" KA A DU X FTEIRLEZABICE>TWAFOOY
FERLET, £ RMJIZYUR FENZE S, REY—EX D IZHE
LET, REY—EXIDZWMEFTBHICIE. AP 2—T A ABNEHITHEHT
W5 Z &#fEZE L ("System Configuration" > "Miscellaneous Options" > "Remote
Access" > "Enable API Interface”) TH 5., Web T75H—D7F7 KL R/\—|C
https://<LoadMasterIPAddress>/access/listvs & AN LET, RAEH—E XD index

AVTYIR) ZFzv I LTLESL, Thh, BEEOIJ IV FIDESIC

I HESTY .

A7 ERRTBICIE, ZETHATD0View REEV v I LES,

RRTHO0TE. EEAETIAINEA—TEET, BEDBMNEEDOST ERFT HIC
(E. "from"7 4 —J)LF&"0" 7« —JL RTEMNZERL, "View' R22EF0 v I LE
Yo Flo. 7—hATENAT T 74 ILERTTBHICIE, J71LE—ENSBHD
T7A4ILEZERL, ViewRAUED) v I LET, 51T, “ilter” 7 4 —)L FIZHEEE
PERRBEEAAL, View'RAVEI Y9I LTEHL, AT IT7AILETAIILA—TE
F9,

Clear Extended Logs (#EEROS D 1) 7)
"Clear"RA &V ) w3 5E. RAT I RTHIBRTEET,

B EEEERET 0. AT I 7 IIL—ENLBADOOT 774 ILEERT ZHh, oY
T7AIL—ENSOTDIESE (LA, EKE. X274, 1—H—) ZFEIRL.
AT I77ANLETAILEI—LTHhLClear" RAVE V) I THE BEDAT I74
IWZHIBRTEE T, BEEAYE—IUARTINEFZEE. “OK'EZV )y LTLES
Ly,

Save Extended Logs (#3805 DRTE)
"Save"IRAEV U I T HE, EQTEITRTIFZFAIICRETEET,

BsEEEHRET oM. AT T 7 IIL—ELDBADOOT I 74 ILEERT BHh, OF
T74IL—ENcO T DFEE BIAR. #x, X274, 2—H—) £FRL. O
JI27A4NET4ILEZ—LTHLSave” REA V&I ) v o THE BEDOTI7M4IL
ZHIBRTEET,

10.6.3 Syslog Options (204 - A+ FL3)

O— K< R4 —I%. syslog JOraLEFEN, BABEBLELIS—AYytE—CFHAT
EFET, choDAvtE—TF, BEO—DILAEYY—ICEEIILET,
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Emergency Host

Critical Host

Error Host

Warn Host

Motice Host

Info Host

Change Syslog Parameters

10-28:> 2045 -+ FL 3>

2T HT—ILFIZEEETSHIP T FLAZAHNL., "Change Syslog Parameters" % %7 ')
YPFBHIET, CDIFT—AyvytE—TVFE— D syslog B—/N\—ITEETHLS5A
—RYRE—%2BETHIELELTEET,

6 DDELAHALRNILDIS—AYE—IUNEEINTVET, ELRANLDAYE—D
=, BB Y—nN—~LENFT, LAJLIL, INFO, NOTICE., WARN. ERROR.
CRITICAL. EMERGENCY TT9,

& Syslog 74 —JLRIZW L, RK10EETHDIP 7 FLRZE@ERIIZ
BETEET, P7RLRIE, AR—ZARYPYND ' X FTRHT S
WHELABHY FT,

Syslog H—/\—Dt vy b7 v TR, RRSNDAERMELHDIA v E—CDF2 1 TDHI
X, UTFTOEBYTY,

e Emergency (BR) :W—RIEEDERLIS—AvtE—D

e Critical (EX) :2=v b1 TEEMNAKLEL, 1=y F2ATRE—L LTUNIE
S| EHLEIRE (HAEY R 7y TDIEE)

e Error (T5—) :192.168.1.1 M5DJL— FDEE TS5 —

e Warn (BE) (/13— 7J x4 ADEBH/IFLE

e Notice (X&) :FFzIDREEH

e Info (1B :A—HILTT7 KNFA XENfcA—Y Xy k7 KFLR

syslog A v E—UT1DFETHRIE. TN LEAMICART—

FEFESNTWSHEWSIZETT, DFEY. KX FAWARN D A v

T—CEZETHLIICHRESNTNSIGE, ATDAvE—DT

7AILIZIE, WARN IFTDLARILDIARTDA v tE—IREFENT
HOSnZFzT,
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HL L. WARN EZD—DTF® NOTICE ICRIL L RAATH—/N\—%EELI=HE. NOTICE
LRILDAYyE—VIERICLARR MZZEEESNET, &2 T, ALHRRA ME—DLLE
DULANNIZERELLEWS EZHEBHLET,

1JE— b Linux Y—/N\—TH—FKIRXRA—MD syslog A vE—T%FZF (T 5N 5K (2 syslog
TOCREBMZT B=HIZIE, syslog #“r" 75y I H#ITTRMLEFNIELGZY FE
Ao

10.6.4 SNMP Options (SNMP F+7F< 3 >)
CDAZa1—TIlX. SNMP DEBREZLEETEET,

Enable SNMP | «
Enable SNMP V3
SNMP Clients

Community String public

Contact

Location
Enable SNMP Traps | +
SNMP Trap Sinkl

SNMP Trap Sink2

10-29:SNMP +F< 3 >

Enable SNMP (SNMP DF %h4t)

CDFTvIRYDRIE, SNMP A FYH REZB/EMZLET, -&z2I1E. C0AT
avEMEATSE, O—KTRA—MSNMP BERIZIGET BLIRETEET,

T4 IL FTIE, SNMP [XFEHIZHE->TLVET,
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BWEENEMCLE>TVDRIEE, RO LTV THERSNET,

e ColdStart (SNMP H 7 X T LMDRAsE/fF1E)

e VsStateChange (REH—ERXIKEEDEH)

e RsStateChange (EH—/\—iREEDZE1L)

e HaStateChange: (HABRNDHA: O— KITRAA—DIT x4 ILA—/1—)

TUTL— TR LTz, ESPAEMICH > TVWSEREBY—ERXNE
fRIZSNMP ZFAT RS, YRE—H—ERIZEADTIEEL.,
BHIT VS ZEEERTIELSICLTLESL, Chldk, FiE7Oo+x
DY TH—ERFIEICREBFTHIELTI—V EIND=H. £
DR, TOIRF—HY—ERLREHKICKREITHEIELTIY—Y
SNBZEICTKDBEDTT,

TRTOA—KRIRE—BEEDT—ReA T FMZET R1ERIX. 3 20T 52—
4 XBEEFD MIB (BEEFHRA—R) [TEHINET,

ONE4NET-MIB.txt IT258—F54XID
IPVS-MIB.txt RBEH—N—D#kEt
B-100-MIB.txt l7 A— KT RE—DIEBRL

ERT—43 RIEH

SNMP 2N LT, B— KT RAE—DMEe/a> 74 FaL—>avDT—4245ERTES
ES52F =02 Th5DMBIZ7AIL (KEMP D Web Y4 MZTAFERE) %
SNMP XA ¥ —I[CA VA M—ILT BDRHELRHYET,

EHhHOUADHEBAE. A—FIRXREZ—D MBAOLERIRT B ENTEET, MB FEHRZE
FARALT=OIZ(X. Linux T NADucdsnmp A > FZFERALTTFREDKLSIZITVVET,

snmptranslate -Td -OS <oid>

ZZTO <0D>F, ATy FERIFTT,

5l:<0id> = .1.3.6.1.4.1.0nednet.ipvs.ipvsRSTable.rsEntry.RSConns
snmptranslate -Td —Ov .1.3.6.1.4.1.0ne4net.ipvs.ipvsRSTable.rsEntry.RSConns
.1.3.6.1.4.1.12196.12.2.1.12

RSConns OBJECT-TYPE
-- FROM IPVS-MIB
SYNTAX Counter32

MAX-ACCESS read-only

K A—KIREZ—21)—X 1JIJy—R/—F (Ver7.1-28a)
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STATUS current

DESCRIPTION "the total number of connections for this RS"

::={ iso(1) org(3) dod(6) internet(1) private(4) enterprises(1) onednet(12196) ipvs(12)
ipvsRSTable(2) rsEntry(1) 12 }

A—KYAA—MIB CEESNE=T—E4TC Y k&, WUI TREESNBZHDD240D
Z_/Q_t V) I“-G‘-d_o

A—KTRE—LEtDT—E2AF T2y bk, EZAHTETIEIHY
FtHA, &oT. GETJH TR+ (GETBULK, GET-NEXT %) DHM
FRINET,

SNMPv3

BEDF v IRV I REAUIZT B E. SNMP BREZNZ/E Y . "Enable SNMPv3"F T vy
GRY D AMKRERTENFET, COAF TP arE&RTSHE. "SNMP Options"EIE [ZH 1=
[22DDTFAMRYIADARERTINET .

NEDTHFAIRYIRIZ, A—FKIRZ—IZ7IERXTBSNMPVI IS4 T2 D
"Username" (A—H—4%) &"Password" (/SRT—FK) ZAHNTERENHY ET,

SNMP Options

Enable SNMP |/
Enable SNMP V3 | v/

Username  bal
Password | ececceee
SNMP Clients
Community String | public
Contact
Location
Enable SNMP Traps /
Send SNMP traps from the shared address
SNMP Trap Sink1
SNMP Trap Sink2

G S P

10-30:SNMPv3 D EZIIE

SNMP Clients (SNMP 2S5 A4 7> k)
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CDATavIzkyY, EEEIFIO—FTREZ—EED SNMP BEIEARRX hADAILE
FRITHIDIEEZTITVET, 1 DULDKRR FEIEET HEEIE. ZETRYI>TAA
LEI,

D34 T7 2 RFHERELAVGEEX. O—FIXA2—[XSNVP B
JIRABMIHLTCODIEEEREENDKRA CNRLET,
SNMP Community String (SNMP D3 = 2 =5 1 XF5%l))

AT aviE, SNMPaAZIa=F4 - AM)UVIDEEZHLEIT, TIAHIILME
[Z“public” TY,

UTDASa=T4XFHEANTEET  a-z,A-Z 09, _.-@()?#%"+!
Contact (SNMP I >4 % )

SOFToavid. SNMPaVA2 Y FRIIDEEZHLET . HIZIE, O—FIRE2—
EBEDEMal 7 FLRIGETY,

SNMP Location (SNMP A4 —< 3 )

AT aviE, sSNmMP O —2 3 VR EANLET,

DT 4—ILRIZIE, TEROXFEINFERTETET,
a-zA-Z0-9 -, ={l@ ()% "+~

"Location" TIXEIEDXFIZ/NY 12 T8RS #) ZAHLENT
(&L,

SNMP traps (SNMP k5 v )
O—RKTRE—DEREH—ERPEH—N—ADEELAARNY MDEEL-BE. S
YITDMELNET, ThiBlE SNMP kS YT ooAEohET, EEEZTO>E. O
—RRRA—[FITRTCDEENETTHETHDL., SLICSHF-THhLEENETETH:
HRAHET, COBRTIRTOERELEEIN, SNMP b5 v THEEMREICHY F
T SHOVIA FRIZCHEALHDIKEZELAHDE. TOKREZEISALEINT, O
I4 CHABERBINET,

Enable/Disable SNMP Traps (SNMP k5 v JDEZ).HEZH1E)

CORTIL-FTLavIE SNMP bSy TOREEEZEDBHULET,

SNMP FS5w FlE. T4 FTIXEHTT,
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Send SNMP traps from the shared address (SNMP k5 v FZH{EF7 FLANDHEET
%)

CODFzvORYHRIE, A—KITRE—MNHAE—FRIZHBEZD
HREREINFET,

FTI7HILETIE, SNMP bS5y Fld, SAA—HAZZY FDIPF7 KLRAEY—XFFK
LRARELTEESNET, COFTLavEEHTBHE, SNMP Sy TIE, TR4A
—HAAZY O SHFIP7ZRLRAZFERALTEESINET,

Configure SNMP Trap Sink1 (SNMP bS5 v T2 29 1 DFRE)

COAT avid, EBEEN S Y TORERIZ, SNMPVL F Ty TEEDRR MIZE
BT ohzEELET,

Configure SNMP Trap Sink2 (SNMP bS5 v T2 29 2 DRE)

DA ToaviE, EEEN LS Y TORERIZ, SNMPV2 bS5y TEEDKRR MIiE
ETshEEELET,

10.6.5 Email Options (E-Mail 7 3 >)

COEETI. Email [C&EDA—FYRZ—BEES R FOEEBHMZRETEFT,
Email BANX. FBRICEZR SN 6 DDBEBRLAIVICEDWTEIETEET, LRNLTD
CICELGDOAREBEZRETE., BLRALVFEHORZEBZRETETET, EA—IILESE
(X, A=Y —N—IZKYFETHA, /otFa7. 3LLEEF2T (SSL) mADEE
FHR—FLTWET, REERERERIL. WUI D“System Configuration”H T A — 1 —
T M “System Administration”7 7' 3 > D “E-Mail Options” M 5ITZ E T
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Enable Email Logging | 1+
SMTP Server Set Server | Port Set Port
Server Authorization (Username) | Set |
Authorization Password | Set Password |
Local Domain | Set Domain |
Connection Security | None ¥

Emergency Recipients

Critical Recipients

Error Recipients

Warn Recipients

Notice Recipients

Info Recipients

Send Test Email to All Recipients Change Email Recipients -

10-31:Email Options (E-Mail A7 <3 >)

SMTP Server (SMTP H—/3—)

A—ILY—/I—DFADN F=IEIP 7 KLRAZANLET ., FODN #FHT 2B EIE.
DNS H—/N\—ZHBEL TS,

Port (;R— k)
EA—ILARY FENIEBT S SMTP H—/N\—DR— FEHRELET,
Server Authorization (Username) (Y—/A—85f (A —Y—4) )

HWEL SMTP H—N—0, A—LBEZTI-OICEEERELELTHLLIE, £
DEREF -1 —H—REANLFET, H LERZLELE LGVELEZEADEFFE
l./id_o

AuthorizationPassword (BBEF/SX T —K)

FRI—H—DOEHDRRT— FEADLET, SRT—FE, $AXFTXTMS
16 XFETORATEETEET. MATESXFRET (AXF. IhXF) . &F.
EMFUNDESXFT. CAOOXFEABCAASDOE THETEET.,

Local Domain (A—AJILFA A )

SMTP H—/N—M, RASVIZBELTWAELIEREGMD FAS VB EAALET, &
EAGITAIEZAOFEFFEFELET,

Connection Security ({EfEtx1 1T 41)
BEHROtEX1) T DEEEZRRLET,

e None (L)
e STARTTLS (F|FHFIRE/ZIGE)
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e STARTTLS
e SSL/TLS

Set Email Recipient (E * —)LZ{EEDEE)

BRIDBER L ANILIZHIET S "Recipients" T ¥ X bRy I X2, ENEFNELED Email
7 RLRZAALET, UTOLSIZ, aVTRYY YR OB TERD Email 7 K
LRAREAANTEET,

Info Recipients (1EHI52{E&) :info@kemptechnologies.com, sales@kemptechnologies.com
Error Recipients (L 5—5{83) : support@kemptechnologies.com

DA MIBEINFZITRTDE A —ILREBICTAMA—ILEZEET BHIZIE. “Send
Test Email to All Recipients”’/R2 &9 ) w9 LET,

10.6.6 SDN Log Files (SDN B4 2741 JL)

sdnstats.log .

SBNatats bogsl| View | sdnstats.log.2015-03-16.gz -
filter
(=]
. sdnstats.dbg =
SPiNstats Traces)| View | sdnstats dbg.2015-03-16.9z -
filter
=
from = |sdnstats.dbg -
Clear Logs | Clear || o ‘| Sdnstats.dbg.2015-03-16.g2

sdnstats.log
sdnstats.log.2015-03-16.gz -

=)

from == sdnstats.dbg
Save Logs | Save | to| ‘w= |sdnstats.dbg.2015-03-16.gz
= Tsdnstats.log

sdnstats.log.2015-03-16.gz ~

' Debug Options |

10-32:SDN B4 27 A JL

"SDN Log Files"EI T [Z[&. SDN #8ECRAT 505 DA T a vARAESNTLET, IR
TorFvavEERTEICE HroavesyvsLzd,
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View SDNstats Logs (SDNstats 04/ D F&KR)

SDNstats A4 #RR9 AIZ(F. BROOT 774 IILEFERL T"View' REEF0 ) vy
LEI,

sdnstats.log [&. A4 VDEEOT I 7A4ILTY, gz Z74I)IE. BEDBFIZEITS
RTDINY YTy TTY,
T, FT—hATEN=05 774 ILERTTHIZIEK. J7MILE—ENSBHD T 7

AILEFERL, ViewREZUED ) v LET, "filter" 7 4 —JL FICHEF-IIERK
HEAADLTView' REZEV Y v IF5E AT IT74ILE T4 ILEA—TEET,

View SDNstats Traces (SDNstats b L—RX DFEIR)

CDA T a ik, SDNstats DT/ y F OTHREHD EE=DHFIH
TZZF 9 ("System Configuration > Logging Options > SDN Log Files >
Debug Options > Enable Debug Log") .

SDNstats A4 #XRRT HIZ(F. BROOT 774 IILEFERL T"View' REZEF0 ) vy
LET,

T77ANVE—ENSEHD I 7AILEFERLT"View' R2UED ) w YT 5H5ET. 7
—hATEN 1 DFRIFEROOT 77 M ILERTRTEET, "filter" 7 4 —)L FICH
BEEIERRBEEZAALTView' REZUZEI YT HE, AT IT74ILET4ILA
_—G%ij—o

ClearLogs (A4S M4 ) 7)
"Clear" R2 V&V ) v I 9HE, IXNTOSDNBTEY)TTEFET,

"from"J7 4 —ILFELU"0" T4 —I)L FEFALTCAMEEZIEET &, HFEDEHEH
TATI7ANVETAINA—TEFET, T—2EHEZEET DICIE. BROKRY I RIZ
CT—28EEZERT 507 77 LEERLET, BLEIZRLT, BRIOAKRY Y RIZ
TRT 774 VEERIER/FEIRERTEET,

FH sdnstats.log ZEIRTH L. BHEE T —IL FTERLE-BH
[ZHhhhH BT, SOT7AIVICERBESATVSOINTRTHEES
nEzd,

Save Extended Logs (¥E3E 04/ DIRTE)

"Save" RE VEV )T HE TRTDOSDNATZT 74 LIZRETEES,

BREDBHNERZEELTIAIUNE—F 50, O T7MIIL—EIZT1 DFIFERD
AT 774LVEERIGERLT Save " RE2 V&0 Vw0 FHE REDOT D740 %E
RETEZEI,
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10.6.6.1 Debug Options (T/Vw o F T 32)

"SDN Debug Options" &I % B < [ZI. "SDN Log Files"[E E < T "Debug Options" /K% > &4
w9 LET,

Disable SDNstats Debug Log | Disable Debug Log |

Restart SDNstats service | restart |
SDNstats mode | [Mode 2 -

10-33:F/8v 54 FLay

Enable Debug Log (T/\v 5 O BT 3)
SDNstats D T/\y ¥ AT ZHMLFET,

SDN D#fst O 45 £ RT3 BIZIE. "System Configuration" > "Logging Options" > "SDN Log
Files"ZBE. RRLIEZWLWOT 774 ILEFBRL T View' K2 Z0 ) v I LET,

TNy ASIEA—RFTR I —DINT+—I U RIZEEE5Z 51
H, STV a—T 4 TBEDHEZLTLIEELY,
Restart SDNstats service (SDNstats —E XD EIRE))

SON DRIREZE S TN a—T 14 VT3 5. SONY—ERERZHBEHTEET, =
DEHREZFEEEBLTE. 70 vV DERICIEFZEEEZAFTFEA, COF T3y
. O—KYRA4—¢SDNaOY hO—S—¢EDEEOABEHLET,

I3 B &, "Process ID" (FAEXID) NFHLWWIDIZEDLY FT,
"Process ID" & &K< 9 BIZIL. "System Configuration" > "Logging Options" > "System
LogFiles"2%2 1y v L. "ps""hRE2 &9 ) vHo LET,

DA Toavik, SDNOY FO—F5—[CEIY BT ATULETAR
THEmEFEHLET,

SDNstats mode (SDN #i&§tE€— F)
2 DMDE— KT SDN D#EHEHRZMBTEET,

Disable SDNstats Debug Log | Disable Debug Log |

Restart SDNstats service | restart |
SDMstats mode | Mode 2

10-34:SDNstats mode (SDN #fistE— F)
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E— FZEERET AIZIE. "System Configuration" > "Logging Options" > "SDN Log Files" >
"Debug Options" Z B =. "SDNstats mode"Z & FE L F I,
E—RFIZDOVWTUTTHBALET,
e Model (E—F1) :E—F1IZRET 5 &, MEHERIE. F—\—IZHEHKESL
TWARAMYFDR— ML EEGEIN, JL—SNTEH—FIRFI—IIRENFE
ERS
e Mode2 (E—F2) :E—F2(EEITHE. COFMIBKLEICHZITAATD
AL YFOR— ML RBEINET,

10.7 Miscellaneous Options (ZD{DA T 3 )

10.7.1 WUI Settings (WUI DE&5E)

“bal” L —H—F 1= [L“All Permissions” DIERMNRE SN -2 —H—DH. CDHEEEER
TEET, TNLUHNDI—HF—DIFE. BELEDKREZVOAAT s —ILRETRTI L
—RRICEYET,

Enable Hover Help | v

Message of the Day | hello 7 | Set MotD

Set Statistics Display Size |13 | Set Display Length | (Range 10 - 100)

End User License _§hﬁow EULA
Collect All Statistics
Disable Home Page Statistics

WUI Session Management
Basic Authentication Password | Set Basic Password |

10-35:WUI X E D EIH

Enable Hover Help (7R/S—A~JLTDEZE)

T4—ILREDLIZRORRA VA—FBWEEIZ, FEUWHRN—AILTHRRREINS &
S1ZLET,

Message of the Day (MOTD) (RH®D * v+—< (MOTD) )

TJ4—IILRIZTFHFRFEAALT, "SetMotD" RA2EH Yy LET, CDAVtE—
Dk, O—FIR A —OFR—LBE@EICRRTEINET,

WUIDEY Y a VEBNREHIZE > TULVSIEES. MOTD (X HOME BIE T AL AY 1 >
BEICRTESNET,
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AV E—UERK 5000 XFEFTAATEET, HIMLITHR— L&
NTLWEITHN, BRETEHHOYFEEA, 3IRF () EZE3HRA ()
IFERATEEFLA, L. L EEMD HTML XFa— FIEfE
BATEET, =& ZIE, &#34it&#39s allowed&#34 E ANT B L.
“it's allowed” & LN S MOTD ERRENFET,

Set Statistics Display Size (#EFHEHRDFTRTRY 1 XKRE)
HETERMOR—VICRRABELTRRITHERELEFT, 10~100 TOEHFETR—TITFK

RCTEFET,

End User License (T FA—HF—5/ 2 R)

“Show EULA"RAZ V&9 1) wHd 5L, O—KFIRA—DIY FAa—H -S4/t R

HBNRTEINET,

Collect All Statistics (£#EHERDILE)
TIAILETIER, COATLaVFEPLGL>TWET, 2FY., R—LXR=JZKRF
TEHEESISRESNTVWAREY—EREEY—/N\—DREHERIETANESNDZ & F
BEKRLET, COXTLarvEEMTEHE, O—KIYRE—TlE, IRTOREY—

EXERY—N—ZRMRE L THEBERVRESIET,

#L K DRBY—EXPEY—/N—DHEHEREZIRET 5 &, CPU
DERENSEHHREELHY FI,

Display Home Page Statistics (FR—ALR—S#HHEHRDRT)
"Display Home Page Statistics"#4 7> 3 V& BIRT D&, R—LR—UHhSHMEHERD Y

ZIMEIBRENET,

10.7.2 WUI Session Management (WUl v < 3 U E)
Enable Session Management
Require Basic Authentication
Basic Authentication Password ’ Set Basic Password l
Failed Login Attempts | 3 [ Set Fail Limit l (Valid values:1-999)
Idle Session Timeout | 600 [ Set Idle Timeout l (Valid values: 60-86400)

] 10-36:WUI Session Management (WUl v < 3 VEHE) (bal 1—H—)

bal 1—H—[&, v a VEBORRRIZAYN/EDICTEET,

K
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‘All Permissions’ DIERR M ERTE SN f=1—H —[X. "Enable Session Management". "Require
Basic Authentication". "Basic Authentication Password" D 7 4 —JL RZRAZEMTEZE
9, =12 L. ‘All Permissions’ DIER M ERTE S Nf=2—H—I[L. "Failed Login Attempts" #
& U"Idle Session Timeout"DIEZRETEET,

“User Administration” DHERMNRE SN -1 —F—IZZDEEER S ZENTEEITH.
BEEEDRE VOAAT 4 —ILFIEFITRTY L—RFIZHY FT,

Z DO I —H—(L, WUI 5XE &l D"WUI Session Management". "Currently Active
Users". "Currently Blocked Users"Dt 49 >3 V& R5ZEIETEEEA,

WUl w3 /%EE€1§FH LTW5EE. 1 -EXBEWL.\HIEQET";: 2 EXBIIE:!ISE:L. nIE€1EFﬁ—C§35
ER

"Enable Session Management"F = w7 /Ry I AMA V27> THY . "Require Basic
Authentication" D EMIZHE > TWAIFE., 1 —HF—I&. O—HILOI—HF—HEL/RXRTD
—REFZEFE->TRIAVTEET, A—F—I(E, bal A —H—F (L user 1 —H—%
FoTRITAVTEHLIKRHENFET,

"Enable Session Management"F = v % 7R v 4 X & "Require Basic Authentication"F = v &
Ry ADNEAELA VITHE-LTWDIEE, A— F‘?Z’Sl —DWUIIZT7 Y 2RT BICIE
2ERFEDRIANDELLBYFET, PDOERBEIEEKRRI T, “bal”FE =L user"TO S A
VLET (IN6DA—HF—RESRTLIZTTIAIL F'GE%%‘&‘#’L'CL\E‘E?') 0

;$nrb\uE—GD7“’r v L,T:Eu El—jJ)l/O):L—"f—% &/\°Z'7— F—Gna\"f v L,'Ct“):/
avERI|LET,

Enable Session Management (2 < 3 U EEDOARIE)

"Enable Session Management"F T vV Ry Y R&EF IZTHE,. WUl YD 3 U EEH
BEAEMNHYVET, ChiZkY., TRXRTOI—HF—LEFEORAFERTEY 3 VIS
ATA T BBERHYET,

CORFIVvIRYIREXFVICLEGE, A—H—([&, 5IEHREO—FIRE—%FER
TH=HITOTA T EIRENHYET,

LDAP A—H—(F, OJ A VFICEELBE FA A VR ZANT HIHEN
HYFET, BlIZIEL. IDAP DA—H—F & LT, test TlEA <
test@kemp.com E ANT HBENHY FT,
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Please Specify Your User Credentials

User |

Password
Login

10-37: 1 —H—E K IER

A4 v Liza—¥—(F, BENALBIZH 5" "Logout"R4A ‘J =y yvwoyLTRyg7
JhTEFET,

WUIDtEyS 3 VEBBEEZEINICTHE. WUIIDEY Y aVEBL T 3 UndRT
RREINFET,

Require Basic Authentication (BEARZBIENNLE)

"WUI Session Management" & "Basic Authentication"Ml 5 & L BMICHE > TULNBIHE.

— RIREZ—DOWUI STV ERTBICIE 2 BEORIAIDBEL LY FT, rmw&%m
HARZBE T, “bal"Efz[Fuser’ TATA VU LET (ThbDA—HY—KIELRATLALIZT
T4 I*'CI"'E%'é*L'CL‘iT) 0

EAZFIHATOTA U LD, O—AILDA—HF—ZENRT—FKTAIdA L TEY Y
avERBLES,

Basic Authentication Password (EARFREF/AX T —FK)

"user" AU A4 VRADEKRFEII/NRT— FZEEHRET A&, "Basic Authentication
Password" T ¥ R k7Rw 9 X[Z/INRAT— K% AFA LT, "SetBasic Password"7/h 2 > &4 1)
v LET,

IRRAT—FIE, ZILT 7Ry bEFFERAEDOE, 8 XFULIZASKIIKRELT
FZEW, RNRAT—FABETELLHEINIBE, FIZNNRT—FZARNTEHES
RHBDAvE—ONRRENFET,

“bal” 1— -U- 0)‘7‘}‘ ﬁxnu nIE/\le_ FE&ET%??E
Failed Login Attempts (B4 4 Y ER1TEIE)

COTHFRALRY AT, AT VOXBEHZHFEEL T, CoEHZLEm->TAY
AVICKBLz2——%2 AV I T 5L5RETEET, ANTESHEDEHHAIL. 1
Mi5999 FTTI,

A—H—ART0v o Ih=1EE. “bal” 12— —F =[L“All Permissions” DIERMNRTE =
fA—Y—0&, AV I Ehfz2a—F—DT vy EHBBETEET,

“bal’ 1—HF—NTOv Y Ih=HE. bal’"2——NBEOQT A TEDLII1HDFE
T 10 HEO“0 —ILE r?/”ﬁﬁfaﬁb‘uxl‘f LNTWET,

Idle Session Timeout (74 FILEvSa> DRALTIR)
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A—H—htyarohoBT 7o REINBEIC. 2—H—RT7A FILIREE (4184
MEsF SN UMREE) T LM E# TIEELEJ . 60~86400 (1 9 ~24 BERE)

DEZAANTEFET,
10.7.3 Active and Blocked Users (79 7«4 FHRa—H¥—E LU TOvoh
fza—4%—)

“bal” 1L —H —F f=[L“All Permissions” DIERMNRE SN2 —HF—DH. COHEEZEFEH
TEFET, “User Administration” DIERMNFRE SN 1 —HF—DIHFE. BIELOKRZ 4
AAT4—ILFEITRTYL—FRFRIIHEYET, ZOMODI—F—DIHFE. COHHIE
EELEICRREINFEFEA,

Currently Active Users
User Logged In since Operation

bl Priden § §3:02:3% UTC I048 Frtw logaat

Currently Blocked Users

Scampleliser Pri lan 5 12:05:42 UTC M1 Lnioe

10-38:|MEF I T« TlEa1—4—
Currently Active Users (79 T« T3 —4%—)

DY avIZlE, A—FTRE—IzAad/ v L TWbAEea—H—na—H—LZLO
T4 VBAN)R FREREINET,

A—H—FELICATT7OLSE, YRATLIZBEQYT A 0T D& 5@HTHIZIE,
"Force logout"R2 &0 1) v LET,

A—H—%2ELICAJ 7Y rEE, PRATFALIZATAVTEHEVWESEFDA—H—%T
By 29 5IZI&. "Blockuser"’RA &V )y LET, AV Infza—H—(F, T
Ay @B ENDMN O— FYRE—ABEETLHFET. PATLICEERTAVT
EFEFHA, "Blockuser" RZ2 &9 1wy LTH, TOA—H—ZRHMNICOT AT TE
FHA, TDIHFE. "Forcelogout" R2 V&V ) I TEHENHY T,

A—H—HAATATEFITTSOFERTLIEZEE. TRy aIvIE F4LT7D R
ICHBETTITATHIAI—Y—DYRNTA—TUIZH2-FFzEBYET, TD
B, RALTIMILEBRRIZZEDI—HY—PEEQTA 0T EHE. TOI—HF—LHD
tyiarvTcRIAMVENFET,

Currently Blocked Users (7 Ay &hf-a—%—)

COEVVaVIZE A=A TRv I ENFBRTOI—Y—2&L&0T7 1 VRN
JAMRERENFET,
JAayyEInfza—4—0Jnoyv I ##KiRLT. BEVRATLICAJAVTESLSIC
T 5IZ1E, "Unblock" RZ2 &9 ) v LET,
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10.7.4 Remote Access (IJ E—F 7O X)

10.7.4.1 Administrator Access (S Z& 70 7X)

Administrator Access

| ¥ Using: | All Networks v| port: {22 | setPort |
Allow Remote SSH Access )

|Disable SSH-V1 Prot ¥
¥ Using: |eth0: 10.154.11.80 v| port: (443
Allow Web Administrative Access | Admin Default Gateway: |

| Set Administrative Access

[Allow Mult) Interface Access ||
4

Radius Server | Shared Secret: Set Secret

Radius Server

Revalidation Interval: |60 [ Set Interval 1

Enable API Interface | |
Allow Update Checks /|

10-37:Administrator Access (BEEET7 It X)
Allow Remote SSH Access (SSH 72 2 A DEFr] ~#1k)

DA Toavd, SSHEHRZNLEO—RIREA—~ADT7 I A EHAZIELFE
T, HL. SOFTLavhBLEIATNSE, BREAZ2—~ADT7HV R (FaVY—
LA SEEEE R Y ET, bal A—HF—D/INRT— FARESNTLEWNEEIE, SSH
EHENLEZOJA VIETEEREA,

Using (f£F)

JE— ML O—KFIRA—ADEBEASSHTZ IV ERIZEWNWT, ENOT7 FLRAEHTT
AhEEELET,

Port (FR— k)

SSH 7O FaNLIZTEDR—FEFERALTAO—KIRA—IZ7HLRTHEMNFEELE
To

Disable SSH-V1 Prot (SSH-V1 R— F #ERNI=T B)

DA T arEREIRT B E, SSHVL O RN EYIZLYET, COAXTLarE
BIRTDHEFHELET, O—FIREZ—TIE, TWWVN—=2 320DV T LD T7ICH
T E5RAEBRMED=HIZ SSHVL FHR—FLTWET,

Allow Web Administrative Access (WUI ~D ) E— 7O AR E1L)

CDFIVvIRYIREAUIZTRE, O—KITRA—~ANDEERA Web 74 £ AHT
BEERYET, COXTLavEEMTEE, RIZEBREHLI-EZIZTIEANEL
LEFT, COT4—ILRICEEZERT SIZIL"Set Administrative Access" %49 ') v L
x93,

Web 7O REENCTHEITHRELEEA,

K
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Using (fEFA)

EEAWeb 7O EREZHATHI7 FLREEELES, COT7s—ILRIZERZEA
9 B IZ1L"Set Administrative Access" %4 ') w4 LE 9,

Port (7/R— k)

EEAWeb M U A—T A RIZT IV ERTDHEODKR—bEEELET, CDT 14—
JLRIZER #EAT B1Z1X"Set Administrative Access" %27 1) v LE T,

Admin Default Gateway (BEEBAT 74 I b5 —bDx o)

WUl DF=-ODHET— I TAEBEEZRELT. YATLDITA—NILTF—rozA &
FEIIN—T a4 oT#THEDIENTFEETT, WU LNND TV X TIE, COHREIE
FREINEFA, COT 4 —IL FICEEZERAT 5(Z1L"Set Administrative Access" & ¥
)y LET,

Allow Multi Interface Access (WILFA VB3 —T A RT I ADEHA] /L)

CDATOIvEFNNTEHE, BEHOAVA—T A XML WUIIZTYERATEE
To COATLavhENDEE, B4 23 —T A4 XADEE ("System Configuration >
eth<n>") [Z Allow Administrative WUl Access E NS FTLWWA T 3 URRREINET,
NEDATLavE2DLELENCTDHE, BHT DA UI—TIARADIPFT LR
E. FDA VR —T x4 RIZHTE S hf-"Additional addresses" GEM7 KL X) Hi5
WUIIZZ7 P ERATEET, TDT 1 —I)LFIZEREZ@EHAT 5IZ[L"Set Administrative
Access"&V 1) v LET,

NSEDLT7 RLRIZHLT1IDODA V3 —T 24 RADHENY KT

LBNET, FDH. TA4ILFhH— FEIAZLSOIIAEZZEAYT

HLEBENELDBETNLAHY £, SEHEICOVVTOFHMIE. 7

TV —23 0T 7AT 94—y Y (AFP) WA B LIL—IL%ES
BLTLESL,

BRRAKAEDRY N IT—O A4 3 —T 4 REEBWTEEFT, VR T
LIFRK 1024 BOT7 FLATY YAV TEET,

RADIUS Server (RADIUS H—/3—)

ZITlE, BA—RYRAZ—~ADA—H =T U 2 XDBIEIZEHAT % RADIUS H—/\—D
7 ELRARZAANTEET, RADIUS H—/\—% T BIZIX. "Shared Secret"#I5E 3 5
WHENHY FT,
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HEMEZEREIE. O—KTXA—& RADIUS B—NN—EDEID/IRT—RKELTHERSE

NAXFEHIDZ ETY,
“Revalidation Interval”|ZT. RADIUS H—/N\—M1—HF— 4 HRT 528EFEETLE
ERS

RADIUS Server Configuration (RADIUS H—/\—®DE&5E)

RADIUS AAO— RIY R A —EIEL K HEET DL SRTET HIZIX. RADIUS H—/N—[ZTEE
SIZREL. RADIUS DIGBEA v E—UFO—KFI R —DERIZEIY B THIHELH Y

F9,
COREAYE—VDER,. R1ITRT LSS, A—FYRE—D#RERELTVE
ER
BEAytE—T A— R R 2 —DHER
real EH—/\—
vs Virtual Services ({RF8H—E X)
rules Rules (JL—JL)
backup SRTFLDINY T T
certs AERAE DIERL
cert3 Intermediate Certificates (4 % —

2T 4 I— hEEERE)

certbackup SIREDNY I T v T
users A—HDEER
geo OCSP MERTE

RLUGEAvE—2/O—FTRE2—DIER

REAYE—CDER. H119DE& 52, WUl DL—F—HEROR—JIZEIY B TSk
EAHYFET ("All Permissions"ZR <)

Permissions

| Real Servers, Virtual Services, Rules, System Backup,
testuser | Certificate Creation, Intermediate Certificates, Certificate Modify | Delete | Password
! Backup, User Administration

B 10-39:A— KT X 4 —DIER

Windows AR0D RADIUS ZE&TE T BIZIL. KEMP O Web ¥4 k@ Radius Authentication and
Authorization, Technical Note (RADIUS DEBREEHERETE TV =-HIL/—b) ESHEL
TL &L,
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Linux @ FreeRADIUS H—/\—%EXRTE T BIZIX. /etc/freeradius/users DIEE SNt o
AVICUTOTHERMEHEALET, LLTFIZ, IMUSER A—H—DIERZHRTT 6%
RrLET,

LMUSER Cleartext-Password := "1fourall"
Reply-Message = "real,vs,rules,backup,certs,cert3,certbackup,users"

/etc/freeradius/clients.conf 7 7 A ILIZEA—FIAXEZ—DIP 7 FLAZEDHBLEOHKTE
TEILERAHYET, CDT7AILICIE, RADIUS ANDIEHEHFAI SN IP T KLAD
JR AR EINET,

Ty a VEBNEDICHE > TLNSIGES. Z OEME T RADIUS
Server’A T a VIdERATEERA, 92321075 25BLT
KFEZEW, £y a VEBNEYD L EIZRADIUS Y—/N—%RFET
BAEIZDONTIX. %2 2 3 > WUI Authentication and Authorization

(WUI [T & BEREE L HEPRERTE) : (WUIIT & BFREE L 1EMRERE) %=
SHELTLEEL,

Enable API Interface (API 4 32— x4 REEFMIZTB)

RESTful 7 T r—S 3y - JOYS LA 08—T 4R (AP)) ZES/EDIZLE
T

Allow Update Checks (7Y 77— FDF v Y #EHA[T5)

A—KIRXB—AKEMP D Web ¥ FEEHIICF T VI THDZEFFAL. HLLWA
— 2o DV I Y T7ABBINTFIvITEDOEHALET,

10.7.4.2 GEO DERTE

GEO Settings

Remote GED LoadMaster Access

[ Set GEO Loadhaster access j‘
10.154.90.10172.20.0.18-

[ Set GEO LoadMaster Partners ]

GEO LoadMaster Partners

GEO LoadMaster Port | 22 | SetGEO LoadMaster Port |
GEO Update Interface | eth0: 10.154.8011 +«

10-38:GEO DEESE

Remote GEO LoadMaster Access (IJ E— F GEO A— FT XA —DT7 9t R)
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LoadMaster-GEO, LoadMaster-DR, & L < [Z VLM-DR & L TERT HFF(Z. IKREEIR
2T HEDITHFOIP 7 FLRZEELEFT . 7 FLRIFAR—XTRYY F
¥, HAE—FICHDIHGE. HET7 FLADAADHLETY,

GEO LoadMaster Partners (GEO A— FRY R4 —/3— kF—) A— FIRE—DH 80—
k—

GEO #BE(X GSLB HBE/ NV U ICEENTHE Y. B— YR A2 —(TEA

SNTWESAEVRICEDWNTEMICHY ET, GSLB ¥R/ Ny Y

EMATBICIE. AU RETYTITL—FITERELHID
T. KEMP [CTEHK L FZ &L,

IN—FF—GEO A—FIYRRA—DT7 FLRFEZELET., 7 FLRIFAR—XTREYY
x4, COGEOA—KTRA—([X. DNSDEBFEEZUIIEFELTLET,

GEO O— FIYRA—M/\— b F—%HRET HHEIIC. IELEE/HESE

BEEZEOZRYUTAGEOO—KIRE—DN\Y I 7y TE2ERT S

WBERHYET, TLT. CONYHI Ty TE, F)PFHILoO—

RIRA—DIS— b F—E¢H250—RKTRE—IZBRETIHELH

YET, FHPIUVFIEICDOTIE, GE0o HEBMEFSHELTL
f2&y,

=K 64D GEOHA /A— FF—DTF7 FLRAZEMTEET, BIRE
EDFHMZOWLTIE, ZSHBLTLEEL,
GEO LoadMaster Port (GEO A— FY X & —DH— k)

L E8“Remote GEO LoadMaster Access” DR— BB E/RELE T, SSH 70 O LHVER
SNFETDOT, BER—FES 22 2FHALET,

GEO update interface (GEO BHif 32— A X)

SHIN— b F— b RILEERT DGO VA —T A REZHWELFET, COAM 25—
T4 RENLT, GEO/N— M F—FEWRELYRY LET,

10.7.4.3 GEO Partners Status (GEO /¥— Ff F—X 7— % X)

DY avIE, GEO/N— b F—HBREINTUVBIEEDAHRT
SNEY,
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GEOQO Partners Status

10.154.90.10 | ]
172.20.0.182

172.20.0.184 | ]

10-39:GEO /N\— b F—RT—4 R

GEON— b F—RT—EADNTEDEET, 2 DDNN— b F—EABEVWEZELNDIEER
LTWFEY,

GEON— b F—RT—ERALFENEE, O—RKIRFI—MNBETEHLNIEERLTL
9, FOERADUVEDELT, ELLMDIN—FF—DEBENA JIZH->TWNNS I &
NEZDN, BENRELTNSL., F—JILAEHE I TULENEREENH Y 9,
GEO /IN\— FF—DEHIZKHMLI=TZEE. N—FF—IZT 5 GEO DEFHIZKKLI-Z &
FRIIS—AytE—URO0IZRRTEINET, COAvE—DI2IE, /IS—FF—D 1P
7 RLABRKRTREINZET,

10.7.5 WUI Authentication and Authorization (WUI [Z &k 2 28T & HEIBSRE)
WUI Authorization Options (WUI D#ERREEA T 3 V)

"Remote Access" & (D "WUI Authorization Options" /R 2 > &0 ) v U F 5 & "WUI
Authentication and Authorization"BIE AR RENET, COX T avik, wvay
EEAEIDCHEO>TNDEZTDHARTINET,

WLUT AAA Service AuthenticationAuthorization

Radius

I-ciuulad—s.-. Port
Backup Shaced Secret |
Revalidation Isterval

LDAP
LDAP Server LDAP Servm

Backizp LDAP Server
LDAP Pretocal |

Revalidation Interval |/

Local Users Use ONLY Il other AAA services Tail

Teut User

10-40:WUI DFREES S URE
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WUI [Z K BEBREEHERBREBEE TIE. i (AT 1 2) LHERRE ERDEFRD 1ZH
THEATLavEBEETEEY,

Authentication (E2EF)

A—H—[F, O—KIREZ—I2O5 A4 T DRIICERAEZZTHIDHENHYEST, O—F
YAA—TIE, O—AHILA—F—DFEEARDMIZ. RADIUS B KU LDAP 2K B ER5EH
T%mb\—cl -U- nLHIE%fTZgEj—o

TA—Ca)uLnEﬁ_tb\lg*Réh—CL\éiﬁns D—FVXS‘—(iu'Fd)JILEF_'C:L "j' ul..n
#HoAHFET,

1. RADIUS

2. LDAP

3. OA—A)la—H—
Bl Z 1L, RADIUS H—/N\—ZFHETELMES. LDAP H—N\—MEHINET, LDAP
—N—3FLFATELRNEEIE, O—HIL2A—HF—DFAAXINFERINET,

RADIUS IZK BFBEEARE DAP [(CK B FEAAX B BERSNATULWEWESIK, T4 F
TAO—hLA—H—DFAARXNEBRINET,

Authorization (MEFRERTE)

A—KYRXA—TIX, RADIUS ZRAWT (F=1ZO0—AHIT) A—HF—ZHERZHXRETE
9, —H—¥ERDBETIH., 1—HF—ANO—FIREA—DEDHEEZEDLANILE
CTHERATEAINERETETET,

RADIUS IZ & BERSEAKXZERA L T 5B 4E . RADIUS IZ K BHERETE
DHITAET .

EREEAXSEAHLELERINTUVSES., O— KX 2 —(X, £T1HHIZ RADIUS
[k DIERBRTEZTHRAFE T, RADIUS ICKDIERBREEZFIATELRNGE, A—RKTRX4A
—IlF. A— A1 —YH—DERBEARZFEALET, 4. DAPICK HIERREILY
R—rLTWLWEFA,

RADIUS IZ K DHERBZREAXMNBREINTULEWMESIX, T4/ b TA—HILDERK
EAXNERSINET

LUTIZRYT DIE, RADIUS H—/\—[Z K HEREEHAE Y] [CHERET S L TR ELRREDHIT
ER

LLTOHIE, Linux ERTY,

"Reply-Message"IZ[. Al T HHERDIEREZTDEFHEET OILENHY EFT, EAY
[Z1X. "All Permissions"Z# & <. WUl DA—H—ERDR—JIZHIESE2BNENHY F
‘d_o
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LMUSER Cleartext-Password := "1fourall"

Reply-Message = "real,vs,rules,backup,certs,cert3,certbackup,users" bal
A—H—EBIZ, A—HLaA—F—DFAES L UEZBEARICEDL
TRABLUVEREEINET,

RADIUS Server Configuration (RADIUS H—/\—®DEFE)

RADIUS Server (RADIUS H—/3—)

WUl MNSA—RKYRA—ATHERATB1—HF—DFIEIZ{FE S RADIUS H—/\—D T K
LRER—FBESZEZANLET,

Shared Secret (X FHWER)
RADIUS H—N—DHEFWMEZREANLET,

HEMEZRLIZ. O—KTXA—& RADIUS H—NN—EDEID/IRT—KRELTHERSE
hA3XFHIDOZETT,

Backup RADIUS Server (/\v % 7 v 7H RADIUS H—/3—)

WUl DS A—RKYRA—ATHIERT B1—HF—DRIEIZFES/VN v 7 v TH RADIUS
H—N—DT7 FLRER—FEBZADLET., ZOY—/\—[&. A4 2O RADIUS H
—N—HAWELEEEIFEREINET,

Backup Shared Secret (/\v 9 7 v TREEWER)

COTHFRMRYIRIZIE, XY I T v T RADUS H—N—DEBEMEREANLET,
Revalidation Interval (F&EREERIFE)

RADIUS H—N—MN1—H—Z BRI SHEEZEELET,

LDAP Server Configuration (LDAP H—/\—®DEXE)

LDAP Server (LDAP H—/\—)

WUIDNSA—KIYRE—ATHHERTEH1—H—OREEZ{FES LDAP H—N—DF KL
AER— I BESEZAALET,

Backup LDAP Server (/N % 7 v 7F LDAP Y—/3—)

WUIMNSA—KRIRE—ATHERTB1—H—DRIEIES/Nv o 7 v TH LDAP H
—N—DF FLRER—IEFTZANLET, COY—/—[F, A4 D LDAP H—/\
—IHELEEFIFERASINET,

LDAP Protocol (LDAP ZFA k2 JL)
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LDAP H—/N— L DBIETHERT IEETO FILEERLET,
“Not encrypted”, “StartTLS”, “LDAPS"DA T 3 U #BIRTEET,
Revalidation Interval (FFERELREFR)

LDAP H—N\—W1—HF—Z BRI T SEEEEELE T,

Local Users Configuration (A—#)LA—H—DHRTE)

Use ONLY if other AAA services fail (AAA B—E XK LE-EZDAFER)

DA T arEEIRT B E. RADIUS BL U LDAP (2 & BEREE/HERREAKICLE LT
LEDH, O—HILA—F—ORI/FHERFZEAXNFERINAET,

Test AAA for User (1—H—® AAAZT X )

A—H—DEREREZ TR T BIZIE, "Username" H & U"Password" 7 4 —JL FIZZ D
A—H—DA1—HF—LENRRAT—FEZAALT, "TestUser" RE2 V&E 2 1) v LET,

INT, ZTOA—HF—DREEITHI LA ESI D ERT A vE—UHRRRINFET, &
a)*ﬁé €1§Fﬁ'§_§)& EI7'f //I:Ig-?rb FEZ‘E&'&?I»s ad— -U- o)nrunIEr #E%?I
VIO TEEY,

10.7.6 L7 Configuration (L 1 ¥ 7 §%5€)

Allow connection scaling over 64K Connections
* Always Check Persist No .
Add Port to Active Cookie |
Conform to RFC ! v
Close on Error
Add Via Header In Cache Responses
Real Servers are Local"
Drop Connections on RS flilrlll’ﬂ .
Drop at Drain Time End
L7 Authentication Timeout (secs) 30 Set Timeout  (Valid values:30 - 300)
L7 Connochon Drain Timo (m) . 300 Set Time | (Valld values:0, 60 - 86400)
Additional L7 Hoadnr X-ClientSide v
100-Continue Handlmg RFC-2616 Compliant ~

Allow Empty POSTs
Least Connection Slow Start . 0 Set Slow Start  (Valid values:0 - 600)
Share SubVS Persistence 7 7
Log Insight Message Split Interval 10 Set Log Sp}'lytﬁl'riuerval (Va]d_valugli 105)

10-41: LA ¥ 7 3&5E
Allow Connection Scaling over 64K Connections (3E#t% 64K LLEICHL KT 5D ZEFHFA])
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EEIT714vIIZBNTIE, VS T&D TCP HEFEHMN 1 R— DO LERTH S 64,000 LLE
WEIZEBZZELRHYET, COFTLavEFRATHET, D IPF7 RLRADKR—
FEIRYDITHIETLERZNRTEET, D IP 7 FLRADIEEE. REY—ERD
B/ T A —%4 D “Alternate Source Addresses” NI EETEE T, 1 D2UEDIP 7 FL R
HEETHFEEIE. ZHTRUY->TAALET,

64K ZHEZ D RIFFHERMN VL ELIZ AL, “Allow Connection Scaling
over 64K Connections”Z4 7S 3 & H#NIZ L. “Alternate Source
Addresses” 7 4 —J)L FIZRE7 FLRAELBREY—EZRDIPT7 K
LREZADLET, ChickY., FEREBY—EXANY—IR—+0
T—ILERBTHESICHRYETS,

BEREY—ERIZDONTIE, EIFEGRHZ 64K EFYKRESTEE
Hh, COHIRF. RES—ERTEIERINET,

COATLavEBERLERICREY—XT7 FLRAEEELS
& . "Allow connection scaling over 64K Connections"#4 < 3 > #£E3)

IZ2TEEHA,

Always Check Persist (/\—VRTUVREEIZFT YY)

TIHIETIE, L7ED2—ILITHTTP/LIEKICEF 2RO Y VT A MM LTD
HIN—VRTUREFIVILET, COF T a2 TYes"&BIRTHE. &2TDY Y
TRMIHLT/IN=RTFTUREF VI LET, "Yes — Accept Changes" % ERT 5
L. BROBRDTH > THEIN—VRTURADETDEENREINET,

Add Port to Active Cookie (79T« 79 vx—IZR— F%iBh0)

TO9T47099vF—%FRALTWAEE, O—FKIRE2—(F (#HHEHRDODHM
5) D9534ATF7 2 RDIPT7 FLRIZEDWTY v X —%#ERLET, =L, 7
AOF o9 —N—REBETERELTWSE IS4 7 MEITRT, ALIP7KFLART
BEHELTWBAZEIZHRYEST, COATavErIcddeE, 953470 FD
Y—RAR— BB EINEZDT, 79F—DS A LENRRELET,

Conform to RFC (RFC 3R#&IZEEMT B)

CDA T avlE, HTTP BROAN v 4 —fEHT % RFC 1738 [CEP S EFET,
CDATavEAUIZTTRE, O—FIRE—IEHTTP UV IR D 3 DDEHH D
B ENTWS GET/ I\RE ‘HTTP/1.1%. NRZDBREERELTHORAR—IAMNED
MBETATYULET, LT, FOARAR—ZANEDIMNDB E. FORIZEHELEOIMN

%( A—KIREZ—21)—X 1JIJy—R/—F (Ver7.1-28a)
Copyright © 2002 - 2015  KEMP Technologies, Inc. All Rights Reserved. Page 158 / 176



Web User Interface (WUI) KEMP ‘ #4 Load Balancer

in price/performance
Configuration Guide

HTTP/1x THAEAFELET, NRBIZAR—ZANEFIATEY. TSHUFEMNRFCIZHE
BWLTWBEE., FONRREDAR—R[E"%20"IZTAT—TEINBENDT, AR—XD
AEXyUIFELSH#EELET,

LML, BBENMLTWVEVN—EDITSIHYTIE, AR—ZANIRT—TEhT ., HE
SN RBELTUREEINFET, TLT, PRATLIXHTTP/IxZFZRDIFTAZENTER
Wlé&kY, O—KRIYRA—FERZEEFLET.

COWEEEA TICTEHE, O— RIYREZ—LRBFIMIZRAR—R([INREDRERERF
LET., LT, FOHBD/INALZE HTTP/Ix DIEEELTURELTLES=HIZ.
DIRMFIELLMEBENFFA, AR—RXEZEBT/N\RELEZFEATEEICT 5-OIZ(F.
RFC 1738 EFEMIZ LZ (T NIETY FH A,

Close onError (LS5 —BfIz O0—X9 %)

Fr Y VaARADTFALDANHFLWNMGELGE, A—FIREZ—DYV 547V IS
—LR—FERITBELNHDHEE. COF T aVEA—FIREI—ITLBIEEDEE
BRICEGEREMITRTLES., COATLaVvEFERALAGVNT, T7—LR—bEE
ELERTH, HEREMEL TERATEEITN, LWOMD VR TAIFEE T S ATEEMNE
AHYET,

Add Via Header In Cache Responses (F ¥ v < A EEAD Via ANy 5 —D;:EM)

BHE T D HTTPRFC TlE. Fv v ahbimENR-OTELEEICE. TOXF A Vvian
YA—HBNMTE2BELAHDEREINTNET, BEAAS, A—FIRE2—DHL
N—T 3 2(E, COEREICRIELTWEBTATLE, COFzVvIRYIRIE, WE
ICHRLCT) BHWWNA=23 V0 EDTREREEZEMCTIENTHERLET,

Real Servers are Local (€H—/\—[ZO—AH/L)

A—FTRE2—[&, Z@H GERMSEEMY) #BMELT. O—AI/ER—DILY 54
TULEEFRELTWET, COHEEE. FEAEDT—ATRIBHKEELET
M. V54T bBAERY—N—THE3GEICITENIHELEFA, CDFTLa%E
FUICTBIET, BY—N—PA—HILTHDIEEA—RKIRI—RITHETES
KOICHBHDT, ERMBBENENIHELET,

2T7—LIEE (USATFUMEEY—N—N2BBDA V83— x4 REIZHBEE)
[CTIDFATLavdBN-TEHE, EV—N—FI954AT7 AL RTO—AHLTH
5D ESIT FEEBMIZ) hbhFET, EH—N\—D2NL2ELGDIRY TV LEIZH
BIBE. TOH—N—IEO—A)IZHEDZEETET, BICEO—hiLE LTHRDOAFE
T, A—A)EE ALY FT—JLIZHEIZEEZLWLET,
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FROD—ZZETHHIC. COFTLavEFNTEIELEERFATILENHY F
ERS

RTEDHEMYR— FEEDETRGELTIE., COHBEZAMICLE
WwTrfEaEly,

Drop Connections on RS Failure (RS EERICEHKEZ KOy J953)

Microsoft Outlook L—H—IZHRLA T arThY . EH—N—DOEENRE ST
BEAT, BEbICEGEZRTLES,

ik, MSOutlook 1—H—D=OIZFEFEICHERLGEA T 3 TI, MSOutlook 1—H
—D=OIZ, SOATLarvEAVIZTEELIE, FBICERYTIREY—EXADL7
Idle Timeout” % 86400 ¥ ZERET AHELAHY ET .

Drop at Drain TimeEnd (FL A4 VEHE&THRICFOY 79 3)

COFTLAVERBICTBE . BN ENERY — N~ ADA— TR, BY
—N—D R LA BB TSI RT ROy TENET (Y —/ IR
BESNTOENSEEESIC KOy TEhET) .

L7 Authentication Timeout (secs) (L7 B2 A4 LT+ (#) )

DX T avlE, SMSPEREEICKDRIALE., 2 RMBETO R FHA =Y — F/3—
TAEDERERDIAYV ) 2—2 a3 VDBABEYR— P LET, COREF. 24
LT7IPFTBETSSODIT+—LHAEDL SVDOBERM (BAL: 7)) RIAEEOTT 2F
DMNRELEFT,

L7 Connection Drain Time (secs) (L7 8t F L 1 VB (#) )

“L7 Connection Drain Time” (X, FRFEHRICOAFELEFT, BFOERKIL. TOEEHK
T3 3FET (=12 L“Drop at Drain Time End” F T v I Ry I ANRA VIZH->TWDBE
#B<) . EMEESNFES—N—IZT7TI)5r—2a30DT—8Fh#fLEKITET,

"L7 Connection Drain Time (secs)" % 0 [ZERTET S &. EY—/N\—HELSN-BFLRT.
ELICTRTOEHGENA ROy TEnET,

Y—N—DNLAV4ATHELTWDIGEEEF., FLAUDOELFTERENEEA, D5
B N=VRATUALA-FOBESN., TOERIEADSODERBICEEL TS Y —
N—IZEEENDESRTVa—Eh, FIICN—VXATUALa—FAMERLESNE
ERS
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LUTDIBE. FHR0 TCP EGFITEMN L SN=Y—/N\—IZ[EEESIT. BEIHNDEEIC
BELTWDY—N—IZEESNFET,

o N—LRTURNEMIZHEH>TWD, EFLML

o ZOEHBEDIN—IV AT UALA— FOADEBRNTIN TV, FAHL

o EH—N—MPELLTWS, FL/t

o FLA VEIEBREMABEETLVS
LROEHDTRTHTEELHIMES., TOERTIBEL Y —N—ITEESN, N
—VAFUALaA—FAEHINET,

FLA UEILEREIEZ. BFEOEKICIIEELEFEA.
Additional L7 Header (LA % 7 ;810 Y 5—)

HTTP/HTTPS (RS —ERXD LA XV I AV T —BAZEANILET, Ay T —HEADEE
. "X-ClientSide" (KEMP O— K< X2 —EH) . "X-Forwarded-For", FE71=[&"None"®
WIFhhZEEIRTEET,

100-Continue Handling (100-Continue O)ALEE)

100-Continue Handling A v t—C# ED K S ICANEBT EMhERELETT, UTOF T
AVEERTEET,

e RFC-2616 Compliant (RFC-2616 #¥£8L) : RFC-2616 THRE SN -FEICEML FT

e Require 100-Continue (100-Continue HASWAEE) :100-Continue * v E—L #1519 5
£S5, O—FIRA—%BTE

e RFC-7231 Compliant (RFC-7231 ##1) : O— K< X2 —5AH' 100-Continue * vt —
CEHEBTVWKESIZLET

CNITERLTUNETYT, CRODREZEET HHEIIC. KEMP DFfT
HBR—FI OO TIZTHHRLL SN,

Allow Empty POSTs (ZE( POST % EF 1)

TIHILETIE, UITRA MRAO—FOREITZETRT Content-Length Ny F—F f=[E
Transfer-Encoding N Y 4 —%#&FHLVPOST (X, A—KIYRA—IZ&-TTAYIEINFE
9, "Allow Empty POSTs"A 7> 3 V& FMZTHE. £5LFU I IR MERAA—F
T—ADBEWEDEABEIN, FESINGERYET,

N=232 7124 D&, 22T YRODERD 2GB A5 2TB ITHEX
35 l./f:o
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Least Connection Slow Start (FR/MEHICLEHAAO—XE— )

RMEBAXFRFEAMT TR/MERAREFERT 558, RS —N\—DF 23512
BOEEILEDY—N—~DEGHEHRT SHMZIEEL. T0KR. RLITHERK
EIBVCTLIICHRETEEY, CNITKY ., B —N\—DF 50 VTR & EITHE
BARENT HDZEHNT, —N—DBREFILELIDEHITET,

AO0—ZR4— FEAREIE 0~600 P DEBE CTHRETEET,
Share SubVsS Persistence (YT VS I8\ —O R TFUORADHE)

TI+IUETIE, REY—ERDEY T VS FEHND/ISN—LRAFURT—TILEHEST
WET, COFTLavEzEAMMITHE YT VSHETEOERERFETETDLSITH
VEFT, COBELBMET SIZIE. TOREBY—EZXRNIZHDTRTDY T VS D/\—
VRATFURE—RARLCTRHRITFNERY FRBA, COXF T a v EFEMHTBHICIEHER
BHABETY,

Persistence Mode (/S—LRXATURE—FR) M5 %, SSLSession ID
(ssLtvy>arip) FIFHEEETEERFA,

HESITVSDIN—V AT URERTET HEE. COMEEETEEITHEESE (2T D
MrOEHELAHYFET,

e HIVSDITRTODEH—N—IRELTHS

o FTRTOHY T VS EIKIZIT- o T"Persistence Mode""FE L TH 5

o AALTHRARELCEICKRESNTILS
LEEOEUNYTIHELHEWVGE, YT VSAFELEFEY I VS ERIZEWTNNA—SRATY
AMELLL#EELEE A,
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10.7.7 Network Options (R FJ—OBELF T 3 VEE) Ry b —
HFFTLay

Enable Server NAT

Connection Timeout (secs) | 5E0 | Set Time | (Valid values:0, 60-85400)

Enable Non-Local Real Servers

Enable Alternate GW support

Enable TCP Timestamps
Enable TCP Keepalives | |+

Enable Reset on Close

Subnet Originating Requests

Enforce Strict IP Routing
Handle non HTTP Uploads

Enable Connection Timeout Diagnostics

Enable S5L Renegotiation | |+
Use Default Route Only

10-42: %y FI—VBEF T 3 UERE
Enable Server NAT (H—/3—NAT D& %h1k)
T ELREBMEBMICLETS .
Connection Timeout (secs) (HEH{EA A LT+ () )

EGHAFR L ONDHI. BHELATA FILRETWLONAEMZHWTIEELET . ZODIE
[T, IN—YRARTFURBALT I FDIEEIFIRILTWET,

0ZREITHE. TIAHILDERTE (660F) [Tty FEhFET,

Enable Non-Local Real Servers (1) E— Y —/\—DEZIIL)

JEFEBE— F (Nonransparent) REH—EXT, O—hILHY TRy LSO Y —/—
., BEY—N\—ELLTEBMTEET, BEBE—F (Transparent) DIRBEY—EZINIEEHE
MGV ERBA, CDINTA—FEYes”"IZFT HEL VSAD RS IBIBFIZEFT=1E/NT A —
4 & L T“Allow Remote Addresses"MWERREINET DT, FxvII—IZF L \hi=&TY)
E—FRSDIPTFLREAALET,

Enable Alternate GW support (-R— bk 0 LISAD S — FD = 1 DFERE)
BEOA A=A ZADBENE>TWDIGE., COF T avidk. TI+ILbTF—
FOTAZRDA U2 —T 4 RIZHBITTHHEFRELET,

CDA T arERAVIZT D E. "Interfaces"EE Z"Use for Default Gateway"#4 73 3 >
MNEMEINET,
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"Enable Alternate GW support"4 73 3 v I&, GEO DANDA— KT R
4 —®M"Remote Access (JE—F7IER) "BEIZRTEINET,

Enable TCP Timestamps (L7 2 4 LA R > TOEHE)

A—RYRE—[&, TIAILMEWVTTCP Ef/T Y b (SN) [SHALRAVT%
BHFERA, L7TE—FTOERT. NI+ —IVRHBRLETEIALRZVTOREN
HAHFFIE, OnITLTLESL, TNUND—HOBEARL—2 3 U TIE, ZONT
A—BEATICLTHELS I LEEHELET,

REEDYR—FEEALDERICIELTIMERAIICL TS
LY,

Enable TCP Keepalives (TCP EHDX—TFT7 54 TDE%HIE)

FIVr—2avIck>TIE, TCP 2BV -EEFTIEEAALT O FERILTLES
DHRHYFET, COMEEEF VIZT DB ETEHMIZTF—T 754 TEHRIEL TCP
S EET, (MS—Exchange Y —/\—TILL%E)

XF—T754TAvE—ClF, O—RKRIREZ—MWOFEY—N—¢DS5A4T7 2 MIEES
nNEF, LENRST, 95472 FDRNENSILRY FI—H EIZHBEE. T—F 5
T4 v DEMABRBIZHESAEEENHY £9,

Enable Reset on Close (Reset {HRIZ& 5 Tcp E#y O—XDFXE)

CDAToavEAMITEE, O—FIRA—IT@EDIO—IXNV R T4 9D
DYIZRESET ZFAL T, EY—N—LDEKGERTLET, COFTLavIckd
ENBENLDIE. BEHRHENZ<. BRAENMEEICBRESINET,

Subnet Originating Requests (JEFEBE— FKTDY—RX7 KLAZEHE)

CDFTLavEFNTDHE, EEBVIIRMDY—RIPT RLAM, %ET 54
Ty b (FThbb, EY—N—N2H23H TRy b, FTE, BHUIL—FOERIZHS
FEO—DIWNBEY—N—[CIL—T 4 VIR — b4 HEH Ty k) oo
—RFYREZ—D7 FLRIZERESNET,

AT O—NLEF T a3 V/BRETY .

{48+ —E X Z & IZ"Subnet Originating Requests"74 7 3 > #H%hIZ
TEHCEEHELEYS,

CDTA—=NLA T aVEEMT B E. B{REY—E XD"Subnet Originating
Requests"t 7> a UMBEINET, Thbhb, REY—EXZLICHM/EDICTE
T, COATLaviE, REY—E XD T O/NT 4 EE®D"Standard Options"t 5 < 3
VTHRETEZET ("Transparency"NEFDIHE) . REY—ERTEDA T a v
BT 55MIE. EV2a3r34%3BLTLESLY,
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SSL DBESIENEDHRES—ERIZRHLTIDRS vy FEL I

T5HE. TOEREVEL TS TOERERT LTEHEST 20

ENHBH-0. TORBHY—EXRZFERAL TSI RTOEHEHLY]
BrEnxEd,

Enable Strict IP Routing (B(E % IP L—T 1 VT DEZE)
CDFTLavEBERTEE, PTOMNDOURA A=A RERLA VA2 —T x4
RAENLTIUUIZEIELE=AY Y FEFAFREINET,

Handle non HTML Uploads (JE HTML O 7 v 70— FALE)
CDATavEEMTSEHE, EHIMLOT Yy TO— FEEENEL L ThNhbd K5I
HYET,

Enable Connection Timeout Diagnostics (#4214 L7 ™ FDOEZWZEFA])

T4 LTI, ERIAA LT COOTIEEDZHE>TVET, ChlE. FELOY

NHEEZLERSINDE=HTT, EHEIALT I MBI Z05F4EMT SIZ1E. "Enable
Connection Timeout"F T Yy Ry I R &EH VIZLFET,

Enable SSL Renegotiation (SSLOOBRITLIT— 3V DOEFXL)

AT avEATICTDRE, 9534T7 VMK YBRIVI— 3 UNERSNE
EEITSSLERMARTLET,

Use Default Route Only (T2 #JL F)L— FDHFEF)

TI7HILEDIL—FIO b)Y FEFHEODREY—EXRDNLD S T4 90 %, KEY
—EXDTIAINBIL—EDEFEET DA Z—T A RIZDHIN—T142TFT5LSIC
LET, COATLavEEMTEE, O—KIRE—IF. FS T4 90 %FRIEET S
e, BEA VAT I REEERVWTYISAT Y ROy FI—Y IZEEESR
TEET,

DA TavEEMNTEE. ALRY FT—DU EIZHBTART
DREH—ERNEEEFZITET,
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10.7.8 AFE Configuration (7 74— 3> -0V k- TV FEEERT)
OCSP DEXSE

Cache Configuration
Muximuen Cache Sice 100 Set Size | (Valid velues:1 - 408)
(-dug Virtual Hosts | v

I'ile extenstons that should not be cached: i
aspx gsp php shtml | No Entry v Delste
Compression Options
File extensions that shauld not be compressed: fad
.ast .gif .0z .Jpeg Jpg .mov anp3 .mpd .mpe .npeg .mpg pdf .pog swi tgz wav wma wmv .z .zip  NoEnty v Dalste

Intrusion Detection Options

Detection Rules Choose File  No file chasen Install rew Rules
Detection level  Dafault - Only Cnte al problems are repected
Client Limiting
Client Connection Limiter 0 Set Limit | (velid values:0 - 100000)

10-43:7 FU4r—ar - 7OV b - T FEEERE
Maximum Cache Size (BKXF v v atA X)
Fr A THRHAGELGATYBEZAANA FEEATERLET,
Cache Virtual Hosts (R RX FZEF v v a)

CDATLIUNEMEO>TVWEEE., Fv v aNEBTE, EY—/N—THHR—+
SNTVBREKRR M1 EBLETTHIERELET, H L. SOAX TP a3 ohEGHIC
B2TWABEIE, EH—N—LELEZaVTUVEBODEHORERRX FEHEDLD
ELTHFY Y aDNEBEITVET,

File Extensions Not to Cache (¥ ¥ v < a1 LW I 71 ILOHSIEF)
Fr v aINBIRETEEBEVWIZAILEALTDOY R K,

File Extensions Not to Compress (E#g L% LNT 7 1 L DFREEF)
EHENBIRETEHEBEVWIZAILEATDIR b+,

Detection Rules (#HJL—JL)

BRHEL—ILEA R F—=ILT BIZIE. BET HEEIL—ILZEERL T, "Install New
Rules"/R2 &0 1) v LET,

SNORT IL—ILEA VR b—ILT BIGEE. ULTORITEELTLIEELY,
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SESEAR— R ILSHTTP_PORTS & L TL &y

AT arTmsg &/ ETEETS

7 O—Id‘to_server,established’ EERE L TL =& LY

EED T 14 LA —I[L‘content Ef= (L 'pere DNNT MW EEIRTEFET
‘http_'/INTA—R ZEBMTHEETEET,

classtype ICIXAMTEZHREL TS

BHFTDHRA L SNORT L—)LEERIFT BHIZIE. SNORT D™D = THA
b (https://www.snort.org/) S LT EE0Y,
https://www.snort.org/.

Detection Level (#&H L ~)L)
BABLUERTLOIL—ILDT v TTL—F, BLVBRELANILOREERZTAET,
o Low- HEIEH, DT DH
o Default- EELMEZEL TV EADHESR
e High—- FZMNODEXGRELZEL TV ERDAHER
e Paranoid - FEMNMEHEENF-ITRTOT IV R EESR

Client limiting (7 54 7 > FDHIER)

EZ o= RX A oDBHT-Y DEGHOFREHRERAETY . (100K £ THIPRAE
BE) o YATALIZTIAIL MEDFIR ZHRE LK. BREDKRR MRy FT—UDf=
BDICELGLFIRERETEEY .

FYRT=DEEDRY FT—VLDRR MZERET HHEIE. KRRSNDI X FDIE
BIZEDNENTONE-O, BEIEHLOEWVHRR FKYBRET HILENHY FT,

254 TF7 FDOLERZEA TIZF BIZIL. "Client Connection Limiter"D{EZ 0 [ZRFE L &
ERR

10.7.9 HA Parameters (HA D/\NS A —4& —)

A— k<Y RXA—forAzure ZEAT H5FEIE. £V 3210710 25
BLTLEEL,

EazZy bOO—)LIE, THAE—F] NSA—FZRELEITCETEETLHEN
TEET, "HA (First) Mode" & 7= [X"HA (Second) Mode" % "HA Mode" & L T:EIR L =15

B HBEPTRLRAZEMTSEL5RT TAVT EARTEINET . "HAMode" 5 EE
THEBEINDEICLLIDT, FHMEHRELZS. BEIED"Reboot" K2 EDV vy
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LET., A—FYREZ—DEEHT HE. O—ILH“Non HA Mode” TIFELMES .
"System Configuration > Miscellaneous Options"+ % < 3 > C"HA Parameters" * — a1 —# 7
DI UNMERTREICBYET, 28EMALELREHAE—FRIZTHEELLWVRTEL
THEREINFEEA,

HARTZIZAOTA LT, BELHEDRTEIVREEZTIICE, #£#F (V17—
F) P7RLRZFERALET, A=y MIEZGNIP7 FLRICEREDST A LT
B. WU ELTRRSINDAZA—DPELGYFET (TREOAZ2—FSRBLTLZE
LY o B2V D IP7RLRATOEERTA VL. BEZTDI=Y FOHDAVTF
VREITIEHIZITNET,

Main Menu (bal)

Local Home

¥ Local Administration

~ Interfaces
» eth0 » ethl

Main Menu (bal)

* Hostname Configuration

* U=er Management Home

* Default Gateway

T e Teemes P Virtual Services

* Systemn Reboot . -
S ':_ o Statistics
* Update Software
* Backup/Restore Real Servers
» Date/Time
* H& Parameters F Rules & Checking
* WUI Settings .
N F Certificates
* Log Files

» Backup/Restore Certs. b System Configuration

10-44: 54 LY bIp A=a1— 10-45:EF Ip A =21 —
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HA Mode | HA (First) Mode ¥
HA Timeout | 9 Seconds ¥

HA Initial Wait Time | [ | Set Delay | ( valid values: 0, 10-180)

HA Virtual ID | 1 | Set Virtual ID | ( valid values: 1-255)

Switch to Preferred Server | Mo Preferred Host -

HA Update Interface | ethl: -

Inter HA L4 TCP Connection Updates

Inter HA L7 Persistency Updates

10-46:HA DFRE
HA Status (HA 1KHE)

EELBOFLURTOBEICHSITAAVIE. VT RF—HOO—FIREZ—21=vy +®
JTPZIWEAALRT—RARAEZRLTWET, ERDT A a2 IlE, HA-L, BAIE HA-2 (2xt
SLTWET, ZUTEIRT—ERT7AaAVED v TDHE 1BBF T 2FBD
HAZ=w O WUI ZB 2 ENTEET,

I X [keme) HA Parameters

ARG T7A a2 ELT, TEDNI—HHYET,

& A A=y b, AUSAVTEREIZBBLTWET,
;f” RRICADXTRETRSNEOAE, TRE—1o
T rChHBoLERLET,

HY)

& A=y b, AUSAVTEREIZBBLTWNET,

;50 BRICADXFENRRINTOELEAIR, TRE—

+ Az FCIRAEVNCEERLET,

TL)

FRTH X< A=y MEATSA T, ELLDHABREN L SN T

a0 X WEEA.

& B WMADIUNT T4 TE—REL>TVWES, T4
HE, ASIDBREREVAAINTEHANTYRE —TIL
LEEMSTWET, L=y bDA—HRy bR— D
RELHERE, —DDA=y rEHEYI—FLTHDBDE
BRRTHEIE LNEE A,

74 B 3HLRNICZEMED Y T— FARE LTI/
774 (BEBEMLZERL. PRXTLIXRIL MRREE
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E—KRTY, REAEXHA. TLTTORLE. B IT—F
hiﬂz‘g—cj—o

HAE—FTIX, 2=y I, BEOEEZMBNTOAERT S, HEOIPT7 KL
AEHELFET, ZLT. BE—DIVTA T4 ELTHABRORESLUVEEZTS -
DIZERAINA WU EOEBFIP7RFLRAZELET,

HA1 & HA2 DFEALR—DT 74N MTF— b zA ERLCY TRy

FEICEEL. BUYEY A FRICEET 2REAHY ET, YA

FRY O TRAEINEZ LG, RALTY—boz A ZFERALTH
74V ERTBENHYFET,

HA Mode (HA R E—F)

AR RK7O—>, HA-1 (HAFirst) . £ L <I& HA-2 (HASecond) MDERMTEFET,
B L HAE—FKFTIE, ELLVHA RO EBA, CORTEEZLERETDHESITIEOR
FL) T— AR ETT,

KEMP [Z HARIGED S AV RAZEZHAIZy FTEICIRL, 2=y

F1éazZy b2 LTHRELTWET, LA 2T, KEMP DH R

— MM ERBRBEICDOVWTELEDLTIC. CDFTLavEEETH
CEITHRELEHA

HA Timeout (HA 2 A4 L7 K)

YR —HENFATELGLC L DT RMYTFF—N—DNRIHETORRTYT, C
DATLavEERTIE HAV SR AW HEZRET M ERAETEET, 3
~15 DB T3IMUATHRETEET ., TIAIWMIIRTY, EXELSTHIEFEHE
EIIEOCIEETE, EZE<THELEDOSHEICH LTEWWHHEEZFET,

HA Initial Wait Time (HA #ZB)#FH#8R)

A—FIRXZ—DAEEEER., EQCOWF>THLERBREICTINEEELET .
N— b F—T I UNEELTWSIES., COERFERINET, COEZEETLHE

TERAUTIO Y FPRA Y FICKHBRERE (O— FYR A2 —HEEE) L TR
SN EERET HRM) ZERTEEI,

HA Virtual ID (HA {%#8 ID)

AT aviE, CARP 7O FIJLODERKE (TI74IE) 12, ALY FT—H L
[21DUEDHARTHRFEEEINTWT., BES=-THIAEIZDEFLET =012
BTY, Z5LWHGEIF. BT HARTICELGLAIDEBESZRETAHLIICLTLES

LY,

Switch to Preferred Server (7% T 14 TEE)
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TIAILETIE, HAOSRE—DELELDN— b F—HLEBESINFEA, TDE=H.
AAYFA—N—RIZX I OHNBRETDHE. TOIIVIERL—TIZHY, TRE—
ICOYBZONDFETETOREEZMBFLET, BERIXMEEETLHE. TV UNERE
BLzE. TOTIUEBIIRRI—IZHEASEL, N—FF—[FRL—TE—FIZY]
DEHLYFET,

HA Update Interface (HA 1§3REEEA 3 —T 1 R)

DEEREX. HABIDBRILEICEDA V3 —T 1A R H=FRHT I FHRETEET . 1
7—LERTIXMOBIRIETEEFEAN., 27 —L4L, TIILFT7—LTIHDA 52—
I ’f Z’\a)%Eb‘\'C“%i?o

Force Partner Update (/S\— M F—A~ADRTEIFHREH)

CDONFA—=F1E HAPELLKRHALTWEEDAFEATEET . “Force Update” R4
VEIIVVITRE. TIOTATRDERET 7AINERE VN INEHIBICEEEL
F9.

Inter HA L4 TCP Connection Updates (L4 A T—Y 2 ILYIUEZ)

AT avid, HABBEBIZCT VT4 TVATLREETRE N/ 2=y bAY]
UBH->TH, TCPIEEER UEH—/N—~BEIER2-HD1LNDTT, EBNDOAE
—FREL CPUNESARELEFTODT, BREEAELLHENMEREF DA T arn
FRIIHETEFEA, T : CONTA—ERFZFUICLELVRTLADYY T— AR E
T9,

Inter HA L7 Persistence Updates (L7 R T7—Y ZJLEIYEZ)

L7 H—ERZFEARALTWREGES. COX T arEdEMCTSHE. HA/N— FF—R/IC
BIFBIN—RTURBEBROEENHFAISINET, HAD T A LA —/N—DFEELT-
EEL NIRRT UREBINEDONERA, COF T2 avEB/HTDHE, KNT+—
YUANRKESEEEZRZITET,

HA Multicast Interface (HA RILFF XA M 2 —T M4 RX)

HARBIDT7 v 77— FDBEMIZH >TSS, YILFXFXY RS T HDFRY
)= A2 B—DT A REZRANVNTLANVAELAINYTD NS T4 v DRENITTHN
9,

Use Virtual MAC Addresses ({x#8 mMAC 7 FL XA Z{HEMA)

CDATavEEMNTEE. R4 YFA—/\—FFIZ HA RT7ET MAC 7 KL A A&
FHICKBEENFET, ChiX. HADIPZFRLADEEREEZRA Yy FIZEMT HDIZERA
ENBTTT2432AXARP BRI SN TULWHMEGEIZRIZIZIBET,
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10.7.10 Azure ) HA INT A —4A
CDA=a—A T avik, A— KT XA —forAzure TOAFATZ=ET,

Azure HA Mode  Master HA Mode v

Partner Name/IP | ga-azure-ha2 cloudapp ne | Set Partner Name/IP

Health Check Port 3444 Set Health Check Port

10-47:Azure D HA /N5 A —4

Azure HA Mode (Azure @) HA £— K)
ZDA=y FTRELZHAE—FZEIRLET, 3204 T avhEESTHE
9.

e Master HA Mode (W X4 —HA E®— K)

e Slave HAMode (RL—7 HA ®— F)
e NonHA Mode (JEHA E—F)

A—KRTRA2—% 1B HERT 55E. "Non HAMode" Z:ER L T 2 &Ly,

HAE— FZERTSH5E. 18BDT L V& " Master"[ZREL. 2 8BDY Y V%
"Slave"[ZERE L F T

2E8M0D1=y FTRH L"Azure HA Mode"D{E % &IR L 1=15E . HA (L
BELEEA.

REH—ERXDEBEEDRIE. TARE—DBLAL—TDAHBTODH
ThhET, YREA—IZBIFTHEBRFIRL—TICEHEIhFET, -
L. AL—TJIZBH2ZERFITR A —(CIFEEShEE A,

RRAA—1=y MIEELNREET DL, BiIEAL—Ta=y S
RITENET, BELFKELTE, YRZ—2=vy FMIHCETY
AA—THY. AL—TIZIERY FEFLA, RERIZ. AL—Ta1=y
METRE—IZIZFHBEY EEA, TRA—21=y FHEIRT S &,
EIIEFMIZRARY—=y MZEITF AT,

KEMP

Main Menu (bal) 04:39:54 PM

10-48: A L—TJa1=wy k

A—FIRXRE—D kY TNR—IZRREINBIE—FEFzvITHIE D=y AT
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K A—KIREZ—21)—X 1JIJy—R/—F (Ver7.1-28a)
Copyright © 2002 - 2015  KEMP Technologies, Inc. All Rights Reserved. Page 172 /176



Web User Interface (WUI) KEMP ‘ #4 Load Balancer

in price/performance
Configuration Guide

Partner Name/IP (/3— FF—%£/IP)
HA/N—FrF—2=y FORR FRFERIXIP7RLRAFRELET,

Health Check Port (NJLRAF v R—F)

NVAFIVYERITITAR—FERELES . HAZELKHRESEDIZE, TR 4
—a1zZy bERL—T2Zy FTRLKR— M EHBETIRLELHY FT,

10.7.11 SDN DEXE

ClusteriD ControllerlD Inuse IPv4 Port HTTPS | User Action
18 f 30 Trie | 172.16.0.6 | 8443 | yes sdn | Mod | Del
Add New

10-49:SDN D E&E
¥iHEmn
SDNa v bO—5—#EiRZHAICEMLET,
Modify (ZEE)
BHFEOSNIY bO—5—EHEERLET,
Delete (HIER)
BEDSON Y FO—F—ERZHIBRLET .

10.7.11.1 SDN 3> FO—S5—DREE

Cluster | 1 -
IPv4 | 1721608 | SetlPv4 |
Port | 83181 | Set Port |
HTTPS | False »
User | admin | Set User |
Password | seses | Set Password |

10-50:SDN I > FO—5—MDEE

SODN O bO—5—DEHEZFH-IZEMT B, 1RHOIZ. Cluster (P FXR—) | IPv4
7 ELR, Port ((R—F) £#8hLIEEARTEINET, SDNOIY FO—5—DHEHKE
EBAN#%. "SDN Statistics"EIE D "Modify" %9 ') v I T 5 ETHREFEHTEET,

Cluster (9 5 R % —)
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SODNaOY hO—F5—MNAUN—=¢LEDHISTRE—TT,

"Cluster"Z 4 —JL FIET 74 I FDFEFRICLTLIZELY,

IPv4
SDNa> kAO—5—DIPV4 7 FL X,
Port (FR—F)

SDNa Y hO—5—WUI DR— FTY,

HPVAN > bO—5—DT 74/ bDOFR— kX 8443 TT,

OpenDaylight SDN 2> FA—5—®DT 7+ )L kDFR— (L 8181 T

9,
HTTPS
SDNa Y bA—5—~ADTF Y XIZHTTP/HTTPS Z{FERALFE T,
User (1—H—)

SONaAY FrAO—5—~ADT7 IV LATHERAT 51— —LTI,
Password (/SR J)— K)
SONaAY bA—5—~ADT7 IV ATHERT H/XXT—KTT,
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SERXaAV

BICHREINTOWEWEY., UTORFa A2 I
http://www.kemptechnologies.com/documentation M5 AFTEE T,

REY—ERET T L— FERESREA

RSA O 2 ERBEE #HRAEREA

VALY IPZAVE A - -2

aVT Y IL—ILERERREA
A—RKIRE—51H5 6.0~ DBIT TIO/=HIL/—F
ANYS—FEBHAF THO=ZHAL/—F

GEO HmiE

GEO Sticky DNS  #$#EZREA

Ny ELb—RHLF FO=AL/—F

VMware Y—ILDTF FA 2 i\vir—< HEEEREA
HRBLBHAI+—L TO=ZHANL/—F
R—bo+r0—"4 2T BRESHA

SSL7 €5 L—Yavd—EX BEeiH
FIVr—2a0IT7AT24+—iRvy Y (AFP) AR E LIL—IL
FIVr—2a0I7AT24+—NiRy Y (AFP) AR E LIL—IL
Kerberos Constrained Delegation H#EEEA
N—FzF7EF2UT4EDa2—)L (HsM) HEESEA
IPsec FoRY DT HEEEREA

KEMP A— FY X4 — S GH#E

SDN 75 77« TERFSHER BRESA

42 R  HEESEA

RADIUS DFBFE L HERRE TI/=HhL/—F
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