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oooobooboboobooboooooooooboooboobo
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ooooboooboobooonDg

ooooboobOobbooboobooboooooboooooo

010000 RS232COU00D00000DLO0DLOOO0O0D0OO0O0ODODOODbDOODODOOD
oooobOpPCO0ODOO0ODODOODOODOOOODOODOOOOOOOOOO
ooooogo

0200000000000 000b00o0bOoobooon
a.J0d000oDbD0ooOo0o0obOo0obOooooog

b.0 00O O0O9600
cOob0obooospooobooboooooooooboooboDoe
d.O00OO00O0OOO0O

03000U0ooooooooooood
"FXC login:"

oooooooo

0400000000000000D0OO0DODOOODODODO
login"OODOOOOOOODOO
ooo0obOoo0bOobObo0obo0obo0oboobooog enterD000O0O0O0OO

user nameld admin
passwordd admin

[O0O00O00OCLIO0OO0DO0ODOOO0O0O0ODOO0OOoOoOoDOOoDOOoOO0oOoOOoDOOoOoOoooOon
ooo0oo0o0oDoOoOooOoooOoDooooOoooon

gs500000000000b00 PO0bO0O0OoOOoOoOO

a)"enable’ 0000000
b) "configure terminal" 0 00000000 D0O0ODO "FXC(config)#' 0O OO OO
c)interfacevlan1"O O OO OOOOODOODODO "FXC(config-if#"' 000 0O OO

d)"ipaddress<IPO 000 ><O000000>™0000000000O
IPOOOCOO 192.168.1.1 000000000000 255.255.255.00000
"ip address 192.168.1.1/24"0 000000

e)'FXC#" I DU0000D0Oend"0D0OOOODO
Hwrite" 00 O0000DOOOOOOODOOOOODOODOOOOODOODOO
g)'reboot" 00000000 ODOODOOCOCOODOO
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a)'FXC#'0oonogno

b) “show running-config" 00 00D O00O0OO0D0OO0OO0DOOOOODOOOOO

00000000 0DO0ODOOU0OCO0ODO0OC0ODbDODOGlobal Configuration
OO0OO00ODO"oiproute 0.0.0.0/0 192.168.1.254" 0 000000000 0OOODO

c) “ip route 0.0.0.0/0 192.168.1.2* 0000 00O O
hy"FEXC#" O OOUODOOODOend"OOOODOOO

i) 'write" OO0 D00O0O00ODOODOOOOOOOOOOOOOODOOOOODO

FXC login: admin
Password:

FXC 10/100 L2 Switch 1.0.1 Copyright (c) 2007

FXC> enable

FXC# configure terminal

FXC(config)# interface vlan 1

FXC(config-if)# ip address 192.168.1.1/24

[admin] Install IP address 192.168.1.1/24 succeeded!
FXC(config-if)# end

FXC# configure terminal

FXC(config)# no ip route 0.0.0.0/0 192.168.1.254
FXC(config)# ip route 0.0.0.0/0 192.168.1.2
FXC(config)# end

FXC# write

Building Configuration ...

Integrated configuration saved as 'startup config' ok!
FXC#

O10000/iPO00O0ODO
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cuobooog™oboboobooboboboobooboobooooog
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Power On Self Test

oooobooogpoSTOOOODOOOODOODOLEDODODOODODOODOODOO
gooooboobooboboobooboobooooooooboooobooboboobooboooo
opoooogo

POSTUOOO "FXClogin:"OODOOOOODO

FXC login: admin
Password:

FXC 10/100 L2 Switch 1.0.1 Copyright (c) 2007

FXC> enable
FXC#

O 2 O CLI Interface
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2.1 ooooO/000400

cuboobgoobogooooogooogoobooboobobooboobooboogo
OO0oO0DbO00ob00oDODO0"admin"OO0D0ODOOOOCODOOOODOD

oooobooboobobooboobooboobooobooobooooooboboboobo
ooo0obOoobobObobo0bo0obooooooobOoo Xcooooooooo

ooooogo

'‘ext'0000CLIOOO0ODOO0OOODOOOOOOOOOOODOOOOODOOOODO
OO000D000O0ODODOO0OOD exit"d00obOOoOooOonDo

2.2 cuigoonon

gooocuboboobooobooboobooboonDo

OO00dOWwebOOODODOOOODOOOODOOOOOOOOOOODOODOODO
oo

"save" 000 0O0D0O0OO0OODOODOODOODOO
cLibooboobdO'save"00D00O0O0OO0ODOODOOOODOODOO

"TrO000000b00b0o0b00oo0ooo0ooob0oobooboobobooDbOo
‘ODO00O0O000bO00bCO0obOgbD reotd00DbOOC0ODODOOOODO
" UobooboobooobobooobOoboboboboobOoobOoobobooooDoo

221 CLIOOO

gonooogon

cLbooboooooooboooo
ooooboobooboobooboooooooooobooboboobooo

cooooooooo™ooO0OvMst'c0b0d000O0OO0OOObOOoOoOoOobobooOoObn
ooooboooboobooonDg

ooooboobOobobobooobo0oboobon

e User EXEC

e Privileged EXEC

* Global configuration
« Interface configuration
« Config-vlan

* Mac access-list extended
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goooobboooodooon
cuogg

« |P standard access-list

* |P extended access-list

e Policy-map configuration

« Policy-map-class configuration

e Config-router

ggobobobooooobboooooboobuooooobbbooooboobooon
O0000 UserEXECOOODOODOO

O000DO0O000DODOO0OOODO0OO PriviegedEXECOODOOOOODOO

Privieged EXECOOOODODOOOOOOODO EXECODODOOOODO Global configuration
O0oo0DoDoooooooog
EXECOODOUODOODO0OOODODOOOODOOO "show' 0000000 OO0ODOO
00000000 0DO0ooU0o " o"000000D0DO000O0ODOoDoDoOOooOoOO
"Config-vlan (virtual LAN)' 0000000000000 ODO0ODO0ODOODODOODOODOOO0
O000D0D00oOooDoooooood

0000000000000 00O0D00000D000D0O0O00O Global configuration 0 0 O
00000 0O Global configuration O O O O O Interface configuration O line configuration
O0o0DoDoooooooo

gilibboouogooobbbooobbboooooobobbooobbboooooon
ooo0obO0o0obo0ob0o0boobooooooooD Xcooobooo oo

gi1dd0goaooobgdg

Command Mode |Access Method Prompt Exit or Access Next Mode
User EXEC Ooooooooog [FXC> Ext0O0Oo0OOoOooooooo
goomoboooo Privieged EXECOOODOOODOODO
ooooooooon 0 "enable" 0000000
goooo
Privileged EXEC User EXEC OO FXC# UserEXECODOODOOOOO "disable"
"enable" 0O OO0 goboboooboooog
ooono Global configuraton 0O OO0 OO Q0O
00 "configure terminal" 0 0O 00O
oo
Global Privileged EXEC FXC(config)# Privileged EXECO OO OOOOO
configuration 00000 "cconfig- ‘exit" OO0 "end" 000000000
ure terminal” 00 O gooDoooocuw+zoOOOOODO
oooood Interface configuration 0 O 0 0 0O OO
000 "interface”0000O0O0O0OO
goboboooboooog
Interface Global configuration | FXC(config-ifj# | Privileged EXECO OO OO "end" 00O
configuration ooooo 0O0oo0Oo0oOd0O0cu+z0000
“interface” 0 0 0 O 0 O O Global configuration 0 00 O O
ooooooogon 000 "exit'0000000
gooboooboo
goooo
FXC3226




goooobbbooooooon
cuogg

010000000on

access-list extended
ACL name'ooD
ooooooog

Config-vlan Global configuration | FXC(config- Global configuraton0 0 OO0 0000
ooooo "van vian)# "exit' 000000
vian-id'oooono Privileged EXECO OO OO "end" 00
gooooo dodooooooocu+zooOod
ood
Mac access-list Global configuration | FXC(config- Global configuraton0 0 OO0 OO0 00O
extended oooog "mac mac-acl)# "exit'0O0O0O000O0

Privileged EXECODOODOQO "end" 00O
ooooooouooocew+zooOoO
ooo

IP standard access-
list

Global configuration
ooooo ip
access-list standard
ACL name'0oD
ooooooog

FXC(config-std-
acl)#

Global configuraton 0 O OO0 O OQO0Qd
"ext'0 000000

Privileged EXECOOODOQO "end" 00O
ooooooouooocew+zooOoO
ooo

gooDoao “class
Class map name

gooooooon
oo

IP extended Global configuration | FXC(config-ext- | Global configuration 0 0 000000
access-list oooootp acl)# exitt 0000 oon
access-list standard Privileged EXECO OO OO "end"00
ACL name'oon ooooooouooocer+zooOoO
00000000 ooo
Policy-map Global configuration | FXC(config- Global configuraton0 0 OO0 0000
configuration 00000 "policy- |pmap)# "exit'0 000000
map policy-map- Privileged EXEC 0 0 0 0 0 "end" 0 0
namecooooo gdoooooooocu+zooOOood
ooooo ooo
Policy-map-class configuration 0 0 0O
0000 "class"O0OO0O0O ClassO0O
ooooood
Policy-map-class Policy-map FXC(config- Policy-map configuration 0 OO0 00 O
configuration configuration pmap-class)# OO0 "exit'0000000

Privileged EXECOOODOQO "end" 00O
ooooooouooocew+zooOoO
ooo

[ODOJO*?r 000 st 0000000000000 O00O0ODOO0OO0ODODOOoOOOoOd
oooooooooon
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goooobboooodooon
T cLgoo

gonoogon

cLbooboobooooboooogoo

000 "show' 00000000 'sh"O0000O000OO0OO0O0OOOOOOOOOOOO
"show running-config" O O"shr" 00000000

gobooboobooboboobooboobooooooooboooboobooboboooo
ooooboooDbd

noO0OO0O0O Default D OOO

Configuration 0 0 000000 "no"O0000OO0OO0DOODODOO
O0"o"000000000000O0O0ODODOO

¢+ JO0OOOOoOoOOo

+ J0O000OO0OO0OODUOOOUOOOO

+ DODOOODOODOOOODODOOOOO"oshutdown"OOOOO0ODOO
00000 "shutdown" 00 0O0O0O0O

OOOOConfiguration D OO OO0OOD0OO "Defaut" 00000000 OOOO
gobooboobobobobooboobooooooobDoobooboobobo

gooooonoogodg

cuiboobooboouoobogoooooboobobboxr »O000ODOD0ODODDO

ooooboobooboobooboobooooooooboooboobooboobooo
ooooboobobobo0obooboobooboooogoo

HelpO OO

"rOobfdb0bobbo0obooboobooooooooboooboobooboobobooD

gobooboobooboboobooboobooooooooboooboobooboboooo
oogd

¢ help-00000D0ODQOOOOCDOOOOOO
FXC>help

¢+ J0O0O0O0OOOD -DbO0bOo0obOOobooo™bOoooooooobooooon
oooobooboobooboooooooon

FXC> sh
show Show running system information

+ DODODOOOUO -00D0ODOOO0OUODUO0ODO0O<@b>0000000CLIOCOO
ooooboobooboobooboooboobooboooo

OOO0<tab>000000D00OO0OC0ODODOOOOODO

FXC#sh ru<tab>
FXC#show running-config

FXC3226
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20 cCcLibO00bO00bOo0oboOoooooooooon

Oz2cCcLOoooboonDgd

oooooooo oo ooo

AmbiguousCommand. ooooooooo |(ooboobg™oboobobbooob

00oood0ddl |oo0D0O00000oO0o00oooooOn
oboooooogoon

ooooon
Command incomplete. ooooooooo |(ooboobg™oboobobobooob
oooobobdbl |oooooo0O000O00O00O0oO0OoO0
oboooooogooo
Unknown command. ooooooogo (™booboboboobioobooboon
oooooood obooooobooobooboo

gooogd

"show' 00000000 O0ODOODOOOOODOOOOOOOOOOOOOODOODOOOCOO

gobooboobooboboobooboobooooooooboooboobooboboooo
ooooboobooboobooboooooog

OO00O0ODO0O000ODODOUOOODOdprivilegedEXECOOOODO "writefile"O OO O
oooobooboooogon
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goooobboooodooon
T 00000000000

222 [0O0O0O0OOOOO0OOOO0

archive download-sw /overwrite (tftp | ftp)

o

archive download-sw /overwrite ( tftp | ftp ) : URL

. tftp |ftp- TFTPOOO FTPOODOOOOO
-« URL-IPOOOOD:0000/00000

« URL-O0OO0O0 :0000D0 @OIPOOODODO:0000/O0000O0O

gonoogoo

privileged EXEC

googd

oo

googoo

ttp 00 OOOOO0DOODODODODOODOO0OODOOO0ODOO0OO0OO0OODOO0ODOOODOOOO
goooooog

g

FXC# archive download-sw /overwrite tftp 192.168.1.12/factory.img
This command will proceed system firmware upgrade [yes/nol : y
tftp: warning: blksize not supported by server - reverting to 512
Stopping WATCHDOGA . .t i v ittt ittt ettt et e eee e [ OK ]
Stopping CPUA . ...ttt it e e e e et e [ OK ]
Stopping SNMPA . . ...ttt et e e e e e e e e [ OK ]
Stopping AOSPROXY . ..ttt i e e e e e e e [ OK ]

O

goooo

O

FXC3226 m
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goooobboogd

clock set TIME MONTH DAY YEAR

o
clock set TIME MONTH DAY YEAR

« TIME-hh:mm:issOO0OOO0OD0OOOOOOOOOOO
*« MONTH-<1-12>0000000000

« DAY-<1-31>00000000000

« YEAR-0O 1970-2037 00000000000

show O O O O O show clock

gonoogoo

privileged EXEC

gonoo
oo

googoo
ooooboooDbd

O

FXC# clock set 14:11:30 11 5 2007
Mon Nov 5 14:11:30 UTC 2007
FXC#

clock timezone ZONE HOURS MINUTES

oag
clock timezone ZONE

« ZONE-OJ0O0D0O0O0OO00O0OO0OOO

« HOURS-UTCOOOOOOOOOOOO0O23-2300

« MINUTES-UTCOOUOOOOOOOOOOO0-5900
show O O O O O show clock

no O OO O O no clock timezone

gonoogoo
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privileged EXEC

gonoo
uTC

googoo
ooooboooooboobon

O

goooobboooodooon
goooobboogd

FXC# clock timezone UTC 1 20
FXC#

configure terminal

o

configure terminal

gonoogoo

privileged EXEC

gonoo
oo

goooon

Global Configuraton0 O 00000000

O

FXC# configure terminal
FXC (config) #

FXC3226
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goooobboogd

copy running-config startup-config

o

copy running-config startup-config

gonoogoo

privileged EXEC

gonoo
oo

googoo
oooobooboboboboobooboobooooooooooo

O

FXC# copy running-config startup-config

Building Configuration ...

Integrated configuration saved as 'startup config' ok!
FXC#

copy startup-config tftp

od
copy startup-config tftp: URL
URL-IPOOOOO:0000/00000O

gonoogoo

privileged EXEC

gonoo
oo

goooon

oooobooboboboobooboobooooooooooooooTFTPODOODO

ooooboobobobooboonDd

O

FXCH# copy startup-config tftp: 192.168.1.12/config.txt

FXC#

TFTP Upload startup-config file 'config.txt' to '192.168.1.12' ok!

FXC3226



goooobboooodooon
T 00000000000

copy tftp: URL startup-config

od
copy tftp: URL startup-config
URL-IPOOOOO:0000/00000O

googooogod
privileged EXEC

gonoo
oo

googoo
TFTPODOOOO0OOO0OOOO0OOODOOODOODODOOODODODO

O

FXCH# copy tftp: 192.168.1.12/config.txt startup-config

tftp: warning: blksize not supported by server - reverting to 512
TFTP Update startup-config file 'config.txt' from '192.168.1.12' ok!
FXC#

copy startup-config ftp

od
copy startup-config ftp: URL

« URL-O0OO0O0O :0000D0 @OIPOOODODO:0000/O0000O0O

gonoogoo

privileged EXEC

gonoo
oo
goooon

oooobooboboobooboobooboooooobooboboboFrFTPOOODO
ooooboobobobooboonDd

O

FXCH# copy startup-config ftp fxc:123@192.168.1.12/config.txt
FTP Upload startup-config file 'config.txt' to '192.168.1.12' ok!
FXC#

FXC3226



goooobbbooooooon

goooobboogd

copy ftp: URL startup-config

od
copy ftp: URL startup-config

« URL-O0OO0O0 :0000D0 @OIPOOODODO:0000/O0000O0O
googooogod

privileged EXEC

googd

oo

googoo
FTPOOOODOODODOOODOODOODOOOOOOOOO

O

FXCH# copy ftp fxc:123@192.168.1.12/config.txt startup-config
FTP Update startup-config file 'config.txt' from '192.168.1.12' ok!
FXC#

cpuingress rate

00
cpu ingress rate <50-4000>

« <50-4000> -0 000000000000 mMOOOoO/O0

show O O O O O show running-config

no O 0O O O O no cpu ingress rate
googooogod
Global configuration

googd

ooon

googoo
chubOobDOOoDbOODbDOOOODbOODbDOO

O

FXC# configure terminal

FXC(config)# cpu ingress rate 300

[admin] Set CPU ingress rate 300 succeeded!
FXC(config)#

FXC3226
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T 00000000000

disable

o

disable

gonoogoo

privileged EXEC

gonoo
oo

googoo
privleged EXECO DO DO OO UserOOOOOOQOQOO

O

FXC# disable
FXC>

enable

o

enable

gonoogoo

User

gonoo
oo

googoo
UserOO O OO privleged EXECOODOODOOODOOO

O

FXC> enable
FXC#

FXC3226



goooobbbooooooon

goooobboogd

end

o

end

gonoogoo

Privileged EXEC, Global configuration, Interface

gonoo
oo

googoo
OO00OODOOCenable0O00OOCOCODOO

O

FXC(config-if)# end
FXC#

exit

o

exit

gonoogoo

User , Privileged EXEC, Global configuration, Interface

gonoo
oo

googoo
oooobooboo10booboooooogoon

O

FXC(config-if)# exit
FXC(config)# exit
FXCH# exit

FXC login:

FXC3226



goooobboooodooon
goooobboogd

hostname

oag
hostname HOSTNAME

- HOSINAME-OOOOOOOOOOOO

show O O O O O show running-config

no O OO O O no hosthame

gonoogoo

Global configuration

gonoo
FXC

googoo
ooooboooooboobooooog

ooooboobOobobobooobo0oboobon

O

FXC(config)# hostname fxcl23
fxcl1l23 (config) #

FXC3226
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goooobboogd

list

o

list
oooooono

User, Privileged EXEC, Global configuration, Interface

gonoo
oo

googoo
ooooboobooboobooboobooooog

O

FXC(config-if)# list
description .LINE
end
exit
help
ip address A.B.C.D/M
ip dhcp client
ip dhcp client renew
list
no description
no ip address A.B.C.D/M
no ip dhecp client
no shutdown
quit
shutdown

FXC(config-if)#

FXC3226



goooobboooodooon
T 00000000000

ping

od
ping IPADDR
- IPADDR-PINGOOOOOOO

gonoogoo

Privileged EXEC

gonoo
oo

googoo
O000D00000D000 echomessage 0000000

O

FXC# ping 192.168.1.1

PING 192.168.1.1 (192.168.1.1): 56 data bytes

64 bytes from 192.168.1.1: icmp_seqg=0 ttl=255 time=0.5 ms
64 bytes from 192.168.1.1: icmp_seg=1 ttl=255 time=0.6 ms
64 bytes from 192.168.1.1: icmp_seg=2 ttl=255 time=0.6 ms
64 bytes from 192.168.1.1: icmp_seg=3 ttl=255 time=0.6 ms
64 bytes from 192.168.1.1: icmp_seg=4 ttl=255 time=0.6 ms

--- 192.168.1.1ping statistics ---

5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 0.5/0.5/0.6 ms

FXC#

FXC3226
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goooobboogd

quit

od
quit

gonoogoo

User, Privileged EXEC

gonoo
oo

googoo
oooobooboooogon

O

FXC# quit

FXC login:

reboot

o

reboot

gonoogoo

Privileged EXEC

gonoo
oo

googoo
oooobooobooDbog

O

FXC# reboot
This command will proceed system reboot
System is rebooting ...

[yes/nol

Y
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T 00000000000

reload default-config file

o

reload default-config file

gonoogoo

Privileged EXEC

gonoo
oo

googoo
oooobooboboboooboogoon

O

FXC# reload default-config file

This command will restore startup-config to factory defaults [yes/no] : vy
Backup current configure file as 'startup config.sav'

FXC#

show arp

o

show arp

gonoogoo

Privileged EXEC

gonoo
oo

googoo
ARPOOO0O0OOOOOOOO

O

FXC# show arp

IP address HW type Flags HW address Mask
Device

192.168.1.12 0x1 0x2 00:0A:E4:33:CD:26 * sw0
FXC#
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goooobbbooooooon

goooobboogd

show arp host

00
show arp host ADDRESS/ VLAN

-« ADDRESS-IPO0O0O0OODOOO MACOODOODOOODODOO

« VLAN-VLANODOOODOOO
googooogod

Privileged EXEC

gonoo
oo

googoo
O000D000 VLANOODOODARPODOOODODODO

g
FXC# show arp host 192.168.1.12
IP address HW type Flags HW address Mask
Device
192.168.1.12 0x1 0x2 00:0A:E4:33:CD:26 sw0
FXC#
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show cable-diagnostic interface

goooobboooodooon
goooobboogd

od
show cable-diagnostic interface IFNAME

* IFNAME - fastethernet1/0/1 O 00 O gigabitethernet1/0/1

gonoogoo

Privileged EXEC

gonoo
oo

googoo
ooooboooooboobon

O

FXC# show cable-diagnostic interface fastethernetl/0/1

Interface fastethernetl/0/1

Cable Status

: Open, 2 Pairs

Pair 1 - Status : Open, at 1 Metre.
Pair 2 - Status : Open, at 1 Metre.
FXC#
show clock
oo
show clock
gooooono

Privileged EXEC

gonoo
oo

googoo
ooooboooboobooonDg

O

FXC#H#
Mon,
FXC#H#

show clock
05 Nov 2007 15:06:34 +0000

(UTC)

FXC3226



goooobbbooooooon

goooobboogd

show cpu statistics

od
show cpu statistics

nol clearD O O O O O clear cpu statistics

gonoogoo

Privileged EXEC

gonoo
oo

googoo
oO0/OD0000DO0DOboO0oboOobOooooo

O

FXC# show cpu statistics
CPU statistics

DOT1X
LACP
GARP/GVRP
DHCP

ICMP 1
IGMP

NTP

FTP

TFTP

SSH

SNMP
TELNET
FXC#

O O O O O OO OO oo o Oo o

12

O OO O O O o WwWooo oo
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T 00000000000

show memory

o

show memory

gonoogoo

Privileged EXEC

gonoo
oo

googoo
ooboobooboobooboobooooogoon

O

FXC# show memory

total used free shared

Mem: 25552 24684 868 0
Swap: 0 0 0
Total: 25552 24684 868

FXC#

buffers
2180

show private health

o

show private health

gonoogoo

Privileged EXEC
googd
00

googoo
oooobooboboboooboogoon

g
FXC# show private health
Temperature 1 : +47 C
Temperature 2 : +41 C
VCore (1.8V) : 1.816 V
VIN2 (2.5V) : 2.544 VvV
VCC (3.3V) : 3.336 V
Fan 1 Speed : 7758 RPM
Fan 2 Speed : 8231 RPM
FXC#
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e ]

show private led

o

show private led

gonoogoo

Privileged EXEC

gonoo
oo

googoo
o000 LEDOODODODOODO

O

FXC# show private led
System LED : green
Fan LED : green
FXC#

show private model

o

show private model

gonoogoo

Privileged EXEC

gonoo
oo

googoo
oooobooooooDd

O

FXC# show private model
10/100 L2 Switch
FXC#
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goooobboooodooon

goooobboogd

show processes cpu history

o

show processes cpu history

gonoogoo

Privileged EXEC

gonoo
oo

googoo
cPubOOobDOoOobDObOOoOoDO

g
FXC# show processes cpu history
CPU usage history
last 5 30 60 seconds
User 0.6% 0.8% 0.7%
System 19.0% 18.9% 18.5%
FXC#
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e e

show running-config

o

show startup-config

gonoogoo

Privileged EXEC

gonoo
oo

googoo
ooooboooboobooonDg

O

FXC# show running-config
Building Configuration

System running configuration:
hostname FXC
!
vlian 1
!
snmp-server community public ro network 0.0.0.0/0.0.0.0
snmp-server community private rw network 127.0.0.1/
255.255.255.255
snmp-server community trap public
smux peer 1.3.6.1.4.1.2623
|
interface fastethernetl/0/1
no line loopback
|
O
oo

O
interface gigabitethernetl/0/26
no line loopback
!
interface lo
ip address 127.0.0.1/8
!
interface vlanl
ip address 192.168.1.1/24
!
FXC#
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goooobboooodooon

goooobboogd

show syslog

o

show syslog

gonoogoo

Privileged EXEC

gonoo
oo

googoo
ooooboobooboboobooboon

O
FXC# show syslog
Jan 1 00:00:17 syslog.info syslogd started: BusyBox vl1.0l-aos-patch
(2007.10.11
-08:43+0000)
Jan 1 00:00:17 user.alert kernel: Hardware Initialization
...... [ OK ]
Jan 1 00:00:17 user.alert kernel: Memory Initialization
...... [ OK ]
Jan 1 00:00:17 user.alert kernel: System Cache Initialization
...... [ OK ]
Jan 1 00:00:17 user.alert kernel: File Systems Initialization
...... [ OK ]
Jan 1 00:00:19 daemon.notice AOSPROXY[91]: Notice: [admin] Set
interface fal/0/
1 line-protocol disable succeeded!
Jan 1 00:00:19 daemon.notice AOSPROXY[91]: Notice: [admin] Set
interface fal/0/
g
googoo
g
Jan 1 00:00:25 daemon.info snmpd[106]: Entry 1 in EthStat has been
activated
--More--
FXC3226
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goooobboogd

show syslog configuration

o

show syslog configuration

gonoogoo

Privileged EXEC

gonoo
oo

googoo
ooooboooooboobon

O

FXC# show syslog configuration

Syslog : enable
Log timestamp : disable
Log hostname : enable
Severity : 6
Facility 2

Server IP # 1 : 192.168.1.35
Server IP # 2 : 192.168.1.12
FXC#
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goooobboogd

show telnet who

o

show telnet who

gonoogoo

Privileged EXEC

gonoo
oo

googoo
ooooboooooboobooooog

O

FXC# show telnet who
Session User

show uptime

o

show uptime

gonoogoo

Privileged EXEC

gonoo
oo

goooon

ooooboobOoboboobooboobon

O

FXC# show uptime
00:01:55 up 1 min,
FXC#H#

load average:

0.34, 0.19, 0.07
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show version

o

show version
oooooono
Privileged EXEC

gonoo
oo

googoo
oooobooobOoobooobobooboonbog

O
FXC# show version
Bootrom version : 1.0.2
Hardware version : 10/100 L2 Switch
Firmware version : 1.0.3
built : Oct 18 2007 - 14:09:37
FXC Copyright (c) 2007
FXC#
show user
aad
show user
0000000

Privileged EXEC

gonoo
oo

googoo
ooooboooooboobon

O

FXC# show user

User Name Privilege

admin Native Administrator
FXC#
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T 00000000000

syslog

a0
syslog (enable| disable)

« enable-00O
 disable-0 0O
show O O O O O show syslog configuration

gonoogoo

Global configuration

oooano
disabled O O O

googoo
coodbooboboboboo/bobobboooo

O

FXC(config)# syslog disable
[admin] Disable syslog succeeded!
FXC(config)# syslog enable
[admin] Enable syslog succeeded!
FXC (config) #

syslog facility

od
syslog facility <0-23>
+ <0-23>-000000000O0 <0-23>

show O O O O O show syslog configuration

gonoogoo

Global configuration

gonoo
2
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goooobbbooooooon
goooobboogd

googoo
SyslogUOOODOODOOOOODOODOO

O

FXC(config)# syslog facility

<0-23> Facility code
FXC(config)# syslog facility 15
[admin] Set syslog facility succeeded!
FXC (config) #

syslog hostname

od
syslog hosthame
no O O O O O no syslog hostname

show O O O O O show syslog configuration

gonoogoo

Global configuration

oooano
DisableO O O O

googoo
sysloghostname 000 /O0O000O0O

O

FXC(config)# syslog hostname
[admin] Set syslog log hostname succeeded!
FXC(config) #

FXC3226



goooobboooodooon

goooobboogd

syslog server-ip

od
syslog server-ip IPADDR

« IPADDR-IPOODOOCOOO

no 0 O O O O no syslog server-ip IPADDR

show O O O O O show syslog configuration

gonoogoo

Global configuration

gonoo
oo

googoo
SyslogUOOO IPOOCOODOOOCODOO

O

FXC(config)# syslog server-ip 192.168.1.5
[admin] Insert syslog server IP succeeded!
FXC(config) #

syslog severity

00
syslog severity <0-7>

e <0-7>-SeverityOO QO OQ

show O O O O O show syslog configuration

gonoogoo

Global configuration

gonoo
6

googoo
SyslogUO0OODOODOOOOOOOOODOOOOO
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goooobboogd

O

FXC(config)# syslog severity
<0-7> Severity code
FXC(config)# syslog severity 3
[admin] Set syslog severity succeeded!
FXC (config) #

syslog timestamp

od
syslog timestamp
no O O O O O no syslog timestamp

show O O O O O show syslog configuration

gonoogoo

Global configuration

oooano
DisableO O O O

googoo
SyslogUOOODOOOOOCOODOOCO/ODOOCODOO

O

FXC(config)# syslog timestamp
[admin] Set syslog log timestamp succeeded!
FXC(config) #

FXC3226
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goooobboooodooon

goooobboogd

racelog add

od
tracelog add (dhcp-relay | dhcp-snooping | dotlx | gvrp | igmp-snooping | lacp | stp | switch)

no O O O O O tracelog delete (dhcp-relay | dhcp-snooping | dotlx | gvrp | igmp-snooping |0
00000 lacp| stp | switch)

googooogod
Privileged EXEC

gonoo

disable tracelogO tracelog 0 O O

googoo
ooooboooooboobooooog

O

FXC# tracelog add dhcp-snooping
Set trace-log dhcp-snooping enable succeeded!
FXC#

t

racelog level

o

tracelog level (critical | high | low )

gonoogoo

Global configuration

gonoo

critical

googoo
ooooboooooboobon

O

FXC# tracelog level high
Set trace-log level 'high' succeeded!
FXC#
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goooobboogd

traceroute

00
traceroute IPADDR

« IPADDR-IPOODOOCOOO

googooogod
User, Privileged EXEC

gonoo

critical

googoo
oooowpoObDOODOODODOODOODODOOD

O

FXC# traceroute 192.168.1.12
traceroute to 192.168.1.12 (192.168.1.12), 30 hops max,

40 byte packets

FXC3226
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user add

oag
user add ACCOUNT PASSWORD

« ACCOUNT-OODOOOOoonD
« PASSNVORD -0 00O 0OODOOO
no 0 0 0O O O user delete USERNAME

show O O O O O show user

gonoogoo

Global configuration

gonoo
oo

googoo
oooobooobOoobooobobooboonbog

O

FXC(config)# user add fxc fxcpas

Changing password for fxc

Password changed.

[admin] Create user account 'fxc' succeeded!
FXC(config)#
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goooobboogd

user delete

oag
user delete USERNAME

« USERNAME-O0OO0OO0OO0OO00OO

show O O O O O show user

googooogod
Privileged EXEC

gonoo
oo

googoo
ooooboobooboboobooboon

O

FXC(config)# user delete fxc
[fxc] Delete user account 'fxc' succeeded!
FXC(config) #

FXC3226
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T 00000000000

write

o

write [file | memory | terminal]

o« file-OODODOOOODO
e memory -0 Q0O Ooogognd

e terminal-0000000000OO

googooogod
Privileged EXEC

googd
oooobogooogo

googoo
oooobooboobbo0obooboobobooooooboobooboobo

O

FXC# write memory

Building Configuration ...

Integrated configuration saved as 'startup config' ok!
FXC#
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goooobbbooooooon
goooo

2.2.3

goooo

Global configuration 0 0 0 O "interface IFNAME(O OO OOODOOOOOO"O00OOOO
go000oO00oO0OO0OO0OO0OO0OOOODOOOOO

IFNAMEO O OODODOOQOOOOOOOO

e 10/100Base-T 0 O O -fal/0/1 O fal/0/24
OO0bO0000oDbO0DObO00O far/ol-5s000000000

« Gigabit 000 - gil/0/25 O gil/0/2/26
000000000D00000 gil/0/25-26 000000000

O

FXC(config)# interface fal/0/11011 000000003
FXC(config-if)# exit

FXC(config)# interface gil/0/25-260 00000 2500 2600000
FXC(config-if)#

acceptable frame-type

od
acceptable frame-type [all| discard-all | vlan-tagged-only]

« al-0000000D00O0O00OO00O

e discard-all -0 0 O00O0O00OOO0ODOO

e vlan-tagged-only-VLANO OO OO OOOODOOOOOO
show O 0 O O O show interface IFNAME

gonoogoo

Interface configuration

googd
Al 0oO0bOOoboOobooDo

goooon

gobooboobooboboobooboobooooooooboooboobooboboooo
van-0O0OO0OOO0OOOOODOOoO0ooOooboobooooooDo

O

FXC(config-if)# acceptable frame-type vlan-tagged-only
[admin] Set interface fal/0/17 acceptable frames succeeded!
FXC(config-if)#

FXC3226
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T 00000

auto-negotiation

o

auto-negotiation
no O O O O O no auto-negotiation

show 0 O O O O show interface IFNAME

gonoogoo

Interface configuration

oooano
enable0 O OO

googoo
ooboobooboobooboobooooogoon

O

FXC(config)# interface fal/0/15

FXC(config-if)# auto-negotiation

[admin] Enable interface fal/0/15 auto-negotiation succeeded!
FXC(config-if)#

FXC3226



goooobbbooooooon
goooo

default-priority

00
default-priority <0-7>

e <0-7>-CoSOOOOOODODOODO
no O O O O O no default-priority

show O O O O O show running-config

gonoogoo

Interface configuration

gonoo
O

googoo
ooo0obOoob0OgceSOOODODOOODOODOO

O

FXC(config)# interface fal/0/13
FXC(config-if)# default-priority 5

[admin] Set interface fal/0/13 default-priority 5 succeeded!

FXC3226



goooobboooodooon
goooo

description LINE

od
description LINE

« LINE-OOOQOOOODODOOUODODODOOOOO

no O 0O O O O no description

show O O O O O show interface status

gonoogoo

Interface configuration

gonoo
oo

goooon

oooobooobOoobooobobooboonbog

O

FXC(config)# int fal/0/17

FXC(config-if)#

FXC(config-if)# description server

FXC3226



goooobbbooooooon
goooo

duplex

od
duplex [ full | half ]

o full - Full duplex O O

« half - Half duplex 0 O
no O OO O O no duplex

show 0 O O O O show interface IFNAME

gonoogoo

Interface configuration

oooano
Full

googoo
O0OO0O0O DbuplexOOOOOOOOOO
noJO00O00OO0DOO0ODOOO0OOO0ODOO00DOO0ODLO0O0O0O0O00OO0Og

O

FXC(config)# interface fal/0/19

FXC(config-if)# duplex half

[admin] Force interface fal/0/19 in half-duplex mode succeeded!
Note: Force interface fal/0/19 in default speed 100 Mbps!
FXC(config-if)#

flowcontrol

o

flowcontrol [ both | rx | tx ]

e both-Pause OO OODOODOODOOOOODOODOO
e x-Pause DO O0ODOO0OOODOODOOO

e tx-Pause 00O O0OOOOOO0ODOOOO
no O OO O O no flowcontrol

show 0 O O O O show interface IFNAME

m FXC3226



goooobboooodooon
T 00000

gonoogoo

Interface configuration

oooano
both

googoo
ooooboobOobbooboobooboooooboooooo

O

FXC(config-if)# flowcontrol both
[admin] Set interface fal/0/17 flow-control status succeeded!
FXC(config-if)#

ingress-filter

o

ingress-filter [ enable | disable ]

e enable-VLANOOOOODOODOOOOUOOOOOOOOOODOOOOODOO
e disable-VLANO ODOOOOODOOCOODOODOOCOODOO

no O OO O O no flowcontrol

show 0 O O O O show interface IFNAME

gonoogoo

Interface configuration

gonoo

enable

googoo
U000 IEEE802.1Q D ID0D00ODO0ODLO0OLOOO0OOOOODOOOD

O

FXC(config)# interface fal/0/15

FXC(config-if)# ingress-filter disable

[admin] Set interface fal/0/15 ingress filter disable succeeded!
FXC(config-if)#

FXC3226
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goooo

interface vlan

o

interface vlan <1-3000>

» <1-3000> - VLAN ID

no 0 OO O O no flowcontrol

show O O O O O show interface IFNAME

gonoogoo

Global configuration

gonoo
oo

goooon

O0000 VLANOOOOOVLANDOOODOOoDbooooo

O

FXC(config)# interface vlan 1
FXC(config-if)#

ip address

o0
address A.B.C.D/M

- ABCDM-IPOODOOOODO

no0 00O OO Noipaddress AB.C.D/M

show O O O O O show running-config

gonoogoo

Interface configuration

gonoo
oo
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googoo
ooooooobOomwroobOoboboboooD

O

FXC(config)# interface vlan 1

FXC(config-if)# ip address 192.168.1.15/24

[admin] Install IP address 192.168.1.15/24 succeeded!
FXC(config-if)#

line loopback

o

line loopback

no O 0O O O O no line loopback

show O O O O O show running-config

gonoogoo

Interface configuration

oooano
Enable

googoo
0000 loopback 0O OO OOO

O

FXC(config)# interface fal/0/17

FXC(config-if)# line loopback

[admin] Set interface fal/0/17 line-protocol enable succeeded!
FXC(config-if)#

FXC3226



goooobbbooooooon

goooo

line loopback shutdown

a0
line loopback shutdown <60-600>

« <60-600>-000000000OO0OO

no O 0O 0O O O no line loopback shoutdown

show O O O O O show running-config

gonoogoo

Interface configuration

gonoo
oo

googoo
ooooboobobobobooboobgoooooooboooo

O

FXC(config)# interface fal/0/19

FXC(config-if)# line loopback shutdown 300

[admin] Set interface fal/0/19 line-protocol shutdown time
succeeded!

FXC(config-if)#

max-frame-size

O0d
max-frame-size <1518-9216>

e+ <15189216>-0 0000000000000 0OOOObyteO

no 0 O O O O no max-frame-size

show 0O O O O O show interface IFNAME

gonoogoo

Interface configuration

gonoo
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goooo

1518 bytes

googoo
ooooboobooboobooboobooooog

O

FXC(config)# interface fal/0/12
FXC(config-if)# max-frame-size 9216

succeeded!
FXC(config-if)#

[admin] Set the maximum frame size for interface fal/0/12 to 9216

mdix

00
mdix

no O OO O O no mdix

gonoogoo

Interface configuration

gonoo

enable

googoo
00000 MDIXO Medium-Dependent Interface Crossoverd D OO OO0 0O

O

FXC(config)# interface fal/0/12
FXC(config-if)# mdix

FXC(config-if)#

[admin] Set interface fal/0/12 in crossover-MDIX mode succeeded!

shutdown

o

shutdown
no O O O O O no shutdown

show O O O O O show running-config
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goooo

gonoogoo

Interface configuration

gonoo
oo

goooon

oooobooobOoobooobobooboonbog
OO00O0OD0O0O00ODODO0O "noshutdown" 00000000 ODOOOOO

O

FXC(config)# interface fal/0/11

FXC(config-if)# shutdown

Shutdown interface fastethernetl/0/11 succeeded!
FXC(config-if)#

speed

o

speed [ 10| 100 | 1000 ]
« 10-10MbpsO O OO0
* 100-100Mbps OO O OO
* 1000 -1GbpsO0 00O OO
no O OO O O no speed

show O O O O O show interface IFNAME

gonoogoo

Interface configuration

gonoo
oo

googoo
oooobooboooogon
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T 00000

O

FXC(config)# interface fal/0/10

FXC(config-if)# speed 100

[admin] Force interface fal/0/10 in 100 Mbps succeeded!
Note: Force interface fal/0/10 in default Full-duplex mode!
FXC(config-if)#

show interface IFNAME

00
Show interface IFNAME
« IFNAME-DODODOOO0OO0ODODODODOOOOOfal/o/a0 vianlO

googooogod
Privileged EXEC

gonoo
oo

googoo
ooooboobobobooboobuooboobooooooog

O
FXC# show interface fal/0/1
Interface fastethernetl/0/1
Admin Status : enabled Link Status : not connected
Auto Negotiate : on Duplex : auto
Flow Control : off Speed : auto
CoS Priority : 0 STP Status : disabled
MDIX Mode : auto Medium : none
Line Protocol : disabled PVID (Adm/Opr) : 1/1
Switchport : trunk mode Port VLANs 1
Ingress Filter : enabled Accept Frames : all (tagged+untagged)
Mcast Filter : disabled Max Frame Size : 1518 bytes
FXC#
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goooo

show interface status

o

Show interface status

googooogod
Privileged EXEC

gonoo
oo

goooon

ooooboobOobobobooobo0oboobon

O
FXC# show interface status
Interface Name Status Port VLAN Duplex Speed
FlowCtrl

(Adm/Opr) (Mbps)
fal/0/1 not connect 1/1 auto auto off
fal/0/2 not connect 1/1 auto auto off
fal/0/3 not connect 1/1 auto auto off
fal/0/4 not connect 1/1 auto auto off
fal/0/5 not connect 1/1 auto auto off
fal/0/6 not connect 1/1 auto auto off
fal/0/7 not connect 1/1 auto auto off
fal/0/8 not connect 1/1 auto auto off
fal/0/9 not connect 1/1 auto auto off
fal/0/10 not connect 1/1 m-full m-100 off
fal/0/11 shutdown 1/1 auto auto off
fal/0/12 not connect 1/1 m-full m-100 off
fal/0/13 not connect 1/1 auto auto off
fal/0/14 not connect 1/1 auto auto off
fal/0/15 not connect 1/1 auto auto off
fal/0/16 not connect 1/1 auto auto off
fal/0/17 not connect 1/1 auto auto off
fal/0/18 not connect 1/1 auto auto off
fal/0/19 not connect 1/1 auto auto off
fal/0/20 not connect 1/1 auto auto off
fal/0/21 not connect 1/1 auto auto off
fal/0/22 not connect 1/1 auto auto off
fal/0/23 not connect 1/1 auto auto off
fal/0/24 not connect 1/1 auto auto off
gil/o0/25 not connect 1/1 auto auto off
gil/o0/26 not connect 1/1 auto auto off
FXCH#
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goooo

switchport multicast filter

o

switchport multicast filter
no O O O O O no switchport multicast filter

show O O O O O show interface IFNAME

gonoogoo

Interface configuration

gonoo
oo

googoo
ooooboobobobooboobuooboobooooooog

O

FXC(config)# interface fal/0/5
FXC(config-if)# switchport multicast filter

FXC(config-if)#

[admin] Set interface fal/0/5 unknown multicast filter enable succeeded!

FXC3226



goooobbbooooooon

VLAN O [

224

VLAN 0O O

Global configuration 0 0 0 O "vlan VLAN ID <1-3000>"0 000000000 VLANODO

OO00ODO0ConfigvlanOOOOOODOOODO

O

FXC(config)# vlan 300
[admin] Create new VLAN 300 succeeded!
FXC(config-vlan)#

name VLANAME

00
name VLANAME

« VLANAME-VLANOOOO
no O O O O O no switchport multicast filter

show O O O O O show interface IFNAME

gonoogoo

Interface configuration

googd
VLAN O VLAN ID 0O 0O O VLAN10O

googoo
0000 VvVLANOOOOODOOOo

O

FXC(config)# interface fal/0/5
FXC(config-if)# switchport multicast filter

FXC(config-if)#

[admin] Set interface fal/0/5 unknown multicast filter enable succeeded!

FXC3226



goooobboooodooon
T VLAND O

show vlan

00
show vlan VLANID

« VLANID-VLANIDODOO

googooogod
Privileged EXEC mode

gonoo
oo

googoo
000000 bDO0OVLANIDOOOOOOOOoOO VIANODODOODOooODboooo

O

FXC# show vlan 250

802.1Q VLAN

NOTE -- 'U' : Untagged port member
'T' : Tagged port member
'-' : Not a port member

VLAN-ID|Status |Name
Port No.|1234|5678|9012|3456|7890|1234]|56
250 | static | "VLAN250"
1/0/-- |---- === --T- -—=-- ---- —--- --
FXC#

show vlan name

00
show vlan name VLANAME

« VLANAME -VLANO O OO

googooogod
Privileged EXEC mode

gonoo
oo

FXC3226



goooobbbooooooon

VLAN O [

googoo
VLIANOOOOODO VLANOODOOooooooooooo

O

FXC# show vlan 300

802.1Q VLAN

NOTE -- 'U' : Untagged port member
'T' : Tagged port member
'-' : Not a port member

VLAN-ID|Status |Name
Port No.|1234|5678|9012|3456|7890|1234]|56
300 | static | "VLAN300O"
1/0/-- |---- === -=-- --U- ---- ---- --
FXC#

switchport access vlan

o

switchport access vlan <1-3000>

e access-802.1QU0O0O0O0DOO0OOODOOODOO
* vlan - IEEE802.1QVLAN

» <1-3000> - VLANID O O O

show O O O O O show vian VLANID

gonoogoo

Interface configuration

gonoo
oo

googoo
ooboobooboobooboobooooogoon

O

FXC(config)# int fal/0/15
FXC(config-if)# switchport access vlan 300

FXC(config-if)#

[admin] Set interface fal/0/15 with access VLAN ID 300 succeeded!

FXC3226



goooobboooodooon

VLAN O [

switchport mode

o

switchport mode O access | trunk[

e access-0 000 8021QUUDUO0ODODOODO

« trunk-0000 802.1QU00I00O0COCOODOO

show O O O O O show interface IFNAME

gonoogoo

Interface configuration

gonoo

trunk

googoo
VIANOOOOOOoOOooooobooboobooooo

O

FXC(config)# int fal/0/11
FXC(config-if)# switchport trunk native vlan 250

[admin] Set interface fal/0/11 with trunk native VLAN ID 250 succeeded!

FXC(config-if)# end

FXC# show vlan

802.1Q VLAN

NOTE -- 'U' : Untagged port member
'T' : Tagged port member
'-' : Not a port member

VLAN-ID|Status |Name
Port No.|1234|5678|9012|3456|7890|1234]|56

1 |static |"VLANL"
1/0/-- |UUUU UUUU UU-U UUUU UUUU UUUU UU
250 | static | "VLAN250"
1/0/-= |-==- -=-= =-T- —--- —-o- oo -
FXCH#
FXC3226



goooobbbooooooon
VLAN O [

switchport trunk native vlan

00
switchport trunk native vlan <1-3000>

e trunk -802.1Qtrunk mode D O OO O OO
e« native-0 00000000 VLANOOO
» vlan - 802.1Q VLAN
+ <1-3000>-VLANID O OO

show 0O O O O O show vlan VLANID

gonoogoo

Interface configuration

gonoo

native vlan 1

googoo
VIANOOOOOOOooooobooboobooooo

O

FXC(config)# int fal/0/15

FXC(config-if)# sw trunk native vlan 300

[admin] Set interface fal/0/15 with trunk native VLAN ID 300 succeeded!
FXC(config-if)#

switchport trunk allowed vlan

od
switchport trunk allowed vlan 00 add | remove OVLANLIST
e trunk -802.1Qtrunk mode D O OO O OO

o allowed - allowed VLANO OO ODODOOOODOODOO
+ vlan - 802.1Q VLAN

e add-00000000 allowed VLANO OO

e remove-000000O0OODO allowed VLANO OO

e VLANLIST - VLAN ID <1-3000>

m FXC3226



goooobboooodooon

VLAN O [

no O O O O O switchport trunk allowed vlan remove VLANLIST
show 0O O O O O show vlan VLANID

gonoogoo

Interface configuration

gonoo
oo

googoo
ooo0oboobOoboboob vVLANOODOOoOoooonDog

O

FXC(config)# interface fal/0/11
FXC(config-if)# switchport trunk allowed vlan add 250
[admin] Adding allowed VLANs to interface fal/0/11 .. done!
FXC(config-if)# end
FXC# show vlan
802.1Q VLAN
NOTE -- 'U' : Untagged port member
'T' : Tagged port member
-' : Not a port member

VLAN-ID|Status |Name
Port No.|1234|5678|9012|3456|7890|1234]|56

1 |static | "VLANL"

1/0/-- |UUUU UUUU UUUU UUUU UUUU UUUU UU
250 | static | "VLAN250"

1/0/-= |-=-= -=-= =-T- -—--- —-o- oo -

FXC#int fal/0/11
FXC(config-if)# switchport trunk allowed vlan remove 250

FXC(config-if)# end

FXC# show vlan 250

802.1Q VLAN

NOTE -- 'U' : Untagged port member
'T' : Tagged port member

-' : Not a port member

VLAN-ID|Status |Name

Port No.|1234|5678|9012|3456|7890|1234]|56
250 | static | "VLAN250"

1/0/-- |---- === --U- ---- ---- ---- --

[admin] Removing allowed VLANs from interface fal/0/11 .. done!

FXC3226



goooobbbooooooon
VLAN O [

vilan

od
VLANLIST VLAN ID <1-3000> list

e <1-3000>- -VLANID O OO

nod OO O O no vlan <1-3000>
show O O O O O show vlan VLANID

gonoogoo

Global configuration

googd
VLANIOOOOODOODODOooDOooooo

googoo
VLIANOOOOOOOoooo

O

FXC(config)# vlan 250
[admin] Create new VLAN 250 succeeded!
FXC(config-vlan)#

FXC3226



goooobboooodooon

- CARP
225 GARP

garp join-timer

00
garp join-timer <1-100000000>
¢ <1-100000000>-000000000O00O00OO centi-secondsd

no O O O O O no garp join-timer
show O 0O O O O show garp timer IFNAME

gonoogoo

Interface configuration

gonoo

20 (centi-seconds)

googoo
OO00O0ODOUOOO0OOGARPDO JOnODOODOOODOODOODOO
ooboobooboobooboobooooogoon

leave-timer = 2 x join-timer

leaveall > leave-timer

O

FXC(config-if)# garp join-timer 3000
[admin] Set interface fal/0/5 GARP Join time 3000 succeeded!
FXC(config-if)# garp join-timer 2999

garp leave-timer

od
garp leave-timer <1-100000000>

e <1-100000000>-00 000000 0O0OO0OO centi-secondsO
no O 0O 0O O O no garp leave-timer

show O 0O O O O show garp timer IFNAME

gonoogoo

Interface configuration

FXC3226
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GARP

gonoo

60 (centi-seconds)

googoo
O00D0D0O0O0O0O0OGARPO leave 00O OOOOOOO™
g0o000oO00oO0OO0O0OO0OO0OOOODOOODOODOO
leave-timer = 2 x join-timer

leaveall > leave-timer

O

FXC(config)# interface fal/0/5

FXC(config-if)# garp leave-timer 9000

[admin] Set interface fal/0/5 GARP Leave time 9000 succeeded!
FXC(config-if)#

garp leaveall-timer

od
garp leaveall-timer <1-100000000>

« <1-100000000>-0000000000O0O0OO centi-seconds

no O O O O O no garp leaveall-timer

show O 0O O O O show garp timer IFNAME

gonoogoo

Interface configuration

gonoo

100 (centi-seconds)

googoo
OODOODUOUODOOGARPDO leaveal OO ODOOOODODODOO
ooboobooboobooboobooooogoon

leave-timer = 2 x join-timer

leaveall > leave-timer

O

FXC(config-if)# garp leaveall-timer 9001
[admin] Set interface fal/0/5 GARP Leave-all time 9001 succeeded!
FXC(config-if)#

FXC3226



000000000000000
- CARP

show garp timer

od
show garp timer IFNAME

« IFNAME-OOOQOCDOOOOOO

googooogod
Privileged EXEC

gonoo
oo

googoo
O0o00Db0O0O0GARPODOODOOODODODODOOODO

O

FXC# show garp timer fal/0/5
Interface fastethernetl/0/5
GARP/GVRP Times (centi seconds)

Join : 4499

Hold : 10

Leave : 9000

LeaveAll : 9001
FXCH#

FXC3226



goooobbbooooooon

GVRP

2.2.6

GVRP

clear gvrp statistics

od
clear gvrp statistics IFNAME]

« [IFNAME]-OOO0OOO0ODOO

gonoogoo

Global configuration

gonoo
oo

googoo
oooobooboooobooboobo GvrRPOODDOODODOODO
oooobooboboboboobooboobooooooooooo

O

FXC(config)# clear gvrp statistics fal/0/10
[admin] Reset GARP/GVRP interface statistics succeeded!
FXC(config)#

gvrpd 00000 on

o

gvrp ( enable | disable)
« enable-00000 GVRPO OO

e« disable-00000 GVRPOODO
no 0 O 0O O O gvrp disable
show O O O O O show gvrp

gonoogoo

Global configuration

gonoo
oo

FXC3226



000000000000000
- CVRP

googoo
OOooOdbOGvRPOOO/OODOOOOODOO

O

FXC(config)# gvrp enable

[admin] Set GARP/GVRP enabled succeeded!
FXC(config)# gvrp disable

[admin] Set GARP/GVRP disabled succeeded!
FXC(config)#

gvrp0 00000000

o

gvrp ( enable | disable)
« enable-00000000 GVRPOODO

« disable-00000000 GVRPOOO
no O OO O O gvrp disable

show O O O O O show gvrp

gonoogoo

Interface configuration

gonoo
oo

googoo
oO0oo0O0bOO0O0obO0b GvrRPOOO /ODOOOODODO

O

FXC(config)# int fal/0/11

FXC(config-if)# gvrp enable

[admin] Set interface fal/0/11 GARP/GVRP enable succeeded!
FXC(config-if)# gvrp disable

[admin] Set interface fal/0/11 GARP/GVRP disable succeeded!
FXC(config-if)#

FXC3226



goooobbbooooooon
GVRP

gvrp registration

o

gvrp registration (normal | fixed | forbidden)

e registration - GVRP O OO OO
e normal-0000O
e fixed-OODODO

o forbidden-00 00O

show O O O O O show gvrp interface IFNAME

gonoogoo

Interface configuration

googd
OO00O0ODO0O0OO0GVvRPOOOUODOUOODOODOO Normal

googoo
oooobOooboOobb0ooGvRPOODOODDOODODDODODO

O

FXC(config)# interface fal/0/12

FXC(config-if)# gvrp registration fixed

[admin] Set interface fal/0/12 GARP/GVRP registration mode succeeded!
FXC(config-if)#

show gvrp

o

show gvrp

gonoogoo

Privileged EXEC

gonoo
oo

goooon

m FXC3226



000000000000000
- CVRP

GvRPUDOOODOOOODOODOODOOO

O

FXC# show gvrp
GARP/GVRP is enabled on this switch
FXCH#

show gvrp statistics

o

show gvrp statistics [[FNAME]
 statistics- GVRP O OO

.« [IFNAME]-00000000

gonoogoo

Privileged EXEC

gonoo
oo

googoo
GvRPUDOOODOOOOOOO

O

FXC# show gvrp statistics fal/0/10
Interface fastethernetl1/0/10
Received 0 PDUs
Join Empty
Join In
Empty
Leave In
Leave Empty :
Leave All
Transmitted 0 PDUs
Join Empty
Join In
Empty
Leave In
Leave Empty :
Leave All

O O O O O O

O O O O O O

FXC#
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goooobbbooooooon

GVRP

show gvrp interface

o

show gvrp interface [FNAME]
- [IFNAME]-0 0000000000

gonoogoo

Privileged EXEC

gonoo
oo

googoo
GvRPUDOOUODOOOOOODOOOOODOODO

O

FXC# show gvrp interface fal/0/10
Interface fastethernetl1/0/10

GARP/GVRP Status : disable

Registration Mode : normal

Join Time : 20

Hold Time : 10

Leave Time : 60

LeaveAll Time : 1000
FXCH#
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MACO O OO

2.2.7

MACO O OO

clear mac-address-table dynamic

o

clear mac-address-table dynamic

gonoogoo

Global configuration

gonoo
oo

googoo
ooo0obOooboOooboobooboobogMACODODODODODOooDOoo

O

FXC(config)# clear mac-address-table dynamic
[admin] Remove dynamic unicast MAC addresses succeeded!
FXC(config)#

clear mac-address-table dynamic interface

o

clear mac-address-table dynamic interface IFNAME

« IFNAME-OOOQOCDOOOOOO

gonoogoo

Global configuration

gonoo
oo

goooon

gboboobobobbooboboobooboobooobooo vMACODOOOoooooboo

O

[admin] Remove unicast MAC addresses in fal/0/11 succeeded!
FXC(config)#

FXC(config)# clear mac-address-table dynamic interface fal/0/11

FXC3226



goooobboooodooon
T MACOOD L

clear mac-address-table dynamic mac MACADDR

od
clear mac-address-table dynamic mac MACADDR
« MACADDR-MACOOOOOOO

gonoogoo

Global configuration

gonoo
oo

googoo
MACOOOOOODOOOOUODOOOOOODbOoObOobOOoOoMACODOOOODODOOoODOO

O

FXC(config)# clear mac-address-table dynamic mac 00.0a.e4.33.cd.26
[admin] Remove MAC address 000a.e433.cd26 succeeded!
FXC(config)#

clear mac-address-table dynamic vlan

o

clear mac-address-table dynamic vlan <1-3000>

e <1-3000>-VLANIDO OO

gonoogoo

Global configuration

gonoo
oo

googoo
VIANIDOOOOOOODOOoDOOooDbooooooobO MACOODOODOODOO

O

FXC(config)# clear mac-address-table dynamic vlan 10
[admin] Remove unicast MAC addresses associated with VLAN 10 succeeded!
FXC(config)#

FXC3226



goooobbbooooooon

MACO O OO

clear mac-address-table interface

o

clear mac-address-table interface IFNAME
« IFNAME-VLANID O OO

gonoogoo

Global configuration
ooono

oo

ooooDoo

ooooboobOoobooboobo0obooooooooooboobO MACOOODOO

oooooog
g

FXC(config)# clear mac-address-table interface fal/0/11
[admin] Remove unicast MAC addresses in fal/0/11 succeeded!
FXC(config)

clear mac-address-table mac

00
clear mac-address-table mac MACADDR

« MACADDR-MACOOOOOOO

gonoogoo

Global configuration

gonoo
oo

googoo
MACOUOOOOODOOOOOoOOoobooboboboboboboobooooo

O

FXC(config)# clear mac-address-table mac 00.0A.E4.33.CD.26
[admin] Remove MAC address 000a.e433.cd26 succeeded!
FXC(config)#

FXC3226



goooobboooodooon
T MACOOD L

clear mac-address-table multicast

00
clear mac-address-table multicast MACADDR VLANID

« MACADDR-OOOO MACOOOOOOO

« VLANID-VLANIDO OO

gonoogoo

Global configuration

googd

oo

googoo

MACOOOOO VLANIDOOOOODODOODOODOODOOODOODOooOOOooDO MAC
oooobooooooDd

O

FXC(config)# clear mac-address-table multicast 01.00.5e.0a.0a.0a 1
[admin] Remove mac-address-table static multicast succeeded!
FXC(config)#

clear mac-address-table vlian

o

clear mac-address-table dynamic vlan <1-3000>

» <1-3000> -0 VLAN ID

gonoogoo

Global configuration
gooad
00

googoo
VIANIDOOOOOOOOooOooobooboooboO MACODOOOOOooooo

O

FXC(config)# clear mac-address-table dynamic vlan 1
[admin] Remove unicast MAC addresses associated with VLAN 1 succeeded!
FXC(config)#

FXC3226



goooobbbooooooon

MACO O OO

mac-address-table aging-time

o

mac-address-table aging-time <10-1000000>

e agingtime-000000O0O0ODOOOMACOOOOOOOOOODOOOOODO

+ <10-1000000>-0000000COOOOOO
no O O O O O no mac-address-table aging-time

show O O O O O show mac-address-table aging-time

gonoogoo

Global configuration

gonoo
3000

goooon

ooooboobOobobobooobo0oboobon
ooooboobOobbooboobooboooooboooooo

O

FXC(config)# mac-address-table aging-time 500
[admin] Set mac-address-table arl aging-time 500 succeeded!
FXC(config)#

FXC3226



goooobboooodooon
T MACOOD L

mac-address-table multicast

o

mac-address-table multicast MACADDR <1-3000> interface IFNAME
e multicast-0 000000 MACOOOOODD

« MACADDR-OODOO MACOOOD
e <1-3000> - VLAN ID
e interfface -0 000000000

« IFNAME-OODDODOOO
no J O O O O no mac-address-table multicast MACADDR <1-3000> nterface |IFLIST
show O O O O O show mac-address-table multicast MACADDR

gonoogoo

Global configuration

gonoo
oo

googoo
oooobooboboboobooMACOODOODOODOODOODO

O

FXC(config)# mac-address-table multicast 01.00.5e.0a.0a.0a 1 fal/0/19
[admin] Set mac-address-table static multicast succeeded!
FXC(config)#

FXC3226



goooobbbooooooon

MACO O OO

mac-address-table static

00
mac-address-table static MACADDR <1-3000> IFNAME

e static-0 00000000 MACOUODOODOO

* MACADDR-MACOOOOOOO
e <1-3000> - VLAN ID

« IFNAME-OOOODOOOO
no J 0 O O O no mac-address-table static MACADDR <1-3000> |IFNAME
show O O O O O show mac-address-table static

gonoogoo

Global configuration

gonoo
oo

googoo
ooooboobOoobooboo MACOOODOODOODOOOOD

O

FXC(config)# mac-address-table static 00.01.02.03.04.05 1 fal/0/3
[admin] Set mac-address-table static arl succeeded!
FXC(config)#

show mac-address-table

o

show mac-address-table

gonoogoo

Privileged EXEC mode

gonoo
oo

FXC3226



goooobboooodooon

T MACOOD L

googoo
MACOUOOOOODOOOOOoDOOOoODbOooooo

O

FXC# show mac-address-table
Static unicast MAC address table:
MAC Address Address Type VLAN Port

Dynamic unicast MAC address table:

MAC Address Address Type VLAN Port
000a.e433.cd26 dynamic 1 fal/0/17
FXC#

show mac-address-table aging-time

o

show mac-address-table aging-time

e agingtime-000000O0O0ODOOO0MACOOOOOOOOOODOOOOODO

gonoogoo

Privileged EXEC

gonoo
oo

googoo
MACOUOOOOOOOOOOODOoOooOoobooboboooboobo

O

FXC# show mac-address-table aging-time
mac-address-table arl aging-time is 500 seconds.
FXC#

FXC3226



goooobbbooooooon
MACO O OO

show mac-address-table dynamic

o

show mac-address-table dynamic

googooogod
Privileged EXEC

gonoo
oo

goooon

MACOUOOOOODOOOOODOOODbOooooboobOooboooo

O

MAC Address

000a.e433.cd26
FXC#

Address Type

dynamic

FXC# show mac-address-table dynamic
VLAN Port

fal/0/17

show mac-address-table dynamic interface

o

show mac-address-table dynamic interface IFNAME

« IFNAME-OOOOOOOO

googooogod
Privileged EXEC
googd

00

goooon

oooobooboobooooMACOODOOOOODOOOOoOobODooObooboboooo

ooon
g

MAC Address

000a.e433.cd26
FXC#

Address Type

dynamic

FXC# show mac-address-table dynamic interface fal/0/17
VLAN Port

fal/0/17

FXC3226



goooobboooodooon
MACUOOOO

show mac-address-table dynamic mac

o

show mac-address-table dynamic mac MACADDR

« MACADDR-MACOOOOOOO

googooogod
Privileged EXEC

gonoo
oo

goooon

MACOOOOOOOOOMACOOOOODDODOOODOOOOODOOOObDODOoOobObOOOoOoo

O

MAC Address

000a.e433.cd26
FXC#

VLAN

Address Type

dynamic 1

FXC# show mac-address-table dynamic mac 00.0a.e4.33.cd.26
Port

fal/0/17

show mac-address-table dynamic vlan

o

show mac-address-table dynamic vlan <1-3000>

e <1-3000> - VLAN ID

googooogod
Privileged EXEC

gonoo
oo

goooon

VIANIDOOOOOMACOUODOOOODOODOOOOOoOOoobooboboooobooDbo

O

FXC# show mac-address-table dynamic vlan 1

MAC Address Address Type VLAN Port
000a.e433.cd26 dynamic 1 fal/0/17
FXC#
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MACO O OO

show mac-address-table multicast

o

show mac-address-table multicast

googooogod
Privileged EXEC

gonoo
oo

googoo
MACOUOOOOODOOOOODOOODbOooooboobOooboooo

O

FXC# show mac-address-table multicast
Multicast Address Table
NOTE -- 'v' : Static port member

'x' : Dynamic port member

'-' : Not a port member

Group-Address |Status

VLAN-ID | Port No.|1234|5678|9012|3456|7890|1234|56

0100.5e0a.0ala]|static

1 [1/0/-- |---- ==-= —=== —=-- --v- ---- --
FXC#

show mac-address-table multicast MACADDR

00
show mac-address-table multicast MACADDR <1-3000>

« MACADDR-OOOO MACOOOOOOO

e <1-3000> - VLAN ID

gonoogoo

Privileged EXEC

gonoo
oo
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goooobboooodooon
T MACOOD L

goooon

oooobooboobooooMACOODOOOOODOOOOoOobODooObooboboooo
oo

O

FXC# show mac-address-table multicast 01.00.5e.0a.0a.0a 1
Multicast Address Table
NOTE -- 'v' : Static port member
'x' : Dynamic port member

'-' : Not a port member

Group-Address |Status

VLAN-ID | Port No.|1234|5678|9012|3456|7890|1234|56

0100.5e0a.0ala]|static

1 |1/0/-- === ==== mmme meee —eym —mem o
FXC#

show mac-address-table static

o

show mac-address-table static

gonoogoo

Privileged EXEC

gonoo
oo

googoo
MACOUOOOOOOOOOOOOoooOoobooboobobooooo

O

FXC# show mac-address-table static

MAC Address Address Type VLAN Port
0001.0203.0405 static 1 fal/0/3
FXCH#
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MACO O OO

show mac-address-table static interface

o

show mac-address-table static interface IFNAME

IFNAME-OOOOOOOO

googooogod
Privileged EXEC

gonoo
oo

goooon

oooobooboooogooMACOODO
ooon

O

ooooboboboobooboobobooobo

MAC Address

0001.0203.0405
FXC#

Address Type

static 1

FXC# show mac-address-table static interface fal/0/3
VLAN

Port

fal/0/3

show mac-address-table static mac

o

show mac-address-table static mac MACADDR

« MACADDR-MACOOODO

googooogod
Privileged EXEC
googd

00

goooon

MACOOOOODODOOMACOOOOOOOOOOOOOOODODOOOOoOoOoooooDoo

O

MAC Address

0001.0203.0405
FXC#

Address Type

static 1

FXC# show mac-address-table static mac 00.01.02.03.04.05
VLAN

Port

fal/0/3

FXC3226
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MACUOOOO

show mac-address-table static vlan

o

show mac-address-table static vlan <1-3000>

e <1-3000> - VLAN ID

gonoogoo

Privileged EXEC

gonoo
oo

goooon

VIANIDOOOOOMACOUODOOOODOODOOOOOoOoobooboooooboobog

O

FXC# show mac-address-table static vlan 1

MAC Address Address Type VLAN Port
0001.0203.0405 static 1 fal/0/3
FXC#

FXC3226
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2.2.8

IGMPLOODOOOO

ip igmp querier

od

ip igmp querier

no O 00O 0O O no ip igmp querier
show O O O O O show ip igmp querier

gonoogoo

Global configuration

gonoo
oo

googoo
IGMP Snooping0 0 0000000 O0OOOOOOOOCOO

O

XC(config)# ip igmp querier

[admin] Set IGMP Querier enabled succeeded!

NOTE: To keep IGMP Querier functioning, please enable IGMP Snooping!
FXC(config)#

ip igmp gquerier max-response-time

od
ip igmp querier max-response-time <1-255>

e max-response-time- 000 000000000O0O0O0O0

e <1-255> -0 0O O deci-seconds

no O 0O 0O O O no ip igmp querier max-response-time

show O O O O O show ip igmp querier

gonoogoo

Global configuration

oooano
1000 deci-seconds

FXC3226
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iGMPLOODOOOO

googoo
ooooboobOobobobooobo0oboobon

O

FXC(config)# ip igmp querier max-response-time 175

[admin] Set IGMP Querier max-response-time 175 deci-seconds succeeded!

FXC(config)#

ip igmp querier query-interval

od
ip igmp querier query-interval <1-65535>

e query-interval -0 000000O00O00OOO0

e <1-65535>-00000

no O 0O 0O O O no ip igmp querier query-interval

show O O O O O show ip igmp querier

gonoogoo

Global configuration

gonoo
1250

goooon

O

FXC(config)# ip igmp querier query-interval 6000
[admin] Set IGMP Querier query-interval 6000 seconds succeeded!
FXC(config)#

FXC3226
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IGMPLOODOOOO

ip igmp querier version

od
ip igmp querier version <v1|v2>

e vl-00O00O0OO0O1

e v2-00000 2

no O 0O 0O O O no ip igmp querier version

show O O O O O show ip igmp querier

gonoogoo

Global configuration

googd
v20O0ogooo 20

googoo
iGMPOOOOOOODOODODOODO

O

FXC(config)# ip igmp querier version vl
[admin] Set IGMP Querier version 1 succeeded!
FXC(config)#

FXC3226
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T GMPO D000

ip igmp snooping

o

ip igmp snooping

no O OO O O no ip igmp snooping
show O 0O O O O show ip igmp snooping

gonoogoo

Global configuration

gonoo
oo

googoo
IGMP Snooping0 000 O0O0O0OOO

O

FXC(config)# ip igmp snooping
[admin] Set IGMP Snooping enabled succeeded!
FXC(config)#

ip igmp snooping last-member-query-interval

od
ip igmp snhooping last-member-query-interval <10-1000>

e last-member-query-interval- 00 0000000000000 IGMPOODOO

¢ <10-1000> - 0 O O centi-seconds]

no O O 0O O O no ip igmp snooping last-member-query-interval

show O 0O O O O show ip igmp snooping

gonoogoo

Global configuration

oooano
5000 centi-seconds

FXC3226 m



goooobbbooooooon

eMPo e e

googoo
goooboobobobooboooiiGMPODOOOOOOOOO

O

FXC(config)# ip igmp snooping last-member-query-interval 750
[admin] Set IGMP Snooping last-member-query-interval succeeded!
FXC(config)#

ip igmp snooping report-suppression

od
ip igmp snooping report-suppression

e report-suppression - IGMP O OO OO0

no O 0O O O O no ip igmp snooping report-suppression

show O 0O O O O show ip igmp snooping

gonoogoo

Global configuration

gonoo
oo

googoo
iGMPOOOOOOODOODODOODO

O

FXC(config)# ip igmp snooping report-suppression
[admin] Set IGMP Snooping report-suppression succeeded!
FXC(config)#

FXC3226



goooobboooodooon
T GMPO D000

ip igmp snooping vlan

od
ip igmp snhooping vlan <1-3000>
e vlan-O 0O OO VLAN O IGMP Snooping 0 00O

e <1-3000> - VLAN ID

no O 00O O O no ip igmp snooping vlan <1-3000>
show O 0O O O O show ip igmp snoopingd show ip igmp snooping vlan <1-3000>

gonoogoo

Global configuration

googd
OOO0IGMP Snooping O O0OOOOCOCOODOO

googoo
U000 VLAND iIgMPOOOD0OO0OOOO

O

FXC(config)# ip igmp snooping vlan 10
[admin] Enable IGMP Snooping on VLAN 10 succeeded!
FXC(config)#

ip igmp snooping vlan <1-3000> immediate-leave

o

ip igmp snhooping vlan <1-3000> immediate-leave

e vilan-VLANO OO
e <1-3000> - VLAN ID

* immediate-leave - IGMP O OO OOOO

no O 0O 0O O O no ip igmp snooping vlan <1-3000> immediate-leave

show O 0O O O O show ip igmp snooping vlan <1-3000>

gonoogoo

Global configuration

FXC3226
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IGMP L OO OO

googd
OOO0IGMP Snooping O O0OOOOOCOCOODOO

googoo
U000 VLAND iIGMPOOODOODOODOO

O

FXC(config)# ip igmp snooping vlan 10 immediate-leave
[admin] Enable IGMP Snooping immediate-leave on VLAN 10 succeeded!
FXC(config)#

ip igmp snooping vlan <1-3000> mrouter interface IFNAME

o

ip igmp snooping vlan <1-3000> mrouter interface IFNAME

e vian-VLANO OO

<1-3000> - VLAN ID

mrouter -0 000 000000000000

interface -0 000000000

IFNAME-OQOOO0O0OO0OO

no O OO O O no ip igmp snooping vlan <1-3000> mrouter interfacel FNAME

show O 0O O O O show ip igmp snooping vlan <1-3000>

gonoogoo

Global configuration

gonoo

oo

googoo
o000 VvVLANDOOOoooooboooboobooooo

O

FXC(config)# ip igmp snooping vlan 12 mrouter interface fal/0/15
[admin] Set IGMP Snooping mrouter port on VLAN 12 succeeded!
FXC(config)#

FXC3226
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iGMPLOODOOOO

show ip igmp snooping

o

show ip igmp snhooping
googooogod
Privileged EXEC

googd

oo

googoo
iGMPOOOO0OOODOODOO

O

FXC# show ip igmp snooping

System IGMP Snooping : enable
IGMP Report Suppression : enable
Last Member Query Interval : 750

FXC#

(centi-seconds)

show ip igmp snooping session

o

show ip igmp snooping session
googooogod
Privileged EXEC

googd

oo

googoo
iGMPOOOOOOODOOODOOODO

O

FXC# show ip igmp snooping session
System IGMP Snooping : enable
System IGMP Querier : enable

No. Interface VLAN Group Address Source Address
1 fal/0/17 1 239.0.0.1 192.168.1.12
2 fal/0/17 1 239.255.255.250 192.168.1.12
FXC#
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IGMPLOODOOOO

show ip igmp snooping vlan

o

show ip igmp snooping vlan [<1-3000>]

e vlan- 0000 VLAN O Snooping O O

e <1-3000> - VLAN ID

gonoogoo

Privileged EXEC

gonoo
oo

goooon

0000 VLANDO IGMP Snooping0 OO0 O0O0ODOOODOO

O

System IGMP Snooping : enable

VLAN IGMP Snoop

10 enable
FXCH#

enable

FXC# show ip igmp snooping vlan 10

Immediate Leave

Mrouter Port

FXC3226
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] DHCP L LD L
2.2.9 DHCP O OO OOO

ip dhcp client

od

ip dhep client

no O 0O 0O O O no ip dhep client
show O O O O O show interface IFNAME

gonoogoo

Interface configuration

gonoo
oo

googoo
DHCPUOODUOODOOOOODOOODOOD

O

FXC(config)#Uinterfacelvlan0l
FXC(config-i1F)#0ipOdhcplclient
Enablel[admin]ODHCPOobtaindIPOsucceeded!
FXC(config-if)#0Ethernetldeivcel"sw0"Oshutdown!
EthernetOdevicel"sw0"Ostartup!

FXC3226



goooobbbooooooon
DHCPLO O DODOOUO

ip dhcp client renew

o

ip dhep client renew

show O 0O O O O show interface IFNAME

gonoogoo

Interface configuration

gonoo
oo

googoo
DHCPIPODOOOOODOOODOOO

O

FXC(config-1f)#0ip0dhcpOclientlrenew
RenewO[admin]ODHCPOobtainCIPOsucceeded!

EthernetOdevicel"sw0"Ostartup!

FXC(config-if)#0Ethernetldeivcel"sw0"Oshutdown!

FXC3226
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T DHCPOO000D

2210 DHCPLUUOUOUOOO

ip dhcp snooping

od
ip dhcp shooping

no O OO O O no ip dhcp snooping
show 0 0O O O O show ip dhcp snooping

gonoogoo

Global configuration

gonoo
oo

googoo
SHCP Snooping0 000000000

O

FXC(config)#UipOdhcplsnooping
[admin]OSetODHCPOsnoopingOstatuslsucceeded!
FXC(config)#

ip dhcp snooping vilan

od
ip dhcp snooping vian VLANLIST

e VLANLIST - VLAN IDO

no O O 0O O O no ip dhep snooping vilan VLANLIST
show 0 0O O O O show ip dhcp snooping

gonoogoo

Global configuration mode

gonoo
oo

FXC3226
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googoo
VLANOODOOODHCP Snooping0 000000000

o00VLANOOOOOOoDboo,boobooooogoboooboobooooo
VLIANOOOOOOoOOooo-ooooooooonog

OO0O0Ovlanl-100 VLAN1 O O 10000000 vlan2,5,70 VLAN2O SO 7000 O

O

FXC(config)#UipOdhcplsnoopingCvland10-20,3,5,9
[admin]OSetODHCPOsnoopOVLANsOdone!
FXC(config)#

ip dhcp snooping trust

od
ip dhcp snooping trustd

no O 0O 0O O O no ip dhcp snooping trust
show O 0O O O O show ip dhcp snooping

gonoogoo

Interface configuration mode

gonoo
oo

goooon

ooo00obDO00D0OwstD 0000000000 DO0OODOODOOODOODOO DHCPOO
ooooboobOobobobooobo0oboobon

O

FXC(config-if)# ip dhcp snooping trust
[admin] Set interface fal/0/15 as DHCP trusted port succeeded!
FXC(config-if)#

m FXC3226
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DHCPLO O DO OO

show ip dhcp snooping

o

show ip dhcp shooping

googooogod
Privileged EXEC

gonoo
oo

googoo
DHCP Snooping0 000 OOOOODO

O

FXC#UshowOipOdhcpOsnooping
DHCPOSnoopingOStatusO:Oenable
000000000SnooplVLANSD: 03,5,9-20
000000CTrustedOPortsd:0fal/0/15
FXC#

show ip dhcp snooping binding

od
show ip dhep shooping bindingd

googooogod
Privileged EXEC

gonoo
oo

googoo
DHCP Snooping0 OO0 O0O0ODOOOOODOODODOO

O
FXC# show ip dhcp snooping binding
Destination MAC IP Address VLAN Lease (sec) Interface DHCP
Server
FXCH#
FXC3226
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2211 OO0O0OOOO

mirror session <1-1> destination

00
mirror session <1-1> destination IFNAMEO

« IFNAME-OOOOOOOO

no 0 O O O O no mirror session <1-1>

show O O O O O show mirror session

gonoogoo

Global configuration

gonoo
oo

googoo
oooobooboooogon

O

FXC(config)#OmirrorOsessiond10destinationOfal/0/17
[admin]OSetOmirrorOsessiond10monitor-portifastethernetl/0/170succeeded!
NOTE :OMonitor-portOwi 1OflushCoutDal 10staticOMACOaddressCofCthelinterface.
FXC(config)#

mirror session <1-1> source

o

mirror session <1-1> source IFLIST (both | rx | tx )

« IFLIST -0000000000
e both-OODOOODOO
e ix- OOoooog

e x-0ODODOODOO

no J O O O O no mirror session <1-1> source |FLIST

show O O O O O show mirror session
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goooon

gonoogoo

Global configuration

googd
ooooogo

goooon

gobooboobooboboobooboobooooooooboooboobooboboooo

oooobooobooDbog

ooooboobobobooboobooboboooooobooboobobooo

O

FXC(config)#

FXC(config)#OmirrorOsessiond10sourcelfal/0/200rx
[admin]OSetOmirrorOsessiondl0ingressOmirrorediinterfacelfal/0/200succeeded!

show mirror session

o

show mirror sessiond

googooogod
Privileged EXEC

gonoo
oo

goooon

oooobooobOoobooobobooboonbog

O

FXC# show mirror session
Mirror Session : 1

Mirrored Interfaces
Ingress : fal/0/20
Egress : none
Both : none

FXCH#

Monitor Interface : fastethernetl/0/17

FXC3226
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goooobboogd

2212 OJO00O0OOO0OO0OoOon

aggregation-link group <1-6> IFLIST

od
aggregation-link group <1-6> IFLISTO
- <1-6>-00000000 IDO

no O O O O O no aggregation-link group <1-6>
show 0O O O O O show aggregation-link group [GROUPID]

gonoogoo

Global configuration

gonoo
oo

googoo
ooooboobooboboobooboon

O

FXC(config)#Uaggregation-linkOgroupd30fal/0/3-6
[admin]OSetOstaticlaggregationdgroupl30succeeded!

FXC(config)#Uaggregation-linkOgroupdlOfal/0/10,fal/0/110
[admin] Set static aggregation group 1 succeeded!
FXC(config)#

102
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T 00000000000

aggregation-link group <1-6> load-balance

o

aggregation-link group <1-6> load-balance
(src-mac |dst-mac |src-dst-mac |src-ip |dst-ip |src-dst-ip)0

e <l-6>-00000O0O0O0O ID

e srccmac-000 MACOODOOOOOODODODODOO

e srccmac-000 MACOOOOOOOODODODODOO

e dstmac-000 MACOOODODOODODOOOOODO

e sre-dst-mac-00 0000000 MACODODOODOOODOOODOOO

e src-ip-000IPOD0DOOOOODOODOODO

e dst-ip-000 IPODDODOOODOODOODO

e sredst-ip-000000D000 IPODOODOOODOODODODOO
show 0O O O O O show aggregation-link group [GROUPID]

gonoogoo

Global configuration

gonoo
oo

googoo
ooooboobooboboobooboon

O

FXC(config)#Uaggregation-linkOgroupd30load-balancelsrc-dst-ip
[admin]OSetOaggregationdgroupd3icriterialsucceeded!
FXC(config)#
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e e

show aggregation-link group

00
show aggregation-link group [GROUPID]O
+ [GROUPID]-00O00O0000OIDO

noOd00OO0OO
showO OO OO

googooogod
Privileged EXEC

gonoo
oo

googoo
ooooboooooboobon

O

FXC# show aggregation-link group 3
Aggregation-1link group 3

Status : static
Criterion : src-dst-ip
Admin Ports : fal/0/3-6
Oper Ports : none

FXC# show aggregation-link group
Aggregation-1link group 1

Status : static
Criterion : src-dst-mac
Admin Ports : fal/0/10-11
Oper Ports : none

Aggregation-1link group 3
Status : static
Criterion : src-dst-ip
Admin Ports : fal/0/3-6
Oper Ports : none

FXC#

104
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- ACP
2.2.13 LACP

lacp aggregation-link group <1-6> (add|set)

od
lacp aggregation-link group <1-6> (add|set) IFLIST
e <1-6>- 0000 ID

e add-000O000ODOOLACPOODOODODOO
« set- LACPODUOODOODOOODO

« IFLIST-000000000O0

no 0 O O O O lacp aggregation-link group delete IFNAME
show O O O O O no lacp aggregation-link group <1-6>

gonoogoo

Global configuration

gonoo
oo

googoo
oOoodboobOobOoboUoboOobUoobOob/oboooboo

O

FXC(config)#UlacpUaggregation-linkOgroupUlDaddOfal/0/6-9
[admin]OSetOLACPOaggregationCgrouplllsucceeded!
FXC(config)#
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LACP

lacp aggregation-link group <1-6> delete

od
lacp aggregation-link group <1-6> delete IFNAMED
e <1-6>-00001ID O

e delete-0000O00ODO0O LACPODOOOOODOO

« IFNAME-OOOOOOOO

no00OOOO
show 0O O O O O show aggregation-link group [GROUPID]

gonoogoo

Global configuration

gonoo
oo

gonoogoo

O

FXC(config)#Ulacplaggregation-linkOgroupdlldeletedfal/0/7
[admin]OSetOLACPOaggregationCgrouplllsucceeded!
FXC(config)#

lacp system-priority

od
lacp system-priority <1-65535>
e system-priority - LACPO O OO0OOOOODOO

e <1-65535>- O UOOOODOODOOODO

no O O O O O no lacp system-priority
show 0O O O O O show lacp [GROUPID]

gonoogoo

Global configuration

106
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- ACE

googd
32768

googoo
LACPOOUODOO0ODOOO0OO0OO0OOOOOOODOO

O

FXC(config)#UlacpUsystem-priority0200
[admin]OSetOLACPOsystemOprioritylsucceeded!
FXC(config)#

show lacp

00
show lacp [GROUPID]O
« [GROUPID]- ODOOCO IDOOOOOOOOOUOOOOOOOOOOOOOO

googooogod
Privileged EXEC

gonoo
oo

googoo
LACPOOUODOO0OOOOOOOO

O

FXC#UshowO lacpOl

LACPOAggregationdGroupOl
0000Actor00-0Systemd00:00000.000a.0506
00000C0CO00000Priority0:020000000000000Key0:00x1b
0000Partnerd-0SystemdO0:00000.0000.0000
00000CCC000000PriorityD:000000000000000KeyO - 000
0000AggregationOPortsC0:00

FXC#
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ACLO L2000 ODoOO0oooond

2214 ACLOLR2000O0O000000O0

mac access-list extended

00
mac access-list extended ACLNAME

« ACLNAME-ACLOOOO

no J O O O O no mac access-list extended ACLNAME
show O O O O O show access-lists [ACLNAME]

gonoogoo

Global configuration

gonoo
oo

oooooao
ACLOO O OO Mac access-listextended D OO O O0O0OOO0OO0O

O

FXC(config)# mac access-list extended ACL111
FXC(config-mac-acl) #
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ACLO L2000 bDODOO0oooon

mac access-group ACLNAME in

od
mac access-group ACLNAME in{]
« ACLNAME - ACLOOOOO

no U O 0O O O no mac access-group

show O O O O O show mac access-group [ FNAME]

gonoogoo

Interface configuration

gonoo
oo

goooon

o000 ACLOODOODOOOODbOODO

O

FXC(config)# interface fal/0/11

FXC(config-if)#

FXC(config-if)# mac access-group ACL111 in
[admin] Interface fastethernetl/0/11 install MAC access-group succeeded!

FXC3226
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ACLO L2000 ODoOO0oooond

permit|deny

ooooboooooboobooooog

oooobooboobobooboobooboobooobooobooooooboboboobo
oooobogooogo

000000000000 ACLOO0OOOMac access-listextended 00 O0O00O0O0OO0OO

O

FXC(config)# mac access-list extended ACL111
FXC(config-mac-acl) #deny any any £al/0/19
[admin] MAC ACL filter add succeeded!
FXC(config-mac-acl) #end
FXC# show access-lists
MAC access-list extended ACL111

Action : deny

Src.MAC : any Dst.MAC : any
VLAN ID : any CoS : any
Egress Port : fastethernetl/0/19
FXCH#
a0

(permitjdeny) 0 0 0000 0000000000000

permit-000000000O0O0O
deny-0000000000O™
any-0 000000 /000 MACOOOO
SMACADDR-0O 00O MACOOOO
DMACADDR-0O0O0 MACOOOO
SMAX -00O0O MACOOOOOOO
DMAX -00O0O MACOOOODOOO
host-00OO0OOOOOOO

vlan - VLAN O O O
<1-4094> - VLAN ID
cos-CoSOUODOODO
<0-7>-0000000

[IFNAME]- 00000000

no000000O0O0OOOOOOO "o"0000O0OOO
show O O O O O show access-lists [ACLNAME]
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goooobboooodooon
I ACLO 1200000000000

gonoogoo

Mac access-list extended

gonoo
g

goooon
ogoboboboooobobobbooooobobooooobbboooobooboboooan

ACLO000O0OU0OU0OLLOOOUOOoOoooogo

¢+ (permit|deny) any any [[FNAME]

+ (permit|deny) any any (cos <0-7> | vlan <1-4094>) [[FNAME]

¢+ (permit|deny) any any vlan <1-4094> cos <0-7> [[FNAME]O

¢ (permit|deny) SMACADDR SMASK any [IFNAME]O

¢ (permit|deny) SMACADDR SMASK any (cos <0-7> | vlan<1-4094>) [[FNAME]O
¢ (permit|deny) SMACADDR SMASK any vlan <1-4094> cos <0-7> [IFNAME]C
¢ (permit|deny) Shost SMACADDR any [IFNAME]O

¢ (permit|deny) Shost SMACADDR any (cos <0-7> | vlan <1-4094>) [IFNAME]C
¢ (permit|deny) Shost SMACADDR any vlan <1-4094> cos<0-7> [IFNAME]C

+ (permit|deny) Shost SMACADDR Dhost DMACADDR [IFNAME]O

¢ (permit|deny) Shost SMACADDR Dhost DMACADDR (cos <0-7> | vlan <1-4094>)
[IFNAME]C

¢ (permit|deny) Shost SMACADDR Dhost DMACADDRvlan <1-4094> cos <0-7>
[IFNAME]C

+ (permitjdeny) SMACADDR SMASK DMACADDR DMASK [[FNAME]C

¢ (permit|deny) SMACADDR SMIASK DMACADDR DMASK (cos <0-7> | vlan <1-4094>)
[IFNAME]

¢ (permit|deny) SMACADDR SMASK DMACADDR DMASK vlan <1-4094> cos <0-7>
[IFNAME]C

+ (permit|deny) Shost SMACADDR DMACADDR DMAXK [IFNAME]C

¢ (permit|deny) Shost SMACADDR DMACADDR DMAXK (cos <0-7> | vlan <1-4094>)
[IFNAME]C

¢ (permit|deny) Shost SMACADDR DMACADDR DMAXK vlan<1-4094> cos <0-7>
[IFNAME]C

+ (permit|deny) SMACADDR SMASK Dhost DMACADDR [IFNAME]O

¢ (permit|deny) SMACADDR SMASK Dhost DMACADDR (cos <0-7> | vlan <1-4094>)
[IFNAME]C

¢ (permit/deny) SMACADDR SMASK Dhost DMACADDR vlan<1-4094> cos <0-7>
[IFNAME]C
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¢ (permit|deny) any Dhost DMACADDR [IFNAME]O

¢ (permit|deny) any Dhost DMACADDR (cos <0-7> | vlan <1-4094>) [[FNAME]O

¢ (permit|deny) any Dhost DMACADDR vlan <1-4094> cos<0-7> [IFNAME]O

¢ (permit|deny) any DMACADDR DMAXK [IFNAME]O

¢ (permit|deny) any DMACADDR DMAXK (cos <0-7> | vlan<1-4094>) [IFNAME]O
¢ (permit|deny) any DMACADDR DMASXK ( vlan<1-4094> | cos <0-7>) [IFNAME]C

show mac access-group

od
show mac access-group [FNAME]O
- [IFNAME]-00000O0O0OOOO

googooogod
Privileged EXEC

gonoo
oo

goooon

oooobooboobooooMACOODOOOOODOOooOoooooo
ooooboobobobobooboobgoooooooboooo

O

FXC# show mac access-group fal/0/11
interface fastethernetl/0/11

MAC access-group ACL111 in
FXC#
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I ACLO 1200000000000

show mac access-list

od
show mac access-list [ACLNAME]O

« [ACLNAME]-ACLO OO0

googooogod
Privileged EXEC

gonoo
oo

goooon

OACLOODOOODOODO
ACLOD0OO0ODOO0DLOOO0O0DO0O0O0O0OODOoOoDbD ACLOODbOoOoogooD

O

FXC# show mac access-list ACL111
MAC access-list extended ACL111
Action : deny

Src.MAC : any Dst.MAC : any

VLAN ID : any CoS : any

Egress Port : fastethernetl/0/19
FXCH#
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pebibs e e

2215 ACLOLIODOOOOOOOoon

access-list (standard)

ACLODO0OO0ODDODOOODbOO0ODbOO0bOO0o0Oooogoon

oooobooboobobooboobooboobooobooobooooooboboboobo

oooobogooogo
g

[admin] IP ACL filter add succeeded!
FXC(config) #show ip access-1list
IP access-list standard 1300
Action : deny
IP Protocol : any
Src.IP : 0.0.0.29/255.255.255.0 Dst.IP :
Egress Port : fastethernetl/0/15

FXC(config)# access-list 1300 deny 192.168.1.29 255.255.255.0 fal/0/15

od
access-ist0 0000000000000 OOOOOOOO
e <1-99> - |P standard access-list 0 O
e <1300-1999> - IP standard access-list 0 O
¢ <100-199> - IP extended access-list O O
e <2000-2699> - IP extended access-list O O
« permit-00000000000
« deny-0000000000OO0
- any-0000000/000 MACOOODO
« host-000O0O0OOOODOO
« SPADDR-0OO0D0O IPOOOO
« DIPADDR-0O OO IPOODOO
e SMAX-OODOODOOOODOO
s DMAX -OOO0OOOOOOOO
e <0-255>-ICMP-0000000O0O
* code<0-255>ICMP -0 0000000
e ipltepludp|icmp - OODODOODOOO

e eq<0-65535>-00000

[IFNAME] -Egress 00000000
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B ACLOL300000000000

noJ00000O0O0O0OO0O0OOO "o"O0OOOOOO
show O O O O O show access-lists [ACLNAME]

gonoogoo

Mac access-list extended

gonoo
g

goooon
ogoboboboooobobobbooooobobooooobbboooobooboboooan

ACLOOOOODOOL3-Access-List

L

L

L

L

access-list (<1-99>|<1300-1999>) (deny|permit) SPADDR SMASK [IFNAME]
access-list (<1-99>|<1300-1999>) (deny|permit) host SPADDR [IFNAME]
access-list (<1-99>|<1300-1999>) (deny|permit) any [ FNAME]

access-list (<100-199>|<2000-2699>) (deny|permit) (ip|tcp|udplicmp) SSIPADDR SMASK
DIPADDR DMASK [IFNAME]

access-list (<100-199>|<2000-2699>) (deny|permit) (tcp|udp) SPADDR SMAXK [eq] [<0-
65535>] SIPADDR SMASK [eq] [<0-65535>] [IFNAME]

access-list (<100-199>|<2000-2699>) (deny|permit) icmp SPADDR SVIASK DIPADDR
DMASK <0-255> code <0-255> [IFNAME]

access-list (<100-199>|<2000-2699>) (deny|permit) (ip|tcp|udplicmp) SIPADDR SMASK any
[IFNAME]

access-list (<100-199>|<2000-2699>) (deny|permit) (tcp|udp) SPADDR SMAXK [eq] [<0-
65535>] any [eq] [<0-65535>][IFNAME]

access-list (<100-199>|<2000-2699>) (deny|permit) icmp SPADDR SMASK any <0-255> code
<0-255>[IFNAME]

access-list (<100-199>|<2000-2699>) (deny|permit) (ip|tcp|udp|icmp) any DIPADDR DMASK
[IFNAME]

access-list (<100-199>|<2000-2699>) (deny|permit) (tcp|udp) any [eq] [<0-65535>] DIPADDR
DMAXK [eq] [<0-65535>] [[FNAME]

access-list (<100-199>|<2000-2699>) (deny|permit) icmp any DIPADDR DMASK <0-255>
code <0-255>[IFNAME]

access-list (<100-199>|<2000-2699>) (deny|permit) (ip|tcp|udplicmp) any any[lFNAME]

access-list (<100-199>|<2000-2699>) (deny|permit) (tcp|udp) any [eq] [<0-65535>] any [eq] [<0-
65535>] [[FNAME]

access-list (<100-199>|<2000-2699>) (deny|permit) icmp any any <0-255> code <0-255>
[ITFNAME]

access-list (<100-199>|<2000-2699>) (deny|permit) (ip|tcp|udplicmp) SSIPADDR SMASK  host
DIPADDR [IFNAME]

access-list (<100-199>|<2000-2699>) (deny|permit) (tcp|udp) SPADDR SMAXK [eq] [<0-
65535>] host DIPADDR [eq] [<0-65535>][ FNAME]
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* access-list (<100-199>|<2000-2699>) (deny|permit) icmp SPADDR SMASK host DIPADDR
<0-255> code <0-255> [[FNAME]

+ access-list (<100-199>|<2000-2699>) (deny|permit) (ip|tcp|udp|icmp) host SIPADDR
DIPADDR DMAXK [IFNAME]

+ access-list (<100-199>|<2000-2699>) (deny|permit) (tcp|udp) host SSIPADDR [eq] [<0-65535>]
DIPADDR DMASK [eq] [<0-65535>] [[FNAME]

¢ access-list (<100-199>|<2000-2699>) (deny|permit) icmp host SPADDR DIPADDR DMASK
<0-255> code <0-255> [[FNAME]

+ access-list (<100-199>|<2000-2699>) (deny|permit) (ip|tcp|udp|icmp) host SPADDR host
DIPADDR[IFNAME]

+ access-list (<100-199>|<2000-2699>) (deny|permit) (tcp|udp) host SPADDR [eq] [<0-65535>]
host DIPADDR [eq] [<0-65535>][|FNAME]

¢ access-list (<100-199>|<2000-2699>) (deny|permit) icmp host SPADDR host DIPADDR <0-
255> code <0-255>[IFNAME]

+ access-list (<100-199>|<2000-2699>) (deny|permit) (ip|tcp|udp|icmp) any host DIPADDR
[IFNAME]

¢ access-list (<100-199>|<2000-2699>) (deny|permit) (tcpjudp) any [eq] [<0-65535>] host
DIPADDR [eq] [<0-65535>][IFNAME]

* access-list (<100-199>|<2000-2699>) (deny|permit) icmp any host DIPADDR <0-255> code
<0-255> [IFNAME]

¢ access-list (<100-199>|<2000-2699>) (deny|permit) (ip|tcp|udp|icmp) host SSIPADDR any
[IFNAME]

+ access-list (<100-199>|<2000-2699>) (deny|permit) (tcp|udp) host SSIPADDR [eq] [<0-65535>]
any [eq] [<0-65535>][| FNAME]

+ access-list (<100-199>|<2000-2699>) (deny|permit) icmp host SPADDR any <0-255> code
<0-255> [IFNAME]

¢ access-list (<1-99>|<1300-1999>) (deny|permit) IPADDR[IFNAME]

¢+ access-list (<100-199>|<2000-2699>) (deny|permit) (tcp|udp) SIPADDR SMASK DIPADDR
DMASK eq <0-65535>[| FNAME]

+ access-list (<100-199>|<2000-2699>) (deny|permit) (tcp|udp) IPADDR MASK [eq] [<0-
65535>] IPADDR MASK[IFNAME]

+ access-list (<100-199>|<2000-2699>) (deny|permit) (tcp|udp) SIPADDR SMASK any [eq] [<0-
65535>] [[FNAME]

¢ access-list (<100-199>|<2000-2699>) (deny|permit) (tcp|udp) SPADDR SMAXK [eq] [<0-
65535>] any [|FNAME]

+ access-list (<100-199>|<2000-2699>) (deny|permit) (tcp|udp) SSIPADDR SMAXK [eq] [<0-
65535>] host DIPADDR [IFNAME]

+ access-list (<100-199>|<2000-2699>) (deny|permit) (tcp|udp) SPADDR SVIAXK host
DIPADDR [eq] [<0-65535>] [[FNAME]

¢ access-list (<100-199>|<2000-2699>) (deny|permit) (tcpludp) any DIPADDR DMAXK [eq] [<0-
65535>] [| FNAME]

¢ access-list (<100-199>|<2000-2699>) (deny|permit) (tcpjudp) any any [eq] [<0-65535>]
[IFNAME]
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B ACLOL300000000000

access-list (<100-199>|<2000-2699>) (deny|permit) (tcpjudp) any [eq] [<0-65535>] any
[ITFNAME]

access-list (<100-199>|<2000-2699>) (deny|permit) (tcp|udp) any [eq] [<0-65535>] DIPADDR
MASK [IFNAME]

access-list (<100-199>|<2000-2699>) (deny|permit) (tcpjudp) any [eq] [<0-65535>] host
DIPADDR [IFNAME]

access-list (<100-199>|<2000-2699>) (deny|permit) (tcpjudp) any host DIPADDR [eq] [<0-
65535>] [| FNAME]

access-list (<100-199>|<2000-2699>) (deny|permit) (tcp|udp) host SPADDR DIPADDR
DMAXK [eq] [<0-65535>] [[FNAME]

access-list (<100-199>|<2000-2699>) (deny|permit) (tcp|udp) host SSPADDR [eq] [<0-65535>]
DIPADDR DMAXK [IFNAME]

access-list (<100-199>|<2000-2699>) (deny|permit) (tcp|udp) host SPADDR any [eq] [<0-
65535>][|FNAME]

access-list (<100-199>|<2000-2699>) (deny|permit) (tcp|udp) host SSPADDR [eq] [<0-65535>]
any [[FNAME]

access-list (<100-199>|<2000-2699>) (deny|permit) (tcp|udp) host SPADDR [eq] [<0-65535>]
host DIPADDR [IFNAME]

access-list (<100-199>|<2000-2699>) (deny|permit) (tcp|udp) host SPADDR host DIPADDR
[eq] [<0-65535>] [IFNAME]

access-list (<100-199>|<2000-2699>) (deny|permit) icmp SPADDR SMIASK DIPADDR
DMAXK <0-255>[IFNAME]

access-list (<100-199>|<2000-2699>) (deny|permit) icmp SPADDR SMASK any <0-255>
[IFNAME]

access-list (<100-199>|<2000-2699>) (deny|permit) icmp any any <0-255> [I[FNAME]

access-list (<100-199>|<2000-2699>) (deny|permit) icmp SPADDR SMASK host DIPADDR
<0-255>[IFNAME]

access-list (<100-199>|<2000-2699>) (deny|permit) icmp host SPADDR DIPADDR DMAXK
<0-255>[IFNAME]

access-list (<100-199>|<2000-2699>) (deny|permit) icmp host SPADDR host DIPADDR <0-
255> [IFNAME]

access-list (<100-199>|<2000-2699>) (deny|permit) icmp any host DIPADDR <0-255>
[IFNAME]

access-list (<100-199>|<2000-2699>) (deny|permit) icmp host SPADDR any <0-255>
[IFNAME]

access-list (<100-199>|<2000-2699>) (deny|permit) icmp any DIPADDR DMASK <0-255>
[IFNAME]
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ip access-group (<1-199>|<1300-2699>|ACLNAME) in

od
ip access-group (<1-199>|<1300-2699>|ACLNAME) in
¢ (<1-199>|<1300-2699>|ACLNAME) - Standard ID0 Extended IDO ACL O O 0O O

no O 00O O O no ip access-group

show O 0O O O O show ip access-group [IFNAME]

gonoogoo

Interface configuration

gonoo
oo

googoo
o000 ACLOODOODOOOODbOODO

O

FXC(config)# int fal/0/19

FXC(config-if)# ip access-group 1301 in

[admin] Interface fastethernetl/0/19 install IP access-group succeeded!
FXC(config-if)#
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B ACLOL300000000000

ip access-list standard

od
ip access-list standard (<1-99>|<1300-1999>|ACLNAME)O

¢ <1-199> - Standard IP access-list 0 0 0 OO
e <1300-2699> - Standard IP access-list0 0 O O O

« ACLNAME - ACLOOOOO

no O O 0O O O no ip access-list standard (<1-99>|<1300-1999>|ACLNAME)
show O O O O O show access-lists [ACLNAME]

gonoogoo

Global configuration

gonoo
oo

oooooao
ACLOOOOOO0OOO0OIPstandardaccess-list 0000000000

O

FXC(config)# ip access-1list standard ACL112
FXC(config-std-acl) #

ip access-list extended

od
ip access-list extended (<100-199>|<2000-2699>|ACLNAME)O
e <1-199> - Extended IP access-list 0 0 0 0O O

¢ <1300-2699> - Extended IP access-list 0 0 0 OO

« ACLNAME - ACLOOOOO

no O OO O O no ip access-list extended (<100-199>|<2000-2699>ACLNAME)
show O O O O O show access-lists [ACLNAME]

gonoogoo

Global configuration
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gonoo
oo

oooooao
ACLOOOOOOOO0OIPextendedaccess-list0 0 00O00O0OOO

O

FXC(config)# ip access-list extended 2010
FXC(config-ext-acl)#
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permit|/deny

ooooboooooboobooooog

oooobooboobobooboobooboobooobooobooooooboboboobo
oooobogooogo

000000000000 ACLOOOOOIP standard access-list 0 O O IP extended
access-list0 00 00O0O0OO0O

O

FXC(config)# ip access-1list standard ACL333
FXC(config-std-acl) #deny 192.168.1.105 255.255.255.0 fal/0/23
[admin] IP ACL filter add succeeded!
FXC(config-std-acl) #end
FXC# show ip access-list
IP access-list standard 1300

Action : deny

IP Protocol : any

Src.IP : 0.0.0.29/255.255.255.0 Dst.IP :
IP access-list standard ACL333

Action : deny

IP Protocol : any

Src.IP : 0.0.0.105/255.255.255.0 Dst.IP :
Egress Port : fastethernetl/0/23

FXCH#

aad

(permitjdeny) 0 0 0000 0000000000000
« permit-00000000000

« deny-0000000000OO0

- any-0000000/000 MACOOODO
« host-000O0O0OOOODOO

« SPADDR-0OO0D0 IPOOOO

« DIPADDR-0O OO IPOODOO

e SMAX-OODOOODOOOOO

s DMAX -OOO0OOOOOOOO

e <0-255>-ICMP-0000000O0O

* code<0-255>ICMP -0 0000000

e ipltepludp|icmp - OODODOODOOO

e eq<0-65535>-00000

[IFNAME] -Egress 000000 OO
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noJ00000O0O0O0OO0O0OOO "o"O0OOOOOO
show O O O O O show access-lists [ACLNAME]

gonoogoo

IP standard access-list / IP extended access-list 0 O O

gonoo
g

goooon
ogoboboboooobobobbooooobobooooobbboooobooboboooan

ACLOOOOODOOL3-Access-List

e |P standard access-list 0 0 O

¢+ (permit|deny) any [IFNAME]

+ (permit|deny) host IPADDR [IFNAME]

+ (permit|deny) IPADDR MASK [IFNAME]

e |P extended access-list 0 O O

¢+ (permit|deny) (ip|tcpludplicmp) any any [IFNAME]

* (permit|deny) (tcpludp) any [eq] [<0-65535>] any [eq] [<0-65535>] [IFNAME]

* (permit|deny) icmp any any [<0-255>] code [<0-255> [IFNAME]

¢+ (permit|deny) (ip|tcp|udplicmp) SSPADDR MASK any [IFNAME]

¢+ (permit|deny) (tcpjudp) SPADDR MASK [eq] [<0-65535>] any [eq] [<0-65535>] [IFNAME]
¢+ (permit|deny) icmp SPADDR MASK any [<0-255>] code [<0-255>] [IFNAME]

¢+ (permit|deny) (ip|tcp|udplicmp) host SSPADDR any [IFNAME]

¢+ (permit|deny) (tcpjudp) host SIPADDR [eq] [<0-65535>any [eq] [<0-65535>] [IFNAME]
¢+ (permit|deny) icmp host SPADDR any [<0-255>] code[<0-255>] [[FNAME]

¢+ (permit|deny) (ip|tcp|udplicmp) host SPADDR host DIPADDR [IFNAME]

¢+ (permit|deny) (tcpjudp) host SPADDR [eq] [<0-65535>host DIPADDR [eq] [<0-65535>]
[IFNAME]

¢ (permit|deny) icmp host SPADDR host DIPADDR [<0-255>] code [<0-255>] [IFNAME]
¢+ (permit|deny) (ip|tcp|udplicmp) SPADDR SMASK DIPADDR DMASK [IFNAME]

¢+ (permit|deny) (tcp|udp) SSIPADDR SMASK [eq] [<0-65535>] DIPADDR DMAXK [eq] [<0-65535>]
[IFNAME]

¢+ (permit|deny) icmp SPADDR SMASK DIPADDR DMASK <0-255> code <0-255>[IFNAME]
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¢+ (permit|deny) (ip|tcpjudplicmp) host SPADDR DIPADDR DMASK [IFNAME]

¢+ (permit|deny) (tcp|udp) host SIPADDR [eq] [<0-65535>DIPADDR DMASK [eq] [<0-65535>]
[IFNAME]

¢+ (permit|deny) icmp host SSPADDR DIPADDR DMASK <0-255> code <0-255> [IFNAME]
¢+ (permit|deny) (ip|tcp|udplicmp) SSPADDR SMASK host DIPADDR [IFNAME]

+ (permit|deny) (tcpludp) SIPADDR SMASK [eq] [<0-65535>] host DIPADDR [eq] [<0-65535>]
[IFNAME]

¢+ (permit|deny) icmp SPADDR SMASK host DIPADDR <0-255> code <0-255> [IFNAME]
¢+ (permit|deny) (ip|tcp|udplicmp) any host A.B.C.D [IFNAME]

¢+ (permit|deny) (tcp|udp) any [eq] [<0-65535>] host DIPADDR [eq] [<0-65535>] [IFNAME]
* (permit|deny) icmp any host DIPADDR <0-255> code <0-255> [IFNAME]

¢+ (permit|deny) (ip|tcp|udplicmp) any DIPADDR DMASK [IFNAME]

¢ (permit|deny) (tcp|udp) any [eq] [<0-65535>] DIPADDR DMASK [eq] [<0-65535>] [IFNAME]
¢+ (permit|deny) icmp any DIPADDR DMASK <0-255> code<0-255> [IFNAME]

¢+ (permit|deny) (tcpjudp]) SPADDR SMASK DIPADDR DMAXK [eq] [<0-65535>] [IFNAME]
+ (permit|deny) (tcpludp|) SPADDR SMASK [eq] [<0-65535>] DIPADDR DMASK[IFNAME]
¢+ (permit|deny) (tcp|udp) SPADDR SMASK [eq] [<0-65535>] any [IFNAME]

¢+ (permit|deny) (tcp|udp) SPADDR SMASK any [eq] [<0-65535>] [IFNAME]

¢+ (permit|deny) (tcp|udp) SPADDR SMASK [eq] [<0-65535>] host IPADDR [IFNAME]

¢+ (permit|deny) (tcp|udp) SPADDR SMASK host DIPADDR [eq] [<0-65535>] [IFNAME]

* (permit|deny) (tcp|udp) any [eq] [<0-65535>] IPADDRMASK [IFNAME]

¢+ (permit|deny) (tcpjudp) any IPADDR MASK [eq] [<0-65535>] [[FNAME]

* (permit|deny) (tcp|udp) any any [eq] [<0-65535>] [IFNAME]

* (permit|deny) (tcp|udp) any [eq] [<0-65535>] any [IFNAME]

* (permit|deny) (tcp|udp) any [eq] [<0-65535>] host DIPADDR [IFNAME]

* (permit|deny) (tcp|udp) any host DIPADDR [eq] [<0-65535>] [FNAME]

¢+ (permit|deny) (tcpjudp) host SSPADDR [eq] [<0-65535>host DIPADDR [IFNAME]

¢+ (permit|deny) (tcpjudp) host SSPADDR host DIPADDR [eq] [<0-65535>] [IFNAME]

¢+ (permit|deny) (tcp|udp) host SPADDR [eq] [<0-65535>DIPADDR DMAXK [IFNAME]

¢+ (permit|deny) (tcpjudp) host SPADDR DIPADDR DMASK[eq] [<0-65535>] [IFNAME]

*+ (permit|deny) (tcp|udp) host SPADDR [eq] [<0-65535>any [IFNAME]

¢+ (permit|deny) (tcpjudp) host SPADDR any [eq] [<0-65535>] [IFNAME]

¢ (permit|deny) icmp SPADDR SMASK DIPADDR DMASK <0-255> [IFNAME]

¢+ (permit|deny) icmp host SPADDR DIPADDR DMASK <0-255> [IFNAME]
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¢+ (permit|deny) icmp SIPADDR SMASK host DIPADDR <0-255> [IFNAME]
¢+ (permit|deny) icmp any host DIPADDR <0-255> [IFNAME]

¢ (permit|deny) icmp any DIPADDR MASK <0-255> [IFNAME]

¢+ (permit|deny) icmp any any [<0-255>] [IFNAME]

¢ (permit|deny) icmp SIPADDR SMASK any [<0-255>] [IFNAME]

¢+ (permit|deny) icmp host SPADDR any [<0-255>] [IFNAME]

¢+ (permit|deny) icmp host A.B.C.D host A.B.C.D [<0-255>] [[FNAME]

¢ (permit|deny) A.B.C.D [IFNAME]

show ip access-group

od
show ip access-group [I[FNAME]O
- [IFNAME]-00000O0O0OOOO

googooogod
Privileged EXEC

gonoo
oo

goooon

goooboooboboboobmwrOOO0OOOo0obLDoobOobobobooo
oooobooboobobobooboobgooooooooboooo

O

FXC# show ip access-group fal/0/15
interface fastethernetl/0/15

IP access-group ACLS555 in
FXC#
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show ip access list

o

show ip access listO

googooogod
Privileged EXEC

gonoo
oo

googoo
oooobooomwoOOoOODbDOODObOOOD

ooooo

show ip access list (<1-199>|<1300-2699>|ACLNAME)

o

show ip access list (<1-199>|<1300-2699>|ACLNAME)0

googooogod
Privileged EXEC

gonoo
oo

googoo
OACLOODOO0ODODODOODO

O

FXC# show ip access-list ACL555

IP access-1list extended ACL555
Action : deny
IP Protocol : UDP Src.Port : any Dst.Port : any
Src.IP : any Dst.IP : 192.168.15.7
Egress Port : fastethernetl/0/19

FXC#show ip access-1list 1301

IP access-1list standard 1301
Action : deny
IP Protocol : any
Src.IP : 0.0.0.3/255.255.255.0 Dst.IP :
Egress Port : (none)
Action : deny
IP Protocol : any
Src.IP : 0.0.0.99/255.255.255.0 Dst.IP :
Egress Port : (none)

FXC#
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2216 OO00OOOOOOOO

storm-control

od
storm-control (broadcast | dif | multicast) <1-262143>0]

e broadcast-00000000COOOO
« dif-dfDO000000D00O
« multicast-0 000 0000O0OOOO

e« <1-262143>-00000000CODOODO/OO

no O O O O O no storm-control (broadcast| dif| multicast)

show 0 O O O O show storm-control (broadcast| dIf| multicast)

gonoogoo

Global configuration

gonoo
oo

googoo
oooobooobo/Oobooboob dfoboboobooboboboobooDo

O

FXC(config)# storm-control dlf 1500
[admin] Set storming control succeeded!
FXC(config)#
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show storm-control

od
show storm-control (broadcast | dIf | multicast)[

e broadcast-0 0 000000CO0OOO
« dif-dfD 00000000

e multicast-0000000O0O0O0OOO

googooogod
Privileged EXEC

gonoo
oo

oooooao
Storm-Control OO OO0 O0O0O0OOOOOO

O

FXC# show storm-control dlf

Switch Storm Control
Destination Lookup Failure Control
Rate Limit (pps)

FXCH#

: enable
: 1500
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QoS/CoS

2.2.17 QoS/CoS

COS cos-map

oo
cos cos-map <0-7> <1-4>[

« <0-7>-IEEE802.1p 00 000OO0DOO

e <1-4>-Class of Service (CoS) D 00D OODOOOO ID

no U O 0O 0O O no cos cos-map

show O O O O O show cos cos-map

gonoogoo

Global configuration

gonoo
oo

googoo
CoSOUOUDUOODbOUDObODOODDOODObDbOODbDOOoO7TODOODODODO

O

FXC(config)# cos cos-map 3 1

[admin] Set 802.1p priority 3 to CoS queue 1 mapping succeeded!
FXC(config)# cos cos-map 4 2

[admin] Set 802.1p priority 4 to CoS queue 2 mapping succeeded!
FXC(config)# cos cos-map 5 3

[admin] Set 802.1p priority 5 to CoS queue 3 mapping succeeded!
FXC(config)#

cos policy fifo

od
cos policy fifoO
e fifo- FIFOO First In FirstOutD OO0 0000 O

no O OO O O no cos policy
show O O O O O show cos policy
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- QoS/CoS

gonoogoo

Global configuration

googd
Strict Priority

googoo
CoSsUUDOUODUDDOUODOUDUOFRIFOOFIrstinFirstOutD OO ODOOOOODOO

O

FXC(config)# cos policy fifo
[admin] Set CoS FIFO scheduling policy succeeded!
FXC(config)#

cos policy wrr-queue weight

o

cos policy wrr-queue weight <1-10> <1-10> <1-10> <1-10>0
wrr-queue Weighted Round Robin priority based scheduling

e <1-10> weight for cos queue 1
* <1-10> weight for cos queue 2
¢ <1-10> weight for cos queue 3

e <1-10> weight for cos queue 4

no O 0O O O O no cos policy reset to strict mode

show O O O O O show cos policy

gonoogoo

Global configuration

gonoo
oo

googoo
CoSUUODOODOUODDOODOUODO Weighted Round RobnOWRROOOODOOOOOOO
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QoS/CoS

O

FXC(config)# end
FXC# show cos policy

CoS Queue Weight
1 3

2 5

3 7

4 1

FXC#

FXC(config)# cos policy wrr-queue weight 3 5 7 1
[admin] Set CoS WRR queue scheduling policy succeeded!

CoS Scheduling Policy : Weighted Round Robin

cos policy strict

od
cos policy strict[]

e strict - Strict 0 O O

show O O O O O show cos policy

gonoogoo

Global configuration

oooano
strict0 0 O

goooon

CosUUDOUODUODOOOODOOstictIOODOOOOODO

gobooboobooboboobooboobooooooooboooboobooboboooo
ooooboobOobbooboobooboooooboooooo

O

FXC(config)#

FXC(config)# cos policy strict
[admin] Set CoS strict priority based scheduling policy succeeded!
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show cos cos-map

o

show cos cos-mapO]

googooogod
Privileged EXEC

gonoo
oo

googoo
CoSOUOOUDODODUOODDODOODbDODODO
O

O

FXC# show cos cos-map
802.1p Priority CoS Queue

Jdo U s W RO
AW WD R RN

FXC#

show cos policy

o

show cos policy[

googooogod
Privileged EXEC

gonoo
oo

googoo
CoSOUODODODODDOO
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QoS/Co3 ]
|
FXC# show cos policy
CoS Scheduling Policy : Weighted Round Robin
CoS Queue Weight
1 3
2 5
3 7
4 1
show qos
aod

show gos (egress|ingress) bandwidth [IFNAME]O
e egress-00
e ingress- 00
 [IFNAME]-0 0000000

googooogod
Privileged EXEC

gonoo
oo

googoo
QosUOOOOUODO/ODOOOODOODOOD

O

FXC# show gos ingress bandwidth fal/0/15

Interface Ingress Limit Bandwidth (Kbps)
fastethernetl1/0/15 enable 768000
FXCH#
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gos ingress bandwidth

od
gos ingress bandwidth <1-1000>0
+ <1-1000>- OO O OOO0O QO MbpsOd

e <1-100> - FE ports
e <8-1000> - GE ports

no O O O O O no qos ingress bandwidth
show O O O O O show gos ingress bandwidth [[FNAME]

gonoogoo

Interface configuration

gonoo
oooo

googoo
QoSUIDUDODODbOODbOODLODO

O

FXC(config)# interface fal/0/15

FXC(config-if)# gos ingress bandwidth 750

[admin] Set interface fal/0/15 ingress bandwidth succeeded!
FXC(config-if)
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2218 OO0OO0OOOOO

policy-map

00
policy-map POLICYMAPO
« POLICYMAP-OOOUOOOOOODOOOOOOOOO

no O O 0O O O no policy-map POLICYMAPL
show O O O O O show policy-map POLICYMAP

gonoogoo

Global configuration

gonoo
oo

googoo
0000D0O00D0OO00OdPolicy-map configuraton0 OO0 D0O0O0OOOO0O

O

FXC(config)# policy-map POL111
FXC (config-pmap) #

class

oag
class CLASSMAPO

« CLASSVAP- 00000000 OOOOOOOO

no O 00O O O no class CLASSMAP
show 0O O O O O show policy-map CLASSMAP

gonoogoo

Policy-map configuration

gonoo
oo
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googoo
000000000000 D dPolicy-map-class configuration 00 000 0O O

O

FXC(config-pmap)#class cla222
FXC(config-pmap-class)#

match access-group

od
match access-group ACLNAMELD
« ACLNAME-OOO ACLOOOOO

no O O O O O no match access-group

show 0O O O O O show policy-map POLICYMAP

gonoogoo

Policy-map-class configuration

gonoo
oo

googoo
ACLODOOODOO0ODOO0

O

FXC(config-pmap-class) #match access-group rule2
[admin] Set ACL match to class map succeeded!
FXC(config-pmap-class)#

googooogod
OACLOL200000000000ODOP108
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match ip dscp

00
match ip dscp DSCPLISTO
« DSCPLIST-IPDSCPOO0-63[I 00 80000000

no O O O O O no match ip dscp
show 0 O O O O show policy-map [POLICYMAP]

gonoogoo

Policy-map-class configuration

gonoo
oo

googoo
iPDSCPOODOOODOOO

gbosoopoooboobooboob,0ooboooboobobbooboobooboo-o
oooobogooogoo

O

FXC(config-pmap-class)#match ip dscp 1,3,5-9
[admin] Set DSCP match to class map succeeded!
FXC(config-pmap-class)#

match ip precedence

00
match ip precedence IPPRECEDENCES]

 |IPPRECEDENCES- IP Precedence J JO0-7(0 00 8000000

no O O 0O O O no match ip IPPRECEDENCES
show 0O O O O O show policy-map [POLICYMAP]

gonoogoo

Policy-map-class configuration

gonoo
oo
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oooooao
IP Precedence OO OOOOO0O

gbosoopoooboobooboob,0ooboooboobobbooboobooboo-o
oooobooooooDg

O

FXC(config-pmap-class) #match ip precedence 0,1,2,5-7
[admin] Set IP Precedence match to class map succeeded!
FXC(config-pmap-class)#

police

od
police <1-1000> <4-512>[]

e <1-1000>-000000000DO0O0OMbpst
e <4-512>-0J000000000O00ODODOKBO
4|8]16|32|64 - FEO O O
4|8]16/32|64|128|256|512 - GE 0 O O
no O 0O 0O O O no police
show 0O O O O O show policy-map [POLICYMAP]

gonoogoo

Policy-map-class configuration

gonoo
oo

googoo
ooooboobOobobobooobo0oboobon

O

FXC(config-pmap-class) #police 500 32
[admin] Set class map ingress burst rate succeeded!
FXC(config-pmap-class)#
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police <1-1000> <4-512> exceed-action drop

od
police <1-1000> <4-512> exceed-action drop

e <1-1000>-00000000D00ODOQCMbpsO

« <4-512>-00000000000000KBO
418]16|32|64 - FEO O O
4/8]16|32|64|128|256|512 - GE 0 0 [

no O 0O O O O no police exceed-action

show 0O O O O O show policy-map [POLICYMAP]

gonoogoo

Policy-map-class configuration

gonoo
oo

goooon

oooobooboobobooboobooboobooobooobooooooboboboobo
oogd

O

FXC(config-pmap-class)#police 500 128 exceed-action drop
[admin] Set class map exceed action drop succeeded!
FXC(config-pmap-class)#

police <1-1000> <4-512> exceed-action dscp <0-63>

od
police <1-1000> <4-512> exceed-action dscp <0-63>0]
* <1-1000>-00000000000QCQO MbpsM™

« <4-512>-00000000000000KBO
418]16|32|64 - FEO O O
4/8]16|32|64/|128|256|512 - GE 0 O [

¢ <0-63>-IP DSCP O

no O 0O O O O no police exceed-action

show 0O O O O O show policy-map [POLICYMAP]
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T 0000000

gonoogoo

Policy-map-class configuration

gonoo
oo

goooon

gooopbgoopscPOOO0ObDOODOODODOOODOODOOOOOOODOOOOOn
ooooboobooboobooooog

O

FXC(config-pmap-class) #police 500 128 exceed-action dscp 1
[admin] Set class map exceed action mark IP DSCP succeeded!
FXC(config-pmap-class)#

police drop

od
police dropd

no O OO O O no police drop
show 0O O O O O show policy-map [POLICYMAP]

gonoogoo

Policy-map-class configuration

gonoo
oo

googoo
ooooboobobobooboobooboboooooobooboobobooo

O

FXC(config-pmap-class) #police drop
[admin] Set class map matched action drop succeeded!
FXC(config-pmap-class)#
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police high - drop

od
police high-dropO

no O O O O O no police high-drop
show 0O O O O O show policy-map [POLICYMAP]

gonoogoo

Policy-map-class configuration

gonoo
oo

goooon

0000000000000 00O00000O0O0OU0ODOO00DoDoOdhigh-drop-
precedence 00 00 O000O0OO

O

FXC(config-pmap-class) #police high-drop

[admin] Set class map matched action mark high-drop-precedence
succeeded!

FXC(config-pmap-class)#

set cos override

00
set cos override <0-7>0
e <0-7>-000 CoS O

no 0 OO O O no set cos override

show 0O O O O O show policy-map [POLICYMAP]

gonoogoo

Policy-map-class configuration

gonoo
oo
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googoo
oboo0obOoobOobobOOobOoobgo cosOnoonoonDOonO

O

FXC(config-pmap-class)#set cos override 5
[admin] Set class map in-profile cos 5 succeeded!
FXC(config-pmap-class)#

set ip dscp

od
set ip dscp <0-63>0
*+ <0-63>-000 IPDSCP O

no O 00O 0O Ono setip dscp
show 0O O O O O show policy-map [POLICYMAP]

gonoogoo

Policy-map-class configuration

gonoo
oo

googoo
ooooboOoobooboooboobogomwrbscPObOnononoonOg

O

FXC(config-pmap-class)#set ip dscp 60
[admin] Set class map in-profile DSCP 60 succeeded!
FXC(config-pmap-class)#
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set ip precedence

od
set ip precedence <0-7>0

e <0-7>-000 IP Precedence O

no O 0O 0O O O no set ip precedence

show 0O O O O O show policy-map [POLICYMAP]

gonoogoo

Policy-map-class configuration

gonoo
oo

oooooao
IP Precedence0 00000000

O

FXC(config-pmap-class)#set ip precedence 6
[admin] Set class map in-profile IP Precedence 6 succeeded!
FXC(config-pmap-class)#

service-policy input

00
service-policy input POLICYMAP

« POLICYMAP-OOOOOOOO

no O O O O O no service-policy input POLICYMAP
show 0O O O O O show policy-map [POLICYMAP]

gonoogoo

Interface configuration

gonoo
oo
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O

goooobboooodooon
gooooon

FXC(config)# interface fal/0/5

FXC(config-if)# service-policy input pol 5
[admin] Attach policy 'pol 5' to fastethernetl/0/5 succeeded!

FXC(config-if)#

show policy-map

00
show policy-map [POLICYMAP]

« POLICYMAP-OOOOOOOO

googooogod
Privileged EXEC

gonoo
oo

goooon

ooooboobobobooboonDg

O

FXC# show policy-map pol 1
QoS Policy Map

Service Ports : none
Class-map cla_ 1

Match Criterion (none)
Ingress Rate (Kbps)
Burst Size (KB) : 128
Out-profile Action

Class-map cla 2

Match Criterion (none)
Ingress Rate (Kbps) : 512000
Burst Size (KB) : 128
Out-profile Action

FXCH#

: 512000

: drop packets

: mark IP DSCP (1)

FXC3226
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2219 0O0OO0OO0ODOOOO

show spanning-tree interface

od
show spanning-tree interface [ FNAME]

. [IFNAME]-00000000O

googooogod
Privileged EXEC

gonoo
oo

googoo
ooooboobobobooboobuooboobooooooog

g

FXC# sh spanning-tree interface fal/0/15

Interface fastethernetl/0/15
Port Identifier : 128.15
Admin Path Cost : auto Oper Path Cost : 200000000
Admin Link-type : auto Oper Link-type : shared
Admin Edge-port : auto Oper Edge-port : enabled
Port Role : disabled Port Status : discarding
Connection Mode : link-down BPDU Guard : disabled
Spanning-tree Traffic Statistics :
Config BPDU Tx : 0 Config BPDU Rx : 0
RST BPDU Tx : 0 RST BPDU Rx 0
MST BPDU Tx : 0 MST BPDU Rx 0
TCN BPDU Tx 0 TCN BPDU Rx 0

FXC#

144 FXC3226



goooobboooodooon
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show spanning-tree mst

00
show spanning-tree interface mst [INSTANCE]

e [INSTANCE]-MSTOOOODODODOO

googooogod
Privileged EXEC

gonoo
oo

googoo
oooobooobobobooboooboobooogoMsSTPOOODOODODOOODO

g

FXC# show spanning-tree mst 5

MST Instance 5
Spanning-tree Status : MST Instance disabled
Bridge Identifier : 32768/0000.000a.0506
Root Identifier : 0 /0000.0000.0000
Root Port ID : none
Forward Delay (sec) : 0 Bridge Forward Delay : 15
Max Age (sec) : 0 Bridge Max Age : 20
Hello Time (sec) : 0 Bridge Hello Time : 2
MST Max-Hops Count : 20

FXC#

show spanning-tree mst configuration

o

show spanning-tree mst configuration

googooogod
Privileged EXEC

gonoo
oo

googoo
MSTPOOOOODOO VLANODOOOOODOODOOooOOoOOoD
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g
FXC# show spanning-tree mst configuration
MST Name
Revision : 0
Instance VLANs Mapped
0 all
FXC#

show spanning-tree mst instance <1-15> interface

o

show spanning-tree mst instance <1-15> interface [[FNAME]

« <1-15>-MSTUOOOOOOOOO

. [IFNAME]-00000000O

googooogod
Privileged EXEC

gonoo
oo

googoo
ooooboobooMsSTODODOOOOOOOOO

O
FXC# show spanning-tree mst instance 5 interface fal/0/19
Interface fastethernetl/0/19 @ MST Instance 5
Port Identifier : 128.19
Admin Path Cost : auto Oper Path Cost : 200000000
Admin Link-type : auto Oper Link-type : shared
Port Role : disabled Port Status : discarding
Connection Mode : link-down
Spanning-tree Traffic Statistics
Config BPDU Tx : 0 Config BPDU Rx 0
RST BPDU Tx : 0 RST BPDU Rx 0
MST BPDU Tx : 0 MST BPDU Rx 0
TCN BPDU Tx 0 TCN BPDU Rx 0
FXC#
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T 00000000

show spanning-tree summary

o

show spanning-tree summary

googooogod
Privileged EXEC

gonoo
oo

googoo
ooooboobOobobobooobo0oboobon

g
FXC# show spanning-tree summary
Spanning-tree Mode : Rapid/RSTP
Spanning-tree Status : disabled
Bridge Identifier : 32768/0000.000a.0506
Root Identifier : 0 /0000.0000.0000
Root Port ID : none
Forward Delay (sec) : 0 Bridge Forward Delay : 15
Max Age (sec) : 0 Bridge Max Age : 20
Hello Time (sec) : 0 Bridge Hello Time 2
Transmission Limit : 3/sec
Uplink Fast : disable
FXC#

spanning-tree algorithm-timer

od
spanning-tree algorithm-timer <4-30> <6-40> <1-10>0J

¢ <4-30> - Forward-timed 0 O
¢ <6-40> - Max age[] O O
¢ <1-10> - Hello time O O

no O O O O O no spanning-tree algorithm-timer

show O O O O O show spanning-tree summary

gonoogoo

Global configuration
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googd

Forward time 15 [
Max age 200
Hello time 2 O

googoo
ooooboobOoboboobooboobon

O

FXC(config)# spanning-tree algorithm-timer 11 6 1
[admin] Set spanning-tree bridge times succeeded!

spanning-tree

od
spanning-tree (enable|disable)

e enable-00

e disable -0 0O

no O O O O O spanning-tree disable

show O O O O O show spanning-tree summary

gonoogoo

Global configuration

gonoo
oo

googoo
spanning-tree 0000000000 O0OO

O

spanning-tree enable
[admin] Set spanning-tree enabled succeeded!
FXC(config)#
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spanning-tree bpdu-guard

od
spanning-tree bpdu-guard (enable|disable)d

e enable-00

e disable -0 0O

no O O O O O spanning-tree disable
show O O O O O show spanning-tree interface [ FNAME]

gonoogoo

Interface configuration

gonoo
oo

googoo
BpODUD OODOUOOOOOOODOOODOODOODOOBPDUODODODOOODO
ooooboobobobooboonDg

O

FXC(config-if)# spanning-tree bpdu-guard enable

[admin] Set interface fal/0/19 spanning-tree bpdu-guard enable
succeeded!

FXC(config-if)#

spanning-tree cost

od
spanning-tree cost <1-200000000>
e <1-200000000>-00 0000

no O O O O O no spanning-tree cost

show O O O O O show spanning-tree interface [ FNAME]

gonoogoo

Interface configuration

googd
ooooboobooboobooboooooog
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googoo
oooobooobOoobooobobooboonbog

O

FXC(config-if)# spanning-tree cost 199999

[admin] Set interface fal/0/19 spanning-tree port path cost 199999
succeeded!

FXC(config-if)#

spanning-tree edge-port

od
spanning-tree edge-port (auto | disable| enable)O

 edge-port -O0000O0OOOODO
e auto-00
e disable- 00

e enable -0 0O

no O O O O O no spanning-tree edge-port
show O O O O O show spanning-tree interface [ FNAME]

gonoogoo

Interface configuration

gonoo

auto

googoo
oooobooboooogon

O

FXC(config-if)# spanning-tree edge-port enable
[admin] Set interface fal/0/17 spanning-tree edge-port succeeded!
FXC(config-if)#
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spanning-tree forward-time

od
spanning-tree forward-time <4-30>0

e <4-30> -0J000D00O0O0ODOOODOO0ODOO0OO0OOO

no O O O O O no spanning-tree forward-time

show O O O O O show spanning-tree summary

gonoogoo

Global configuration

gonoo
150

googoo
oooobooboooogon

O

FXC(config)# spanning-tree forward-time 20
[admin] Set spanning-tree forward-delay 20 succeeded!
FXC(config)#

spanning-tree hello-time

od
spanning-tree hello-time <1-10>0

e <1-10> -HelloOODOOODOO

no O O O O O no spanning-tree hello time

show O O O O O show spanning-tree summary

gonoogoo

Global configuration

gonoo
20

googoo
ooooboooooboobooooog
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O

FXC(config)# spanning-tree hello-time 2
[admin] Set spanning-tree hello-time 2 succeeded!
FXC(config)#

spanning-tree link-type

od
spanning-tree link-type (auto| point-to-point| shared)

e« auto -00O
e point-to-point -1 000000000030

e shared -10000000CODOO

no O O O O O no spanning-tree link-type
show O O O O O show spanning-tree interface [ FNAME]

gonoogoo

Interface configuration

gonoo

auto

googoo
ooooboobOoboboobooboobon

O

FXC(config-if)# spanning-tree link-type point-to-point

FXC(config-if)#

[admin] Set interface fal/0/10 spanning-tree port link-type succeeded!
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spanning-tree max-age

o

spanning-tree max-age <6-40>[1

e <6-40> -Max-age U O OO

no O O O O O No spanning-tree max-age

show O O O O O show spanning-tree summary

gonoogoo

Global configuration

gonoo

20 sec

googoo
ooooboobooboobooboobooooog

O

FXC(config)# spanning-tree max-age 30

[admin] Set spanning-tree max-age 30 succeeded!

FXC(config)#

spanning-tree mode

o

spanning-tree mode (mst| pvst| rapid-pvst)O]

e mst - Multiple Spanning-Tree (IEEE 802.1s)

e pvst - Per-VLAN Spanning-Tree (IEEE 802.1d)

« rapid-pvst - Rapid Spanning-Tree (IEEE 802.1w)

show O O O O O show spanning-tree summary

gonoogoo

Global configuration

gonoo

rapid-pvst

FXC3226
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googoo
ooooboobooboboobooboon

O

FXC(config)# spanning-tree mode pvst
[admin] Set spanning-tree mode succeeded!
FXC(config)#

spanning-tree mst cost

od
spanning-tree mst <1-15> cost <1-200000000>
e <1-15>-MSTOOODOOO ID

« <1-200000000> -0 0000

no O O O O O no spanning-tree mst <1-15> cost

show 0 O O O O show spanning-tree mst instance <1-15> interface [IFNAME]

gonoogoo

Interface configuration

googd
ooooboobooboobooboooooog

googoo
ooooMSTPOOOOOODOODOODODOOD

O

FXC(config-if)# spanning-tree mst 11 cost 250

[admin] Set interface fal/0/9 MST instance<ll> port path cost 250
succeeded!

FXC(config-if)#
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spanning-tree mst port-priority

od
spanning-tree mst <1-15> port-priority <0-240>[]
+ <1-15>-MSTOOOOOO ID

« <0-240> -000000ODO0OOO 16000DO

no 0 O O O O no spanning-tree mst <1-15> port-priority
show 0 O O O O show spanning-tree mst instance <1-15> interface [IFNAME]

gonoogoo

Interface configuration

gonoo
128

googoo
ooooboooooboobooooog

O

FXC(config-if)# spanning-tree mst 3 port-priority 32

[admin] Set interface fal/0/9 MST instance<3> port priority 32
succeeded!

FXC(config-if)#

spanning-tree mst priority

od
spanning-tree mst <1-15> priority <0-61440>[]
« <1-15>-MSTOOOOOO ID

« <0-61440> -O000DO0ODODOODOOO 40960000

no O O O O O no spanning-tree mst <1-15> priority

show O O O O O show spanning-tree mst instance <1-15>

gonoogoo

Global configuration

googd
32768
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googoo
ooooboooooboobon

O

FXC(config)# spanning-tree mst 5 priority 8192

[admin] Set spanning-tree MST instance<5> bridge priority 8192
succeeded!

FXC(config)#

spanning-tree mst instance vilan

od
spanning-tree mst instance <1-15> vlan VLANLISTO

e <1-15>-MSTUOOOOOO ID
e VLANLIST -VLAN ID

no O O O O O no spanning-tree mst instance <1-15>

show O O O O O show spanning-tree mst configuration

gonoogoo

Global configuration

gonoo
oo

googoo
VIANOOOOOOOOooooboooowMsTPOODODODO

O

FXC(config)# spanning-tree mst instance 5 vlan 3

STP.CIST set fastethernetl/0/17 disable forwarding

[admin] Set spanning-tree MST instance<5> vlans-mapping succeeded!
FXC(config)#
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spanning-tree mst name

od
Spanning-tree mst name NAMED
« NAME-MSTO OO

no O O O O O no spanning-tree mst name

show O O O O O show running-config

gonoogoo

Global configuration

gonoo
oo

googoo
MSTPOOOOODOOODOO

O

FXC(config)# spanning-tree mst name fxcmst
[admin] Set spanning-tree MST name fxcmst succeeded!
FXC(config)#

spanning-tree mst revision

od
Spanning-tree mst revision <0-65535>[1
e <0-65535>-0 000000

no O O O O O no spanning-tree mst revision

show O O O O O show running-config

gonoogoo

Global configuration

gonoo
oo

googoo
MSTPOOOOOOOODDOODOOODO
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FXC(config)# spanning-tree mst revision 3000
[admin] Set spanning-tree MST revision 3000 succeeded!
FXC(config)#

spanning-tree port-priority

od
spanning-tree port-priority <0-240>[

e <0-240>-000000DO0OOO 160000

no O O O O O no spanning-tree port-priority
show O O O O O show spanning-tree interface [ FNAME]

gonoogoo

Interface configuration

gonoo
128

googoo
odb 200000000000 OD0OO0ODOOODODOD

O

FXC(config-if)# spanning-tree port-priority 176
[admin] Set interface fal/0/5 spanning-tree port priority 176 succeeded!
FXC(config-if)#

spanning-tree priority

od
spanning-tree priority <0-61440>[1
* <0-61440>-STPOOU0OODOOOODODODOODO 40960000

no O O O O O no spanning-tree priority

show O O O O O show spanning-tree summary

gonoogoo

Global configuration
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googd
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googoo
ooooboobobboobooboobooboooogoo

O

FXC(config)# spanning-tree priority 8192
[admin] Set spanning-tree bridge priority 8192 succeeded!
FXC(config)#

spanning-tree transmission-limit

od
spanning-tree transmission-limit <1-10>0

« <1-10>-BPUDUODOO0O0OO0OOOOOODOOODO

no O O O O O no spanning-tree transmission-limit

show O O O O O show spanning-tree summary

gonoogoo

Global configuration

gonoo
30

googoo
BpUDOD OODOUOODOODODOODDOODODOOD

O

FXC(config)# spanning-tree transmission-limit 3
[admin] Set spanning-tree transmission-limit 3 succeeded!
FXC(config)#
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spanning-tree uplink-fast

od
spanning-tree uplink-fastl]
no O O O O O no spanning-tree uplink-fast

show O O O O O show spanning-tree summary

gonoogoo

Global configuration

gonoo

Not enable

googoo
ooooboobooboobooboooooog

O

FXC(config)# spanning-tree uplink-fast
[admin] Set spanning-tree uplink-fast enable succeeded!
FXC(config)#
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dotlx guest-vian

od
dotlx guest-vlan <1-3000>0
» <1-3000> - VLAN ID

no O 0O 0O O O no dotlx guest-vlan
show O 0O O O O show dotlx / show dotlx interface IFNAME

gonoogoo

Interface configuration

googd
OO0 VLANDOO

googoo
U000 VLAND 802.1XO OO VLANODOOOD OO

O

FXC(config)# interface fal/0/3
FXC(config-if)# dotlx guest-vlan 30
[admin] Set fal/0/3 802.1X guest VLAN ID succeeded!

dotlx port-control

od
dotlx port-control (auto| force-authorized| force-unauthorized)

« auto- 802 Ax0 00000 O0OOODOOO802AxODU0DO0O0DO0OOOOOODOOO
oooooooo

» force-authorized -802.1x 00000000 0ODO0OO0OODOODOOOOODOOOOODO
ooooogo

« force-unauthorized -802.1x 0 00000000 0OOO0OOOO0OO0OO0OOODCOOOO
ooooooon

no O O O O O no dotlx port-control
show 0O O O O O show dotlx / show dotlx interface IFNAME
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gonoogoo

Interface configuration mode

gonoo

ForceAuthorized

googoo
oooobOoobOsso2ixdopooboooooDbd

O

FXC(config-if)# dotlx port-control force-unauthorized
[admin] Set fal/0/1 802.1X port access control succeeded!
FXC(config-if)#

dotlx radius server

00
dotlx radius server A.B.C.D KEY [PORT]O
« ABCD-IPOOOO

« KEY -RADIUSO O
« [PORT]-RADIUS O OO

show O O O O O show dot1x radius / show running-config

gonoogoo

Global configuration

gonoo
oo

googoo
RADIUSO OO0 IPOOOO0OOO0ODOOODOODODOOODO

O

FXC(config)# dotlx radius server 192.168.1.12 123 23
[admin] Set 802.1X primary RADIUS server succeeded!
FXC(config)#
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dotlx radius secondary-server

00
dotlx radius secondary-server A.B.C.D KEY [PORT]O

-« ABCD-IPOOODO
« KEY -RADIUSO O
« [PORT]-RADIUS O OO

show O 0O 0 O O dotlx radius / show running-config

gonoogoo

Global configuration

gonoo
oo

googoo
O0000 RADIUSOOODODOOODOODO

O

FXC(config)# dotlx radius secondary-server 192.168.1.13 pas 23
[admin] Set 802.1X secondary RADIUS server succeeded!
FXC(config)#

dotlx re-authenticate

00
dotlx re-authenticate interface IFNAMED

« IFNAME-OOOOOOOO

show O 0O O O O show dotlx interface IFNAME

gonoogoo

Global configuration

gonoo
oo

googoo
ooboobooboobooboobooooogoon
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O

FXC(config)# dotlx re-authenticate interface fal/0/16
[admin] Set 802.1X port re-authenticate succeeded!
FXC(config)#

dotlx reauthentication

00
dotlx reauthenticationd
no 0 O O O O no dotlx reauthentication

show O 0O O O O show dotlx / show dotlx interface IFNAME

gonoogoo

Interface configuration

gonoo

disable

googoo
ooooboobooboobooboooooog

O

FXC(config)# interface fal/0/9

FXC(config-if)# dotlx reauthentication

[admin] Set fal/0/9 802.1X port re-authentication enable succeeded!
FXC(config-if)#

dotlx system-auth-control

od
dotlx system-auth-controll
no O O O O O nno dotlx system-auth-control

show O 0O O O O show dot1x / show running-config

gonoogoo

Global configuration

gonoo
oo
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O

FXC(config)# dotlx system-auth-control
[admin] Set switch 802.1X authentication enable succeeded!
FXC(config)#

dotlx timeout

od
dotlx timeout (reauth-period| quiet-period| server-timeout) TIMEVALUED
e reauth-period -0 0 0000000000000 O00O0OOOOOO0OO
e quiet-period -0 00 0000000000000 OOOOOOOOOOOOO

e servertimeout- 0000000000 OOOOOO

no O O O O O no dotlx timeout (quiet-period| reauth-period| server-timeout)

show 0O O O O O show dotlx / show dotlx interface IFNAME

gonoogoo

Interface configuration

googd
reauth-period: 3600 [
quiet-period: 60 O

server-timeout: 20 O

googoo
oooobooboboboooboogoon

O

FXC(config)# interface fal/0/6

FXC(config-if)# dotlx timeout reauth-period 10
[admin] Set fal/0/6 802.1X port time succeeded!
FXC(config-if)# dotlx timeout quiet-period 30
[admin] Set fal/0/6 802.1X port time succeeded!
FXC(config-if)# dotlx timeout server-timeout 100
[admin] Set fal/0/6 802.1X port time succeeded!
FXC(config-if)#
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dotlx host-mode

od
dotlx host-mode (multi-host| single-host)
« multi-host-0 0000 1000000000000

e single-host -0 00000000 OOOOOODOO

no O OO O O no dotlx host-mode
show 0O 0O O O O show dotlx / show dotlx interface IFNAME

gonoogoo

Interface configuration

gonoo

single-host

goooon

ooboobooobobobibooboobooboobooboooooboobooboooo
oooooog

O

FXC(config-if)# dotlx host-mode multi-host
[admin] Set fal/0/9 802.1X multi-host authenticated succeeded!
FXC(config-if)#

dotlx authentic-method

od
dotlx authentic-method (local | radius)O

- local-000000000O0OO0DODDOOOOOOOOODOOO
e radius -RADIUSOO0OO0ODODOOOOO
no 0 OO O O no dotlx authentic-method

show O O O O O show dotlx authentic_method

gonoogoo

Global configuration
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gonoo

radius

googoo
oooobooooooDd

O

FXC(config)# dotlx authentic-method local
[admin] Set 802.1X authentic method succeeded!
FXC(config)#

dotlx user

oag
dotlx user USERNAME PASSWORD <1-3000>0
« USERNAME -00O0O0O0O

« PASSNVORD -0 OO DODO
¢ <1-3000> - VLAN ID
no J 0O O O no dotlx user USERNAME

show O O O O O show dotlx user

gonoogoo

Global configuration

gonoo
oo

googoo
ooooboobooboobooboooooog

O

FXC(config)# dotlx user FXC123 passw 1
[admin] Set 802.1X local authentication user account succeeded!
FXC(config)#
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show dotlx

o

show dotlx

googooogod
Privileged EXEC

googd

oo

googoo
802.1x0000OD0O0ODOO

O

FXC# show dotlx

802.1X System Status : enable
Authentic Method : local

FXCH#

show dotlx interface

00
show dotlx interface IFNAMEDO
« IFNAME-OODDODOOO

googooogod
Privileged EXEC

gonoo
oo

googoo
ooo0obOoobOobboOobogsszaxopoopooooo

O

FXC# show dotlx interface fal/0/1

Interface fastethernetl/0/1
Port Control : force-unauthorized Port Status : unauthorized
Re-authentication : disable Host Mode : single-host
Authenticated VLAN : 0 Guest VLAN : disable
Reauth-Period : 3600 Quiet-Period : 60
Server-Timeout : 20

FXCH#
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show dotlx radius

00
show dotlx radius

¢ radius -

googooogod
Privileged EXEC

gonoo
oo

googoo
RADIUSOOOOOOO0ODOOODOODOOODO

O

FXC# show dotlx radius

802.1X primary RADIUS server :
IP address : 192.168.1.12
Server Key : 123
UDP Port : 23

802.1X secondary RADIUS server :
IP address : 192.168.1.13
Server Key : pas
UDP Port : 23

FXC#
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show port-security address

od
show port-security address [[FNAME]O
- [IFNAME]-00O0OO0O0OOO

googooogod
Privileged EXEC

gonoo
oo

goooon

oooobooboobbo0obooboobobooooooboobooboobo

O

FXC# show port-security address
Interface Static Secure MAC VLAN ID

fal/0/17 000a.e433.cd26 1

Total secure addresses in the system

FXC#

Maximum secure addresses allowed in the system :

1

1024

show port-security interface

od
show port-security interface IFNAMED
« IFNAME-OOOOOOOO

no O O O O O no dotlx port-control

show O 0O O O O show dotlx / show dotlx interface IFNAME

googooogod
Privileged EXEC
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gooobooboboboobooboobooooooobooooooo
‘interfface” 0 000000000 O0ODOOOOOOOOOOODOOOOO

O

FXC# show port-security interface fal/0/6
Interface fastethernetl/0/6

Port Security : disable Port Status : no operation
Violation Mode : shutdown Violation Count 0
Aging Type : absolute Aging Time (min) 0
Max Shutdown Time : 1800 Shutdown While (sec) 0
Max Addresses 1 Current Addresses 0
Static Addresses : O
Total secure addresses in the system : 0

Maximum secure addresses allowed in the system : 1024

FXC#

switchport port-security

od
switchport port-security

show 0O O O O O show port-security [IFNAME]

gonoogoo

Interface configuration

gonoo

Not enable port security

googoo
ooooboobooboobooboobooooog

O

FXC(config-if)# switchport port-security
[admin] Set interface fal/0/17 port-security enable succeeded!
FXC(config-if)#
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switchport port-security aging-time

o

switchport port-security aging-time <0-1440>

e aging-time -

e <0-1440>-000000DO

no O O O O O no switchport port-security aging-time

show 0O O O O O show port-security [[FNAME]

gonoogoo

Interface configuration

googd
ooobOoOobOoOobOon

goooon

oooobooboboboboobuoobooboooooboooooooboooo

O

FXC(config-if)#

FXC(config-if)# switchport port-security aging-time 1000
[admin] Set interface fal/0/17 port-security aging time 1000 succeeded!

switchport port-security aging-type

o

switchport port-security aging-type (absolutelinactivity)

* absolute - Absolute D 0 O OO

 inactivity - inactivity time period D 000000 OO

no O O O O O no switchport port-security aging-type
show 0O O O O O show port-security [IFNAME]

gonoogoo

Interface configuration

gonoo

absolute
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googoo
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O

FXC(config-if)# switchport port-security aging-type inactivity
[admin] Set interface fal/0/19 port-security aging type succeeded!
FXC(config-if)#

switchport port-security mac-address

od
switchport port-security mac-address MACADDRO
« MACADDR-MACOOOO

no O O O O O no switchport port-security mac-address MACADDR
show O O O O O show port-security address [IFNAME]

gonoogoo

Interface configuration

gonoo
oo

googoo
oooobOoobooboobOoMACODODODOODOODOO

O

FXC(config-if)# switchport port-security mac-address 00.0a.e4.33.cd.26
[admin] Insert interface fastethernetl/0/17 static secure MAC address
succeeded!

FXC(config-if)#
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switchport port-security maximun

od
switchport port-security maximun <1-256>[1

e <1-256>-00000000O0O

no O O O O O no switchport port-security switchport port-security maximun

show 0O O O O O show port-security [IFNAME]

gonoogoo

Interface configuration

gonoo
1

googoo
oooobO MACODOOODOODOODODOOOD

O

FXC(config-if)# switchport port-security maximum 50
[admin] Set interface fal/0/17 maximum secure addresses 50 succeeded!
FXC(config-if)#

switchport port-security shutdown

od
switchport port-security shutdown <10-1440>[]
+ <10-1440>-0000000O0COOOO

no O O O O O no switchport port-security shutdown

show 0O O O O O show port-security [[FNAME]

gonoogoo

Interface configuration

gonoo
oo

googoo
ooooboobobboobooboobooboooogoo
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FXC(config-if)# switchport port-security shutdown 50
[admin] Set interface fal/0/15 port-security shutdown time 50 succeeded!
FXC(config-if)#

witchport port-security violation

od
witchport port-security violation (protect|restrict|shutdown)[

e protect-0 0000000000000

e restrict-000000000000O0OOOOOOOOOO

e shutdown -0 0 0000000000000 O0OOOOOOOOO
no O O O O O no switchport port-security violation

show 0O O O O O show port-security [[FNAME]

gonoogoo

Interface configuration

gonoo

shutdown

googoo
ooooboobobobooboobuooboobooooooog

O

FXC(config-if)# switchport port-security violation shutdown
[admin] Reset interface fal/0/15 port-security violation mode succeeded!
FXC(config-if)#
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2.2.22 SNMP

rmon

od
rmonJ 0000000000 0D0OO0OO0OO0OO
e <1-65536>-00 0000000000000 0O0OORMONODODOO

OD-oibO0O

« <1-4294967295>-000000000000000O0OO

e absolute-O MBOOOOOOOO

e delta-MIBOOOOOOOOOOOOOOO

« VALUE-OOOOOOOOOOOOO

« VALUE-OOOOOOOOOOOOO

e log-00000000000000RMONOOOOO

e tap-0 0000000000000 SNMPOODOOOO
« COMMUNITY-SNMPOOOOOOOOOOO

« IFNAME -0000000O

[OWNER]-RMONOOOOOO OO

no O OO O O no rmon (alarms | events | history)<1-65536>

show O 0O O O O show rmon (alarms | events | history)

gonoogoo

Global configuration

gonoo
oo

googoo
oooobOooboOoboooboobooooooosNvPODOODODOODO
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¢+ rmon alarm <1-65536> OID <1-4294967295> (absolute|delta) rising-threshold VALUE
falling-threshold VALUE [OWNER]

¢+ rmon alarm <1-65536> OID <1-4294967295> (absolute|delta) rising-threshold VALUE
falling-threshold VALUE <1-65535> [OWNER]

¢+ rmon alarm <1-65536> OID <1-4294967295> (absolute|delta) rising-threshold VALUE <1-
65535> falling-threshold VALUE[OWNER]

¢+ rmon alarm <1-65536> OID <1-4294967295> (absolute|delta) rising-threshold VALUE <1-
65535> falling-threshold VALUE <1-65535>[OWNER]

+ rmon event <1-65536> description NAME [OWNER]

+ rmon event <1-65536> description NAME log [OWNER]

¢+ rmon event <1-65536> description NAME trap COMMUNITY [OWNER]
¢+ rmon event <1-65536> description NAME trap COMMUNITY [OWNER]
¢+ rmon history <1-65536> |IFNAME [OWNER]

¢+ rmon history <1-65536> IFNAME buckets <1-100> [OWNER]

¢ rmon history <1-65536> |FNAME interval

¢+ rmon history <1-65536> |FNAME buckets <1-100> interval <1-4294967295> [OWNER]

O

FXC(config)# rmon event 300 description fxc
[admin] Set RMON event succeeded!
FXC(config)#

show rmon alarms

o

show rmon alarms[

gooooono
Privileged EXEC

gonoo
g

goooon
RMONOOOOOOOODOODOODOO
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O

FXC# show rmon alarms
RMON Alarm Table

show rmon events

o

show rmon eventsOd

googooogod
Privileged EXEC

gonoo
oo

googoo
RMONOOOOOOODODOODOODOO

O

FXC# show rmon events

RMON Event Table
Event Index : 300
Description : fxc

Log : No

Trap : No

Owner Name : N/A
FXC#
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show rmon history

o

show rmon history[

googooogod
Privileged EXEC

gonoo
oo

googoo
RMONOOOOOOOOOO

O

FXC# show rmon history
RMON History Table

show rmon statistics

od
show rmon statistics [IFNAME]O

.« [IFNAME]-00000000

googooogod
Privileged EXEC

gonoo
oo

googoo
RMONOOOOOOOODOODODOODODOOD
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O
FXC# show rmon statistics fal/0/6
Interface fastethernetl/0/6 is inactive, which has stastistics
Inbound:
Total Octets: 0
BroadcastPkts: 0, MulticastPkts: 0
UnicastPkts: 0, Non-unicastPkts: 0
FragmentsPkts: 0, UndersizePkts: 0, OversizePkts: 0
DisacrdsPkts: 0, ErrorPkts: 0, UnknownProtos: 0
AlignError: 0, CRCAlignErrors: 0, Jabbers: 0, DropEvents: 0
Outbound:
Total Octets: O
UnicastPkts: 0, Non-unicastPkts: 0
Collisions: 0, LateCollision: 0
SingleCollision: 0, MultipleCollision: 0
DisacrdsPkts: 0, ErrorPkts: 0
# of received packets length statistics:
64 Octets: 0, 65tol27 Octets: 0, 128to255 Octets: 0
256to511 Octets: 0, 512to0l023 Octets: 0, 1024tol518 Octets: 0
FXCH#
show snmp-server community
a0
show snmp-server community[
oooooon
Privileged EXEC
ooon
00O
ooooon
SNMPOUOUOOUOOOOOOOOOOODOO
O
FXC# show snmp-server community
String Relationship
public ro
private rw
FXCH#
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show snmp-server contact

00
show snmp-server contact(]

e contact -

googooogod
Privileged EXEC

gonoo
oo

googoo
SNMPOOODOOOODOODOOOOOO

O

FXC# show snmp-server contact
tokyo
FXC#

show snmp-server group

00
show snmp-server groupl]

» group -

googooogod
Privileged EXEC

gonoo
oo

googoo
SNMPOOODOODOOOOODOODOO

O

FXC# show snmp-server group
FXC#

FXC3226 181



goooobbbooooooon

SNMP

show snmp-server host

o

show snmp-server host

¢ host -

googooogod
Privileged EXEC

googd

oo

googoo
SNMPOOODOODODOOODOOODOO

O

FXC# show snmp-server host
host IP version community

show snmp-server location

o

show snmp-server location

* Jlocation -

googooogod
Privileged EXEC

gonoo
oo

googoo
SNMPOOODOODOODOODOOODOODO

O

FXC# show snmp-server location
FXC
FXC#
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show snmp-server trap community

o

show snmp-server trap community

e community -

googooogod
Privileged EXEC

gonoo
oo

googoo
SNMPOOODODOOODOOODOOOOOOOOO

O

FXC# show snmp-server trap community
fxc567
FXC#

show snmp-server view

o

show snmp-server trap view

googooogod
Privileged EXEC

gonoo
oo

googoo
SNMPOOODOODOODOOODOO

O

FXC# show snmp-server view
FXC#
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show snmp-server user

o

show snmp-server trap user

googooogod
Privileged EXEC

gonoo
oo

googoo
SNMPOOODOODOODOODOOODO

O

FXC# sh snmp-server user
Empty SNMPv3 User.
FXC#

snmp-server community

00
snmp-server community WORD (ro|rw) network A.B.C.D/MASK

- WORD-OOUOOOOOOOOOOoooooo 30000

« ro-000D00O00O0O00O0OO

- w-0O0O00O000O0OD0OO0ODO

« network -0000O00ODO0OO0OOODOODOOOOODOOOODODO

ABCD/MAX-IPOOOOOOOOOOO

no O O 0O O O no snmp-server community WORD (ro|rw) network ADDRESS

show O O O O O show snmp-server community

gonoogoo

Global configuration

oooano
Public, and the network is 0.0.0.0/0
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O

FXC(config)# snmp-server community £xc987 ro network 192.168.1.5
[admin] SNMP community add succeeded!
FXC(config)#

snmp-server community trap WORD

o

snmp-server community trap WORD

- trapWORD -0 00000000000 OOOOOOOOODO 30000

no O O O O O no snmp-server trap community

show O 0O O O O show snmp-server community

gonoogoo

Global configuration

oooano
Public

googoo
SNMPOOODODOOODOODOO0OOOOOOOOO

O

FXC(config)# snmp-server community trap fxc567
FXC(config)#

FXC3226 185



goooobbbooooooon

SNMP

snmp-server contact

o

snmp-server contact STRING

« SIRING-O0O0OO0OO0OO0OOODOOODOOO

no O O O O O no snmp-server contact

show O O O O O show snmp-server community

gonoogoo

Global configuration

gonoo
oo

googoo
oooobooobOoobooobobooboonbog

O

FXC(config)# snmp-server contact tokyo
FXC(config)#

snmp-server group

o

snmp-server U000 000000O0OOOOOO0O0O0OODOO

« group WORD- OOOOO

« v3-SNMPO 3000

e priv-0000000DOO0O

« auth-O0O0OOODOODODOO
e noauth-00O0O0O0O00OO0O

e« read WORD-read DO O ODODDOOOO

« writte WORD -write O 000 O0Q0Q0O0DDOO

* notify WORD -0 OO OOOOO

no O O O O O no snmp-server group WORD v3 (noauth|auth|priv)

show O O O O O show snmp-server group
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Global configuration

gonoo
g

goooon
oooobOooboOoboooboobooooooosNvPODOODODOODO

sNMPOODOOOOODOOOO

snmp-server group WORD v3 WORD

snmp-server group WORD v3 auth

snmp-server group WORD v3 auth read WORD

snmp-server group WORD v3 auth read WORD write WORD
snmp-server group WORD v3 auth read WORD write WORD notify WORD
snmp-server group WORD v3 noauth

snmp-server group WORD v3 noauth read WORD

snmp-server group WORD v3 noauth read WORD

snmp-server group WORD v3 noauth read WORD write WORD notify WORD
snmp-server group WORD v3 priv

snmp-server group WORD v3 priv read WORD

snmp-server group WORD v3priv read WORD write WORD

snmp-server group WORD v3 priv read WORD write WORD notify WORD

O

FXC(config)# snmp-server group FXC1l23 v3 auth read 123 write 567
FXC(config)#

snmp-server host A.B.C.D

oad
snmp-server host A.B.C.D

- ABCD- IPOOODO
no 0 O O O O no snmp-server host A.B.C.D

show O O O O O show snmp-server host

gonoogoo

Global configuration
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SNMPOOODOODOOOODOOODOODOO

O

FXC(config)# snmp-server host 192.168.1.12
[admin] SNMP trap/host add succeeded!
FXC(config)#

snmp-server host A.B.C.D version (1|2) [COMMUNITY]

00
snmp-server host A.B.C.D version (1|2) [COMMUNITY]

« ABCD- IPOOOO
e version (112)-O0SNMP O OO OO
« [COMMUNITY]-OOOO0OOOO
no O O O O O no snmp-server host A.B.C.D

show O O O O O show snmp-server host

gonoogoo

Global configuration

gonoo
oo

googoo
SNMPOOODOODOOOODOOODOODOO

O

FXC(config)#

FXC(config)# snmp-server host 192.168.1.12 version 1 FXC123
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SNMP

snmp-server location

o

snmp-server location STRING

« STRING- O0O0OO0OO0OO0ODOOO

no O O O O O no snmp-server location

show O O O O O show snmp-server location

gonoogoo

Global configuration

gonoo
oo

googoo
oooobooboooogon

O

FXC(config)# snmp-server location FXC
FXC(config)#

snmp-server user WORD WORD v3 auth (md5|sha) WORD

00
snmp-server user WORD WORD v3 auth (md5|sha) WORD

« WORD- O0O0OO
« WORD- OOOOO
« v3-SNMPO 3000
e md5-HMACMD50 00000000
« sha-HMACSHAOOODOOOOOODO
« WORD- OOOOO
no O O O O O no snmp-server user WORD WORD v3

show O O O O O show snmp-server user

gonoogoo

Global configuration
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O

FXC(config)# snmp-server user fxc fxcl23 v3 auth md5 kkoopieu
FXC(config)#

snmp-server user WORD WORD v3 noauth

00
snmp-server user WORD WORD v3 noauth

« WORD- O0O0OO
« WORD- OOOOO
« v3-SNMPO 3000
e noauth-00O0O0O0O00OO0O
no O O O O O no snmp-server user WORD WORD v3

show O O O O O show snmp-server user

gonoogoo

Global configuration

gonoo
oo

googoo
ooo0obO sNvPOOOOOOOOOOOODOODOODDOODODODDOODDODOODO

O

FXC(config)# snmp-server user 123 123 v3 noauth
FXC(config)#
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snmp-server user WORD WORD v3 priv (md5|sha) WORD des WORD

od
snmp-server user WORD WORD v3 priv (md5|sha) WORD des WORD

« WORD- O00OOO
« WORD- OOOO0O
« v3-SNMPO 3000
e priv-0000000DOO0O
e md5-HMACMD50 00000000
« sha-HMACSHAOODOOOOOODO
« WORD- OOOOO
« des-DESOOOODOODODOO
« WORD- ODOOGOGQGOQOO
no O O O O O no snmp-server user WORD WORD v3

show O O O O O show snmp-server user

gonoogoo

Global configuration

gonoo
oo

googoo
SNMPOOODOODOOOODOOO0ODOOO0OLOO0O0OOOO0ODOOO

O

FXC(config)# snmp-server user fxclll 123 v3 priv sha 12345678 des
98765431
FXC(config)#
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2.2.23 NTP

ntp server

od
ntp server IPADDR
- IPADDR-IPOCODOO

no 0 O O O O no ntp server IPADDR

show O O O O O show ntp server

gonoogoo

Global configuration

gonoo
oo

googoo
NTPOOOODOODOOOOD

O

FXC(config)# ntp server 192.168.1.32
[admin] Insert NTP server succeeded!
FXC(config)#

ntp server IPADDR version <1-4>

oo
ntp server IPADDR version <1-4>
- IPADDR-IPOOOO

e version<l-4>-NTPOOOOO
no 0 O 0O O O no ntp server IPADDR

show O O O O O show ntp server

gonoogoo

Global configuration

gonoo
oo
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O

FXC(config)# ntp server 192.168.1.12 version 1
FXC(config)#

show ntp server

o

show ntp server

googooogod
Privileged EXEC

gonoo
oo

googoo
NTPOOOODOODOOODOODOOOD

O

FXC# show ntp server
server 192.168.1.32
server 192.168.1.12 version 1

remote local st poll reach delay offset disp
=192.168.1.12 192.168.1.35 16 64 0 0.00000 0.000000 3.99217
=192.168.1.32 192.168.1.35 16 64 0 0.00000 0.000000 3.99217
FXC#
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ooodtd VLAN

2224 000000 VLAN

set vlan VLANNAME portvlan

od
set vlan VLANNAME portvlan
e VLANNAME - VLANO OO O

no 0 O O O O clear portvlan VLANNAME
show O O O O O show portvlan [VLANNAME]

gonoogoo

Global configuration

gonoo
oo

googoo
ooo00ob0O0OVvVLANDODODOOD

O

FXC(config)# set vlan 123 portvlan
[admin] Set Port-based VLAN 123 succeeded!
FXC(config)#

set portvlan VLANNAME IFLIST

00
set portvlan VLANNAME |FLIST
¢ VLANNAME - VLAN [J

« IFLIST-O000O0O0DOOODOO

no O O 0O O O clear portvlan VLANNAME IFLIST
show 0O O O O O show portvlan [VLANNAME]

gonoogoo

Global configuration
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O

FXC(config)# set portvlan 123 fal/0/1-3
Error: Interface fal/0/2 is not an 802.1Q VLAN access port!
FXC(config)#
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2.2.25

iPOOODOO

ip source binding

o

ip source binding A.B.C.D
no O O 0O O O no ip source binding A.B.C.D
show 0 0O O O O show ip source binding

oo0Oo0oOooDOd

Interface configuration

ooono

oo

ooooDoo
oowpOODOOODOODOOOOODLO0ODOO0

O

FXC(config-if)# ip source binding 192.168.1.12
[admin] Interface fal/0/12 insert IP-binding succeeded!
FXC(config-if)#

ip source verify dhcp-snooping

o

ip source verify dhcp-snooping
no O O O O O no ip source verify dhcp-snooping
show O O O O O show ip source verify

googooogod

Interface configuration

googd

oo

googoo

DHCP Snooping0 00 0COD0O IPOOO00OONOOOOOOOOOOOOO

O

FXC(config-if)# ip source verify dhcp-snooping
[admin] Set interface fal/0/12 IP Source Guard enable succeeded!
FXC(config-if)#
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