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W1z avvkausrz-2 B
1.1 ARVFAVAVRTI-AICLBEERE

1.1.1 IVYV-IVER

aAVY=IR— MOEGIE LU T OFEIETITVET,

BHEAE:
AABITEOARICHZIVY—ILiR—MIEEOI Y-V —TIL O AEEGL. E5F A%
PC &M COM h—MIIEHLET,

N PC M) COM ih—FEA—3FILIZ1L—ATHIZEFT(COM ih—FES (L PC THEFELT
ALY,

A—3FIII2L-RE LT ORDERE LTS,

h—L—Ft 115200 Baud
T—A 8 Bit

AUS L
AbYTEY R 1 Bit
70— BL

(1) AVY=-ITAVTPTI-HBENAT-FEANLET,
FHRTENDI 4L "admin”, JSAT— FERE U< admin” €GO TVET

(2) 1-YRENAD-FeA DK BEISEUZINV FEAAL, REORE . 5LV
METHFHROBEEEITVET

(3) HTEHIR exit" VY FEEALEYYaAVER T LET,

AVY—IiR— MDY AT LICER T HELL T OO VEEZR R ULET

Software Version : FXC52xxPE Ver:

MAC Address : 00-17-2E-xXx-XX—XX
Number of Ports T XX

Username : admin

Password :

Login in progress...

FXC52xxPE
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1.1.2 Telnet ¥E8t

Telnet ZF|I AT 5Ly M) -2 TOEENAIAECNET

Telnet ZTOICIX EEIRRBERERIOESLICE IP 7 FLAERRICRE T L ENHNET
Fz. BRI TRMDOTPIEATBEBICRTIAN M - MIT1 6 HDETERE TSV END
Dig-o

CEE] -
TIHHARFICE, AEETEOT FLANEKESNTNET,

IP Configuration:

DHCP Client : Disabled

IP Address : 192.168.1.1
IP Mask : 255.255.255.0
IP Router : 0.0.0.0

DNS Server : 0.0.0.0

VLAN ID 1

DNS Proxy : Disabled

FXC52xxPE# configure

FXC52xxPE (config)# interface vlan 1

FXC52xxPE (config-if)# ip address 192.168.1.100 255.255.255.0
FXC52xxPE (config-if) # exit

FXC52xxPE (config)# ip default-gateway 192.168.2.254

AEEDIP 7 RLVAZRELLER. LTOFIET Telnet Y3 IR T3 ENTEET,

(DYE—FRARD Telnet YV FEARBED IP 7 RLAEA SILET,

(2)OJ109BE"FXC52xxPE” (xx |3, #4288 ) ERTRENFET,

(3)1-HRENAT—FEA DRI REELEIIV FEA AL, KEOHRTE. B U
MEHBEROBEZITVET,

(4)$& T (I3 quit” R "exit " IV FEE ALY aVER T LET,

GEE):
Telnet ¥EHEISRIBFICHER K 4 £YYaVFTRIEETT .
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1.1.3 XV FETOAINTOER R

ARVRET help” NV FEANTRHET, MENDIYY FYSATHRARIEERIVY FE, EE
PABMNTLSLDEHETRRLET,

i
# help
Commands available:
exit Exit from current mode
help Show available commands
history Show a list of previously run commands
logout Disconnect
ping Ping IPv4 address (ICMPv4 echo) packets to other

network nodes

copy config running-config tftp <ip address> WORD Destination
configuration file name

copy config tftp running-config <ip address> WORD Source
configuration file name

copy firmware tftp running-firmware <ip address> WORD Source
firmware file name

firmware swap Swap between Active and Alternate firmware image.
terminal configuration length <0-512> Number of lines on screen
(0 for no pausing)

RVYRLET?7EARDUVESHZER, BEDIIVFIZADE—BREBICHETATOF—T—FhiK
TeNFET,

FEBEDIIVFDF—)—FERTTIELTEET, HlAIE "show ?”, “account 2“EANT
B&. “show”, “account” NV FATHEATEZIVY F—ENKRREINET,

il
# 2
exit Exit from current mode
help Show available commands
history Show a list of previously run commands
logout Disconnect
ping Ping IPv4 address (ICMPv4 echo) packets to other
network nodes
ping6 Ping IPv6 address (ICMPv6 echo) packets to other
network nodes
quit Quit commands
reload Halts and performs a warm restart
show Shows information
calendar Date and time information
configure Enter configuration mode
copy Copies from one file to another
firmware Firmware swap
terminal Set terminal line parameters
#
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1131 1-Y7h9Uk
1-HO7HEALAIIE. 1~3 BREEICHDNTVET,

TIFIVMRE TR ENENDTPIEALAIVZUTOESNTT,

1. EEERITLAIL (LRI 3):
FRTOHBEICTILARIEETHD, TN ADT A TEEEFARETT

2. BEI-HRIFLAIL (LRI 2):
AEDAT-AALRERABORR, THIC—EOAVTFIAIIY FeRITTHENTELT,

3. FAREIFLAIL (LAIL 1)
AHDAT—AABRLIUVRERNBTERTTIEDHAIRETT,

CER]: YATLAVTFVAWNTRIIP0O7YyT0— K, TIHHERRELGE) BETHEE,
LA (EEERITTAVY DINBEERBNET,

1.1.32 A-507DEALAIVDERE R %
LUTFIC, AYVRICLR - LARIDERTE A EICOWTEHRBALET
[GEEE):
CHERTEL. LN 3 DEBERIIPHDY Metolz 1 - DH R ERIRETT,
VR EROI-YRBLUFINAT—K(E"admin”/”admin" TY,
1. RICOD1 038, TOVT NI ERFRENET,

IVY=ILRADMIIY R4 VEYR—FLTVREN, “2"EAATRETEDIVY iR RSN

7,
FXC52xxPE
exit Exit from current mode
help Show available commands
history Show a list of previously run commands
logout Disconnect
ping ping IPv4 address (ICMPv4 echo) packets to
other network nodes
ping6 ping IPv6 address (ICMPv6 echo) packets to
other network nodes
quit Quit commands
reload Halts and performs a warm restart
show Shows information
calendar Date and time information
configure Enter configuration mode
copy Copies from one file to another
firmware Firmware swap
terminal Set terminal line parameters
#

_ FXC5210PE/FXC5218PE/ FXC5224PE
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2. #5%l7T, config E—RICFITLET,
configure XY REA DT 3L, UTOEENKRTEINET,
IATLERER . COBE TCITVET,

# configure
(config) #

3. RIZ. A—HFLANEEZRTETBICIE. “(config)tt” [CHELNT. “username” VY FEFEALET,
“username ?"E A NTBE, LTOBENIKRINET,

(config) # username ?
<string> username

4. 1—94& ., NAT-F, BELAINEENENRELTWESL,

CCTlE. FIELTA—Y LI guest” ISAT—RIC“guest” . BHELAIUI1"EAALET,
(config) # username guest *?
<string> password
(config)# username guest guest *?
<1-3> privilege level
(config) # username guest guest 1 ?
<cr>

5 UET. POEALNIDERERTT TY.

PHOEALNIDFRENT T % EARIYY FE—RFICBEH LT logout " E(3 "exit"IT FIC
SD—BO57H L. RELEI-HYRENAD—REFE->TATI YL TLESINCDIE S,
1—Y4£:guest, /SAT— F:guest)

Username: guest
Password:
Login in progress...
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1. EEERFLAIL (LA 3I)

EEELAITE, KDY ATLERDRES SV FEHRERTT HENATRETT,

ARICOT1UTBE, TAVTME#ERTENET,

AVY=IVAMGIRY RIAVEFR—FLTVSEN, “"EANTRIETROIVY PR RENE

7
FXC52xxPE
exit Exit from current mode
help Show available commands
history Show a list of previously run commands
logout Disconnect
ping ping IPv4 address (ICMPv4 echo) packets to other
network nodes
Ping6 ping IPv6 address (ICMPv6 echo) packets to other
network nodes
quit Quit commands
reload Halts and performs a warm restart
show Shows information
calendar Date and time information
configure Enter configuration mode
copy Copies from one file to another
firmware Firmware swap
terminal Set terminal line parameters
#

FNFNOFRTEAEICOVNTIE., LIBEDIM.2 YV RICLRHRTEIZSHBULT, BERTOWES
AN

2. BEI-YRIFLAIL (LRI 2)

ZEI-YRIFLAINTIE, KEDAT—HAAEREABTNR TR, THC—EFDAVTFVA
IRV FEETTIENTEET,

FEI-YRITFLAIELTRESNEI-YRENAT— FEFE>TAOTI1VLET,
D"OTAVTMIRNT?"EANTRE LTOIYY FUA MR RSNET,

> 2
exit Exit from current mode
help Show available commands
history Show a list of previously run commands
logout Disconnect
ping Ping IPv4 address (ICMPv4 echo) packets to
other network nodes
ping6 Ping IPv6 address (ICMPv6 echo) packets to

other network nodes

quit Quit commands
reload Halts and performs a warm restart
show Shows information
copy Copies from one file to another
>

ENENORFAECOVTE, LEONM.2 DYV RICLSRFEIZSRULT, REZITOWES
LYo
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3. BALRGFLAIL (LARIL 1)

BAZMAFLANDI-YIE, REDAT-AABLVRERNBTERTI H_EDHAIRETT

BARLRIVELTRESNE -8R ESAT - ReETAT1VLET,
D"OTAVTMIENT?"EANTRE, UTOIYY FUA MR RSNET,

> 2
exit Exit from current mode
help Show available commands
history Show a list of previously run commands
logout Disconnect
quit Quit commands
show Shows information

>

PN EV e

CCTR AVY-IVEERDIZVDI3vF -V TERBALET,

T3V E— S
RVRDRAD—EOXFEANTRE, IVV FEHIE LK
Tab RENET, BIZIE, "his"EA A UEIRIC, "Tab" F—Z3T L,
IV R “history"ERRSNET,
Esc Aye—JBEEEHRTLED, IV FOTAVT ME@EICEDET,
1 1DRICA ALV FERRLET,
| 1D#ICAALEIYY FERRLET,
—/—= N—IINeEGICHELET,
Backspace H—YVIDRIDXF=HIFRLET .
space F— show VY FRE T -More-“ER RSN BICEN LI DIE iz
FRULET,
? XV RUA M RRLET,
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1.2 DYV RE—RICLBHRE

1.21 EFXIIVE
username/password [C“admin”/“admin”E A 193, EEEE— RICADET,

“EANTBE AT OESNIYY RIAMIRRENET,

# 2
exit Exit from current mode
help Show available commands
history Show a list of previously run commands
logout Disconnect
ping Ping IPv4 address (ICMPv4 echo) packets to other
network nodes
Ping6 Ping IPv6 address (ICMPv6 echo) packets to
other network nodes
quit Quit commands
reload Halts and performs a warm restart
show Shows information
calendar Date and time information
configure Enter configuration mode
copy Copies from one file to another
firmware Firmware swap
terminal Set terminal line parameters
#
1. exit ANV F

BEMREERT L BRIV FEENMAT7IMET,

2. help YV K
FEARARRERIYY IR TRSNET,

3. history AYV F
AALEIXV FOBENKRREINET,

4. logout ¥V K
AY 7Y ROV FTT,

5. ping ¥V F
BIELICPING ZE{EL. XY MO B LUBEN EE(CITOHN TV EINERLET,

TOVT MEE Tping ?"EANTBE, ROLIICRTSNET o

# ping ?

Syntax : ping [-n count] [-1 length] l-i ping intervallip
-n count : Number of echo requests to send. (1~60)

-1 length : Send buffer size, and length(2-1452)

-i : ping interval (0-30)

ip : IP address (XXX .XXX.XXX.XXX)
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6. ping6 YV F
ADEYFI—=DICPING ZZ{E L. IPv6 7 FLAICL D Ry M= H LUBEN EE(ICFTHhN
TLBHEINERLET,

JOV7 MEE(C“ping ?"EANTBHE, ROEEERTLES .

# ping6 ?

Syntax : ping6 [-n count] -1 length] -i ping intervallip

-n count : Number of echo requests to send. (1~60)

-1 length : Send buffer size, and length (2-1452)

-1 : ping interval (0-30)

ip : IPV6 address For example,fc80::215:c5ff:£fe03:4dc7
7. quit YU F

VY- IVEEOREERILETIRICEALET , Logout IV RERI UHEREERFHET

8. reload DYV F
ARz M BRICHERLET,

“reload"t AAIL, Aot —INRFRENIRIC Y EANTHE. MM UIRICAKN FEELE
ER

# reload
Are you sure you want to perform a Restart? (Y/N)y
System will reboot in a few seconds

9. show YUK

show ?"EANTBE, YTV FHRRENFET

# show ?
aaa Show AAA service configuration
acl Packet Access Control List
calendar Date and time information
ddmi Digital Diagnostics Monitoring Interface
dhcp-relay DHCP Relay Configuration
dotlx 802.1x content
eee Show eee configuration
history History information
interface Interface information
ip IP information
ip-source-guard IP source guard
lacp LACP statistics
line TTY line information
11ldp Show 1lldp Configuration
log Log records

loopback-detection Show loopback detection
mac-address-table Configuration of the address table

mac-security MAC Security Configuration
management Management IP filter

map Maps priority

mvr Show MVR Status
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ntp Simple Network Time Protocol configuration
poe Power Over Ethernet

port Port characteristics

queue Priority queue information

radius-server RADIUS server information

running-config Information on the running configuration
rate-limit rate-limits

rmon Rmon

sflow Sampling flow

snmp Simple Network Management Protocol statistis
spanning-tree Spanning-tree configuration

storm-control Show storm control configuration

system System information

tacacs-server TACACS server settings

trunk Trunk information

users Show users configuration

version System hardware and software versions

vlan Virtual LAN settings

1) IOV FEERTE. B2 EEEERRTLET,
help [EERDEEMETR AT BICIE. “show xxxx 27 (xxxx [FHTATVR)EANTRE LT
O7av7 MEENRRENET,

# show port ?
monitor Shows the configuration for a mirror port

<cr>

# show port monitor
Mirror Configuration:

Mirror Port: Disabled
Port Mode
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
9 Disabled
10 Disabled
CPU Disabled

4) EHOIVY-IEEERTTIHEL, “Esc’F—2ANTIEEERIS S EISNET,
SEMICOLVTIE, TShow XY R IESRBLTESLY,

n FXC5210PE/FXC5218PE/ FXC5224PE
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10. calendar ¥V F
VATLOBBZFETHRELET,

11. configure IY YV F
VY-V EmEETO—/N config E— RICEE 5. TOVT M (configtt”’ ERRENET
COE—RTIE. EBEEAREED VAT LR EZITICENTTRETT,
50—V config E— RDERTE A EICONTIE, ROIBTEHRBALET,
“exit” VY FEFALT, HARELTVSE-FERTLET,

12. copy IV F
COIRVRIZEND, VAT LD config 7MLV T FI1 7% TFTP H—=NCINYDO 7y T LD, TFTP
B=N\oYAT LD config T77A IV EYAR LD, YIMNIITPDEFHEITVET,

# copy ?
config Copies configuration file
firmware Copies run-time firmware

1) copy config

(1) copy config running-config tftp <ip address> yyy
WEEELTVBERTEZ IP <ip address>”(IPv4, F(3 1Pv6 7 FLA)D TFTP H—
NI "y W TPANB TN YT LET  FREFRIE . TFAMEX TRRS
nNEy,

(2) copy config tftp running-config <ip address> yyy
IP"<ip address>"(IPv4, F1z(d IPv6 7 FLA)D TFTP §—) 15 yyy" eV TH A
BREITINEIANTLET,

2) copy firmware

* copy firmware tftp running-firmware <ip address> yyy
IP"<ip address>”(IPv4, Fz(d IPv6 7 FLA)D TFTP #—)\hn yyy " ELVIEIEH
DVIMIITEREFHLET
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13. firmware JYVF

BEAMCB TV TIr—LUIPeRET7— LI P DYINE R ETET,

14. terminal IV F

show running—config YV FTOXFOH Nk, —E([CR{TEFTRTIINERELET,

0. FRFAI-512DDFHETHRELET,

F01MIGEIFIVY FEITRIEFIELBREDITECXFNRTENET,
A-51DQFHETIEELLIG S, B VEENTET—ELXFIRTENET,
—EILRRUUINEBMSEE —More—"ERREN . AIFENDF—ZANTBE_ETE DD
FEORNBNRERINET,

# terminal ?
configuration Configuration file
# terminal configuration length <0-512>
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1.2.2 config E— FIYV K

VY= )VEEIC“configure” IYY FEA 1T BE. FTAVT M “(config) #”[CEINENNET,
ABO—IBMBEZREICOVTIE. COE—-FTHREETVET,

R—FrDERFEEITOICE. TA—)VL config B— RICT interface” YV FEFE>THRELET .
FIZIE. “interface ethernet 1/5”1&. R— I 5. “interface ethernet 1/5. 6, 10-15"(Zik— 5, 6,
10, 11, 12, 13, 14, 15 DFREETVET,

COIRY FOFEMICONVTIE, ROIEEZSBU TS,

EELIC?EANTBE UTOYTIVY FIRRENET,

exit Exit from current mode

help Show available commands

history Show a list of previously run commands
logout Disconnect

quit Quit commands

aaa AAA Service

acl Access Control List Configuration
aggregation Set aggregation mode configuration

arp-inspection
default
dhcp-relay
dhcp-snooping
dotlx

end

hostname
interface

ip
ip-source-guard
11ldp

logging

Set ARP Inspection configuration

Restore to factory default setting
Configures DHCP Relay Configuration
Configures DHCP Snooping Configuration
Configures 802.1x port-based access control
Exit from configure mode

Sets system's network name

Enters privileged interface onfiguration
Global IP configuration sub commands

IP Source Guard Configuration

LDP setting

Modifies message logging facilities

loopback-detection Configures loopback detection

mac-address-table

Configuration of the address table

mac-auth-username Mac auth username format

mac-security
management
mirror

mvr

no

ntp

poe

prompt

qos

radius-accounting-server

Configuration of mac security

Specifies management IP filter

Configuration of mirror

Multicast VLAN Registration

Negates a command or sets its defaults
Simple Network Time Protocol configuration
Power Over Ethernet

Sets system's prompt

Configuration of QoS
Configures RADIUS Accounting Server

radius-authentication-server Configures RADIUS Authentication

rmon
sflow
snmp-server
spanning-tree
storm-control

Server
Configures RMON function
Configures sflow function
Modifies SNMP server parameters
Configures spanning tree parameters
Configures storm control

tacacs-authentication-server Configures TACACS+ Authentication

Server
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username Establishes user name authentication
vlan Switch Virtual LAN interface
voice-vlan Voice VLAN Configuration

1. exit NV F

BEMARL—2avE—-FER T L. BIOE-FICRDET,

2. Help YV F
FEATREGIYY FETATRRLET,

3. history YV F
ANLEIRVFOERZRRLET,

4. logout YV F
IVY—=IVEEH LAY 7Y FEICERLET,

5. quit J¥VF
VY- I)VEEER T UET, logout IV FER UHERET T,

6. aaa OYVF
console/telnet/ssh/web [C£B05 1 VBRI, ZM%UJJ HYOZEE AR R ERICFERLET,
AO—AIL A1 yF. RADIUS =)\, TACACS+H—/\, FBEEH L (AT VAT]) ([CLDEREERIRET
7,

FREAOIVY FRLTOESNTT,

1l)aaa authentication login console [local]|nonel|radius]|tacacs+] :

AYV=IAOOTA VT BB A X ERELET .

2)aaa authentication login ssh [local|none|radius|tacacs+] :

SSH B0 1—Y(CL30T1 VAN A R ERELET,

3)aaa authentication login telnet [local|none|radius|tacacs+] :

telnet 3ERD1—-HICLBO0V1 VRIS R ERELES,

4)aaa authentication login web [local|nonel|radius|tacacs+] :

WEB #&#R D 1—-HICL0T 1 VR DR AR ERELET

= [local|none|radius|tacacs+]ld. ZREF A K TT,
local Inu..\nIEFHU)D jJ)l/:l. 'U-U)j_' anu..\n
none . FREI &SN OO A VAT
radius  : FREEFA®DYUE— b RADIUS H—)\DT—AN—AZR:E
tacacs+ : IREIFMYE—b TACACS+H—)\DT—AR—AZEEE

“radius” B LU “tacacs+” DD “fallback” HTIYV K-

FREEA KV none’ Fz (3 local AN DIEICER E SN TS EEIC, Ta—ILI\WOMEEZ B RNICT
5& A—-NIVEREENBRICENZET,

ALY — )W BIMEEE. O—DIL1-Y DT —AIN—- A= AICERLET,
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RADIUS H—/\lE. OYV FIM1 VD radius—authentication-server AYY K. H3(Md. WEB B
D"AAA"BERE TR ELE T,
TACACS+H—/)\I&. OY F51 VD tacacs—authentication-server ¥V K. H3 M3, WEBA
VRII-2AD"AAA BEBE TR ELET,

7. acl AYV K
AN ACL(ZHEAIV A=A N) BERED R E #4TH2HDIYY FTT,
ACL SREEITIHRIE. L TOFIBICHRE-TESL,

1. 24VRUVT =V EF TR TE LTS,
LAY 2~4 D)S5y R (MAC ZRLUA, VLAN ID, 1 =529 4T IP 7KL A, ARP /S5y k)

NEENET,

[GEER):

1 20— IVCEHDIVF O EHNRERRETT , FHEDTARTHAZDI—ILE—ETE
ENHNET,

2. Ny L —IWC—BLTI5 B OIRIE T %k (BFRl /B ZE . BB HthDIR— MDIRIE.
L—bhIIyb, OUER) ERELES .

“acl 7YV REA DT RE, UTOHTIYY FEKRRSNET,

(config)# acl ?

add Add or modify Access Control Entry (ACE)
delete Delete ACE
rate-limiter Rate Limiter Configuration

1) acl add x
ACE (7HtE23Y bA—=ILIV M) DB/ B IEEITICENTRETT,
“x”: T1~256 1FTOfE (ACE DLV TYDIA)
COAIV FIZEN. 7403005 )1b— L0 ACL 5% 7€ FADEE“ (conf i g-ace—x) #"ADYINE
ANAIBETY,
COBEDX DI =IDI I TIIAE S TT,
ACL L= &E& €. “(config-if) #’ICTiR— FREE— FD“ac|”IYY F&E-T, ACL )L
—)VEEGER—MOERLET,

2) acl delete x
ACE (7DEATY bO—-ILIV M) ZHIBRLET . COZEDX(E. [1~256 1 F TCOLELFEDE
(ACE D1V TYHA)TT,

3) acl rate-limiter x unit kbps rate y
acl rate-limiter x unit pps rate y

=M bR ELET,

BAf(3 kbps (FPEAGIOFOEYN) . HBME pps (FPELLD)/ Ty M TT,

“X":M1~16 |JFTOIE(L— MY FDIUTIDA)TT,

“y” pps BHIDH AL, [0-32767001FTOL— MY IDE. HB UM kbps BEIDIHFE(E.
ro, 100, 200, 300, ..., 1000000 (M{EERNFT,

L— Ry MR AV TYIADESICLED ACE, IR— FCEISERAFRETY

“ FXC5210PE/FXC5218PE/ FXC5224PE



S S
1. F9'. "acl add x" YV F&EFE->T. ACL JL—JL/(ACE)2Z E LET .
7OV 7 M3 (config-ace—x)#" ERTRINFET,

2. "(config-ace—x)#" JAVT MI?"EANTBE, LTFOBEEDNRRINET,

(config)# acl add 10
(config-ace-10)°?

exit Exit from current mode

help Show available commands

history Show 1list of previously run commands
logout Disconnect

quit Quit commands

action Specify frames action

destination-mac Specify destination mac address

destination-mac-type Specify destination mac address type
frame-type Select the frame type for this ACE

logging Specify the logging operation of the
ACE

mirror Specify the mirror operation of the ACE

next_id Next ACE ID(1-256)

no Negates a command or sets its defaults

policy Policy ACE keyword

port Port list

port-redirect port copy
rate-limiter Specify rule's rate

shutdown Specify the shut down operation of the
ACE

source-mac Specify source mac address

tagged Specify tagged/untagged frames tagged

tag prio VLAN tag priority

vid Specify vlan id

YTV ROFERIE, LLTOEBNTY,

(1) exit:
ACL R EEEZR T LET,
(2) help

REAAERIVY FERTLET,

(3) history:
AALEIRV ROBEDIAMERRLET,

(4) logout:
RV RAVOEEM LAY 7O FUET,

(5) quit:
IRV VDEEZRT LET,

(6) action:
ACL L —ILe—ET 31\ 0o b aRELET,
- action permit : ACE DEHICEETSIL—LEEHLET,
- action deny : ACE OFWICEHTIIL—LEWELET,

(7) destination-mac:
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(9)

(12)
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T4VRIIYFUTRDITY b L2 585 MAC 7 RLABRRELET .
- destination—mac any: DMAC J1JL3(338E LEE .
- destination—mac xx—xx—xx—xx—-xx—xx: ACE MFE 5t MAC J1)L3&EIEELET,

destination-mac-type:

4WATYF T TR0 b0 L2 5ES% MAC 7 RLADAMI T&IEELET .

destination-mac-type any

- 385 MAC 7 RLADAA T &lany IICERELET,

destination-mac-type broadcast

- 5% MAC 7 RLAMAA T%broadcast JICERELET

destination-mac-type multicast

- 3% MAC 7 RLADAA T& multicast JICERELET

destination-mac-type unicast

- 385% MAC 7 RLADAA & unicast JICERTELET

frame-type:

ACE &@E RT3/ bDIL— L1 T&HRELET,

(config-ace-10)# frame-type ?
any Define Frame to any
arp Define Frame to ARP
ethernet-type Ethernet Type: 0x600 - OxXFFFF or 'any'
but excluding
0x800 (IPv4) 0x806 (ARP) and 0x86DD (IPv6)
ipvé Define Frame to IPv4 Frame

frame-type any

ENTL—LETATIO ACE e—HLET,

frame-type arp
ARP JL—LMO& . 0 ACE @A LET,
[EEE): ARP JL—LIE. 1=y M1FD ACE FBERSINEE A,

frame-type ethernet-type

1—HY2RYMALTDFH . Z0 ACE ZERALET,
[;E2]): 0x800(IPv4), 0x806(ARP)H LU 0x86DD(IPV6)IEE%E CEE A,

frame-type ipv4
IPv4 7L— L0 . 0O ACE &BRALET,
XIPv4 JL— L&, ACE D1 —H 2y 347D ACE [FERSNF A,

CxEC):
FNENDIYY FICREHICEEMICER ETERYTIVY FHHNZET,
ARV RFAVICTY 2 AAL, TV FOEEZ HERRIZEL,

logging:
ACE OO EREIETE LET , ACE E—E T 37— Ll syslog [CRFSNZET,
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VAT LOOYARVHA B LUAY ERDBEERE G FIRENETOTTEELS

LYo “logging” IV RICED, COMREEEDICLET,

(15) mirror:
ACE DI5—-Y T DENMEEIEELET , ACEE—H T B IL—LIFFEEIS—R—FC
I5-UVDEFTVET, “mirror” IIV RICED, COMBEERSNCLET,

(16) next id:
RID ACE SREICFEITUET, "X 131 ~256 1FTDI U TYIABE T,

(17) no:
IRV FEES), FET I MR EEITVET,

(18) policy:
ACE FHMiR— ML —TORY Y- BB EHRELET,
R—rDRYY—F S (L. “(config-if)# [CTHRELET,
policy y 0xXX JY Y RICLD, BRI AT “0xXX” (000" 0xFF)DiR) Y —&E“y" (0~
255) 2 RELFET .
ACE [Z(3. COEEERDR)Y—ID Dik— MYERINET,

(19) port:
ACE B’ E TR ANR—PERELET,
port w IV Fld, ACE DA AR— FDYA MR ERIRETT
“WHERE, YUTIIR— b, FER—MIL=TFD 1/x, 1/xy,z, 1/x-y, 1/x-y,z
TT,

(20) port-redirect:
ACE [C—HULETL—LId. CCTHEEUVER— MEEICEFINET,
port-redirect disable : COMEBREEEMICLET ,
port-redirect w ¥ F:R—FDUAA LD MEBERELET,
IV IIR=k R=MIIL=T0 W DERL. 1/x, 1/xy,2, 1/x-y, 1/x-y,z TT,

(21) rate-limiter:
ACE OL— M)y heteELET
rate-limiter disable : COMEREZEINICLET,
rate-limiter x : ACE ML—FJzybEHEELET,
COFZEDX"E. LMY DA UTIYDATT ([1~161FTOHIE) TY,

(22) shutdown:
ACE OENMEICLDR— DIy MDYV EERFELET
shutdown IV FICED., HEEE A MICLET
JL—LhACE E—E T BI5E(E. AR— MIEELBDET,

(23) source-mac:
ACE ZERAT3L1Y 2 D)y MiE{ETT MAC 7 RLARIBELET,
source—mac any: 3 NTDEETT MAC T1IVAGEETTT FLARFIVILERA),
source—mac xx—xx—xx—xx—xx-xx:® ACE D MAC J1JLA%EE LT,
ACE E—H T 37U —LI3. EETTD MAC fEE—EILET.

(24) tagged:
802.1Q AY(2£3TL— L0 ACE BiE%RELET,
tagged any D IRTOERER(FIVILEL,)
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tagged tagged : AU {FEIL-LODOH

tagged untagged : 9B LIL—LDH

(25) tag_prio:
ACE WE&T3IL—LIE. COTF3MAYT4 B EAEINET(CoS {E).
tag_prio any : 3TDTFAA)TA DB ESNTVERAMABT DTS4 A1) T1ZEBEL
Fth)o
tagpriox :ACEWEAETEIL—LIEE. COTFMAYT A ERINET,
COHE. "Xk BT DTIAAYTATT(E &R :0~7),

(26) wvid:
VLAN ID B’ —E937L—LICACE Z#ALET,
vid any : VLAN O ID 74JLAIEIEE SN TOEHAVLAN ID T4ILADAT—RAlL
B&UEEh),
vidx :VLANID i"—¥9%7L—LIC ACE Z#RALET,
COBED"X"(E. VLAN ID TT(ERNEEE : 1~4095),

8. aggregation YV F
COARVRICED, PH)F =300 hash E— FERTELET .
hash BI{EDFERICIEUT, FL— L7V —vaviEiR— be@iBLET,

1) aggregation destination mac address:

585¢ MAC 7 RLAZ(#EST, JL—LDSEER— FMEEH ULET,

2) aggregation ip address:

IP7RLAZELT, IL—LD3EER— FeEHLETS,

3) aggregation source mac address:

EIETT MAC 7 RLABEHST, 7L—LO5Eskii— MeEH UET,

4) aggregation tcp/udp port number:
TCP/UDP R—pESZHE-T, IL—LDFEER— P2 EHLET,

5) no aggregation:
T4V MREBICRLET .

9. arp—inspection Y F
ARP 4 VARG YU, 2y T—D0) ARP )V MaRERR T 21U TAHEETT,
ARP ¥4y 1% MM AZUHTBEICED., L1V 2 2y R)=DICEHKSNTOBRAL, FEETN
AABKEEBHIBA | COBEBEIZNAOBEETNYIT BEHOEOTT,
A ARP UDIA MBS LUIGEDH A VFADBIENTTEETT,

1) arp-inspection mode
ARP 4 Y ARD a3 ReE B $HICUET, “no arp-inspection mode”(CENESNICIHNET,
HO—)5)b config £— RICTCOHREREE SR TELER. “(config-if)#"TOV T MIT
R— FDREEITOTUES, FEER— bDTO—)V config T— FHELUR— ME—FOM
ACHREEENCTIET, HELVEEEDR—FTECEDET,

2) arp-inspection translation

HAFIYDTIY MDA TAYIIY MICEMLET
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CEEE):
54539 ARP I MJIZ, DHCP UDIA MM BB LET o ARP 4 VAR Y3V EATIRIIC,
DHCP 23—V I HBEEETHRICLTUEEL,
FNLUSDB B, ARP 4V ARD YaVICH LTRATA9D ARP I MERTE L TR,

10. default YV K
ITIEHARTEREOECIANLET,
default : TATHBREETIBHEARORECRLET,
default keep—ip : IP 7 FLARRRFEFL. FNLUSN DR EE TG HABOIKECRLET,

11. dhcp—relay YV I
DHCP UL—#BER R TELET , D17V e — IR —DH TR Y RA Y EICB MBS,
DHCP YL—%{#>T, D347 b/ =)\ T DHCP Avt—YDEZEZTVET,
DHCP #—/MZD34 72 bk DHCP )Ny &£ {ET 3. DHCP YL—I—J1Y M DHCP 7Y
3V 82 (LD, BHEDIEERE DHCP YOI A M Ty MI3EALET , 72 DHCP H#—/ ' DHCP /{
vy & DHCP D347 MCiE{E T 3ME. DHCP &Sy M p i E DB IRERIBEET,
DHCP H#—/\1F, COEHRE-ST. IP PRLA, FERMOEID L TonzR) O —&ETLES,
Y2, AT VaVREER ID(A T3y 1) BLVIE-FIDA T3 )R ETHEICINEELE
ER

E#R ID OYTATVavIC}R UDIA M2 I ERICEBOEBRIAEENET,

JE—FID OB TATVaviE, BROVE— MRAMAICBEDH D EHREEETILOICEKETSN
TWET,

AHEDEIED ID DRIDEFZFEET4134 b, (I vIan_id”,"module_id”,"port_no” T,
“Vian_id” D)$5A—A51E . ZHD 2 N1 METVLAN ID1EFR L. 3 /34 FBI(E "module_id” (ARvHT
W2LYFIRT 249 F ID 1 &R LET (RAAY F7OV 219 FI1ET01)) o

“port_no"DINTA—=AR(E, 4 N4 FETHD, K—FESERLET,

JE—PID (L6 /51 FTHD., ZOMEIE. DHCP YL—I—J1Y bD MAC 7 RLAERIUTY,

1) dhcp-relay information mode
DHCP DA T3y 82 DARL—3vEE#(“no dhcp-relay information mode” VY K&
AAUEGEIESDELDICLET,
DHCP YL—1EHE— FOARL—YavEHRICTHE, DHCP H—NTEERICI-YIV b
(FHFEDEIR (T3 82) % DHCP Avtz—JIC#EA L. DHCP D54 7Y MR B(C
DHCP Xyt —IUhoERNBREET,
DHCP JL—#ARL =23V E— I EDZEDHEMELET
Z793> 82 MEIEE ID D7A—IY M. “[vlan_id][module_id][port_no]” TT,
=YD 4 XFIZTVLANID ], 5 BHEBHE 6 FEEOXFETEI1—IL DL, ABYATILT A A
DIGEETA1YF IDI(ABY FPAVDIGEET0]) . RBEOD 2 XFFR—FES15RLE
R

2) dhcp-relay information policy [drop|keep|replace]
DHCP YL —1E8DA T Va3V Dk I—&RELET,
DHCP UL—1ERNDE— FEHFXNICTEE. UL—I— V1Y MEHRESET DHOP Avt—J%I—
ITV MIRELESEIC, R)Y—EETLET,
U—IESRIESGIB S, Replace’ DATVaVIFEELDET,
“no dhcp-relay information policy’IYY RICED. T4 FREICRLET .
B RIY—E, LLTOEBNTT,
- drop : YU—1EHRZEE DHCP Avt— Ve RET L. IWI—JRBEINET,
- Keep : JU—1EHESEL DHCP Z2Z{ELTH. mOUL—BRIEREFINZET,
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* Replace : JU—I1E#HEESEL DHCP Avt—IU%ZIET L. FDIFERMICEZTHRADL
nxy,

3) dhcp-relay mode
DHCP L — BB FNCLET , “no dhep-relay mode”d9Y RICED ., COHERERESNICL
7,
DHCP YL—E—FEHEIICTBRE, DA TV N H=NDREICHTRYFRA VRICEIMNE S,
I—I1Y MIEDZEDRE D DHCP Ayt—IMiEZEEITVET,
DHCP 70— FF+A R AvE—YIF, EF1UTEEZELTIIVvT1 I ENFE B,

4) dhcp-relay server X.x.x.X

DHCP @ IP 7 FLAZERE LET . COIZ R “X. X. X. X"[& DHCP @ IP 7 RLATY,

5) dhcp-relay statistics clear
DHCP UL — it EEwMERSNET,

12. dhcp—snooping YV F
DHCP AX—E VT H#aeE B %HLET . “no dhep—snooping” 1YY RICLD, COHEREEFESHICL
7,
DHCP AX—EVJ%FEHT, untrusted iIh— FMADRAZTOVILET,
DHCP D54 7Y b/ 89— NEOE#Z4TOMEC. RIER DHCP IS &/ Wy bR AL TR AL
BICEORAZIOVILETS,
0=V config E— FICTCDHREERRHICERTE LIztR . “(config-if#" TOV T MITR— hDER
TFEITOUREL, F8ER—bDTO-NIb config B— FELUR—FE—FOBRATEHEEEERIC
FTBHET, REUVEEEDR—FCEMCENET,

13. dot1x IYU K
802.1x HERENE KRR EEITVET,

“dotix ?"EANTRHE. UTDEENKRREINET,

(config)# dotlx ?

agetime Time in seconds between check for activity on
successfully authenticated MAC addresses

eapoltimeout Max EAP request/identity packet
retransmissions

guest vlan Set enabledness and parameters of Guest VLAN

holdtime Time in seconds before a MAC-address that
failed authentication gets a new authentication
chance

mode Set dotlx enabledness

radius_gos Set enabledness of RADIUS-assigned QoS

radius_vlan Set enabledness of RADIUS-assigned VLAN

reauthentication Set Reauthentication enabledness

reauthperiod Set the period between reauthentications

1) dotlx agetime x
I-IV084 LOFREIFERLES, COFZED X, 110~10000000 # 1DEEFH RN DIE
EBNFET,
MAC 7 RLAZRER T B7th(Tih— b X1 ) T #EEE AT, UTOE—-REAINET,
Single 802.1X
Multi 802.1X
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MAC-Based Auth
NASEVa—biE, R—brDEFIUTAEI21—ILEFERALTMACT RLARRET SR, 5 EL
ERERRICTITETRRRSNEBMG AR, R—bOEF1)T1EY1—IULDE LR
([CEZ LD MAC 7 RLADTDTAET1&HESEL, ZED)Y - AN BODNEINEHRETINE
n&HnET,
:0)/?3% RlE. COEARMZEHIEL. EZ10~1000000 # | OEHERAICKELET,
BEANEND, R— 802 IXA—2AE—FDIGFEE. ROFEREERFC, R— MIIER
SNTWEWSTUDY MEEDBRIN ST, BFICEZETEHIF B,
EEUVBRIINEMBIGEIC)Y—-AZMERT 5 AEE. IVMRI-I T, LEBAL
BOHTT,
MAC N—2FREEE— ROR— FIG A, BERELICED, A19F/ D317V METEERER
TINRWED, D247 MiT TICERGE A DIRRETHINEMN OV TIEESNF B,
'J‘J ARBMTB(CE. IV NEI-VTEHEDHFEHTT,

2) dotlx eapoltimeout x
CMATY RICZLD. Request Identity EAPOL 7L—LOBEEEERELET,
COZE. X3, T1~65535 F JEFTDIBETT . MAC XA—ADR— MK LTHEMTY,

3) dotlx guest vlan
BN VLAN #8EE B RCLET,
“no dotlx guest_vlan”JYVRICED., COMREZEINICLET,
COMREERMICTEE, AL DOR—FRECLD, R—FDT A VLAN ADFITH R RENE
INHIRIENET
70—V config E= RICTCOMBEEEICRELER. “ (config-if)#"TOVTMIT
h— FDEREEITOTES, FEER— bDTO—-)V config T— KB LUR— FE—FO™M
A CREEENCTIET, HEVEEEDR—FTEMCENET,

5 Ak VLAN (34%%5% 73 VLAN TT,
O VLAN (FFIBR{FZEDRY FI=DPHEATY , 2V MI—DEBE(CLH>TIHEEINEAM L
7D, 802. 1X-unaware DS54 7Y MR ESNET .

COATavlE, LD EAPOL A—AE— RTOHEMTT,
* Port-based 802.1X

- Single 802.1X

- Multi 802.1X

B2 VLAN 0154 . EAPOL 7L—LD)UDDE)ZIIHEITN, FNoDIL—LEZ{ELE
15E . AT AN VLAN o= pEH U, R— FOE—RIZIEUTY TUDY ORI Z R
1BULET,

EAPOL 7L—LE2{ET3E. “al low_if_eapol_seen”hEMHIHEE. R—MIF AL
VLAN [CRBCEIETEE R,

(1) dotlx guest vlan allow if eapol seen

EAPOL M5 A+ VLAN ZE5RILET,

(2) dotlx guest vlan reauth max x

BRIIEME 1-255 @TRELET,

(3) dotlx guest vlan vid x
HAF VLAN O VLAN ID 238 F LE T,
COBA . “x”IF VLAN ID(T'1~4095 | FTDIE)TT,
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4) dotlx holdtime x
802. 1x MR—ILFAM LZERE LET,
COB/EDXE. T10~10000000 7 | FTOEELRDFET,
MAC 7 RLAZE/F T 3156 E. R— i T #EEEE>T, L TOE-RSERALET,
- Single 802.1X
- Multi 802.1X
- MAC-Based Auth

DIATIMILBPOEANMEERSNIEE

RADIUS H—=/NICEDDFA 7Y bATDLABMERSNIZD, RADIUS H—NICENUDI A NS
ALT7I A THRESN TV A L7Y MIE LT LEEADVITNITY

D347 MIFEBILIREERFLET . IR—IL FAM LRIRAERITHOZEREECOVTIEINY
vhEnFth.

MAC X—ZFREEE— FTIE. R—ILFIM LR D172 MhoDF R IL— LI ERLET

5) dotlx mode
802. 1x HeREEAMICLET, “no dotix mode”ITY RICKNEMCHENFT,

6) dotlx radius gos
H0—)\b Config E—FTIE. QoS D5 ADHEREE RADIUS H—)IAZIN L THN B LIICHD
7,
“no dot1x radius_gos”aYY RICED. COMBEEEMNICLET,
COMBEZRRNCT L, ALRDEREESNLME 2 DiR— FE(C, RADIUS H—NICE &SN
= VLAN B Z2DiR— FTHEBCH->TLBDEIDEHIBTLET
|EHDIZE (L. RADIUS H—=NICE RSN VLAN [T ATOR— FTESICEDET,
RADIUS [CEINH TN QoS (. AMvF L TEINE ToNEFEICEREESNEY TUDY ML
YCEFRUE N T19ID5AEFILET,
RADIUS H—/NI3 . COMERER(F-THEo4T RADIUS BN EETERLICHRERITOLE
KHDET,

7) dotlx radius vlan
50-1%)0 config E— FTIE. VLAN D#aE%Z RADIUS H—)IAZBIN XK THN B LIICENET,
“no dot1x radius_vlan"JYVRICED., COMRERESNICLET,
COWBEZAMICT DL, RIBDEREESNLE < DR— ZE(Z, RADIUS H—/NICEFRSN
7= VLAN B Z2DiR— FTHERCHEHTOBDEINEHIBTLET
EHDIZE (&, RADIUS H—)NIC B RSN VLAN (T ATOR— FTESICEDET,
RADIUS [CEIN L Thn 7z VLAN (&, ABECEFRINIEFICERIESNZH TUDY MILHTE
b Ui FST49D0D5 2 FIEULET
ZELE IS T19DIRDSAFEN . RADIUS [CENEIN B ToN T VLAN (CEH#ENZET,
RADIUS H—)NI3. COtpeBFE>THiTRL RADIUS BN EIETERLIICERERITOINE
KHNET,

8) dotlx reauthentication
802. 1x #EED BRI REE A DICLETS,
“no dotlx reauthentication”dYY RICLD., COMREEEMICLET,
COWEENBGIZE . BIRREAMICIEE LM ELGREESNEY TUDU D
M7V MIBRESNET,
802. 1X-enabled R— FDFEFBELICED ., RBEICEHTLLVT NS AN TEEIND, HTUAY MY
BHESNTHULDE D ERELET,
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MAC X— 27— FDIB &L, RADIUS - \DRENEBEENIIZEDBHHTY . 24 vF/
D347 MEDRERITONGUVD, K- P ELCDIIPY OB EEHER T LB TES
tho

9) dotlx reauthperiod x
BmEDDIMA7Y M ERISN R, BRAIREZHEMATRELET, I, B R
AN R BER IS B DA ARNERBNET . COZED"X"E, [1~3600 1 FTOEERDET

[GEER):

(1) 802.1x HEREMERTEEITOIB AL, HO—)V)b config E— FICT. “dot1x” XY FEFE A
LET,
H0—15)b config E— RICTDHEREER A SCERE LR, “(config-if)#" OV T MCT
h—FDERTEEITOTESL, 3EER—POTO—)Vb config E— FELUR— FE—FED
MACTHREEEMICTEIET, RELLEBEDR— FCEMICEIET,

(2) RADIUS H—N\&REEITHIE AL, “radius—accounting-server” H LU
“radius—authentication-server”’ YV FEFERALET,

14. end JYVF
H5O-N1N)b config B— F&EIR T LET,

15. hostname JYV F
29D EOEREDZFIZHRTELET . CORRFIE. KHED SNMP IT—J1Y MEREDIRA M
ELTHERLET,
IRARR—=LIETEAMM=ATTII7RY M LR & LET,
FEATRELGXFE A-Za-2,0-9 RUP-(\17)TT,

16. interface AY YV F
AVRII-ARTEE-—FOANICFERLET, 2205 TV OB, “ethernet” GR— MR E )

&, “vlan”(VLAN J)L—T D4 DRER)TT,

(config) # interface ?
ethernet Ethernet port
vlan Switch Virtual LAN interface

R—FREAIVY R (L— NI IDERTE . BIEREDRELBE) FTATIVETI-AREE-
FICEFENET, VLAN JIL—TOHERE(IP 7 FLADEIN L THE) DEREF ., 1V T1-AREE
—FTRELET.

h— b 5 DHREEITOICIE. “interface ethernet 1/5"EANTRE. ROEEERTLET,

(config)# interface ethernet 1/5
(config-if) #

“interface ethernet 1/5,6,10-13" 1Y FIE. iRh—F 5,6, 10, 11,12, 13 DA VA TI— AR EE

EERTLET,
AVRII—AFEEE— FOIYY ROZFEMICOWVTIE, TR— M YATI—- AR EIVNY F IS HRL
[SIAN
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17.ip ANV F

COIRVRIEIP (CLHEEMBEDREICHEALET ., "ip 27EANTHE. ROEEERRLE
£

(config)# ip ?
default-gateway Specifies the default gateway
dns Set the DNS server address
dns-proxy Setthe IP DNS Proxy mode
ipve-default-gateway Specifies the default gateway
https HTTPS server configuration
igmp IGMP snooping

mld MLD snooping
ssh Configure ssh server

1) ip default-gateway x.x.X.X
AN IPv4 BRERDT 74 MO - MIT(ZHEELET,
XXX XD H=RMITAT I AD [P 7 RLAERLET,

2) ip ipv6-default-gateway <IPv6 address>
AHED IPV6 FRERDT 74 M= bITMAEIEELET
“IPv6 address>”:5'—rII4 TN AD IP 7 RLATT,

3) ip dns xX.xX.X.X
DNS 4=\ IP 7 FLADEZREHTY,
“XX.X.X": DNS =10 IP 7RLAZRLET,

4) ip dns-proxy
DNS Proxy #BEZBZNCLET . DNS Proxy ZEMCT BL. HEICREFRESINTDR
yrI=5 LDDNS H—NICDNSUDTIAMEEEL. 2V EI—DLEDDFA47 0 51N AADNS
PJILNELTIRELET,
“no dns—proxy”d¥ FICED ., COMREEEMICLET

5) ip https
AHED https Y—EAZRELET
“ip https VEARNTBE, LTOFTIIY FHRRENET,

(config)# ip https ?

secure-server Enable secure HTTP server
automatic-redirect Automatically redirect web browser to
HTTPS

(1) ip https secure-server A< K
AHED http H—EA (https) D SSL #EREEFZICLET ., "no ip https
secure—server 1YY FICLD, COMBEZ BESNICLET,

(2) ip https automatic-redirect 2~ R
HTTPS US4 LD ME—REFRICLET  HTTPS BB S5 E DA R ERIHET
7,
HTTPS £— REBEIVAA LD MIKICESBISEE . FEEE|IEISFEE. WEB 75
JH(E HTTPS = FICBBIMICIFI LD FENET, “no ip https
automatic-redirect” 1Y FICKD ., COBEBEEREMICLET,

“ FXC5210PE/FXC5218PE/ FXC5224PE



1E JRVFMU871—-2

6) ip igmp snooping
AHED 1GMP #aEERTELET ., “no ip igmp snooping”d¥Y FEANLEBE. O
REEEMCLET,
“ip igmp snooping VEANTBHE. ULTOLICHTIVY FRRENET,

(config)# ip igmp snooping ?

Vlan Set Snooping VLAN Configuration
leave-proxy Enable Leave Proxy
proxy Set the mode of Proxy
ssm-range Set SSM (Source-Specific Multicast) Range
unregflood Enable unregister flood function

<cr> Enable Snooping

7) ip igmp snooping vlan x
VLAN 0 1GNP X EZE#NCLET,
X" [1~4095F TOfEZEHFD VLAN 1D T,

“ip igmp snooping vlan 10 A AT RE, UTOLIICHTIVY FRRRENET,

(config)# ip igmp snooping vlan 10 ?

add Add the snooping VLAN interface
compatibility Set Compatibility
del Delete the snooping VLAN interface

parameter-11gi Set the IPMC Last Listener Query Interval
parameter-gi Set Query Interval
parameter-qri Set Query Response Interval

parameter-rv Set Robustness Variable
parameter-uri Set Unsolicited Report Interval
querier Set snooping querier mode for VLAN
state Set snooping state for VLAN

(1) ip igmp snooping vlan x add
RO MLD VLAN ZEMULET . HED MLD VLAN [FRTET B A8 T195 VLAN
ERERICHERBIALET . COBA D X T 1 ~40051F COEES D VALN ID
&2

(2) ip igmp snooping vlan x compatibility
IGMP ARV =3V EE— FERELET, RV I—DADRA S LI —A LT
EED D IGMP ON—J3aV(C LT, @Y REEITOIRA ML —AICLHTE
HENHEFINET,
R ERIBERE— FIL. TIGMP-Auto]. [Forced IGMPv1]. lForced IGMPv2].
Forced IGMPV31 T, 774l FOE #1EDIEIZTIGMP-Auto I TY

(3) ip igmp snooping vlan x del
IGMP 0 VLAN ZHIBRLET,
COIZEDX"1FM1~4095)FTOIEZHFD VLANID TY,

(4) ip igmp snooping vlan x parameter-1llgi y
IPMC SARIAFT—DHI)—-D1 83— NIVEZRTE LET , LLQI(Last Listener Query
Intervalld. HENMDVIVADGZKIGEI-FeEHULET,
NI ILFFPAN? FLA, FERY-2AROREDAF—OT I\ —Fr—&fkit
LFT,
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IGMP Tl&. D&% LMQI(Last Member Query Interval) & VET .

“x":.T1~4095F TOfEZHFD VLAN ID,

"y":T0~317441FTH 10 PEGODIE,

(5) ip igmp snooping vlan x parameter-gi y
IGMP DTU—D(UA3— NIV ERELET .
HL)-DAV3— NIV, DIVFICEDEESN—BIT)-D1V3-NILTT,
"x":[1~4095 ] TDIEERFD VLAN ID,
"y":M1~31744 # 1FTOIE,

(6) ip igmp snooping vlan x parameter-gqri y
IGMP DI—-GEREERELET, VIU-LARY A1 V8- NIV, EEINE &
RKIOTVEEI-FOELICERTIRRCEELETT,
“x":11~4095 |FTDIEZHFD VLAN ID,
“y":10~31744 1FTO 0.1 FEMIODIE,

(7) ip igmp snooping vlan x parameter-rv y
EHEMEHERELET . FEEERICL. XRI-DOHFBEEROD)NTy b
OAZEFAILET
“x”:M1~4095 | FTOIEZHFD VLAN ID,

“y" M ~255 | FTOIEREHEEHNE,

(8) ip igmp snooping vlan x parameter-uri y
Unsolicited LiR— MM A=\ LZEEELET ., Unsolicited Lili— MM UA—NILIE.
RAPDT =T DAV N-DHEALIR— e RETEORERETT .
“x":11~4095 |FTDIEZHFD VLAN ID,
"y T0~31744 # 1,

(9) ip igmp snooping vlan x querier
VLAN @ IGMP ZX—EVTDIU7EB/MICLET,
COIZEDX"EM1~4095]FTDIBEZHD VLANID TY,
“no ip igmp snooping vlan x querier”’ Y FICLD. COMEREFENCLET,

(10) ip igmp snooping vlan x state
VLAN ZAX—EVTREICERELETS .
CDZEDX"1EM1~4095)FTOIEZHFD VLANID TY,

(11) ip igmp snooping leave-proxy
IGMP Leave Proxy #B#ICLET . “no ip igmp snooping leave—proxy” 13> FIC
&N, CORBETEIMICLET,
COBEREICED., W—RBINDTEL leave Xy —IMMBESNIDERI BT HEN
A[EETY,

(12) ip igmp snooping proxy
IGMP Proxy & ®1EBDFT
“no ip igmp snooping proxy” 1YY FICLND ., COREREZEEMNCLET , COHERE(CED.
W=BBINDTEIS join/leave AvT—IMMGESNSDZEETH N RIBETT,
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(13) ip igmp snooping ssm-range X y
SSM(Source-Specific Multicast) D& Z % E LET . SSM DEF(CIEUT,
SSM-aware KA FHELUI—AIE, 7 FLAOELERNDT I —FD SSM H—EAETFIL
EREEHTIENTTRETT,
“X" T 249D A,
"y IGMP SSM £ D315 & (d14~32 ], MLD SSM & B DIZ&(E8~128TT,
BIZIE. x/y 137232.00.0/81TT,

(14) ip igmp snooping unregflood
EBINTVEL IPMCVE O 57490779710 LET
“no ip igmp snooping unregflood“JYY FICKD ., COBEREEREMICLET,
IGMP ZAX—EVINBEHBIHZEDH IF79T1 T B HIESNET .
IGMP ZX—EVIHEMNBIH SR, ERSN TG IPMCv4 O 571499075y
TAVTE. COFEICHMDDLTEICERICBIET,

8) ip mld
AHDMD ZZELET,
“ip mld snooping ?7’EANTRE, UTOLICHTITY FRKRRENET,

(config)# ip mld snooping ?

vlan Set Snooping VLAN Configuration
leave-proxy Enable Leave Proxy

proxy Set the mode of Proxy

ssm-range Set SSM (Source-Specific Multicast) Range
unregflood Enable unregister flood function

<cr> Enable Snooping

(1) ip mld snooping
AHED MLD #EEEAMICLET,
“no ip mld snooping”dYY FICLD. COMEREFESNICLET,

(2) ip mld snooping vlan x
VLAN ) MLD SREEAMICLET,
“x":T1~4095 | FTHIEZHD VLAN ID TT,

“ip mld snooping vlan 10 2", A AT B, UTOLIICTHT IV iR RSNET,

(config)# ip mld snooping vlan 10 ?

add Add the snooping VLAN interface
compatibility Set Compatibility

del Delete the snooping VLAN interface
parameter-11qi Set the IPMC Last Listener Query Interval
parameter-qgi Set Query Interval

parameter-qri Set Query Response Interval
parameter-rv Set Robustness Variable

parameter-uri Set Unsolicited Report Interval
querier Set snooping querier mode for VLAN
state Set snooping state for VLAN
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* 1ip mld snooping vlan x add
HULLVMLD @ VLAN ZBILET . ®IitTHARIT149D VLAN ZERET L.
$¥ED MLD O VLAN DR EEITVET, COFZAED“X"(E, [1~4095 |F TN
E%#D VLAN ID TF,

ip mld snooping vlan x compatibility

MLD operation compatibility T— F&HTE UFT,

2y FI=DRDKA LS -3 L TEMEFRD MLD D)N—J3aVICEUT, #
PRNBEITORA PRI TEBREN M FINET,

MLD-Auto]. lForced MLDv1 |, IForced MLDv2]. Forced MLDv3 h'p
BIRTBENTTRETT S

T4 FOE A DEFTMLD-Auto I TY

ip mld snooping vlan x del
MLD ? VLAN ZHIBRULET,
“x”: T1~4095 |FCOIEZHD VLANID TY,

ip mld snooping vlan x parameter-1llgi vy
IPMC Last Listener DDI)—D1VA— NIV EZRELET,
MA (Z. N\=3Y 1 D Multicast Listener Done Xyt2—JICG UTEESNE
JIFEYART RLAOHENII-ADRKIGEI- FEEHTRHIC
HERTIERKIGEEETY,
NIE. RILFEY AR FLABLUY - ADREIT)-DAv— I NDRK
BEI-FeEHTEHNRRGEEETLHIET .
“x":.T1~4095 |FTOEEFD VLAN ID TY,
“y":T0~31744 1 FTOIE (0.1 FEfI) T,

ip mld snooping vlan x parameter-gi y
DI)-04 8- NIVEERELET
BI)-0405=1NUSE DIVPICES— D TU—-MEERRTY .
"x":M1~4095 | FTOIEZEHFD VLAN D,
"y T1~31744 F 1,

ip mld snooping vlan x parameter-qri y
DIV—-LARIAA V- NIV EERFELET
BIV=LARIZA V= NIWE, — DI -DRKIEEI- FEEHAICE
HIBEHICERTIRAGEELTY,
“”:T1~4095 | FTOfEZHD VLAN ID TY,
“y”:T0~31744)101E (0. 1 BB TY,

ip mld snooping vlan x parameter-rv y
EREEEHERELET,
EHEMEERICLN, RYMI-DOHBEERND/ VY MOAZFRILEY .
"x":M1~4095 |FTOIEEHD VLANID T,
‘Y BRI (1 ~255 OE)TT,
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ip mld snooping vlan x parameter-uri vy

Unsolicited Lik— M VA=V &R ELET,

Unsolicited Lik— R UA—=NILEl . RILFFR AT FLADA Y IN—9T(C

BT3RO FEALR— FOIEDIR LRAFRTT .

“x":11~4095 | FTOHIEEHFD VLAN ID T,

"y":T0~31744 7 1TT,

ip mld snooping vlan x querier
VLAN O MLD AX—EVTHIV7Z2E/MICLET,
“no ip mld snooping vlan x querier” IYY FICLD ., COEREREINICLET,
COHZED“X"([FM1~40951F THIEZHD VLAN ID TY,

ip mld snooping vlan x state
VLAN QAX—EVTIREERELET .
COZEN “X"1EM1~4095 |FTOEZHFD VLAN ID TY,

ip mld snooping leave-proxy
MLD Leave Proxy 2B #IICLET . “no ip mld snooping leave—proxy” 1YV
RICED., COBBEZR|INICLET,
COBEREICED . W—ANDTER leave At —IDIREZEEETEHENT]
BETTY,

ip mld snooping proxy
MLD Proxy ZE#CLET, “no ip mld snooping proxy” ¥ FICLD. O
AL EMICLET,
COBEREICED . W—ANDTER join/leave Xy T—IDIGEZEIEELET,

(3) ip mld snooping ssm-range X y
SSM(Source—Specific Multicast) DEEFEEHTE UET ,
SSM DEEFH(C LD, SSM-aware RA MLV —ADT RLALY IRDT IL—T0)
SSM H—EAETINZEMETHENAIRETT
“XN"TLIMYDA
"y".[4~32 |FTO IGMP SSM LY J%#EDYAY,
CERRLBIZE. x/y [E3e:/96 1EBNFET,

(4) ip mld snooping unregflood
RELRD IPMCV6 b57490DT539T410T 2 BMICLET
“no ip mld snooping unregflood“1YY FICLND ., COBEREERESNCLET,
MLD AX—EVINEBIZEDH . T7VT1 VT DRI ZITICENATRETT
MLD AX—EVIEEHBIHEE. RBEHED IPMCV6 F5749DETARTIFVTAY
Enzd,

9) ip ssh server
SSHH—NEBICLET ., “no ip ssh server’dVY RICLD. COMBEEEMCLET,
SSHIZEF17VIIDRETT , 2 DDAy M) —DHBRE TEF 17 FrRINZFE>TT—ADR
BETHRYII-H7ORITT,
SSHICLBREBAEICED., REMDIENRYMNI—D LOT 0¥ Z R 2 EIRELE
7,
SSH (. rlogin, TELNET LU rsh 7ORLDUTL—2AZ B BIICLTHD ., S ELEREL. &
I MECOVWTIIRIEShF B,
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18. ip—source—guard YV F
IP tXaUT(H#REE R E LET, IP Y —AH— FIE, DHCP ARX—EVIFT—T I UTS749D
D71WBYIT TN FENTIP Y- VT4 UTEITENDTBEICLD, DHCP AX—EY
HOEBHEMELR— M IP FS4vD0FIREITVET
RAMIREZETORED, BIOKRADIP 7 RUAEREICHERALLIET B, IP DB ENHFEC
ENTEET,

[GEER):

Dynamic IP Source (&, DHCP UDI A Mo BEZITVVET IPY—AH— FZRTET B AIIC.
AX—EVTHREEF T B ICL TR,

LSS IPY—AH—FIERHLTAATAVI IP IV N ZRET I ENHNET,

1) ip-source-guard mode
IPY—2H— FHgeRTO—)\b config E— RICTHERICLET,
“no ip-source-guard mode”JYY FICED, COMERERESNICLET .
H0—)5) config E— RICTIOMREREE SR TE LR, “ (config-if)#" 7OV T MIT
"= FDREEITOTUES, FEER— bDTO—)NL config T— FHLUR— FE—FO™M
ACREEENCTIET, HELVEEEDR—FTEMICENET,
BELER—FETTO-NIVE— RBLUR— M- RO AN ENLBIZEDH. IPY—-2
A—FREZIERDET,

2) ip-source-guard translation

HAFIVDIY NI ARTARTAVIIY MICEHLET,

19. lldp YUK
COIYVRICEND., LLDP #aEZET I —NIVERTEICTERELET , LLDP (&, IEEE802.1AB DIZHE
JORINTT , COFRE T EINTLVS LLDP (Link Layer Discovery ProtocolIZED. RU
IEEE802 () LAN [CHEfESNzDAT—VaVv ERH L, #AILET,

“lldp ?"EA BT BE, XDV FRRTSINET,

(config)# 1ldp ?

Interval Specify transmit interval
tx-hold Specify hold time multiplier
tx-delay Specify delay interval
reinit-delay Specify reinit delay

1) 1ldp interval x
EEMREIEELET, A#(E. LLDP 7L — LM N—KECEHRIISEEL, 2y bI—
DR EHREEHLET, & LLDP JL—LOREMRIE Tx 13— NILOEICEDRESNF
R
COBEDXE. TX GEIE) DERTYT . BXNBAEIX. [5~32768 ¥ IFTICHIRSNET,

2) 1lldp tx-hold x
hold time multiplier"z$8E LEY . & LLDP JL—LIC(F . LLDP JL— LD 1E$R = (CFE
THEMIEENET LLDP 1FHOBEZEEMFIG. Tx Hold (Tx 108 —)N)L (RO B fs1) THE
2 [CERESNET
COZEDXE, TXR—=ILFAM LORKTT  BRBAER. [2~10 EIFTICH BRSNS
ER
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3) 1lldp tx-delay x
BEREZIEELTT, REZLEETIHEE (IP7RLABE) ., HLLLLDP JL—LZEE
FELETH LLOP 7L— LZERIRR(E Tx Delay OfE (FLEGL) (CDET, COZEDX”

(&, Tx GE1E) DREFRTY .
Tx Delay (&, Tx 123—NIVODED 1/4 KiETT . BRBAER. T1~8192 ¥ 1ETICHIR
NFY,

4) 11dp reinit-delay x
IL—LEEEERERERELET,
N— P2 EHCTBHE. LLDP ZEBCLB AN, HBMIAMYF>UT— SN, LLDP Yy bA
DI — LR N—RERESNATH., LLDP FHRD ST FIVRRIBEIICBOET,
EEEECLD, vy MDY TL—LEFH R LLDP #ER L ORI DB (R0 B fr) ZHIEILF
o COT/EDX"1F, Tx GE{B) BIEDERTYT . ARBIER, [1~10 B IFTICH BRSO

E3: I8
LLDP HRE(SIR— MEEGI CH N/ ERCRELET . EESNLIFRER— MM TRES
nEy,

HO-8)b config E— RICTCO#EeE B TR TE LR, “(config-if)#"FAVTMIT
R— FDEREEFITOTESL, 3EER—bOTO—-V)L config E— FELUR— FE— FDW
A CHREEAMNCTRIET, RELEEEDR—FCEBICENES,

20. logging YV F
ABOOTHEEZRTELET,
COREERNCTSE. REOJEAERICLET,

“logging 2’6 AT BE, ROYT IV FRRFRSNET,

(config)# logging ?

log-level Log level
remote-log Enable logging to remote host
clear Clear logging table information

1) logging log-level x
ARV POOT LRIV ERELET . COHZED X", T0~2 1 0&EEDOTAOLAILOIET

a-o
syslog H—NICEESNEAVE—YDBENR TSNS,
0: Info - 1% B&E. I5-EELFT,

1: Warning - B&EH5LUIS-%%ELET,
2: Error - IF—%&Z{ELFT,

2) logging remote-log
JE—MZLBOT#EERRTELET, “no logging remote-log” XY FEAALEEE.
COMREEEIICLETS,
CCCERELR IP 7RLAD syslog H—NIC syslog Xvt—IMEFSINZET,
syslog 7ORILIL. UDP BIEEA—AICLTHN, UDP R— k514 TEESNET,

“logging remote-log EANTdE, ROYTIYY KR TRENET,
(config) # logging remote-log ?

<1-1> Index

<cr>
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3) logging remote-log x host y.y.y.y
syslog H=INDAVTYIA x ICIP PRLVA(Y. y.v. y) BERELET,
X7 syslog U= NDAUTYIABEETY 1 Tl 1+ (EEHFS]) CHRECEET
W, ZETE30EF 1 BOHTY,
“v.y.y.y": syslog H—)\D IPv4 RAM? RLATT,

DNS BB BIHZ B EXFITANL, RAPBETBHENTEET,

4) logging clear
OJEHREEELET, “logging clear”EAATRE, ROYTIYY FHRFREINET,

(config)# logging clear ?
<0-2> Logging level
<cr> All

5) logging clear x
LA X" 00T EHREEELET, COBEDX"(E, T0~210&EOATBOLANILOfE
TY,
0: Info : 'T*ﬂ?u:.mlv EHELET,
1: Warning @ E&EBLUVIF-EHEELET,
2: Error : IS—&HEELET,
LALVERRELBMNE SR, TATOOYVERNAEESINET,

21. loopback—detection Y F
H0-150 config B— FTI—FINwDR B LV TOT D Vavibhe B R ELET  R— b LETIL—TF
BREETRE, V—TNVIBHMBLUTOTVaVBEECLDR— My MOV LET,
COMBEZARNICT L, —TTOTH YAV A PDU JL— LH&R— M oEEENET,

“loopback-detection ?"E AT BE, ROYTIAYY R RENET,

(config) # loopback-detection ?

mode Set the Loop Protection to be enabled
shutdown Set or show the Loop Protection shutdown time
transmit Set the Loop Protection transmit interval

1) loopback-detection mode
COREEDO— )V config E— FICTHBICLET,
“no loopback-detection mode”dYY RICLD, COMBEEESNICLET,
50—)5)b config — F(:'C:G)*ﬁ%’ﬁ'é’&ﬁ?)](;aﬁi Lzt “(config-if)#" IOV T MCT
h—PFDEREEITOTES, FEER—FOTO-N)L config E— FELUR—FE—FOE
A CREEBEMNCTEHET, BT LT BEDR—MCEMICENET,

2) loopback-detection shutdown x
W—FIRED R H SN BRR— MOV EN AR RE (R— DA RL— 23V vy MDY ENT
WBIKRE) 3R B ER B AL TRULET
COJ/EDXE, Iy MOVENTVSEETY . BXNE1E. F0~604800 1 (7 AR 1.
F0IDfE(F. R— MBI GIKREE (ROT N AN BRI TEETOIKEE) ERLET
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3) loopback-detection transmit x
ER—rOI—TTOTDY3V0DIL—- LOEEMRERELET,
COZEDXF., EEMRERL. BRBERMN~10 FITT,
I—TRRENEEEIE . R— FCECERENBETT,

“(config-if) FICTHRELTEELY,

22. mac—address—table JY/ F
AN MAC 7 FL A RER R ELET,

“mac-address—table ?"¢ A 1T BE, DY TITY FRRTENET,

(config) # mac-address-table ?

aging-time Aging time for entries in the address table
clear Clears mac address table
static Sets MAC address table static information

1) mac-address-table aging-time x
ABOI-IVT91 LEEELET,
"X DB NS E (FYELL) [ZT10~1000000 # 1T

2) mac-address-table aging-time disable

MACY RLADI—I VT 3 ERICHBNET,

3) mac-address-table clear dynamic

HAFIYDMAC 7 RLAT—T I OERRNBEAELET,

4) mac-address-table static x-x-x-x-x-x vlan y interface ethernet
1/z
237495 MAC 7 RL A7 x=x-x—x-x-X"%& VLAN“y’Dh— Mz [CEIN H TET,
2537490 MAC 7 RLADI—I U079 MITTWOE A,
A3T7499 MAC T—T)UET64 IV M) IFTTT,

23. mac—auth—username 3 F
MAC 7 FLAEREERF. RADIUS H—)INEETR1-FENEXEETELET,

“mac-auth-username 2"t A AT 3, ROYTIYY FRRRSNET,

(config)# mac-auth-username ?
with-hyphen include "-" for example XX-XX—XX-XX—XX—XX
without-hyphen without "-" for example, XXXXXXXXXXXX.

1) mac-auth-username with-hyphen lower-case

1-Y&20EFXE"-" (M 7Y) F&-/hXF (a-f, 0-9) [CERELET

2) mac-auth-username with-hyphen upper-case

1-YBOEXE"-" I\ IV) 42 KXF (A-F, 0-9) (LERELFET

3) mac-auth-username without-hyphen lower-case

1-HYBOEXE"-" (V) FL-INXF (a-F, 0-9) (CRELFET
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4) mac-auth-username without-hyphen upper-case

1-HYBOEXE-" (V) L KXF A-F, 0-9) (LRELET

24. mac—security JYV F
R—rEF2UTADUIY IV M-IV D AT LOREEITICENTEET, COYIY IV FO-IUIC
LN IEELER-MO1-FHZHIRT S ENATRETT . 1-F(d. MAC P FLAE VLANID T
IR ENET
JIy RV o= EEIEEIE. R—FO1-YHO LEBEEELET, LIR%EHE2%E. 40
MDALIE(None. Trap. Shutdown. Trap & Shutdown)DWVWTFNHHETINFET,
DIy RV FA=ILDEY21-)UT, R—FCEBLEMAC 7RLVAZEETELAV 2 EYa1-)b.
= reF)T1EV1- L ERFRELTVET,

“mac-security ?"E AR TBRE, ROYTIYY iR RSNET,

(config) # mac-security ?

aging Time in seconds between check for activity on learned
MAC addresses
mode Set global enabledness

1) mac-security aging x
X7 MAC 7 RFLADI—I VT4 LERFELET DT 1—)UCEDEF27 MAC 7 KL
ADEARMGIR— FEFITDERSNZHEE R, I-IV T3 LADEDMDEKREST
WET, BXRHBR— MF1)T(BEREEERAVSEI1-ILIRTHEKRTEI- I VT4
L&NFEHBNET,
COJ/ENX . I-I T84 LEFRL, [10~10000000 #1FTOEELDET

2) mac-security mode
R—heFa)T4DYIy I bO—)LagEEIX D O— )N config E— FCERERIEETT . “no
mac-secur ity mode”dVY RICLD., COMBEEEMNICLET , R—MeFaUT1DYUIY IV
bO—)L#%gEIXDO—)N) config B— R/iR— FEEGIEL (AT,
= MeFaUT4DYIY bIY FO—ILHEEEIL ., R— IR ERITODLELRBNET
H0-)%b config B—RICTCOHEBEEA SR E LR, “ (config-if)#"FOVTMIT
ih— FDEREEITOTURS, FEER—FOHO—N config T— FBLUR— ME— ROl
A CREEBENCTIET, HEVEEEDR—FTENCENET,

24. management YV F
EBAURTI-ANTF 1) T4 HBEERELE T, BEUF1)TAHEECED. RV MI—DhDE
BADIP 7RFVALYY/)E— MEE(http telnet,snmp)E IR TAENAIRETT , EIE LD
FATAERERT BN, BEBICIOTERLBIEERDEREZRETSENHEET, (CD
FEEEE. ERRM61FTOERENTRETT )

1. “management x ?"EAATRE, ROYTIIY FBIRREINET (COIZED "X EM1~16]
FCON—INDIVTYIATT),
(config) # management ?
<1-16> access id
enable Enable the management security function
clear Clears access management statistics

BIZIE, “management 1 2’6 ANTBE, UTOEENRRINET,
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(config) # management 1 ?
ipaddr Set IP and net mask for a specified set
protocol Set protocol for a specified set

1) management enable
EECX1)TIHEEERMICLET,
COMBEERMICTEHE. FIRIL—IIOFRECEETS IP 7RLA-2y I=HFOMIILLL
NTOERNTEREBIES,
“no management enable“dYY FICED., COMEREEEMNICLET
(EEC):
W=V EREETICCOMAEEFMICLEZS(E, http/https | snmp | telnet/ssh @
EFEAREICEDET,

2) management clear

TOEAEEOREIRHREEELET.

3) management x ipaddr v.y.y.y z.Z.z.Z
=IO IPPRLADLY IERZRELET
“x” C =IDAUTIIR
“y.y.y.y” o BAe IP7RLA
“2.2.2.27 1 #8T IP7FLA
1-Y0 IP 7 FLAREEOEERY NI-DOEEMRD IP 7 FLAICELET,

4) management x protocol [http/https | snmp | telnet/ssh]
V=IOVE-MEERYF)=DTOMINEEMICLET,
COFZEDX" & IW=IDLVTYIATT,
*9°. “management x ipaddr y.y.y.y z.z.z. zZ"ARVRICEN - I EERELET,
RIC. “management x protocol [http/https | snmp | telnet/ssh]”a3Y RIC&LD.
W=IUSEIGT DY )=D7OR N EBINHTET,
"no management x"JIVRICLD. "X DM U TFYDADI—IVEBIBRLET,

25. mirror ¥V F
AHEEDIS—Y VT HREE B DICLET,
"no mirror” IV FICLD, COMEREETESNICLET,

26. mvr IV F
MVR(Multicast VLAN Registration)t#48e%5%F UET,
MVR #EE(CED. VLAN D)L —TEIC NS 7190E 0 BELET . 2% VLAN OMAZED IP Q)L
FEYASITVDERBELET . MVR BEBEICED. 1 DDTILFFr A~ VLAN H'E: VLAN DN
ABICLHOTHAETRENTRECEDET , CNITED, VLAN DRI FFv AT 719D % B DS
H3IENTEET,
MVR #8EICED., TILFFr AL VLAN EDTINFEYAN NS T49DDIEEN AT RECDET,
JILFFrAL VLAN CECH G T HF v RIVEEHD MVR VLAN Z8 K 8 DF T, FrURILERES
EICTRVAIRTRK 256 HIL—F IFTHREAEETT,

(EEE]:

+ MVR BEEZERTETBRIIC, £I' VLAN REET T LTUESLY,
- MVR #8eaEAT3EE81E. 3 IGMP AX—E VT HEEERRIICLTIZEL,
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AHET(E. MVR VLAN & K 8 DFTHIR—FLTVET, bl VLAN ID (CENSEBLET,

MVR SR EEITIHE(E. YV FT VLAN ID #EE LTREL,

“mvr "EARTRE, ROYTIIY RIIRTRENET

(config) # mvr ?
<1-4095> Create MVR Multicast VLAN and paramters
Enabled Enable the Global MVR

1) mvr enable
MVR #8e# B 3CUET . “no mvr enable” YV FICED ., COMBEEEMICLET,
“mvr x 27EANTBE BTAIVBRRTENET (COJ/EED"X(E. [1~4095FTOD
VLAN ID TY),

“mvr 10 ?"EANTHE UTOBENRRINET
(config)# mvr 10 ?

Llgi Define the maximun time to wait for IGMP/MLD report
memberships on a receiver port before removing the
port from multicast group membership

group Create a multicast group for MVR VLAN

mode Specify the MVR mode of operation

name MVR Name is an optional attribute to indicate the
name of the specific MVR VLAN

priority Specify how the traversed IGMP/MLD control frames

will be sent in prioritized manner

status-clear Clear MVR operational status

tagging Specify whether the traversed IGMP/MLD control
frames will be sent as Untagged or Tagged with MVR
VID

(1) mvr x 1lgi y
INFERANIN—=TDAV ) \hbik— MeHEIBR T RTIC. ZERIOR—FLD
IGMP/MLD LiR—FAVN=Iy T OFHEERID LRERELET .
LLQI (Last Listener Query Interval) (. BHEMIIVADZEXIGEI-FEE
HI DR REERFHETT,
INFERYAN? RLA, FBY—-27 FLARD®REZEDYAT—DEERFREERE L
7,
IGMP M1z & (3. LMQI (Last Member Query Interval) EEWVNET,
"X RIVFEv A0 VLAN 1D,
7y T0~31744 1FTOEFDE (774 FERED LLQAI (Z70.5 % 1) o
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(2) mvr x group yyy start-address <starting IPv4/IPv6 Multicast
Group Address> end-address <ending IPv4/IPv6 Multicast Group
Address>

MVR VLAN ORI FEv AN I —T &R ELET,

"X RIVFFvA RO VLAN 1D,

"y BHEDIIINFELASVLAN OF v 4,
FrRBADRSENI2IXFURNTT , FrRIAICE. REFOHEREREETT,
FEEXFE | XFLUEANTIZEL, “no mvr x group”d¥Y FICED, WILFF
YARVLAN X DF v RIVEHEIBRLET . COBED X1, TILFFrARVLAN IDTT,
MVR @ VLAN 222 2 93 L. [P TILFFv AN IL—T (EFZAFv2IL) & VR 0 VLAN
([CERETRCENTRETT , FEEHDOIINFFvAMIN—TETFFrRI)ETD
@ MVR @ VLAN [CEIN B TR ENATEETT,

f=eZ(E, “mvr 10 group abc start-address 224.0.0.1 end-address
224.0.0. 2R TENFET,

(3) mvr x mode [compatible | dynamic]
MVRE— FEHEELET ., Dynamic £— KT, MVRIZEDY—AR—bDAAL 29D MR
AVN=9FUR— b eBRICLET,
Compatible E—Fld. Y—AR— D MR AV N—=vFDLR— MIZEShFT,
DIFEDX . IIFFvALVLAN ID TY,

(4) mvr x name yyy

VLAN ID [ZZILFF+¥ AL VLAN D& RiZZRELET,

"x” 1RIVFFwASVLAN 1D,

“yyy”: MVR @ VLAN & TY, MVR & (Z. 45F%ED MVR @ VLAN 2RI 4T3V DM
T7,

MVR @ VLAN 2 DR E(E132 XFILNTERELET . MVR VLAN & (CIE. ZEFD
HEXTEREETT, MR O VLAN B2 ETBHEE . RXFEMN XFLU L)
ANTLEEL,

“no mvr x”JY KT MVR O VLAN ZBIBRLET,

(5) mvr x priority vy
IGMP / MLD ®I##17L—Lbh@EE T SMROB LI ERELET .
“X":RIVFFvALVLAN 1D,
4 10~T1FTOFEEANDT 514 T1DIE,

(6) mvr x status-clear
WR DENEIRRB LU TFEFrARVLAND X &EHELET, COBEDX”IE. T
FEXv AL VLAN ID TF,

(7) mvr x tagging [tagged | untagged]
IGMP / MLD #lfE17L— Lh%@iE g BFR(C MVR VID 35 +FH0D/ B LTEIETRh%E
BELEY,
COFZEDXE. IIFFv AL VLAN ID TY,
MVR @ VLAN 5% E Lz&. [P RILFFVA LD 574900 —AR— b FF v A
MIAZEDZER-FEEINHTETS,
HR-1Nb config E— RICTCOMREZARNICERE LR, “ (config-i ) #7700V
TMCTR= PO FEEITO TS, FEER— bOTO—/V config E— FELUIR
—ME-FOBMATHRELEAMICTEIET, REULVEHENR— FTHEMICHDE
P
FEMCONTIE M mvr IV RERE IFS B LTS,
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27.no ANV

HEEEEMCT D, RECMHIREMBICUALTLET,

“no P"EAATBE ROPTIVY FBRREINET,

(config)# no ?
aaa AAA Service
aggregation Set aggregation mode configuration
arp-inspection Set ARP Inspection configuration
dhcp-relay Configures DHCP Relay Configuration
dhcp-snooping Configures DHCP Snooping Configuration
dotlx Configures 802.1x port-based access control
hostname Sets system's network name
ip Global IP configuration sub commands
ip-source-guard IP Source Guard Configuration
11ldp LLDP setting
logging Modifies message logging facilities
loopback-detection Configures loopback detection
mac-address-table Configuration of the address table
mac-auth-username Mac auth username format
mac-security Configuration of mac security
management Specifies management IP filter
mirror Configuration of mirror
mvr Multicast VLAN Registration
ntp Simple Network Time Protocol configuration
poe Power Over Ethernet
prompt Sets system's prompt
qos Configuration of QoS
radius-accounting-server Configures login to RADIUS server
radius-authentication-server Configures login to RADIUS server
rmon Configures RMON function
sflow Configures sflow function
snmp-server Modifies SNMP server parameters
spanning-tree Configures spanning tree parameters
storm-control Configures TACACS+ Authentication Server
tacacs-authentication-server Configures TACACS+ Authentication

Server

username Sets system's network name
voice-vlan Voice VLAN Configuration

HELT. “no mirror"AYY FEA AULEGE IS5V T BEENESNERDET,
F7z. "no ip default-gateway"E A LB EE. T 74 M= bO14 DHREN T 15 H FrEIR
RE[CRDZET,
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28. ntp YV E
AHEDNTP ORIV EZRELET,

“ntp 2"EANTBE ROYTIVY FIRRENET

(config) # ntp ?

client Accepts time from specified time server
server Specified one time server

zone Set time zone

zone—-acronym Set time zone acronym

dst Config daylight saving time function
dst-start-time Set start time of daylight saving time
dst-end-time Set end time of daylight saving time
dst-offset Enter the number of minutes to add during

Daylight Saving Time

1) ntp client
NTP 7OV EEHICLETS,
“no ntp client” YV RICED, COMREZBEMICLET,

2) ntp server x <IP address>
NTP 7ORILOD NTP H—ID IP P RLAZERELET,
DNS BEEN B LGS, RAMREANTEHELHEFET,
NTP H—=N[EZEFK 5 DFTHR—FSNTVET, COBED“X" (& NTP H—=)1\D1 V7D A1
~57TY,
<IP address>(C&D. NTP H—=)\D IPv4, $3UME IPv6 7 FLAEYR—FLTVET,

3) ntp zone x
RAL =AY bR ELET ., COBED X" IE. YATLDRA LY —=VA 71y~ (I-7200
~7201 53 JFTOE) T,

4) ntp zone-acronym xxx
ALY -VDRHERELET  COER, 34 LY - VERIAOTHICI-HICLNRE T 4E
TY (REAREHHE: 16 XFETORBFHIV -, HB\E "E2E0)

5) ntp dst [disable | non-recurring | recurring]
BI—RM LR EHEEE— FZRELE T, YY1 LHBEEL, SRESNTZHIY—51 LDEKTE
(RS U TR DFRABEITOICENATEETT

“disable” D Y-8 LEREZ BAICLET,
“non—recurring” . —EHROY Y31 LERELET,
"recurring” . BREULESI—H9M LB ERZDRULET,

(1) ntp dst-start-time v/w/x/y/z
FI-34 LORtRREZERELET,
“v B(~12 £T0iE)
‘W B1~31 FTOE)

X" £ (2000-2097 £TOIE)

“y7. BFfE(0-23 £TOIE)

27 9 (0-59 £THE)
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(2) ntp dst-end-time v/w/x/y/z
YI—51 LORREFEERELET .
“v B(~12FT0iE)
‘W B~31 FTOE)
71 £E(2000-2097 £THME)
. B5fE (0-23 FTHIE)
. 52 (0-59 FTHE)

143

N < X =

(3) ntp dst-offset x
YI-BM LR B TEHELET ., COBEDX"E. [1~1440 7 1FTOIET
ER

29. poe YV F
PoE #REERELET,

“poe ?"EANTRE. ROYTIAVY FERRENFET,

(config) # poe ?

auto-checking PoE auto checking mode

management Configure PoE power management method

supply Specify the maximum power the power supply can
deliver

poe auto-checking
ERSN TS PoE B OERHREEUICLET,
“no poe auto-checking” CCOMEEERESNCTEET,
COAIVFEDPing @ IP 7 RLAREHMIGBIEDERE S Port Z&IC” (config-if) #"TE&
ELUET,
H0-1L Config E—FICTCDHEBEZ A MICERTE LIZER. “ (config-if)#"TOVTMIT
R—FDEREEITOTEEL, FEER—FDTO—/NL Config E— FELUR— ME— RO
A CHREEENCTIET., RELVHEEDR— NCESICENET,

poe management xxx VYRl PoE #8ENEEAKXERTELET,

“xxx"[&. L FOEBNTT,

xxx” h—FDFREN BREHEE-F
allocation—consumption DEE-F EHEEN
allocation-reserved NEE-F RS
class—consumption PoE D3AE—F EHEEN
class-reserved PoE J5AE—F HFREN
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1. RPOR—-FOFBREHICONT

O allocated mode( EZE— F):
COE—FTIE. &ER—FTHETERBHDEZRELET, R— N/ ZERIBEIREICIE
EULEEHERTETBICE. R—FREE— F“(config-if# T, “poe power limit x"IIV K
EEALTESL,

HO—-)V)L Config B— RICTCDHEBEE B DNICKRTE LIz . “(config-if#” JOV T MCTiR—
FPDERTEEITOTLESLY, 3EER— DT O—)N Config E— FELUR— FE— RO AT
BREEBDCTRET, HELVEEEDR—FCAEMICENET,

[ class mode(PoE DI AE—F):
COE-FTR., EREDZEREBOVIAILUT. BRITIEHOEZBHMICHIFIL,
FNCEUTENEHERLET  IR—MIENEN 4 DSA(ENEN 4.7, 154,30 Ty M) DLT
NMNCENFET,

2. RHDEREEET-FICONT

[ actual consumption(E;HEE H):
COE— KT IRTOR— FOEEDHEBE NN EEATREG LIRZBATIGEE. T
BELER—FOHEEBENWNR— M UTHARTRER E HD LR EFMAISE . R—ME
R=FDTIAFUTAITG L TORY MOV LET , 2 DDOR— DTS4 A T4 D EI LB B,
R—FBEBOREVNAR I MIVLET,

O reserved power(FF &A= N):
COE—RTIR.HERRELGENEDEHIMERTEEG LIREBATIGAISR— MYy
MIIYLET, BRNBIATREGE N LINE Z{DE N ZEPoE BN ERLTIVBIHEEE.
h—PDZERIHZZITOFF JIOIREDFETT,

d poe supply x
HAATTRETS PoE DB NDRKEZERTELET , COZEDX(E. HIFATREG R KEHOD
ETY,
], FXC5210PE/5218PE/5224PE (IZNFN LU T OEEFH TR EAJHETT
= FXC5210PE:0~150W
« FXC5218PE:0~220W
= FXC5224PE:0~370W

30. prompt JYV K
RV VOTOVT MR ELET .
prompt xxx
RVESMVDOTOVT M EFRELET
“Xxx’ld. FLLWIOV T POXFEFITT, “no prompt”IYY RICELD, FOVT MET IV b
REMWCRLET,

EARIRER XX F(} a-z, A-Z, 0-9 R U T71T%IT IT[ IASADEES T, 18 XFETTY,
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31. gos V¥V F
YATLD QoS HREERTE LET,
HA—)NL Config B— RICTCOBEBEZ B RN TE LI, “(config-if)#” FOV T MITR— FDEL
ERITOTEE, HEER— DT O—)VIL Config B— FBELUR— FME—ROM A CHREEE
([CTBET. FHELEHEEDR—FTCEICENET,

1. "qos 77EA AT BE. UTOEEN TR REINET,
(config) # gos ?
dscp DSCP Configuration
qcl QoS Control List Configuration

HAOYIIAYYRIE DSCP REMA. 2 ZEHMYIIYY FIE QCL(QoS Control List):%E
RATY,

2. "qos dscp ?"EANTBE. LTOBEENRREINET
(config)# gos dscp ?
classification-map Set DSCP ingress classification table
classification-mode Set DSCP ingress classification mode

egressremap Set DSCP egress remap table

map Set DSCP mapping table

translation Set global ingress DSCP translation
table

trust Set whether a specific DSCP value is
trusted

1) gos dscp classification-map x y z

QoS DI AB LU ERE FLEZWNER DSCP EICIVEVTLET,

”x”:Q0S DA (0~T7 FTOIE)

Y HREREE (0~1 £TOIE)

“z”:dscp (0~63 £TOIE)

7L—=LIE QoS D52A%EmE%E (R— DT I4)L b, F(d VLAN Tag F7zld DSCP LN |
—? QoS ZMEB DSCP [CIYE VT LET , CCTERESNE DSCP fERH hwyTICED. &5
7L— L0 DSCP {EICESZ L.

Egress Rewrite WEXEIHZE(L. Hi7 DSCP DEEX LEELET,

2) gos dscp classification-mode x
D32 DA H DSCP {BZERELET . COZED“X”(S. dscp DIEIXI0~631TT, iRK—
DA RTDZADEZRTENselected IDZHE (S DSCP DfEZEEIRL T, AER DSCP (CxT 3
QoS DIAZEBRICLET,
“no qos dscp classification-mode X" CCMHEREEERNICLET

3) gos dscp egressremap X Yy Z
DSCP 4 AUy T T—T I ERELET
“x”:dscp DIE (0~63),
“y":TOJFER(ET110) DPL (FEEBEE) .
“z": DPL FHMH $1Y3v7 DSCP OfiE (0~63) .
COIRY RIZED. DPL (BEZEE S 0171 10 1 DSCP fEDIYEYJ(CMER DSCP
BRELET, AV EIF“qos dscp egressremark” IV FHERESNTVRIEAICAD
TY,
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4) gos dscp map X y Zz
DSCP X—2A QoS H WD AR R E LET,
“x”: dscp DIE(0~63),
?y” QoS B3R (0~T7),
‘77 WEEBEEO~1),
COIXYRICED, EARDSCP K—20D) 008 A AVFANFEEHELET,
DSCP BN EMLIES . RENRBRENET,

5) qgos dscp translation x y
#O-Nbconfig E—FT. AHDSCP ZE#MT—JINEHRELET,
X" ZE AT DSCP (O fiE (0~63)
7y ZE % ) DSCP fE (0~63) TY . A 114810 DSCP (3. QoS D5 A& DPL ¥y 7M DSCP %
EAT2RMIC. UL DSCP (CEMENET,

6) gos dscp trust x
FFED DSCP EAE LLVDEINZRELET
COZEDX"1E. dscp fEM0~631TT, 7L—LOD DSCP ENIELLMEEDHFFED QoS
IABLUDPL (CIVEVTLET, 7L— L0 DSCPEN R IEERIHE (L. non-1P JL—LELT
MBEINFET,

3. “qos qcl 7EA BT BE, UTOEENRTRINET,

(config)# gos gcl ?
<1-256> QCE ID

“gos qcl x"EAF1TBE. Queue Control Entry 5% FAD “(config-QCE-x)#"(CHNFET,
ZOIBE X" QCE(1 ~256)D1 T YD AICKENET,

“gos qcl 10 "¢ AN TR, UTOEEERRFLET,
(config)# gos gcl 10

QCE ID 10 added last

(config-QCE-10) *?

exit Ext from current mode

help Show available commands

history Show a list of previously run commands
logout Disconnect

quit Quit commands

action Action Parameters

ethernet Port Members

key Key Parameters

next id Next QCE ID
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1) Exit 1YV K

BITOAAL—2avE-FeR T L. TOE-FICRDET,

2) help YV F
ARBIRVFERRLET,

3) History YV F
AALEITV FDERERRUET,

4) Logout YV F
IVY-=)VE@Eh AT 7o LET,

5) Quit YV K
dVY—=)VEEZ# T (logout ER] UHRE) UET,

6) Action JYVF
QCE E—HT31541E. 7L—LD QoS NENMEEZRELET,

(config-QCE-10)# action ?

class Qos class
dpl DP Level
dscp DSCP

(1) action class x

QoS 5 ANENEEZRTELET , COBED“X"IE. Q0S HZA(0~T)TT,
"action class default”JYYRICED. FIAILMREICRLET,

(2) action dpl x

WEEBEENEEERTELET, COBED XL, WERKLE (0~1)TT,
"action dpl default”JdYVRICED., T4 PREICRLET,

(3) action dscp x

DSCP {ENENEZZRTELET , cOBZED“X” (L. DSCP {E(0~63) T,
"action dscp default”JYVRICEND, F 74 MREICRLET,

(4) ethernet
R—r& QCL TV MICEINHTET,

(config-QCE-10)# ethernet ?
<1-10> Unit number: format 1/x 1/x,y,z 1/x-y
1/x-vy,z

ethernet 1/x
“Port x"% QCL IV MICEINHTET,
COBED XX, R—FEE (1/x, 1/xy,z, 1/x-y, 1/x-y,z £581k) TT,
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7) key YV F

QCL IV MOF—DEEHRTELET, F—DIEE. I7LU—LOD L2~L4 FTOFIRTT,

(config-QCE-10)# key ?

dmac-type Destination MAC type
frame-type Frame Type

smac Source MAC address
tag Value of Tag field

(1) key dmac-type [any | bc | mc | uc]
IL—L0DFESE MAC 7 RLADAA I CE TH—DIERRELE T, COIEIL. any (TATD
MAC 7 KL A) . be (FO—FF+AR) . me (RIVFEFAR) , uc (AZF YA M) 7L—LOLTN
hCY,

(2) key frame-type [any | ethernet | ipv4 | ipv6 | 1llc | snap]

IL—LDRATCEITXF—DEZRELET,

ER. LTOVTNHTT,

* Any

- Ethernet Type (any/specific type (0x600-0xFFFF))

- [Pv4 (DSCP value/IP-Fragment or not/Protocol - Port Number of TCP, UDP,
other/Source IP Address)

« [Pv6 (DSCP value/Protocol — Port Number of TCP, UDP, other/Source IP
Address)

» LLC (SSAP/DSAP/Control)

« SNAP (PID)

CEEE]: ENENOIVY FICESHICHMICERE TESHTINY FIBNET
ARV EFAVCTYEA AL, BTV FOEEEHEEIIS L,

(3) key smac [any | XX—-xx-XX]
EETTDMAC 7 LA EICF—DIEERELET,
EENDE. FIFEE T MAC 7 RLAD OUT (CEREFTRETT .

(4) key tag [any | tag | untag]
IL—LORTERRIEICF—DEERELET
- Any
- tag(DEI, PCP, VID)
- untag

CEX)E
ENFNOIIY RICIFSHICEHEMICHR ETER YTV FEBNET,
ARV RFAVICT & A AL, YTV FOEFEE S,
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8) next.id YV F
QCLT—7I® QCLIVMIDIEE=#HZELET,

(1) next id x
QCL TV M’X*D#&ICQCL TV FEERFELE T, CcOZED“X”1E, QCL T MO ID(1~256)
7.

(2) next id last
—® QCL % QCL 7= ORF DI IR ELET
ZDH? QoS EZFEICDOVTIE, “interface ethernet 1/x’d3Y FEERLTESLY, 20D
HENXIR— FESTT,
H0—)\b Config E—RICTZO#RER A SR E LR, “ (config-if)#"TAVTMIT
R—PDEREEITOTESLY, FEER—FOTO—)NI Config E— FHLUR— FE—FOF
FCHREEENCTIET., RELVHEEDR—NCEMICEDET,
FEMICOWTIE, TR—MYA71—AREIIV R IESBL TS,

32. radius—accounting-server <> F
RADIUS 79V T4 VY — &R E LET , RADIUS PHOY T4V Y —\%& 5 2FTHR— bLE
7,

1. “radius—accounting-server 2"t A AT B, ROYTIIY FHRRSINET,

(config) # radius-accounting-server ?

<1-5> Server-Index
dead-time Specifies Dead Time of Common Servers
timeout Specifies Time Out of Common Servers

2. “radius—accounting-server x 2"EANTBRE, RDYTIAIV FRRRENET (CHIHEED X"
[EM~51FTOY—NDLITIDATT),

(config) # radius-accounting-server 1 ?
active Active the RADIUS server

host Specifies the RADIUS server

key Sets the RADIUS encryption key

port Sets the RADIUS server network port

1) radius-accounting-server x active
RADIUS 7RIV T4 V0= IV EBMICLET , COBED X" Y—NDIUTIYIAE
%r1 ~5J_c"j-o

2) radius-accounting-server x host y.y.y.y
RADIUS ZHOuT4 05— N“x"IC IP P RLAREIN LY TET,
“x” H=-NDI1OTIDAES1~5]
“Y.y.y.y” :RADIUS 7HOUT4005—=N"x"D IP 7ELA

3) radius-accounting-server x key yyy
RADIUS 7Ho T4 =N ICO—D Ly b —“yyy #EINHTET,
XL Y=NOAUTYIAEF1~5]
“Yyy?: =Dy b E— (K 29 XF) XRADIUS PHD Y T4 VT — N RO TR BT
7o)
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4) radius-accounting-server x port y
RADIUS 7A0Y T4V — N ETERT S UDP ik— peEINH TEY,
"X H=NDAVTIYIAEBT1~5],
“y”:T0~65535]F T UDP R— F&ES,
XiR— M 0(zero) IICERESNBE., T 74V FDIR— FIBIDNERESNET

5) radius-accounting-server dead-time x
PHIVTAVTF=NDTY A LEEELET  COHZEDX" (. T4 L (0~3600)
WETOETY . TYRIM LI, BIRIOYDI A MEECKRBULEY— 1 \ANFTLLWDIA D
EEEPITSRMETY
CNIEED = NDME AR REICHBHEHIBRL, BIEEHEILET
TYRSM LZI0)ENE REMEICERE T HE. COMBENARCHBNET BL. EROY -
NHERESNTRIGE DS COMEEREIELET,

6) radius-accounting-server timeout x
84 L7770 MEEDERTEELET .
COBED X" 54 L7 bDfE (3~3600) FDIETT . 34 L7V MITF—)/\hHDIs 2
DERKXFHEEFHETT,
T \WERERERNCGELBMEEE. RELTWSEHB LT, ROFHGT—)NED
BEETVET (FTRELESR).
RADIUS H#—/\([3 55t EIEFETEL L UDP JOMIVEFERALTVET,
AARIL—LIEHET B0, 34 L7V ORI 3 EAShET , REIRNICIEEEZ(E
LBWMERR UDIAMEBEELET . COAIEICED, RADIUS =N, #—/IhiTHRIEIR
BIEHBEINZFTIHRX 3B IFTHVEDEETVET,

33. radius—authentication—server Y F

RADIUS RS —N&RTE LFET . RADIUS FREEH— N H K 5 2F THR—FLTLVET,

1. “adius—authentication-server 2”& A AT BE, ROYTITYY R RESNET,

(config) # radius-authentication-server ?

<1-5> Server-Index
dead-time Specifies Dead Time of Common Servers
timeout Specifies Time Out of Common Servers

2. “radius—authentication-server x "¢ AT 3, ROYTIVY PR RSNET (COHE
D“x"dM ~5]FTOY—NDAI U TIDATT),

5 : “radius—authentication-server 1 2”E A NTRELU T DEEERRULET,

(config) # radius-authentication-server 1 ?

active Active the RADIUS server

host Specifies the RADIUS server

key Sets the RADIUS encryption key

port Sets the RADIUS server network port

1) radius-authentication-server x active
RADIUS BREEH —INXEBAMCLET, COTZEDX L. Y=V TYDAEB1~5]T
R
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2) radius-authentication-server x host y.y.y.y
RADIUS FBEEH—)V“X”IC IP P RLAZEINHTET,
“x” CH-NOAUTYIABEF1~5]
“y.y.y.y”  RADIUS EBEEH—)\“x"® IP

3) radius-authentication-server x key yyy
RADIUS BRREH — /X" ([CY—DLy b—“yyy ZEIN A TEY,
X = NOAUTYIABF1~b)
yyy? L U=Dbybd— (&K 29 X°F) TY (RADIUS BREEY — N\BLUARETHEA)

4) radius-authentication-server x port y
RADIUS EBEEH—/NIC UDP R— F&EINH TET,
X7 H=-NOAUTIDABS1~5],
7y” 1 UDP R— &S (0~65535) , iR— MITOIDIHZE(R. TI4)L bOKR—F(1812) &
A,

5) radius-authentication-server dead-time x
F=NOTY M LEEELET,
TYESA L (0~3600) FhETOEELDET . TYRIM LIE UDIAMODIGEICKER LY
= NERHULTHULDWDIADEE N R ESNSETORRETY , ChICLD, =)\ LE
RREICHHEHIEL., BIETHILET,
TYRAA LEIOILNE REMEICERE T L. COMBENBEHICBNET BL. EHOT—
NHERESNTVBHEEDH COMEEFEMELET,

6) radius-authentication-server timeout x
84 L7770 MEEDERTEELET .
COBEDX & A1 LT FDIE (3~3600) F#DETY . 54 L7 MIF— 1D oDIEED
RARFHEERTT, Y- ) \IWERERERNICEELENVGEER. TRE1EHBLT. ROF
PEY-NCREETVET (FTERLIEE).

34. rmon YV F
ABED RMON #aeZERELET,

1. TNEN RMON J)L—T 1(#EaHER). 208 ). 3(77—L). IRV MERLTHENET .
RMON J)L—TJ&RET3ICd. LTOIYY F2ERLET,

(config) # rmon ?

alarm Add RMON Alarm entry
event Add RMON Event entry
history Add RMON Hisotry entry
statistics Add RMON Statistics entry
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2. "rmon alarm x ?"EANTBE. PI3—LDAV T4 =3V 5 =R RSNET,

COBED XS, IV MDA UTIYDATY , FRERTRELEEFDELN1~65535]TF,

{5l "rmon alarm 10 2", A A1 T 3L, LTOHTIAYY AR TRENET,

# rmon alarm 10 ?

falling-index Falling event index
falling-threshold Falling threshold value
Interval Indicates the interval in seconds for

sampling and comparing the rising and
falling threshold

rising-index Rising event index

rising-threshold Rising threshold value

sample-type The method of sampling

startup-alarm The method of sampling

variable Indicates the particular variable to be
sampled

(1) rmon alarm x falling-index y
TR7ZI—LOARY MUTYDAZERELET,
“x":T1~65535 |FTHIY MDAV TYIAILBNET
VITRRPI—LOARY M UT YD A(1 ~65535)TF

(2) rmon alarm x falling-threshold y
75— LOTREEZRELET,
“x":T1~65535 |FTOIY MDAV TIDAICENETS,
“v" T IRRAE(-2147483648~2147483647)TY ,

(3) rmon alarm x interval y
BU7UV MR, BHEE LB LY Y TV TEDIE RN R RESNET,
“x":11~65535 |FTOIY MDA UTYDAICENET,
“v":REIRR (1~2147483647 #) T,

(4) rmon alarm x rising-index y
ERT7I—LOARY M UTYDAEHRELET .
"x":[1~65535 |FTODIY MDAV TYIAICBNET,
Vv ERTPI—LDARY M UTYIA(1~65535)TF

(5) rmon alarm x rising-threshold vy
75—-LOLRREAEEHRELET,
“x":11~65535 | FTOIY MDAV TIIAICENFET,
“v": EIREAIE(-2147483648~2147483647) T,

(6) rmon alarm x sample-type [absolute | delta]
ERUVET-I0HV TV T0E L, BIECLLE UG EORTAEEERLE
ERP
COHJHED X", [1~655351FTOIY MDAV TIDAICIENET,
BUTNDRATELLTOESNTY,
- absolute : HYTUUHUET-AEEHEAFLET,
- delt BT UET-AROZEREZEH ULET,
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(7) rmon alarm x startup-alarm [falling | rising |
risingorfalling]
BRUET-HAOH VTV OEL . BHECLHLB LEZEORTAEZEERLE
7,

COB/BED X &, [1~655351FTOIY NIDM U TYDAILIENFET,

BUTNDRATEUTOEBITT,

- falling: HYU7UVTLTWST—ANTIREHELDE TRIEIGE. 75— LEHLE
7,

—rising : $YTIVILTNST AN LIRREZEAZHEE. 77— LEHLET,

- rising or faling YY) I LTWBR TN TRREELNE TR LB E. H3
WM LRREZEATIZE 77— L2 ULET

(8) rmon alarm x variable.l1.3.6.2.2.2.2.2.1.y.2
FOTIILENVEEDE R ERRLETS,
“x":M1~65535 |F2ETOIY MDA VTID A,
“v":T10~211,
“2":11~65535],

3. “rmon event x ?”EANTRE ARV DAV T4 =230 5A=0TI Y iR RSN FE

7,
COHZEDX"E. IV MDA VTYIATY , X AIREL SEFEIDIE(IL M 1~655351 T,

f5: "rmon event 10 ?"EA KT BE, UTOYTIYY FRRRENET,

(config) # rmon event 10 ?

Community Specify the community when trap is sent

desc Indicates this event, the string length is
from 0 to 127

type Indicates the notification of the event

(1) rmon event x community yyy
Fov R EROIIIZT/RIEELET,
“x":T1~65535 |FTHIY MIDIVTIIR,
“yyy"ld. 03127448 (0~127 XF).

(2) rmon event x desc yyy
BEDMIRVMEEELCAIYTEXELET,
“x” :11~65535]FTOIY MDAV TYIA
“yyy" 1312744 (0~127 XF),

(3) rmon event x type [log | log-trap | none | trap]
ANV OB EITVET,
COIFED“X"E, [1~655351FTODIY MDAV TIDAICENET,
BEABEBBRELTOEBNTT,
- log : RARXV OO T=TIVNCTIY NIRMERRENET,
~ log-trap : “log”&"trap” DA A DEMENITHNET
- none ARV MOBERIEITVEE
- trap : SNMP Fo9 70 1 DF BB RO EEAT—VaVIGEEINET,
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4. “rmon history x 2’6 A DT BE BEDIV 740 =23V {5280V FRRRSNET,
COHZEDX"F. IV MDA VTIYIATY , B ERAIREBEFE DB 1~655351TY,

“rmon history 10 ?"EA AT B, LLTFOHTIYY AR RSNET

(config)# rmon history 10 ?
Buckets Indicates the maximum data entries associated
this History control entry stored in RMON
data sourcelndicates the port ID which wants to be
monitored
interval Indicates the interval in seconds for sampling
the history statistics data

(1) rmon history x buckets y
RMON [CAMP7ENTLVSEERIEHIY MICBEHEDHIZ AT ATV M# R«
LET,
"x":[1~65535 | FTOIY MDAV TIIAICENFET,
“y".RMON [CARTPENTVBEEFIEIY MICEENHZHERT—INDIY N
ERNLET, REARELEEFEDEIR1~36001TT,

(2) rmon history x data source .1.3.6.1.2.1.2.2.1.1.y
EZRETOR—MID #RRLET,
“x":T1~65535 |FTOIY MDAV TIDAICENET,
"y ERZRYUHRITIR—FID TY,

(3) rmon history x interval vy
BREOHE T30S VTV TRREMBEA TR RLET,
“x":M~65535 ]FbETOIY MDAV TYIAICHIET

‘v EREOMEIT—ADOY VTV E R (B TY, R E TR SR DEIL
[1~3600]#TY,

5. “rmon statistics x ?"EA AT BRE, HEHERDIV 74T L—av\5A—0TY FiRRE
ﬂi?'o COB/EDX" X IV MDA UTIDATT,
SR E A REG EEBMDIEILT 1~655351 T,

{5 : “rmon statistics 10 2”& A AT BE, LTOHTITY FERTENFET,

(config)# rmon statistics 10 ?

data source Indicates the port ID which wants to be
monitored

* rmon statistics x data source.l.3.6.1.2.1.2.2.1.1.y
EZAUVTREDR— M ID 2RRLET
“x":T1~65535 JFTOIY MDAV TYDIAILENETS,
P ERITE R P ID T
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35. s—flow AYV F

sFlow JUDADERFENDEZRIVH /EEEITICENTEET, HR—FLTNBILYAIE 1 EDH

T7,

CCTlE. sFlow LYARTEIC, sFlow ILDAD IP 347, sFlow ILDAD IP 7 RL A, iR— &S

BEREARETT, sFlow (&, YU TUVIR=2DEMTHN. STy b TIVT  UP AL L

S4B ETICENRETT YU TIuT N Ty b LUV (FNEN 70—V TS

WU S YTV EREENDS) FE Y FILERY RI—=D 8 S5749DDEZRY T H—)NIC sFlow

UDP F—RELTEIESNZET,

Ot IS —=NE, "sFlow L=V, (37 sFlow ALDA"EEBE TN . ABED sFlow HEE

DERFEETVET,

“sflow receiver 2"E A AT B, UTOYTITY FIRFENFET,

(config)# sflow receiver ?

Datagramsize Set the Reciever Data gram length for list of
receiver ID

ip Set the sFlow receiver IP and UDP Port for list
of receiver ID

release Release

time out Set the Receiver Time out for list of receiver ID

1) sflow receiver datagramsize x
LY=NIDDYAMILY—NDT-ADRSEFZRELET . COBEDX"F. 1208V T T—
AHEERIRER T —AD R KA METT,
sFlow F=AN T AV T—Ya vz R ATRELGBEICER E LE T, B AIRE G EEEHDE(LT 200
~1500 1)\ b, 7774)L MERTEFEIZX14001)¥1 FTT

2) sflow receiver ip <ip address> x
L=V ID DYAMZ sFlow LY—1®D IP $LU UDP iR— &R ELET
<ip address> (. sFlow LY=1\D IP P RL A, FLIEHAMETT,
IPv4 LU IPv6 7 RLADMR— FENTUNET,
COFZED“X (S, sFlow LY—)\D sFlow T—8%2{EF 3% UDP h— FCT, HExhlaih— &
E1310~655351TF, T0JICERETBIHEE. T4 FDR—M6343)EERALET

3) sflow receiver release
WIT0A—F—%fERRLUT. sFlow YU TV EEMICLET,
sFlow [FEEARHIC Web/CLI A VATI—AZAWVEA-NIVEHE, F2(E SNMP Z9r LIZUE—+
EEOVNVINIOAETHRETEET,
IR1TD sFlow FREDA—F—IF. LLTOEICELEATEETT
+ sFlow NREFRESNTLEIMES ., 7—F—[3<none>,
+ sFlow H" Web., FI& CLI [LERTESINTIVBIGE (L. 7—F—(3<Configured through local
management>,
- sFlow WSNMP Z U CERE SN TVBIGEF. 7—F—IF sFlow L Y—NEHET X F 51 (3%
COBE . FERBTICACLEERTE 2R TRTZHICTATOH ELESHICHBDFET) o

4) sflow receiver time out x
Ly—=INID QUAMZIL =103 L7 MR ELET,
“NIIHITUITERZLEL, IRITOD sFlow 7—F—H R ENZFTOERNOFEHTT,
Ly—=INID QUAMZILY—=1NDR4 L7 MR ELET,
BERREREBEDIEILN0~2147483647 17T,
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sFlow HEREIT . R— FEAITHEZIELBDET , ZDHDHR— PO sFlow FRFEICDVTIE,
“interface ethernet 1/x” Y FEE AL TESLY,

50—\ Config BE— FICCCOBEBEZE B TR TE LR “(config-ifit” FOV T MITR— D
BEETOIWES, FEER—FDTO—)NL Config E— FELUR— ME— RO A THREE
BERNCTBIET, REUVHEEDR— MNCEDICENET,

FEHMICOLTIE, Tsflow JYY FI1ESBBLTESLY,

36.snmp-server YV F
A0 SNMP #EEERE RICANET,

1. "snmp-server ?"E A NT B, ROYTIVY RKRRENET,

(config)# snmp-server ?

<1l-1> Index of Trap

community Defines SNMP community access string
contact Sets the system contact string
enable Enables SNMP function

location Sets the system location string
snmpv3-access Sets the snmpv3 community
snmpv3-community Sets the snmpv3 community
snmpv3-group Sets the snmpv3 group configuration
snmpv3-user Sets the snmpv3 user configuration
snmpv3-view Sets the snmpv3 view configuration
version Sets the snmp version

2. "snmp-server 1 "IV F&E AT BE. SNMP My IERERADIYY FRLLTOEET
RRINFET,

(config) # snmp-server 1 ?
authentication-failure Trap Community

community Trap Community

enable Enables this Trap function

host Specifies SNMP notification operation
recipients

host-ipv6 Specifies SNMP notification operation

recipients (for ipv6 addresss)
link-up-down Trap Link-up and Link-down
version Trap Version

1) snmp-server x authentication-failure
SNMP ARIKIFFREERBL Moy T DE R EFRILET
COBED Y&, FIYITI~1 104 TIDATT,
“no snmp—server x authentication—failure 1Y FICLD. COMEBEZRESNCLE
7,

2) snmp-server x community yyy
SNMP oy 71Ny MEEREDII1Z T4 7D EAA NI VT &R ELET,
“X IV TI~1 1 DA ITID A,
“yyy”: T0~255|MI31=71 % (ASCI XFEDB AL, [33~126XF),
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3) snmp-server x enable
SNMP ;2w 7EBRICLET , COFED“X"E. FvIT1~1104VTYHATT,
“no snmp-server x enable“JY Y FICLD., CORBERBEEREINICLET,

4) snmp-server x host y.y.y.y
SNMP trap IPv4 M5BT FLAZRELEY .
“X' YT~ IDL VTR,
"yyyy”: SNMP pov A {ETHIESED IPv4 7 FL A,

5) snmp-server x host-ipv6 <IPv6 address>
SNMP trap IPv6 D5EEY FLAZRELET
COJ\EDX"1E, FIVTIT1~1104 I TYIATY,
“<IPv6 address>”(CIE, SNMP F59TZEIET BFE5ED IPv6 7 RLAZHRE LE
¥

6) snmp-server x link-up-down
DUh7YT /A UEED SNMP +yTEEEEMICLET,
COIFED X" &, VI ~1 DL VTYIATT,
“no snmp-server x link—up—down” YV FICLD ., COMBEEEMICLET,

7) snmp-server x version [vl | v2c | v3]
SNMP trap DY iR— FraIEERN— V3V EERULET , COBED X" 1E. Iy IT1~
1DAITYDATYT , SNMP Trap D)N\—J3v DA T avld, SNMP Vi(vi), SNMP
V2c(v2e)B LU SNMP V3(v3) T,

CGER]: FNENOIYY RIS SHICEEMICERETERH IOV R BNET,
IRV RSAVICTY & A AL, YT YV RO ECHEIRESL,

8) snmp-server community get xxx
SNMP 0) get YV FOIZ1Z T4 & EHELET
“x»xx"lF, 122714 TT,

9) snmp-server community set xxx
SNMP 0 set IYY FOII1ZT1 B EHRELET,
“xxx"l&. 212718 TY,

10) snmp-server contact xxx

HLFRBRERELFT, ox"(F, BHFHFRTT,

11) snmp-server enable
SNMP #8eZ B ICLET . “no snmp-server enable“ YV FE{FEHTEE. DI
BEFEMICRDZET,

12) snmp-server location xxx

AHEORESGAERERELET .
“ox"lE RESFIERTY .
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13) snmp-server version [vl | v2c | v3]
SNMP ONN\—YavEEIRLET,
SNMP N\—30D7A T avlt. SNMP V1(v1). SNMP V2c(v2c). SNMP V3(v3)T
7,

SNMP v3 B2 E MYV Rl LTFOEBNTT,

(1) snmp-server snmpv3-access group-name xXxx
security-model [any | vl | v2c | usm]security-level
[authnopriv | authpriv | noauthnopriv]read view name
yyy write view name zzz

SNMPv3 PHEATY I*'J’d" SELET,
xxx? 1 IVMBETITIN—-TEERTXF,
REAREL X FFDIEIRN1~32]TT,
ASCII XFMi5&(3133~1261,
yyy’ . IRITOEDIDIAETIMIB A7 Y1H b E%TET2 MIB VIEW £,
REAREG X FESIDIEIRNM1~32]TT,
ASCI] XFMi5&1EI33~1261,
7 FHULIMENERERTRERYDIA D MIBAT YD MEERTE TS MIB
VIEW O & BT,
BEARER X EFIDEIRN1~32], ASCI ] XFDIHAIT
[33~1261,

113
13

13

777

(2) no snmp-server snmpv3-access group-name XXX
security-model [any | vl | v2c | usm]security-level
[authnopriv | authpriv | noauthnopriv]

IRV REAAULERE . SNMPV3 7HEATY MEEIBRULET,

1) EFAVTAETNDATaVIONTE. LTOEBNTT,
- “any” : PFAVTFAETINET A TAEEE(vT[v2c|usm)
-“v1” . SNMPv1 A
- “v2¢” : SNMPv2c F
- “usm” : User-based Security Model(USM).

2) £FX1VTALRINDATaVIONTE, LTOERNTT,
- “authnopriv” : FREEHN/ T4 NI—13L
- “authpriv” D BREEHN/TIAN—HN
- “noauthnopriv”: EBEERL/ T34 1NV—KL

(3) snmp-server snmpv3-community community xxx source-ip
y.y.y.y source-mask z.z.z.z

SNMPv3 J21=74 IV MEERLET,
“no snmp-server snmpv3-community community xxx” ¥ FIC&LD.
SNMPv3 IIZJ‘j_"fIJ MIZHIBRLET S

“xxx” : SNMPv3 I—J1V MO 7O AN BERIZIAZ T4 7D AR
Yol R E AIRER SRS DIEIRN1~32], ASCI XFDIHFE
(333~126TF,
J2a1Z744lE, F2)T18ELTHRDN., SNMPVI F2(S
SNMPv2¢ JZ1ZT1 & DVNTNHEIVEVTEITVET,
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“vyyy” : SNMP H—)\D IP 7 RL A,

“2zz27” : SNMP H—=)1\MIP 7 FLADIAD,

(4) snmp-server snmpv3-group security-model [v1 | v2c |
usm] security-name xxX group-nhame yyy

SNMPv3 J)L—T%#EZTELET . “no snmp-server snmpv3—group

security-model [v1 | v2¢ | usm]security—name xxx“J¥ FICLD. SNMPv3

B —-TZEIBRLET,

“xxx” I/ MBI 1) T4 & HARBDOXFF,
REATRER X FFIDEG1~32), ASCI XFDIHA(E33~126]

'C?'o

“yyy”: TVMINERET VI TR EAADFES,
BREFTRELR X FHIDBELT1~32], ASCII XFDI5HE(E33~126]
TY,

Security Model AT VavlE, LTDEBITT,
- vl :SNMPv1 FH

- v2c: SNMPv2c

— usm: User—based Security Model(USM)

(5) snmp-server snmpv3-user XxxX YVVY
n.unmb/j’ﬂ/\/ BLIEF1Y71 SNMPV3 1—HZEELET,
x”': SNMPv3 Engine ID,
“WWQI)WﬁmE¢§1—ﬁ%ﬁﬂﬁ®K$WO
(6) snmp-server snmpv3-user xxx yyy auth [md5 | shalzzz

MIEZrSO/?ﬂ/\/ BLIEF2)T1LAILD SNMPV3 1-HE%ELET .
" SNMPv3 Engine ID,

“yyy”: COIVMNERTET 21— R HEA ADFS,

“zzz2”: BIENINAD— FERIBADXFES,

(7) snmp-server snmpv3-user xxx yyy auth-priv [md5 |
shalzzz des www

Mlc’ﬁr)ﬁﬂ/\/ HD1EF21UTLAILD SNMPYv3 1-HERFELET,
" SNMPv3 Engine ID,

“yyy” COIVMINFRET 1YL EAADXFI,

“222"; FREENAD— FEAIADOXF 5,

“‘www”: T4 NO—=1NA0— FERI A F 3,

“no snmp-server snmpv3-user xxx yyy YV FICLD. SNMPv3 1—H%Hl
BRUET,
COGEN ‘yyy 1Y ADAE., BMULEEICADLEXFSZANLITN
EENFEEho

“ FXC5210PE/FXC5218PE/ FXC5224PE



1E JRVFMU871—-2
@
ENENDAZEICOVTIE, LITZS RS,

ASNMPv3 Engine ID:
IV RMIDFRE T 3 engine ID FAIF® 8 #1(1 7D Ty DX FEF, XFHIICIE.
M0~641FTOHTE (16 ER) ZETRENHDFTH, "7 0"HLV" 74—
W RERTEEEN,
SNMPv3 TlEAvt—ItFa!) 71D User-based Security Model(USM), 7
DAY bO—JVAD View-based Access Control Model(VACM)&{# F L
7,
USM IV RJUTIE. usmUserEnginelD $& U usmUserName BN IV FJ—F—T
7,
IVTNI-V1Y MDIZEEE. USM UserEnginelD (FI—JTVMEED
snmpEnginelD D{ETY,
fElx. I-UHRIEFRERE— F SNMP IV YYD SNMP EnginelD DIEICER
ETBHELARETT,
2FN. I-HYIVIV D HVATLIVIVD D EEUHER. O—Hb1—H(C
B0, #FNLSHEUE- F1-HTT,

Q1-Y4:
IVMBFRBT21-YR&EBHNREOXFESTY, RER AR XFEFIDIEL
[1~32]. ASCI XFNIHEEM33~126 T,

QEREE/SAD—F:
SREESAD— RFEAIAOXFESNTY , MD5 REE7O0M DB AL, SRER
BEBXFHNDIEIII8~321TF, SHA RSO MIILDIB S, FRETRER
XEHDEIL8~401TT,
ASCIl XFNi5&13M33~1261TF,

my SR IAVEI AV U
TIANY=NAD—FEBRADXFEHNTT , SR ERIRER X FEHNDIEIL8~
321, ASCIl XF N5 &(3133~1261TT,

(8) snmp-server snmpv3-view view-name xxx view-type
[excluded | included] oid-subtree yyy

SNMPv3 View Entry 38 EULET,

“xxx: IV RMIDFRETAE1—RBAIBDIXFHITT , 3% Al RER XF 51
DIEIET1~32], ASCI XFENDIHE1IM33~126],

“yyy": E1—%EBMTREHOTTV)-0DI— MR ET S OID TY,
XEREER OID ORSIE, [1~1281TT,
BIRXFIEEHF. FERT7ARIRDHTT,
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37. spanning—tree ¥V F
ABORZVTI—TORINEHRELET , "spanning-tree 2"EA DT L, ROYTITU R

PRERSNET,
(config)# spanning-tree ?
bpdufilter Set edge port BPDU Filtering
bpduguard Set edge port BPDU Guard
cname Set configuration name and revision for MSTI
forward-delay Global STA forward time configuration. Range:
<4-30 seconds>
hello-time Global STA hello time configuration. Range:
<1-10 seconds>
max-age Gobal STA maximum age configuration. Range
<6-40 seconds>
max-hop-count Setthe MSTP Bridge Max Hop Count parameter
mode Select spanning tree operation mode
msti Compatible with old STP
priority Specifies spanning tree priority
recovery Set edge port error recovery timeout
transmit-hop-count Set the STP Bridge Transmit Hold Count
parameter

1) spanning-tree bpdufilter
R—=MIIYyIELTERESNTSIH AL, BPDU OFEZIENAIRECHNET,
“no spanning-tree bpdufilter’dYY RICLD. COMEREEENICLET,

2) spanning-tree bpduguard
R—b®D BPDU Guard #ae=ESCLET, COMEENBEIBIE A, H%h% BPDU 232(E
FHER— MIEMCLNET,
K= M Iy JELTERESNTIVSIEE . BPDU OZ{EZEMICLET,
iR—M&lerror-disabled IOIKREETEN ., A& MROI—D D4 ENET, “no
spanning-tree bpduguard“1YY RICED, COMREEEMICLET,

3) spanning-tree cname xxx Yy
MSTI R ADRE R BLIIE VIV ERTELET , “xxx”I&. Configuration Name D F
FITHNSTI T9EVTAD VLAN BRI D BRI TY
TUvIlE., BRI VEYIY, VLAN-to-MSTI IuE VDR EE £ B L. FENMSTI (U—JavR)
DANZVT I -EHRALET,
“xxx” 1 EREAIRER X FIIGI32 )X FLUATY
' JEYaVOES (0~65535) TY,

4) spanning-tree forward-delay x
SA-NIVE—FO STA (R ZRELET,
(STP B E— FERFELTVSIHZESE) b— MR— B LEER— M 72T —F1 UK EEIC
#17933FTO STP JUyITORIERHETY , BIEIER. [4~301FTT,

5) spanning-tree hello-time x
HO0-)5L STAMD hello time ZRELET hello time (3, REBNEHMITEETS
BPDU M= {EMIMRER AL CERELET . AR R{EE. 11~10 #10fE. D
(Hel loTime+1) %2 <= MaxAge £3NZF7,
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6) spanning-tree max-age X
STADZKRI-Y (Max Age) ZRELET . NI, I— TV IDIGEICTUYIICENELE
SNZEBORKRI-VYTT, X'l RRI-YKRETY,
EHBIERT6~401F), TRKRI—Jd (FwdDelay-1)*2 THH ULEICERELET

7) spanning-tree max-hop-count x
MSTP Bridge Max Hop Count /$5A—A%%BFELET,
MSTI J—YaVNTERESNE NSTI FEROZNORYTHOMAABEEZELET
=17y Iht BPDU (B ERE T ST )y UMERELET,
COZEDXF RRRYTHTYT , HHEIER. 4~601FTORYTHTY,

8) spanning-tree mode [mstp | rstp | stp]
ANZITIN—DARL—2a0E— F(MSTP, RSTP, STP) #:EIRLET,

9) spanning-tree msti instance x vlan y
MSTI (CVLAN ZE&E LT,
"X STl 2R &S (1~T)TY,
?y”: MSTI (Z:BANUL7 VLAN @ VLAN ID (1~4095) TY, VLAN [Z 1 20 MSTI [CDHIVE
VIRIRETY
READMSTI (&, VLAN IvEVTShF B A,

10) spanning-tree msti priority x vy
TVIAVARYADTFA A TR ELET -
“XMSTI & RTHES (1~1)TY,
Y TVIIA VAR ADTI47A) T4 (0~61440)
34096 D&% (FIZIE. "y’(2 0, 4096, 8192, 12288, ...)TF. EANKBRIE, 75
AFITANELBIET  TIVIDTIAF)TAEMSTI AV ARV AESE 6 )31 bD MAC 7 K
LATERTBE, TV IDHEAFERELET

11) spanning-tree priority x
ARZVTI-DTHA A T1EHEELET o
COEED X" ANZVTV) =D T34 F)T1DfE (0~61440) TY,
%4096 OfE# (FIZIE, “x”(F 0, 4096, 8192, 12288...)TY,
BANKBRE, T )TAHEBNET  MSTPARL— Y3V D5 & (d, CISTOT 5174
TATY, ENLLSME, STP/RSTP JVyIDTIAA)T4TY . TV9IDT34AA)T4E MSTI A
VARVAEE(L 6 )31 b VAC 7 FLATESEL., T IDHAFERELES .

12) spanning-tree recovery x
IyIR—brDIS=UANIDRA LTI M ERELET
N, error-disabled HKREEDIR— MIBRICHIETORETY,
COZEDXE B4 LTI METY , HRAEIX30~86400 #1 (24 B:f) TY,

13) spanning-tree transmit-hop-count x
STP Bridge Transmit Hold Count /$5A—A%%ELET ., ChIZTVvIR—bht 1 #0RE
(S {E AT BETS BPDU OFTT . COEZHEASE. XM BPDU DEEISEENELET,
COBEDXE. Transmit Hold Count (B5i¥{EEEHYY ME) TT,
BMGIER. T1~10(8#E(CBPU ZXETEH) 1T,

HO-)%)L Config E— RICTCOHEEER B SNICHTE LRE., “(config-if)#"FOVTMIT
R— FDEREEITO TS, FEER— FOSO—/VL Config E— FELUR— FE— RO/
ATCHREEAEMNCTRET, RELEEEDR— FCESICENES,
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R—FDANZV TV -DERFEFECONTIE, TIR= MM UATI-ARFEINY FI1ESERL
TLIZELY,

CCTE TV IDHERERIBETT,

38. storm—control YV F
AM=LIV A= L—MEERELET , HlERTEEG/ Wy bA =L TO— FFv AR, L FFv
AR AZFYAD MSTAVDDTTZITA VI TT , L= ME BRTED) Ty Mpps) e EH LET
(Xbps TlRHIFEA),
II9TFAVHENTE IV LICOHEREINET (FEZIE. MAC 7 RLAT=TILEICBVIL—L
(VLAN ID, 385t MAC)),

1) storm-control broadcast x
J0-FXvAMDIZVTAVTEITINI T4 DHIEL— MR ELET
COIZED X (FHNHIL— b+ (pps B [E, LT OMEICENET .

1, 2, 4,8, ..., 512, 1k, 2k, 4k, ..., 512k, 1024k

2) storm-control multicast x
RIVFEYANDIZVTAVITEITINI 719D DFIEIL— bR ELET
COIFZEDXFINFIL— b (pps BAL) (. LT OEICENET,

1, 2, 4,8, ..., 512, 1k, 2k, 4k, ..., 512k, 1024k

3) storm-control unicast x
AZFvALDTFVTAVT RTINS 749D DFIEL— bR FELET
COIFZEOXFINFIL— b (pps BAL) (. LT OEICENET,
1, 2, 4,8, ..., 512, 1k, 2k, 4k, ..., 512k, 1024k

39. tacacs—authentication—server JY I
TACACS+EREIY — I\ &R TELET, TACACS+ERII Y —NIFRZ K 5 2FTHR—MLET,
IRV ROEMICONT, U TS EBULTESL,

1. “tacacs—authentication-server ?"E A T3, UTOY TV FBRRSNET,

(config) # tacacs-authentication-server ?

<1-5> Server-Index
dead-time Specifies Dead Time of Common Servers
timeout Specifies Time Out of Common Servers

2. "tacacs—authentication—server x 2" A 1T %&, TACACS+EEEEH—)1\DIV 745 -3
YINTA=ARRRENET, COBED X" & Y—1NDI VU TIDATYT , R E I HELERFED
{BIZM~51TF,

{5l : "tacacs—authentication-server 1 2”& A HT3E, LLTOYITIYY FBRRENET,

#tacacs-authentication-server 1 ?

active Active the RADIUS server

host Specifies the RADIUS server

key Sets the RADIUS encryption key
port Sets the RADIUS server network port
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1) tacacs-authentication-server x active
TACACS+EBEEH — /X" B MICLET,
COBEDXE, H=ND1 I TVIABEF1~51TT,

2) tacacs-authentication-server x host y.y.y.y
IP 7 FLA% TACACS+REEY — /"X [CEINH TEY,
"x” H—NDLVTIDAES1~5],
“vyyy” : TACACS+EREEH—/V"X"M IP 7 FL A,

3) tacacs-authentication-server x key yyy
TACACS+REEH—/\“x"[CY—DLy b E—"yyy " EEINHTET,
"X =DMV TYIABEFT1~5]TT,
“yyy": =Dy b E— (&K 29 XF)- TACACS+ FREEY—NBLUARBB THBLE
ER

4) tacacs-authentication-server x port y
TACACS+E2E Y —/)\&fE AT % TCOP ik— MEEINHTET,
“$ =NV TYIAES1~5]TT,
“y” :T0~65535]FTM UDP R— FESTY,
iK— M O(zero) IICEREENS L. T4 bDIR— FANDERTESNET o

5) tacacs-authentication-server dead-time x
TACACSH+RREEY—1N\DTY RIM LEIEELET . COBZBED“X"(F. T A4 L (0~3600)
HECOMBETT, TYFIMLIE, BIEIDVIIAMEEICKRB LY =) IAFLLWDIA LD
EIEFFTIREMTT, LD, U—)INEILKECHIEHIBT L, BIEEFEULE
7
TYRAA LET0ILNEREMEICERE T L. COMBENERICBNET BL. EHOT—
NOERESNTVBIEEDH COMBEFEMELET,

6) tacacs-authentication-server timeout x
TACACS+EREEH — /1 \hoDIS EFERE D LREZRELET , H—/ 084 LIL—LAIC
BELBMEEE . RIELTWSEH LB LT, ROBHBY—NEDBEEITVET (ATEER
58

40. username JYV F
FR1I-Y0ERFEEERFE1I-YORELERZTVET,

1) username xxX YVyy Z
FHR1-Y01-Y4-)\AT-F-LALOBREETVET,
L. BEOI-YE2EANUESEER. 201-F0A0—- FELULAIOEENTEE
R
“xxx": A-HBTY, REATRER X FHNDER1~311TT,
ANBI-YER. XF. . HF. 7VI-2T70EAENETHERLET,
“yyy": KAT—FTY, RETREBXFHIDIERT0~311TT,
“2"  PHRALANIVTY , SR E R REBERLM1~31TY,

1-Y0T5A7IT4E 3 LAWDTFAFIT41(EEE . ARL-3 FAAR. ENENLAIL
3210)TY, EBELANDIZE. KEOTRATOEEETICENARETT
ARV=FLANTE, REOAT-AABLUVREBEEERRL, YATLO—EHDOAVTFIA
ARV RERFETHENAIRETT,
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HBARUARITIE, KEDAT—AA, ERENFKR RN AIRET. setup/configure IV FIZERTE

T&EFth,

41, vlan JYVF
VLAN T—AX—-20YV Fe AN T3, UTOBEENRTRINET,

(config)# vlan database
(config-vlan) #

VLAN D% 5E (. VLAN Config E— FICTITLVET,
SEMICOLTIE, TVLAN BREIIV R IES B U TS,

42. voice-vlan JYV F
B VLAN BBEZ SR ELET . B VLAN BEBEICED. IP Phone F5749D M8, VLAN (5%
EABERR M2 749DD T4 A T41%2ED)AD M 749D BEIMICEIN L TET, “voice-vlan ?”
EANTRE RDYTIAIY RERTESNFET,

(config) # voice-vlan ?

agetime Indicates the Voice VLAN secure learning aging
time

oui Specify hold time multiplier

traffic-class Indicates the Voice VLAN traffic class

vlan-id Indicates the Voice VLAN ID

<cr> Enable Voice VLAN mode operation

1) voice-vlan

B 7= VLAN #eE2F$CULET, “no voice—vlan” YV FICED . COMRERESNICLET,

2) voice-vlan agetime x
BE VLAN OCF175—090I—- I 054 LERELET,
COHZEDX"F I-IVTRIALTY , BT Al Rel3 (M 10~ 1000000017 TY, £HaY
T14E— R FREBRETE-FNEUGIGEICHERLET, TN DEER. N—FD17
DI-IVT84 LICENERBNET , ERDI—I VT A4 LidTage time; 2 * age_time | TT,

3) voice-vlan oul add xxX-xxX—-xX

S LO OUl IV MEEMULET .

4) voice-vlan ouil add xx-xXx-XX YVVy
FLakHNO OUl IV MEEBMULET,
“xx—xx—xx”": BEEBIED OUI 7 RL A, BEERIED OUl 7 FLAIZ. IEEE [CEDAVAIZEIN
LToNZEBOHRFTT, CNlE 6 XF . HMIOANTH—IYME xx—xx—xx"(x 13 16 EZK)

T,
“vwy: OUI 7KL, BE. BEBERBORNA—(COVTEREHINET, BEAELXF
F|OEILET0~32,TF,

5) voice-vlan oul clear

OUI IV MIFTATHIBRENET,

6) voice-vlan oul delete xx-xx-xX
OUITY MZEHIBRULET . "xx—xx—xx"(d, BEEBEIEADOUIY FLATTY , BEEREADOUI
7 RLAIZ, IEEE [CEDARVAICEIN H TON BB DHERIFTT, chidle XF1. hMOAHT
A=Y M xx—xx-xx"(CHDIZED"x" L 16 EE)TT,
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7) voice-vlan traffic-class x
FFE VLAN FS49DDD52ERELET . FFE VLAN LD 574903 TR TIOISAICHE
AsnZEd,
CDIZED“X" (. traffic—class DEO~T7)TT,

8) voice-vlan vlan-id x

E7HE VLAN O VLAN ID #5B2ELFET, COBAED“Xx”1E. VLAN ID(1~4095)TF
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“(configt” IOV T MHELVT, "interface ?"E A AALET,
h— PR EHERES LU VLAN J)L—THEREIC OV TIE ., LT DL “interface” 1YY FTERER

TTELLY,
(config) # interface ?
ethernet Ethernet port
vlan Switch Virtual LAN interface

1) interface ethernet 1/x

Port x DERTEEITLVET,
R—FDFRFEITY ROV TOFMICOWVTIE, LIBDOTR— MM UA71—AREIIV R %S
BB LTUESLY,

2) interface vlan x
VLAN Group x 41V371—A(CHHBED X" VLAN ID)EZRELET,
SEMICOLVTIE, TVLAN 418712 Config AV F1ES B LTS,
COAIVRIZED, VLAN A VR71—-AICHEMHEEINSTES,
VLAN 1VR71=2AD P 7 RLADEN L TEITIHE(E. COIYY FEERAL TS,

XEBHLNIATYY RE, “(confight” hb“(config-if)" FOV T MIFBITUET .

(GEXA)E
— %R VLAN DYERKIE “vian database” 1YY FICTERELET,
FEHBICOULVTIE, TVLAN BRIV RIS R U TS,
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1.23.1 R—=MIYA7I-AZKEIIVF

H0-1Nb config B— FlE, £MRIBAMVFOREZITVET, “(configtt TAV T bRREINFE
7,

h—FDZBEEITOIE . 2OTO—)N config B— FICT“interface ethernet 1/x” Y F&{E
BAULTEEEITVET, BIZIL. "interface ethernet 1/5” DB E L. Port 5 [CEAINET,

R—FOFRICE, LT OERBHBEENET

1) interface ethernet 1/x ®"x"lE. h— FEETT,
COIR Y RICHKERE . TATZOR—MIBERSNET .

2) interface ethernet 1/xy,z D“x”,"y”,"2"lF. R— FE B TT,
BIZIE. “interface ethernet 1/2,4,7"DIZE 3. Port 2, Port 4, Port 7 [CERASNET,

3) interface ethernet 1/x-y ®"x”."y"ld. h— FEETT,
COI Y RICHEREL . x~yFTOER—MIBERINET,
B ZIE. “interface ethernet 1/4-7"DHZE &, Port 4~7 ([SERAINFET,

4) interface ethernet 1/wx,..y-z D“w”,”x”,”y”","2"l3. R— FBEETT,
COARY RICHKEEIL. BIRUVEZTATOR—MIBHAINET,
BIZIZ. “interface ethernet 1/1,24-7"MiZ &3, Port 1:2, Port 4~7 [CEAINET,

(1) "interface ethernet 1/5"EANTBE, U TDLIICKREINET,

(config)# interface ethernet 1/5
(config-if) #

(config-if)# ?

exit Exit from current mode

help Show available commands

history Show a list of previously run commands
logout Disconnect

quit Quit commands

acl Access Control List Configuration

arp-inspection Set ARP inspection configuration
channel-group Adds ports to a trunk

clear Clears the counters

description Interface specific description
dhcp-snooping Configures DHCP Snooping Configuration
dotlx Configures 802.1x port-based access control
eee Set the eee mode

end Exit from interface mode

excessive Configure port transmit collision behavior
flowcontrol Enables flow control during autoneg
interface Enters privileged interface configuration
ip Global IP configuration sub commands
ip-source-guard IP Source Guard Configuration

lacp Configures LACP status

11ldp Configures 1lldp
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loopback-detection Configures loopback detection
mac-learn mac learn
maximum-packet-length Configures the maximum packet
length of the port

mdi/mdi-x Set MDI crossover

mvr Multicast VLAN Registration

no Negates a command or sets its defaults

poe Power Over Ethernet

port Configures the characteristics of the port

power-control Decrease energy consumption
private-vlan Configures Port-Based VLAN

gos Configuration of QoS
sflow configured sFlow samplers
shutdown Shuts down the selected interface
spanning-tree Specifies spanning tree configuration
speed Configures speed operation
switchport Configures switching mode characteristics
voice-vlan Voice VLAN Configuration

1. exit ANV F

BEVAAL—YavE—-F& T L. B10E—-FIRNET,

2. help AYYV K
COIRY FE—RFCHEARTRERIYY FETATERRLUET,

3. history YV F
ANLEIRV FOERZEZRTLET,

4. logout JYVF
VY- IVEEH LAY 7 MFHIERLET,

5. quit A¥VF
V- IEEER THICERLET, A7 reRIUEEETT,

6. acl J¥UF

AV871—AR—FDACLINIA—R(ACE)ERELET, IL—LHEEDACEE—ILE VG E
(Z. SNBDINTA-RIGELTIV—LOZENRE S/ EMCEDFT,

1. "acl 7EANTBE, ROYBTIAYY FERTENET,

(config-if)# acl ?

action Select whether forwarding is permitted or
denied

logging Logging operation of this port

mirror Mirror operation of this port

policy Select the policy to apply to this port
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port-redirect Select which port frames are copied on

rate-limiter Select which rate limiter to apply on this port
shutdown Shut down operation of this port
state Specify the port state of this port.

1) acl action [deny | permit]

= DT —HEEN A ("permit”), FRIFIEER("deny )INET,

2) acl logging
R—FCRAELIZTL— L% System Log [CREFTIREZHHICLET. “no acl
logging“ YV RICED., EICENET,

((x&c]:System Log DAEUHAXHELOTL— MIFIRENFT DT, TFECZS
lI\O

3) acl mirror
R—FCRZIELEIL-LEIS-YITTEREEEICLET . “no acl mirror” 1Y
VRICED, COMBEEEMICLETS,

4) acl policy x
ACL @ Policy x JIL—FICRELFT , COBED“X" (L. 1KY —ID(0~255)TT,

5) acl port-redirect [disable | 1/x]
K= b MIT1D)EA LD MEREE R E LET , BAFZEIAILI M 2B EDR
= ME/XE/x 1 /xyz 1/x7y 1/x-y,2” (EHR—P)) e E TEET . CDIHE
n"x"F. KR—+ESTY,
POOAaVNEFRISN TS5 G}, BRE CEEEN,

6) acl rate-limiter [disable | x]
R—bDL— ISy MEREERELET,
|, FEL— NIV ID OWTNDERRE TEET,

7) acl shutdown
R=PD Iy MO UBEEERRCLET, JL—LERIETRE., Ih— MIESTHED
7,
"no acl shutdown”(C&D., COBEREEENICLET .

8) acl state
R— POREEZIETE LET , “acl state” (TN, R— MEHZILET, “no acl state”
(LD, R— P2 EIICLETS,

7. arp inspection AYV K
R—FD ARP 4 Y ARD Y3 REE R ELET,

“arp inspection ?”E A ITBE, ROYTIAYY RRRENET,
(config-if)# arp inspection ?
entry add arp inspection static entry
mode set show the arp inspection port mode
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1) arp inspection entry vid x mac yy-yy-vyy-yy-yy-vy ip <ip
address>

iK—PDABTAYD ARP IV MZRFELET . COHED“X” (3. VLAN ID(1~4095)
T, “yy-yy-yy-yy-yy-yy & ARPUDTI A My bDEENT Source MAC 7 KL
ATY,
<ip address>(d. ARP UDI ANy b OAE$NEEIETT IP 7 FLATT, “no ARP
Inspection entry vid x mac yy-yy—yy-yy-yy-vy ip <ip address>“ICLD. IV )%
HIBRLET

2) arp inspection mode
R—hD ARP 1V ARD 3V #REE B NICLET . “no ARP Inspection mode” 17
RICED, COtkrezEMCLET .

(GEXHHE

H4F395 ARP IV FJIZ DHCP UDIA M OEELET, ARP AV ARD Y3V EBZNICT B8
[C. DHCP AX—E VI HRERF T B RIICL TR ALY,

FNLLSME. K ARP 41 U ARD Y3V EEET . AR T4 ARP IV MJBEERTE LTS,

8. channel-group I3V F
AVRII—=AR=re7D)T =230 IV —FICRELET , i, RAAT49D70) =930l
W=TDEINHTTY, 7HIT =23V DBEE-—FEEZEDH T, JIL—FICABTATOR
—MIRUBIEREICERE LTS,

channel-group x
FUDTIN—F“X"ITR— FRIBIMLET , COFZED X"k, FIUDTIN-THEST
T, RERIREREEHDEIZN1~51TT, no channel-group YV FICED, bUD
D —Thoik— MeEDBREET,

CEER]: 75U —YavkeEld 2 DMiR— hELE 10 IR— FELRTERE LTS,

9. clear YV F
R—bDHIY FEDUPICLET,

“clear 7EANTBRE, ROV T IRV FBRTRSNET,

(config-if)# clear ?
interface interface counters
loopback-detection loopback-detection counters

1) clear interface counters

1VRII—-2ADNIVE—&D)PLET,

2) clear loopback-detection status

W=FNYOHERED AT RNV E-EDITLET
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10. description Y F
AVRTI- AR ERTELET, B R—MIXFERRTIENTEET,

11. dhcp-snooping YV F

R— PO DHCP AX—E VT REERTE LET , T A#EEERR— FT trusted/untrusted (5%
EULET,

1) dhcp-snooping mode [untrusted | trusted]
DHCP Xyt—3MY—ARADR— ;& "trusted” ., =3 untrusted”[CERELFET,

2) dhcp-snooping statistics clear

DHCP ZX—EV T OR— r et 1EEREDU7ICLET

12. dotix QY F
h— D 802.1x #EREERTELET,

“dot1x ?"EANTBE. ROYTIVY FPRRENZET,

(config-if)# dotlx ?

authenticate Refresh(restart) 802.1X authentication
process

clear Clear 802.1X statistics

guest vlan Guest VLAN Enabled

port-control Needs dotlx-aware client RADIUS server
authentication

radius-qgos RADIUS Assigned QoS Enabled

radius-vlan RADIUS Assigned VLAN Enabled

1) dotlx authenticate
— MOEHERINAEEBOBRIAOAT Y1-Y T ETHZREELET (EAPOL X—2A
;U;E)
MAC A—AFRFIDZ AL, TCICHRIEEITVET, COIYY RE, EELEEESNT=D5147
YMIDOHCEHTT , cOITY RIE, FBEEAT O config E— FTERESIN., hOiR—
b Admin State ¥ EAPOL A—2R., F7=(3 MAC A—AZREEE—-FDIHZEDHEHTT,

2) dotlx authenticate now
K= DDA 7 FOBRIEME ETOEEL (CANRE BRI Z1TLET,
D347V M. BERRE P REBIEDIKREICNET,
cOAX Y R, FBEEHT O config E— RTERE SN, HhDOR— 0 Admin State #f
EAPOL X—2R. (& MAC XA—AFRFEE— FDIZEDHEHTY,

3) dotlx clear
R—o 802. 1X #EHEHREDV7ICLET

4) dotlx guest vlan
R—FDH AL VLAN BEBEZ B RNCLET,
“no dot1x guest_vlan“dYY RICED. COMBEEEMICLET,
B 2ZF VLAN #8e(&. A VLAN "5 0—)%0 config E— FTEMICEZREIN. HhIETEL
ER—FCEMBBEICEMELET, COIIY RIE, TEED EAPOL A—AE—FTOHE
T7,
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+ Port-based 802. 1X

« Single 802.1X
« Multi 802.1X

5) dotlx port-control [auto | force-authorized |
force-unauthorized | mac-based | multi-802.1x |
single-802.1x]

iK— b 802. IXARL—YaVE— FERIRLET .
ARV—2aVE— FOFGEMICOVTE, LTOESNTTY,

O auto:
dot1x—aware D34 7> b® RADIUS H—)\ZREENNETT , COT— RICED, R—F
%“Port-based 802.1X"E— RICERELET,

O force-authorized:

DIAT T RTDPICRAEH R CEHLIFTELET,

CDE—RTIE. R=tHUUD7YTTBE, EAPOL Success 7L—LEZEEL, TAT
DDFATY MELB RV MI=DP D ANGRRE B LICEF Al shE T,

(0 force-unauthorized:

FRTDIFATIMDTPIEAZEE TBLIRELET,

COE— KT, R—= D TPYTTBE, EAPOL Failure 7L—LEZEIEL. TATH
DIATIMIEB Ry RI=D7H e ANEICHNET,

D mac-based:

—M& MAC A—AEREEICERE LFET , MAC A—AFREEIE. iR— FAR—2 802.1X &
(at-;E?w#?,’:_%E’mb@T(atMi’e‘/ub\ XBOAEELTERTEHRASNTOET,
MAC RA—AFRFEDIZE . 1-HFIZ“DIA 7Y N EREEIN ., AL, D17V DK
OOICH TR FELTEMELET
DIATPUMIETRESNEDHIL—L(OL—LTRT) [EERBICLH>TAR—EY
HERBEDEN, D17 D MAC 7 RLAEI-HRE/SAT)— RO AICEH#RL
T RADIUS H#—/5IC EAP ;’JHEE TVET,

6 )31 ;D MAC 7 FL AL, “xx—xx—xx—xx—xx—xx" DX T H L. /NXF0D 16
HENATU(TREYNET, MD5 FBEEA K DA DHR— MDA, RADIUS H—/\%

TMD5 J(ZE%TE L TLIZELY,

SREIN'SE T 35E. RADIUS H—/NE BTN/ KB DFEREEEL. COFERZEHLIC

BEDIIITPV D749 BE/ B’CLET D17V M AIIFADTL

—LIFEESNET,

COFREEICIZ EAPOL 7L—LIFEFNT VS, MAC X—AFREE(S 802.1X #R1&E
(ZREARBNFEN

MAC AN—AFRiF&FI T3 F AL, 802.1X A—AFREFEELVIFM 7Y MIEREER
DY TUAY NI DI PRI EELBIETT,

—FH. . RBELTEEENHZ1-HICLHTMAC 7 RLAWARENTE . MAC 7 R
LABE S THNIE RADIUS 1—HELTEHETERY M) —DITEHETETLEILET
7,

F7z. MD5-Challenge AXEHR—FENTVET , IR—MIPOEATTRER R KDS
A7V MRIZ, R—FEF2)T4DYIY RV FA—IUICE-THIBR TR ENRTRETT,
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O multi-802.1x :

B LR— b ETREFC 1 2L EDYTUNY PSRRI ATEETT

Multi 802.1X (&, Single 802.1X EEI#KIC. IEEE R TIHNF AN, RHEDHEHE

EZURATVET  Multi 802.1X DIFE . RIUK— M L CRFICEEOY TIAY +

DFREINAIBETT , KEH TNV MIFNEFNICEREESN., R—FEF1)T1ENMLT

MAC T—JIUCERESNFET,

Multi 802.1X Tl H7UHY MEFTARTR— MIEHENTUEIH ., ALY TY

AV MIEIE L EAPOL 7L—LD%E S MAC 7 RLAEL T, JILFF+ A~ BPDU O

MAC 7 FLAZRER T3 EETEE R,

FORNIC, FTUBDY M oEE SN HID EAPOL Start JL—L., Fk(F

EAPOL Response Identity 7L— Lo ER#G LI TUDY O MAC 7 RLAZERL

T, COIGE . A#IFEET FLAELT, BPDU RILFFvAMD MAC 7 RL A%

2. EAPOL Request Identity 7L—L&EEELET (R—F LOYTUDY M EEENS

B31H),

h— MG RTREG Y UV b LRRIE. R—PeFaUT4DYUZY PV FO—-IVICE

NHIBBTBENTEETT,

(0 single-802.1x:

R—MR—=20 802.1X FBEE(CDULVTIE, HTUHY MHSR— b ET—EIE LR .,Itén
B, RYRI=D 574901 UTR— PR EDF =T UICBNET, TnicED. 25
SNBMEETH, R— MIEGRINEZDIA7Y M BIZE, NTEN LT IRIELER
SEENZDF4T7 P ETEBAETRECRED, BRESNBVNEETHRYNI—D7DEA
ETVET, tFI)TADEZREFETBICE, DT 802X EHEFEALET,
YTl 802.1X (&, IEEE #R#& TIE B, BEEED B IFiR— M—AD 802.1X R U4F
BT, YUY 802X DIFE A, BEAEGE . HTUDY ME—EC12FDR—k
L CERELEITVET  EAPOL IL—LIE. Y TVAV b 249 FRIDBEICEREINE
T, BHOYTUDY MAR— MIEHR SN TWBIGE (L. R— MY DHDNTIVS 5
BlE. ZRIOR—PeHBINET, HTUAY M EDREMN TEDLBIIAESR
RELBWESE. 2007 TINY MY FOF YU AEH/ET,

BIUHY MAIE UCEREESNBET7HEAEEFRI L, HR— PN TR E—RITARTOE
F1UTANBEBEDET, OGS R—beFaUT E—FEERLT. YUV D
MAC 7 RLAZHERLZET,

( dotlx radius-gos

RADIUS (CEIN L THN 7z QoS BEREZR INCLET ., £ “no dot1x radius—gos“]
IV RICED., COHEBEIFESNICHNET , RADIUS [CEIN L THNE QoS A O—/N L
E-RBLUR— RO ATEMLBIE S, —EYTUNY MIE LGREESNS
&. RADIUS #—/3(C&D RADIUS Access-Accept /Sy &SN, 20/ 5y b
D QoS DI ABMICL>THEBEITVNET , HTUAY bR— b ETRELEIT19D
[$. FEED QoS VA ToNFET . BEREEICKER LD, RADIUS
Access—Accept VT M QoS DI ALK G LTV ED, BB E . @Y
TUhY MR- b EICHEELVBIMEER. R— D QoS DFAI. JTD QoS D7 (H
%— TE R RADIUS [CEERHC. EBHE(CIH>TERTH) (CELICREINET,
AT avE, single—client E— FTOH BN TT,

* Port—based 802.1X

- Single 802.1X
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(0 dotlx radius-vlan

RADIUS 530 VLAN #EEZ B ZNCLET . “no dotix radius-vlan“IYY FICED,
COMEREIFEICHNET,

RADIUS ®fi& VLAN i O—/V)L config E— RELUR— MEEITHENLIEE . &
B, BB MVIE LCEREESN & RADIUS H—/VIC&D RADIUS
Access—Accept V7Y MHEESN., ZD/NTY RO VLAN ID (CL-TREBEITIVET,
iR—F® Port VLAN ID 'C0 VLAN ID [CEEaN3E., ZDR— M VLAN ID DX
VIN—IZEEFE SN . R— MEEREIAIIC VLAN unaware £— RICENFT, —EEINL
ToNdE, IR— FTRELE S TMDIRTRTIS A FEN . RADIUS RS0
VLAN ID [CEH#snFT,

DA T3V, single—client E— FTOHF BT,

- Port-based 802.1X

- Single 802.1X

12. eee JYV K

HBE HHEBETHD EEE(Energy Efficient Ethernet)#EE(IEEE 802.3az ICTCER)EM— FCES
(CLET,

“eee VEANTBE. ROYTIAYY FERREINET,

(config-if)# eee ?

queue-list Queue list
<cr> Enable eee
1) eee

N— FOCDHREZRERICLET , “no eee” IV RICED. COMRETEMICLET,

2) eee queue-list
FATDF1—% EEE Urgent ¥1—(CBELET,
“no eee queue-list“IYURICLD. EEE Urgent F1—HoITARTOF1— 2B LET,
EEE Urgent ¥1—(F. F1—DEY T, T=ANERICHBRETCICIL-LOFEEETVE
7,
FNLSHE., F1—13 3000 /N1 FSEIERTRERIRREIC B ETEHHLET,

3) eee queue-list [x | x,V,2z2 | x-y]
EEE Urgent Queues OF¥1—%ZEINHTET,
[x | x,y.z | x-y] : $¥1—&F(1~8)

“x” V)=
“X,Y,2” D Fa—-YAb
“X_y” : :F:L_o){éﬁ

COREETICET, BEMREIIHEINET, “no eee queue-|ist“IIVRICLD,
EEE Urgent F1—UAMOITATOF1—%fERLET,

13. end YV F
BEZELVVBE-—FERTLET,

(config-if)# end
(config) #
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14.excessive IV F
FZFE-FC.BEQIVVIVNRELEGENEEEZRELET,

“excessive 2"t ANTRE, ROYTIYY PR RSNET,

(config-if)# excessive ?
discard Discard frame after 16 collisions
restart Restart backoff algorithm after 16 collisions

* excessive [discard | restart]
F_EE-FCBERIVIIVNRELZZEOBEZRELET,

- discard: 16 EADI)JavhiEETRE, IL—LERELET,

- restart: 16 AOIVJaVHFEETRE, NWOATAREB/RLET,

15. flowcontrol AYV F

R—rO7O-HIHEEHICLES,
"no flowcontrol“JYY FICLD, JO0—HIHEENICLET,

16. Interface IV F
EHRLTEY MY TTERLIREDR— M DRDIR— M LTEZHOITY FTT,
K

(config-if)# interface ?
ethernet Ethernet port
(config-if)# interface ethernet ?
<1-10> Unit number: format 1/x 1/x,y,z 1/x-y 1/x-y,z

f51]:
+ “(configlt interface ethernet 1/5"E AN T dE, BEDHKRER Port 5 [CEREL, IYUF
(FFAT Port 5 [CEAINZET

+ “(config-if)# interface ethernet 1/6-7" 3, IRTEDZREZ Port 6-7 [CEREL. IV RIZT
AT Port 6-7 [CERAINET,

FHHICOVNTE, TAUA71—ARFEINY F ISR U TS,
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17.ip YV E

ih—FD IGMP/MLD AX—E Ve RELET .

“ip "EANTBE, ROV TIVY FRRENET

(config-if)# ip ?
igmp IGMP protocol
mld mld Snooping

(1) ip igmp snooping fastleave/ip mld snooping fastleave

h— O fast-leave #EREFHINCLET . “no ip igmp snooping fastleave”/“no ip
mld snooping fastleave“JY Y FICLD, COMEREEEINICLET , YILFFYALAR
—EVD D Fast Leave IR, JIL—TEBDIIVERCAVFTI-AITEETSC
el AU TT—AN D forwarding-table I FZEHIBRTEE T, VLAN 1 U3 J1—
g, TTOD leave AvE—JIFIESNTVBINFELAM I —TDRIFFvA MY
—W\DHIBRENET , Fast-leave ML, BEDIINFFv AN I —T =R EFICEE
RAT358TEH. RN LORANDFIE R BERIREICHERLET ., COFE
(&, IGMP LU MLD [SERAINET,

(2) ip igmp snooping filtering group addrress xxx / ip mld
snooping filtering group addrress xxx
IGMP/MLD 243U I —T&EBMUET . COIZE D “xxx” & IP IILFFr A+
7RLATY,
no ip igmp snooping filtering group_addrress xxx / no ip mld snooping filtering

group_addrress xxx 1YY RICED, IGMP/MLD 24)L3UVTH IV —T&HIBRLET

(3) ip igmp snooping router/ip mld snooping router
IGMP/MLD AX—EVJ DI —A—iR—MIERELET, "no ip igmp snooping
router”/”no ip mld snooping router“JYY FIC&LD, Ib—A—R—FLISMIERE LE
To b—B—R=ME, L1V 3 DIFFvA TN A, [ IGMP/MLD HIV7IC
EFTEND Ethernet A/ VF LDR—TT, 7TV =23y AV N—iR—bEIL—4
—h—MIB’ETRIHEE. IS —2aveEmnI—a—R—reUTEMELET,

(4) ip igmp snooping throttling [unlimited | x]/ip mld snooping
throttling [unlimited | x]
= FDRINFFr AN I —THEFIBRLET , “unlimited”, Fzld"x” (1~10) T
¥o
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18. ip—source—guard JYV F
IPY—2H— ez ELET,

“ip-source—guard ?"E A T BE, ROYTIVY FKRTRENET,

(config-if)# ip-source-guard ?

entry Add IP Source Guard static entry
limit maximum number of dynamic clients that can be learned
mode Set show the IP Source Guard port mode

1) ip-source-guard entry vid x mac yy-yy-yy-yy-yy-yy ip <IP
Address>
K= MIRATA9DIY M)ZEBMULETS,
"x”: VLAN ID(1~4095)
“yy-yy-yy-yy-yy-yy": MAC 7 FL A
“no ip—source—guard entry vid x mac yy-yy-yy-yy-yy-yy ip <IP Address>“1¥
VERICED, IV MERIBRLET

2) ip-source-guard limit [unlimited | x]
BER— FNCEBAREBAMTIVIDIM T MDORARBEHELET, B,
“unlimited” . FE"x"(0~2)TY , IR— ME—FNBEZN. NOHAFIVIDFM4T U+
DERAENTOIDHZE  FER—MDAITAYIIY MIC—HT LI P Iy b Tz
I—TAITETVET,

3) ip-source-guard mode
h— POREBEEFZNCLET , “no ip—source—guard mode” IV FICLD. COH#ERE
EEMCLET,

(&)

Dynamic IP Source I FJIE, DHCP YOI A OZEE ULET, IPY—AH— FeEZCT 37
[C. DHCP ARX—E VI HREEF T B IICL TR I, ZNLSME IP Y—2H—RICH LTAR
T4YDIP IV MNERELET .

19. lacp YV F
iRn— P ETEMELTLV LACP JOMILERELET,

“lacp ?7EA AT BE, ROYTIATY PR RENET,

(config-if)# lacp ?

Clear Clear LACP Statistics

key The Key value incurred by the port

mode LACP enabled

priority Priority of the port

role LACP activity status

timeout The Timeout controls the period between LACP
transmissions

1) lacp clear

LACP #atEsmeEDU7ICLET,
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lacp key [auto | specific x]
R—FZED key EEIEELET
“auto” (SRR ELIGE . MIE LDV DEEEE(10Mb = 1, 100Mb = 2, 1Gb = 3)
[C&DT key [FBYNRIEICERESNET, “specific” (CREULEHZE., 1-HFICLNE%
ESN{E X" (1~65535) 2 A HLET,
U Key fEZEDR—ME. B—O7TVT—Yavd I —FIEMENETH, B33
Key &6 Dih— MELBMTEE B A,

lacp mode
h— PO LACP #aEEEICLFET, “no lacp mode” YV FICLD ., COEREEES)
CLET,

lacp priority x
R—FDLACP 5474 ) T4 &R ELE T, LACP )N\ — M —HAKF N4 ATHR—FA]
BRI —TINKEBBZEE. COINTA—AEERTETEETEDR— M ENE
. NoD 7y SIRENEHIEILET
ERNSNGE ., T F) T4 E<BNET,

lacp role [active | passive]
LACP ZRL—av[Cx T %ilk— bOEREIZRELET
“active”[CERETBE. BRI TEIC LACP Ny MEZEELE TN, “passive”[CERTE
F3E. N\—F—hbD LACP NIy FMOZERFLFT(EENHLIHZE),

lacp timeout [fast | slow]
LACP % {EE DR EEHI T B72HIC1 LD MR ELET .
“fast”(CERTE T BE. BRVEAIT LACP ISy MERZIELETH, “slow”ICRET D
&, LACP /¥y MEEREIRRIE T30 F0R 1CEICRNET,

20. lidp OV K
h—bD LLDP #8E%2RELET,

“Idp ?”EANTBE. ROYTIVY R TRENET,

(config-if)# 1lldp 2

Clear Clear LLDP Statistics

disable Configure to disable the port in a LLDP State

enable Configure to enable rx and tx the port in a LLDP
State

rx-only Configure to rx only the port in a LLDP State
tx-only Configure to tx only the port in a LLDP State
cdp-aware Select CDP awareness

port-description Port capability is included in LLDP

information transmitted

system-name System name is included in LLDP

information transmitted

system-description System description is included in LLDP

information transmitted

system-capabilities System capability is included in LLDP

information transmitted

management-address management address is included in LLDP

information transmitted
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1) 1ldp clear
LLDP #f&t1EHREDUPICLET,

2) 1ldp [disable | enable | rx-only | tx-only]

R—bk® LLDP ZRL =23 E— FERELET,

- disable: R—F®LLDP ZRL—a VB EMICLET,
A, LLDP (M EEEET . R N—EBNHZIE L LLDP 1EHMEMEL
9,

- enable: R—bF® LLDP ZRL—2aVvEEHHICLET,
ABE LLDP fFRZEEL. R N—EENDZIELL LLDP [FHRZMEHTLE
7,

= rx-only: LLDP #RL—23v(Cxt LT Receive-Only [CE&E LFET
AR LLDP fFRZEELFEAN, RAN—ZEENDZE L LLDP 1B =
WwLEY,

- tx-only: LLDP ZRL—2av(C® LT, Transmit-Only [CERELET
AL, RAN—EBNHZIELL LLDP IEHMEMELTITH, LLDP 1EHR%EE
ELEY,

3) 1lldp cdp-aware

CDP-Aware ¥BE# B ZHICLET(CDP [&“Cisco Discovery Protocol” &5 LFE

7)o

“no lldp cdp—aware” Y RICLD . COMEREEESHICLET,

CDP AR —yavld 34 LT CDP JL—LOTI1— FEESB)ICHIBBAHNET (K

Hhvn CDP 7L— Li%{ERTEFEEA), CDOP JL— L. iR— MO LLDP BN E 311315

BOHFTI-T1TENET,

CDP TLVs & LLDP XA N—T—=F U 5T 71—V RICRIEV T LI B D H T

JI-FEEBILENZET,

ENLSND TLVs BINTHEESNFTGRHEAATEEL CDP TLVs BLUREESN

7z CDP 7L—Ll3 LLDP #iEtERICIE R RENFE ),
CDP TLVs (& LLDP A4 N—=T—=FINCTFEOLHTIEVTLETS,
« CDP TLV ®”"Device ID: LLDP )" Chassis ID”|[CRTRNFT,
+ CDP TLV ®”Address” : LLDP ()”Management Address” [CYvEVHT LET,
CDP 7 RLAD TLV [ZIIEHDOT LA EFNETH, ZHWDT KL ADH
LLDP A N=FT—=T VIR TRESNFET,
+ CDP TLV ®”"Port ID”: LLDP @ "Port ID”(CIVEVH LET,
« CDP TLV ®”Version and Platform”: LLDP " System Description” 74—)l F
(CIVEVILET,

+ CDP & LLDP O AICHR—FENTVD VAT LOERE
LLDP #8ETld. CDP HEEE I 2 RIICLNMAN—-LTWEB . COT8H,
LLDP %4 NN—=T7—TJ I Tl&" others"ERRENFET,

[EEE]:

FARTDHR— D CDP awareness WENBIGE (L. REI M N—EENLDZIE
L7z CDP JL—LEERELFET, Dla<et—2MDHR— D) CDP awareness H' B %%
15A1E. COP JL—LIE A THRIHLET,

4) 11dp port-description
FEIESNT LLDP 1EFHRICEFENS “port description” B ICLET,
“no lldp port—description“JY Y FICED., COMEREEENICLET .
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5) 1lldp system-name
EESNE LLDP (BERICEFNS “system name " EHRNCLET,
“no lldp system—name“JYY FICED, COBEBEEEINICLET

6) lldp system-description
EESNT: LLDP [FHRICE FN B "system description” #BMICLET .
“no lidp system—description“1YY FICLD ., COMREZEMICLET,

7) lldp system-capabilities
EIESNTZ LLDP 1FHRICEENS "system capabilities" 2B IICLET
“no lldp system—capabilities“ Y FICLD ., COMEREZREMICLET,

8) 1lldp management-address

EESNE LLDP BFHRICEFN S “management address” 2B #NCLET,
"no lldp management—address“JY Y FICED., COMEREEEIICLET,

21. loopback-detection YV F
K= FDI =T N EAEREE R E LT,

“loopback-detection ?"E AT BE, ROYTIAYY RRREINFET,

(config-if) # loopback-detection ?

action Set the Loop Protection port action
mode Set the Loop Protection port mode
transmit Set the Loop Protection port transmit mode

1) loopback-detection action [log | shutdown | shut log]
K= FCI—TERAM UG EDEMEZRELET,
“BHBIEE. “shutdown” (R—FESvy MU T3), "shut_log” (R—FESvy MDY
L. OJ&EETS) 3" log” (AU EEDH) TT,

2) loopback-detection mode
R— PO —TRAEEEEEMICLET, “no loopback-detection mode” v FICED, C
DIEREEEMICLET,

3) loopback-detection transmit
—THRHEEDEET - FEBRICLET,
“no loopback-detection transmit”’dIY RICED, COMREEEMCLET, EEET—F
(CED. =770 TH 300 PDU X ETENEINERELET,
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22. mac-learn YV F

R— D MAC 7 KL ADZ B ae xR TELET,

“mac-learn ?”E AN T BE, ROYTIVY RKRRENET,

(config-if)# mac-learn ?

auto Learning is done automatically

disable No learning

secure static MAC entries are learned,all other are dropped.
mac-learn [auto | disable | secure]

R—PDNMAC 7 RLAZEHREERE LT,

- auto | REFGEETMCZED7L-LERETHE. BEIMICEBREZTVET,
- disable: FENMTONEEA

- secure : A3T4YINMAC IV M)DHZEEE L. ZDMDIL— LB TATHHESINET,

(GERE):

ABOEBRAICERTIVINEZTE—REEETBRIC. A3 749 MAC T—TIWIEM
SNFENEINMEEELET  ZNRISME. IR IAV MIVDBEINTULEID ., Z0H4hD
non-secure hi— MCE>TERAINZD. IITPIA UATI—AZ N UTABICIEG T B L(C
LOTOHYANPTBENTEET,

AE-FELEETRANICABOEECERTSUIINART490 MAC T—FIUTEISNT
WBIMERE L TZELY, FEICERE L CLEIEEEUVIIINTLENET , EIRSESIC(E
thdiR—beERTHN, DUPILR— FTOREREITOTIEL,

23. maximum—packet—length JY F
= FDERKINVTY MAZXERELET

maximum-packet-length x
K= FORKRINTY A XEERELES . COBZBEDXIE KTy A X (11518~
9600 FTH{E) TY,
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24. mdi/mdi—-x YV F

R— ;D MDI/MDI-X E— &R TELET,

“mdi/mdi-x ?"EA DT BE, ROBTITY KR TENET,

(config-if)# mdi/mdi-x ?

auto AUTO-MDI
mdi Force MDI
mdi-x Force MDI-X

* mdi/mdi-x [auto | mdi | mdi-x]
R—rDMDI/MDI-X E— FEERELET,
“mdi”(Z, Hub/Switch &8 . “mdi-x"13. PC &G H. “auto”(d. EHEOBHEETD
CEMRTRETT

25. mvr DYV F
R— D MVR BRERERELET,

“mvr ?7EARTRE ROYTITY FRRRSNET,

(config-if)# mvr ?
immediate-leave Enable the fast leave on the port.
vlan MVR VLAN ID

1) mvr immediate-leave

ih— b fast leave EHEZNCLET, "no mvr immediate-leave“IYY RICLD, COHEEE

EEDICUET,

2) mvr vlan x [inactive-port | receiver-port | source-port]
MVR VLAN OR— X" DENMEERELET . COBZAED X”IE. MVR VLAN ID(I'1~4095 %
TNH{E)TY,

- inactive-port @ ¥EFER—MEI MR ZTVEEA,

- receiver-port : MIAFER—bF, WOV FEYAST—ADZEDHEITIHEIE. R
—;ELY—=N—=R—bPeULTEHRELET, IGMP/MLD Ayt —I&H1T
FREIEN, TFFP AN IN—TOrAVNCLBZZESNME. T
—RNZERITVEEN,

- source-port : Y—=RAR—FeLTINFFYAIT—ADEZEEITITVIUIIR—F
ERELET MABQEREY-AR—MIIERT IR TEEE
ho

[EER)]: WRY—AR— e, BIEA VAN R— FeEHE TR R INT R,
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26.no VYV F

AR EAICT D, REMEELHHEMBICRLET,

“no 7"EANTBE. RDFTIIY FIRIRSNET

(config-if)# no ?
acl
arp-inspection
channel-group
description
dhcp-snooping
dotlx

eee
excessive

flowcontrol

ip

ip-source-guard
lacp

11dp
loopback-detection
mac-learn

maximum-packet-length

mdi/mdi-x
mvr

poe

port

power-control
private-vlan
gos

sflow
shutdown
spanning-tree
speed
switchport

volice-vlan

Access Control List Configuration

Set ARP inspection configuration

Adds ports to a trunk

Interface specific description
Configures DHCP Snooping Configuration
Configures 802.1x port-based access
control

Set the eee mode

Configure port transmit collision
behavior

Enables flow control during autoneg
Global IP configuration sub commands
IP Source Guard Configuration
Configures LACP status

Configures 1lldp

Configures loopback detection
Configures the maximum packet length of
the port

Configures the maximum packet length of
the port

Set MDI crossover

Multicast VLAN Registration

Power Over Ethernet

Configures the characteristics of the
port

Decrease energy consumption
Configures Port-Based VLAN
Configuration of QoS

configured sFlow samplers

Shuts down the selected interface
Specifies spanning tree configuration
Configures speed operation

Configures switching mode
characteristics

Voice VLAN Configuration

BIELT, "no lacp mode” VY FEA ALIG AL, R— MO LACP BERENENERDET,
F7=. "no maximum-packet-length"E A A LTEIG & (L. #MIHAZR EE9600(CELET .
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27. poe AN¥V K
ih— PO PoE #BEZERELET

“poe ?"EANTRE. ROYTIAYY FERRENFET,

(config-if)# poe ?

auto-checking Setting POE auto checking

mode PoE mode

power Setting maximum power for port in allocation
mode

power-delay Setting POE power delay

priority Interface priority

scheduling Setting POE scheduling

1) poe auto-checking
RSN TS PoE B3 DIEmEEEAMICLET,
“no poe auto-checking” CCOMEREEEMNICTEET,
HA—)N)l Config E— RICTCORERER A $HCERELER. “ (config-if)#" 7OV T MIT
= FDREEITOTES, FEER— rDOTO—-NIL Config T— FRLUR—FE—FO™M
A CREEBMNCTHET, RELVEEEDR—FTECENET,

2) poe auto-checking failure-action xxx
SZEAEBHIODEBZNBIVEGEDEIEZRELET,
“xxx”lZ. “nothing”. F(E“reboot-remote-pd”MUL\FNMMCEENFT,
“reboot-remote-pd" 2R E T HL (FERIMBNOGENBIMNEEID) . K
“reboot-time”® PoE M#AEEDIEL, RERIMREERLBLET,

3) poe auto-checking interval-time x

ping DREIFRZEERELET . COBZED XS, [10~120 # FTOIEELNET,

4) poe auto-checking ping-ip-address x.xX.x.X

ZEAKRZD IP7RLAZRELFT . COBAEDX. x. x. X [&, IP 7 RLATY,

5) poe auto-checking reboot-time x
ping (CRELIIHE . PoE DIGEDH IR MERELET . COZEDXIF. [3~120]
WFTOBEERNET,

6) poe auto-checking retry-time x
REAKBOODOEOBIMGEOBERTREIHERELET COHZEDXE, [1~5]
FTOMEELNET,

7) poe mode xxx
= b@ PoE ARL—avE— FERELET . Xl L FOEOVTNNCENET,
- disabled: PoE #HEEZ|EMICLET,

- plus D ARL—Y3VE— REIPoE+ICERELFET (HAH A:30.0W),
- standard D ARL—Y30F— F&EIPOE JICERTE (R RH 73:15.4W) ,

8) poe power limit x
allocation = RTOR—FORRKENEFRELET,
COFZEDXE, AVRTTI—ADER A ITT (10-15. AW1XPoE EZEE—-FDIFE.
[0-30. OW |3%PoE+E— FDIFH) ,
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9) poe power-delay mode
ABENDERZEIONICLR2 0 PoE #AEMEEMAEZAMICLET . “no poe power-delay
mode“(CkD., EBNICLHNET,

10) poe power-delay time x
AEOEIREIONI(CUERD PoE (BB FZRELEFT . COHAD XS, [0~
300 #1FXTOMEERNZET,

11) poe priority xxx
AVR71=2A0 PoE FFAAVTAEERELET . “xxx’ld. U TFOBEONTNACEIET,
- critical @ F3MAUT4& critical”lCERELET,
- high D IIAA) T4 ' high” (SR ELET,
- low D TAFI)TAE oW ISR E LET

12) poe scheduling mode
PoE S8EBNDAT Ja1— L BEREZ B XNICLET, “no poe schedul ing mode”J¥Y RICLNEE
MCHNET,

13) poe scheduling hour x yyy

PoE %A@Z’T‘/:L WeHRELET,

“’ . BFEEIERL. 0~231FTOEERDET,

“yyy* : BEEBA%ZERL. monday, tuesday, Wednesday, thursday, friday,
saturday, Sunday” CREINFET,

28. port OV VR
R—FDEZA—#RE, TR X1 TEERELET,
(config-if)# port ?
monitor Monitors another interface
security Specifies port security

1) port monitor

K= FDEZA—HEREERELET .

“port monitor?”E A AT BE, ROYTIVY IR FRSNET,

(config-if)# port monitor ?
cpu CPU port
ethernet Ethernet port

(1) port monitor cpu [disabled | enabled | rx | tx]
EZAEITIR—FDYR M “cpu”EBINULET , “no port monitor cpu” AT RIZLD.
YA RD'D cpu DEZAZHIBRLET
- disabled: 35/ ZIETL—LOIFT-IVT&TVEE N,
- enabled :I7—R—FCEZEIL-LOIF— 'JJ’j"é‘T‘_IL\éE?O
-rx RIELEIL-LOHIF-I)ITEIFT—R—FTITLET,
-tx EEIV-LOHIF-Y T &I5—iR— I~'Cﬂrl,\ﬂ'o
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(2) port monitor ethernet 1/x [disabled | enabled | rx | tx]
EZARITIR— PDYAMI“Port x"#BIMMULET , “no port monitor ethernet 1/x”
IRV RIEED VARG Port x DEZAZHIBRLET .
COGED"X &, EZRIVTEITIR—MEE (1/%, 1/xy.2, 1/x-y, 1/x-y,z.E£501R)
'RLET,
- disabled: £ 5/ RIETL—LOIFT-IVTZITVEE N,
- enabled :37—R—FCEREIL—LOIF-)ITEITVET,
- RIELEIL-LOHIF-)UTEIF—R—FCITVET,
- tx EEIL-LOHIF-)UTEIS—R—FTITVET,

2) port security

R— 1T HEEERELET.

(1) port security action [none | shut | trap | trap shut]
R—MeF1)TMCERULEZGE SR UTOREBETVET,
- none: HIRIGELTY. MOLELTVEB,
- shut: HIRRICETRE, R—FEIVIMIILET,
- trap: HIPRICET L. SNMP Mo TEEELET,
- trap_shut: HIRRISETSE. SNMP FovT&EEL, R— eIy MIULET,

(2) port security max-mac-count x
COR— FCEREFTRER MAC 7 FLADBRKIEZRELET . COHED X" (&
MAC 7 RLADZ K IE(1~1024)TY , BIZIE, x=5 [SCDR— FTRYFI—-DHaRE
I3 PC 7DEARY M) —DZHRK 5 DFTHAILET . R—MeFaUT(RERLR
—MZ#FHLLIMAC 7 RLABRRENDE, TATOR— FDMAC 7 FLADIE#NE
EAONET, AUT- DT ATOR— MEERZONIIZE . BDOR— T
BRCEA R AES MAC 7 FLAZERSNTIVSE, BRE LR KIENEATEGL
BAENHNIET.

(3) port security mode
cOR—bOYZY IV FO—ILEBFCLET . “no port security mode“ 1YY FICK
N, COBBEZ|MICLET,
EER): FIAR#EERT D)V Config T— RICTARICEREL, TOERARITY
RICTR— PDEREEITO TS, FEER— MDY O—NNIL Config E— FHLUR—
ME—FOMATHREEZAMICTHET. HRELFEOR— FCHERICHNET,

(4) port security reopen

K= bDEFI)TAHRECLOTOvy MDY ENTTIR— MERRLET
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29. power—control JY Y F
R—rOEBHHAREERELET .

“power—control "¢ ANTBE, RDYTIAYY FRRRENET,

(config-if)# power-control ?

actiphy Link down power savings enabled
disable Disable all power control
perfectreach Link up power savings enabled

enable Both link up and link down power savings

* power-control [actiphy | disable | perfectreach | enable]

- FOEBNT- FERELET,

- actiphy R—=MUVDADREEDIZ S ICE B NE-FEERICLET,
- disable BBENE-FEEMICLET,

- perfectreach R= DT TIREEDIG S ICEBHE— FEEIICLET,
- enable R—ROUVDKREZERINT  BEHE- RFEEMICLET,

30. private-vlan J¥ YV F
h—FDTZ4 X~k VLAN BREEITVET,

“private-vlan ?"EANTBE, ROYTIATY FBRTRENET,

(config-if)# private-vlan ?
<1-10> index
isolation Set the port isolation mode

1) private-vlan x
iR—FEFS5C4R—F VLAN ID X" [CRTBSEET,
CDBED“X"(E. T7AX—F VLAN O ID DfET1-10(FXC5210PE). 1-18(FXC5218PE).
1-24(FXC5224PE) | D& (CENFET,
“no private—vlan x“JYY RIC&D. 754 X—F VLAN ID “x" o4 VR T71—ADHR— FEHI
BRUET,

2) private-vlan isolation
R—=FE7AIL—2aVR— M —=TCRELET, 7AYL—2avR—MIIL—TDrA V)~
[ZR U VLAN 722726 LTH . ENENEERERIDET, "no private-vian isolation“IY Y FIC
&N, 74V L—Yavik—MIIL—Thoilk— MBIRULET,
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31.gos IV F

R—bFD QoS #AEERTELET,

(config-if)# gos ?

classification QoS Ingress Port Classification
dscp QoS Port DSCP Configuration
policer QoS Ingress Port Policers
queueshaper Queue Shaper

scheduler QoS Egress Port Schedulers
shaper QoS Egress Port Shapers
tagremarking QoS Egress Port Tag Remarking

1) gos classification

T4 b QoS DA NIR—MISADEBETVET,

(1) gos classification class x
QoS DIAERELET (DIARIFENTVEVIL—LD QoS DFA)
COBEDX"E. TIHIMDIZA0~T),

(2) gos classification dpl x
WEEBEE (DIARFEINTEWIL—LO DP LA 25 ELET,
COJ/EDX"E, T4 D DP LAJLO~1),

(3) gos classification dei x
51 LIL— LEOT 74 FOERIF (XVLAN 350 1-bit 74—)LF) TT,
COBEDX &, T 74 FDEFNFO0~1)TT,

(4) gos classification dscp
DSCP X—2 QoS DA NR—FDIIAR FEEICLET , “no qos classification
dscp“IYYV RICEN. COREBERESNICLET,

(5) gos classification map w x y z
RIDS 2 FEEEMICLIEEO(PCP, DEDH'H(QoS D5, DP LAILADSAS
(FLRAAIEVTEERELET,
“w”: pep fE(0~T)
"x": DEI {E(0~1)
“y”: QoS A (0~7)
“2": DP LAJI0~1)

(6) gos classification pcp x
F 74 bDBRY 13 L PCP(Priority Code Point) 7L—LDEREEZLET, COBZED“X”
(is 0~7 G)ﬂE_C"a-o
[3E£E2): 3bit 74—JLRICIE, 802.1Q 7L—LDTFAAYTALARIB AR ZENTLE
7,
niE AT BLIL-LOI-HDTF4A)T1ELTERALLNET,

(7) gos classification tag
B {+& PCP 41U DEI 7L—LOIYE VI EEIICLET , "no qos classification
tag“IVV RICED . COMBETEMICLET  COMRENEBMLIZEF. 3T7L— L
(ZHT 74 +D QoS DFAE DP AN ERINET,

2) qos dscp
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QoS iR—® DSCP DERFEZITLVET

(1) gos dscp classification [all | none | selected | zero]

QoS J75AM Ingress DSCP DfEZMER DSCP IyEV (LR ELEY .

-al  :QoS»3AM DSCP {E%FATHES DSCP IVEVTITHFIARTLET

-none : AJ1DSCP U370,

- selected : EIRU%Z DSCP DA HFIARFTLET, YO—)Vb config E— FD“qos
dscp classification—-mode” 1YY FC:EIRSNTVFET,

-zero : R{FLEZ DSCPEMBIGRIEBRINTIINN0IDHEERIFIAH T
LET,

(2) gos dscp egressremark [enable | remap dp aware |
remap dp unaware]

DSCP Egress Rewrite E—F&HZRELET,
- enable:
JRVEVTEITNT U4 beEICLET, #FLLVDSCP B, JO0—/Vb config
E-FOIYVRTEHRESNET,
- remap_dp_aware :
JIVEVHICED UFM b eEBICLET, UvE VT EN T DSCP E(F., YO—)\L
config E— KM“gos dscp egressremap”d¥Y FTCERELET,
- remap_dp_unaware:
JIVEDTICED UM MEBRRICLET, UvvE VT e DSCP fiEld. ZO—/\b
config E— FM“qos dscp egressremap” 1Y K(DP level=0) THREINZET,
“no qos dscp egressremark” 1YY RICED, COMREEREINCLET,

(GEXEE

FTARMAEETO— )Vl Config T— FICTEBICHREL., FDEARITY FICTR—F
DHRFEEITOTZE, 3EER— FOTO—)N) Config E— FELUR— FE— FDE
ATCHREEEMNCTRET, ZRELEHREDR—FNTCEBICENETS,

(3) gos dscp translation
A—PFOANZTHEENICLET, "no qos dscp translation“II RICLD ., COHE
BEZEANCLET,

3) gos policer

QoS AAIR— ORIV VT EERELET

(1) gos policer flowcontrol
R—FrDOA DRI VTO70-0 FO-ILREERSIICLET, 70—V bO—ILH
AT, R—M70-2Y FA=ILE-RICHRESNTRIE A}, JL—LEHKED
T2, R—ZATL—LEESNET,
“no qos policer flowcontrol” YV FICED, COMEREEEENICLET ,

(2) gos policer mode
ANZEREEDR) VT HEEEERMCUET, Policer (FZ{ELETL— LD 1E
EHIBRLET . ANF1—DHIICERFESNET, “no qos policer mode“IY Y FICLD,
COMREEEIICLET,

(3) gos policer rate x

R—bORIDVTL— PR ELET
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"x”1&. T100-3300000 | DEFE N DIETT .

(4) gos policer unit [kbps | fps]
A= POL— PDELIEHRTE LET, “kbps” (kilo bit per second Fzld“fps” (frame
per second)DLVFNHTT,

5) gos queueshaper

EEF1-DIIIDVI-EUT e ERELET,

(1) gos queueshaper mode x
EEF1-"X" O II-EVIERELET COBZED X" E, F1—-DIE
(0~7)TY,
"no qos queueshaper mode x" YV FICED., COREREREMICLET,

(2) gos queueshaper excess x
EEF1I-OFEHBBOHFAZAICLET ., COBED X" E, F1—DIE0~T)
TT,
“no qos queueshaper excess x“JYV FICLD, COBEREEREMICLET,

(3) gos queueshaper rate x y
EEF1-"X" DIV II-EVTL- Y EERELET,
"x" F1—-0fE0~T7),
“y": {5 E DE(100~3300000kbps),

6) gos scheduler
H— FOEEF1-0 FSTIORBETET,

(1) gos scheduler mode [strict | weighted]
EEF1—D 719D EEE— F(“Strict Priority” $% M3 "Weighted”)Z5% E LF
7,

(2) gos scheduler weight x y
EEF1I-"XDEH TV ERELET .
"x": £1—0DfE0O~7)TY,
"y T1~1001FCOMETEH FTERELET
F5 749D DEFAEE— FHTWeighted IDBFDHE I TT .

7) qgos shaper
K= DI T4 VI-EV THRERRRELET

(1) gos shaper mode
F5249DD 857490 91— VT EREEE $ICUET, “no gos shaper mode“1¥
VRICED. COBEZEMICLET,

(2) gos shaper rate x
F749DDYI-EVTL— b X ISR ELET
COIZED X", X fEREDIE(100~3300000kbps) TY o
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8) gos tagremarking

R—bOD QoS HAR—+DRT-)I-F VT ERELET,

(1) gos tagremarking dei x
tag-remarking €— FO\T 74 PR TEDIHFE DT 4 FOFERIFTT,
XVLAN 35D 1-bit field T, cOIFED X" &, T4 MO FDIEO~1)T
7,

(2) gos tagremarking map w X y 2
tag-remarking £— R Mapped | [CEX E SN TL\B15E (. QoS class, DP level H
» PCP, DEI ADIYE VI EFTVET,
"w”: QoS Class(0~7)
"x": DP LAJL(0~1)
“y”: PCP(0~7)
”z”: DEI(0~1)

(3) gos tagremarking mode [classified | default | mapped]
tag-remarking DBI{FE— FZRELET .
- classified : D327 FL7z PCP/DEIEZ{EF,
- default : 774V +0 PCP/DE! {EZ{E .
- mapped : QoS WIABLU DP LAINDTIE VT IEHRERE A,

Cx&R):
H AR—MIBT DR —F VT RTE DR ER— MIERE LTS,

(4) gos tagremarking pcp x
T4 D PCP (Priority Code Point) #5%E LET,
3bit 74—V F(tag-remarking €— FhiDefaul t1[CBRESN TS IH AL, R—
bFED 802. 10 IL—LDTFAAVTALRIB AN SNET) TT,
COIGEDX"E. PCP(T0~T71ETODIE) TT,
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32. sflow YV F

h— b0 sflow #REERTELET,

“sflow ?’EANTRE. XOFTIAYY FBRTRENFT,

(config-if)# sflow ?
counterpoller Set counter polling interval configuration
per poller instance per port

flowsampler Set flow sampler configuration per sampler
instance per port
sampler Clear per-port statistics

1) sflow counterpoller enable
HAIBDR=UITEBEICLET, "no sflow counterpoller enable“IY RICLD . COHERER
BHMICLET,

sflow counterpoller interval x
NOVAR=IIT DY YT )T RE (R B TRELET  COZEN X310
~3600 ¥ 1ETOMETTY,

2) sflow flowsampler enable
R—+O70-HY V)T EFHICLET,
“no sflow flowsampler enable“JIY Y RFICLN, COEREFESNICLET,

(1) sflow flowsampler max hdr-size x
sFlow T=R(CH VT TSNy b KA A FIE—3 30 ERELET,
CDIZEN X" EHRKANE (14~200 bytes | TOE) T,
RART—AYA BN —DR K YA X (CWRELBIMEE . FV TV T3 E
Sh&EY,

(2) sflow flowsampler sampling-rate x
Ny MY T O OME EOY YTV T - MR ELET COBZED X" EHY
T = M1~4294967295 DIE)TY . YU T L—PENERTEL, R—FTER
ESnzry O 1/N BB TEHEEHLET, YT TUETATOT-ANE
HENBDIITEHNFE
Pik—bESNTVBVI VTV T - FEERSNESE &R —FEVF VTV T
- MCEBIMIICERAZELET,

3) sflow sampler

h— b0 sflow #EHEHREDUTICLET,
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33. shutdown YV F
"= FEEMCLET,
no shutdown 1YYV RICED, R—FEESNCLET,

34. spanning—tree YV K
N—=FDANZ VT —HREERTELET,

(config-if)# spanning-tree ?

autoedge Set the STP autoEdge port

bpduguard Set the bpduGuard port

clear Clear STP port statistics

edge-port Specifies spanning tree edge port

mcheck Set the STP mCheck (Migration Check) variable fo
ports

msti Specifies spanning tree MSTI

P2p Set the STP pointZ2point port

restrictedrole Set the MSTP restrictedRole port

restrictedtcn Set the MSTP restrictedTcn port

<cr> Enables the spanning tree

1) spanning-tree autoedge
TV IiR—FCEBRIICIYYIR- MR T DHREERRICLET , iR— T BPDU H¥Z{EE
NEEDEIDERETHENTTREICNET , “no spanning-tree autoedge“IV¥ Y FICLD, O
HREZEICLET,

2) spanning-tree bpduguard
ih— 0 BPDU Guard #EEE B MICLET . COM RN EEI5EE. H%G BPDU 221{5
FHER— MIESCBNET,
FE#HDT)YIREICRLT, IVIR—FDAT—RAB DR FEICEEZE LF B, NS,
error—disabled HKEEDR— ME., RHRICT VY IR— FDIS—EIEDREDF RERINLT
9,
“no spanning-tree bpduguard“JY Y FlCLD ., COBEBERESNICLET,

3) spanning-tree clear

STP h— bO#EHESREEELET,

4) spanning-tree edge-port
IvIR—FCEMET BT ZBRCERTELET  (R— M HA b Sh 3. FIEIKEETIE Y
Jih— b CEIELET), "no spanning—tree edge—port“ Y FICLD., COMEBEFELNICLFE
P
IyIm— 7351 R— M Ty VEBCEEERSN TSI DEINZRT IV TTTUvY
[FEFEINGY), 72T —TA VT RECREITTIRER. TyUm—M(PC BEIy IR
SN TVBIZEE) DANMDR— FEDERBDET

5) spanning-tree mcheck
iR— MO STP Migration Check(#fTF Iy BRILET . A#h STP BPDU & H LG E
(&, STP E#E— FICBEIMICRESNE T, L, IV FEE-T, BPDU 74—y eF
BCTHEFIYILT, BIRULEAVATI-AIGEETHELAEETY (RSTP, (& STP
BE-F),
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6) spanning-tree msti x cost [auto | specific y]
MSTI "x"MDiR— MCEDE LN IR MR ELET
"x": MSTIDA VT YD) A0~TNFETOIE
"y”: 1 hOfE(1 ~200000000)
“auto”[CERTE T BCEICED, 802.1D ([CHELT, YV DAE— o/ SALIAMERELET

* spanning-tree msti x port priority y
MSTI"X" DiR— FDF A A ) T1ERELET .
“X":MSTI D1 U TYIA0~TNETOIE
"y T4 TADIE(0~240)FTOIE
CNICED K= FOIAMIE UR— FDT 4 A ) T 2RI LET o

7) spanning-tree p2p [auto | false | true]
R—bDIRAY bRV MERERELET .
LAN [C&BMRA Y bY—RA Y MEGRETTH HBFREAQIFFrAMGEDRF)CHERT
BETHRAY M—RIY beBBENET,
“auto” CEHENRH N\ “false” /“true " EERE CEET,
IAD=TAVTIREITBITT 30 . £HREARLDLANTORA Y M=KV +OEFIHEET
R

8) spanning-tree restrictedrole
MSTP TOENMEZHIRLET . COMRENBRBIZ R AZVTV-0T1 1) 7405
LMEETH. CIST, MSTI BEDIL— MR— L TEIR T BEFTEE B A,
COiR— MEIL— MiR— MGEIREN RS, RER— PeUGEIRSNET,
REBR-P2RETRE. ATV -DEFEIINSIZEDNHIFET .
FRTOT W INEBREOHETICHVRIREENAHRIDT, Xy I—-DEBE(CLNIRYFI—
DOBRRBHNOT )TN ANZITI)-DPT47 MROI—ICEBESZBVLIICETER
TICENTEET,
COREREIL. “IV—FH—F"EREIENFE T, “no spanning—tree restrictedrole“IY Y FICLN. C
DHEREEEMICLET,

9) spanning-tree restrictedtcn
MSTP ) TCN TOiR— rOEMEZHRIBRLET . COMBENBENLIE A, RELLMOY-
DEFBHELVEOMOR— O MROY-DEERBMEEELEBh RESNDE, A
BNZVT9)-0P0747 bROY—DEEDH ., R THEE LB RUEIRDTH(C—Fra(CHE
D RETEIENHNET
REEE, 2y MI—DDR BN HB T )y IN—JavAAT RLATZYO VT ez
2. Fol XY MI-DOHRKBEEICHET IV IFEEEDT LB HEH T LAV RN H
B MEMICHERRRSN TS LAN OUVDRENERICSEL T 3D EHTHIC, 2y bDI—5
BEECLOTRESNET,

10) spanning-tree
22TV —#EEE B ICUET . “no spanning-tree” YV FICED . COMBEEENICLE
7,
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35. speed VYV F

- FOBIERESLURIEE- FERELET,

(config-if) # speed ?

auto Set port speed to be auto
10hdx Set port speed to be 10M hdx
10fdx Set port speed to be 10M fdx
100hdx Set port speed to be 100M hdx
100fdx Set port speed to be 100M fdx
1000fdx Set port speed to be 1G fdx
speed auto -auto—negotiation E— FICERELFET,

speed [10hdx | 10fdx] AMDBERE. 2-E/F BT RICHELET,
speed [100hdx|100fdx]  :100M DEEEE,. 2B/ F ZFE—-RIHKELET,
speed 1000fdx 1000M1G)EEEE. EZFE—-FICERELET,

36. switchport JY YV F
VLAN Port(Z4yFih— MNDEREETLET,

(config-if)# switchport ?
acceptable-frame-types Specifies frame type

allowed Configures the VLAN port list
ingressfilter Set the port VLAN ingress filter
mode Configures the port type

native Configures the PVID of the port
tx tag Set the port egress tagging

1)switchport acceptable-frame-types [all | tagged | untagged]
AT FE/ATBLIL-LDZTANEERELET,
- all FRTOIV—L, 8T4E/53T5LIL- LT ANET,
- tagged AT FEIL—LDHZ(FTANET,
- untagged: 3 TBLIL—LDHZ(TANET,

2)switchport allowed vlan [add x | remove x | forbidden add x |
forbidden remove x]

VLAN x AQiR— DB, VLAN x hoiR— FOHEIBR. VLAN x ADZEIEDEZTE . VLAN x
WoZ I ERRRDEREEITOCENTEET, “x"M VLAN ID (371~4095 |1 FTHIETT .

3)switchport ingressfilter
R—F®D VLAN A A 74 3HEEE B NCLET . “no switchport ingressfilter“ 1YY RICLD.
CORBEEEEINICLET,

4)switchport mode [c-port | s-custom-port | s-port | unaware]
ih— b Port Type #ERELET, “Port Type”IC&D, O H DTy I(Q-in-Q)ETFILDR
— ORI TERELET
Customer VLAN (&, TPID == 0x8100, Service VLAN (&, TPID == 0x88A8 TY,
Q-in-Q M R—FENTWEWNTZTIT -3V 0551}, S-port HEU S—custom—port (F 1]

INET,
- c—port: C-port [CERTETBE., 3T FEIL—LIETU—LDOATIZEUT VLAN [CD5 A5 T
INET,
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- s—custom—port: S—custom—port [CERETSE. HATL—LATD TPID (F. Service VLAN
O TPID [CEBESNET, Chld. Q-in-Q 7yTIVDEHGATT,
- s—port: S—port [CERFETBE. HATL—LAT D TPID [F. Service VLAN () 0x88A8 H'E%
ESNFT, hid. Q-in-Q 7yTIVDEGRTT,
- unaware: [Unaware |[CERTET D&, ZIEIL— LA LB L TCUREINET, RIELEIL—
LSO HDDIGETEH, RER1O0—- FELTREBENET , TL—LIFR—MX
—2A VLAN (I35 FSnET (PVID) , Chid. 802.1Q PHE AR A .
Q-in-Q AUV UDERRATY, iIk— M —2A VLAN 2 3315 4(¢. PVID &
@ UL, “Unaware”[CEZFE LTSN,

(@)

switchport native vlan [none | x]

AAR=FTATBLIV—LICH$ET B8, 24747 VLAN O VLAN ID ZEINHTET,
"x” . iR—F® VLAN ID(PVID)THN. NNIE%TE Al BES EEE DIEILT 1 ~40951 T,

“none”: VLAN FSUDR—MIERLET,
BTBLIL—LERETEE. ANR—FOPVID ZE4EF O VLAN ID ELTHERLET, PVID
(&, 3Ly MERT FENTY MIE BT AIRISEMT 220D VLAN D [CEFERLET,

6) switchport tx tag [tag all | untag all | untag pvid]
HABRANDIV— LTI HEERELET OL—LIEESNSIEE)
-tagall : AUFEHAR—b HATYMITATHIFETT
- untagall : 3G LHEAR—F, HANNTYMITATEATELTT,
- untag pvid : hybrid t 71— FCT, PVID ELTATFFENELED LIS DO )87y M
EENCUAN IR

37. voice-vlan JYV F
R— DB VLAN BEEERTELET
(config-if) # voice-vlan ?
discovery-protocol Set the Voice VLAN port discovery
protocol mode
port-mode Set the Voice VLAN port mode
security Set the Voice VLAN port security mode

1) voice-vlan discovery-protocol [both | 1ldp | oui]
F VLAN R— MO TO MV ZRELET . BEIRAE- FOEDLEEOHBELE
Yo RHTOMUNLLDP  F721E "Both " [CERESNBHIIC, LLDP #EEEHMICL TS,
BRHETAMIVE OUI"FZIZLLDP (CEET 5. BEMRHAEERRLET,

BRETESTORIE, UTOEBNTY,

- oui :OUl 7 RVAICLST, BEEEEEZRHLET,
- lidp :LLDP [C&2 T, BEEEEZRELET,
- both QUL BLU LLDP Oili 5% fE->T, BEREBEZRIELET,

2) voice-vlan port-mode [auto | disable | force]
B VLAN OFEZITVET,
-auto : BEMRHEE-FEEBICLET, VoIP BEFEZEENRFER—MIREHRSINTLSH.
B VLAN AVN-DEERESN TVBINEIN R LET,
- disable : H7 VLAN hofBlRLET
- force : HE VLAN [CERELET,
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3) voice-vlan security
= bDEFIUTIHEBEE B RICLET,
TFIUT HREEERCT L. BFE VLAN OEFFEE LISL ) MAC 7 FLAN 10 #2170y
DENZET, “no voice-vlan security“ YV RICED, COMREEEIICLET,
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1.2.3.2 VLAN 12571—2 Config AV F

Config E— FDITY FiE. “(config)#t” TOV T MCTEAZEEZTVET,
VLAN J )V —T&FBETRIEEL. “interface vian x” IV FEFERL TS, FlAE.
“interface vlan 100” [&. VLAN100 DX E&{TOB ST,

(GEX)E
VLAN YER/BMNlE. “vian database” AV FTTHTLIESLY,
FEHCOLTIE, TVLAN BRIy RIESERIZELY,

“interface vlan x” 1YY FICLD, VLAN JIL—TEHZREEITIVET,
BIZIE, VLAN [CIP P RLAZEIN Y TRB A&, COITY FEFERLTESL,

1) “interface vlan 100" A AT 3E, LTOTOVT MEENRRTSNET,

(config) # interface vlan 100
(config-if) #

(config-if)?

exit Exit from current mode
help Show available commands
history Show a list of previously run commands
logout Disconnect
quit Quit commands
interface Enters privileged interface configuration
ip Set the IPv4 setup
ipvé6 Set othe IPv6 setup
no Negates a command or sets its defaults
1. exit A¥YV KR

BEOAAL—YavE—- & T L. BIOT—FICRNET,

2. help YUK
help ¥ FICED . ERATEEG DYV FARRENET,

3. history YV F
ABLEIRV FOBEER R RENET,

4. logout YV F
AY 7o rADIYY KT,

FXC5210PE/FXC5218PE/ FXC5224PE



1E JIVRMU871—2A
=
5. quit IYYF

IV-VEE COREERETIRCEALET AT7Y beR UHREERHET .

6. interface YV F

EBHELTEY NPV T TERLIIREDIUATI—AVLAN HIL—ThoRDA VB3 T1—A VLAN J )l
—TIATLBBRHOITY KT,

(config-if)# interface ?
vlan Switch Virtual LAN interface

Are
“(config-if)# interface vlan 100”(3, SR EEIEZ VLAN 100JICEE L., ROV FHITAT
VLAN 100 [CEFASNET,

7.ip AXVF
VLAN A VB—JIA AL TARBEDIP 7 RUAZHTELET . VLAN DRy R)—DD1—F—DHHC
DIPPRLAEFERULTABICTOLATEENTEET,

(config-if)# ip address ?

dhcp Dynamic host configuration protocol
A.B.C.D IP address
renew Renew IP

1)ip address dhcp
DHCP D347V MEEERT BRNIICLET
DHCP D347 hégElX, Ry RT—=H®D DHCP H—)\hn IP 7RV AEERRIFLET,
“no ip address dhep“ YV FCCOREREEENICLET .
DHCP #—)\hbM IP 7 RLABRIFICKER L, ERESNEIP 7 RFLANT0J(ICH 125 & B
TUES,
DHCP #—/\h' 35 BRICISE B, SRESNZ IP 7 RLANT0 LISt I OEDIS AL, DHCP
DBERITEFML, RESNTWS IP 2FEALFET,
DHCP D347 M. DNS SR Y 370ICE&E LTz System Name ZHRA MR EL TR LE
7,

2)ip address X.X.X.X V.V.V.V
LAN TAD IP 7 RLARZRELET,
“xxxx”: REEDIP7FLA,
“vyvy': KEQOHTRYIIAY,
BIZIE “ip address 192.168.1.12 255.255.255.0” (&, JE— MEERD VLAN J)L—FICAH
DIP7RLAZRELET

3)ip address renew

DHCP [C&->THBULEIP 7 RLADY—2AB1 LEEFH ULET, T— FPyTHE(C, IP SRENRE
SNTLWEWMEEF. COOTVRICED. BE IP REEZITVET,
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8. ipv6 IYV F

VLAN FOA#D IPv6 7 RLUAZHRE LET .
VLAN 029 rI=D01—F—DHh IPv6 7 RLAICENARBICUE— FPOEARRETT .
(config-if)# ipv6 address ?
autoconfig Set the IPv6 AUTOCONFIG mode
renew Renew IP
<ipv6 address>IPv6 address For example,
fc80::215:c5ff:£fe03:4dc7

1)ipv6 address autoconfig
IPv6 Auto Configuration #E8EZI BN IICUET, “no ipvb address autoconfig YV RIC&
NCDBEBERT SN IEBNFT
YATLDNAT—MVA? FLAZRAF TERIMEE . BRESN TS IPv6 7 RLUAWERASN
7, -5 BB -F0RNEBLRECECGERTIIGENHD. BEIREICETDE
TR IERICRGNET,

2)ipv6e address renew

IPv6 BB)EX EMBEICLNERIGSNIC IPVvE 7 RLAZEFHLET

3)ipvée address <ipv6 address>
—® VLAN THRHED IPv6 7 FLAZERTELET , “<ipv6 address>” (3 IPv6 7 RLATY,

9.no YUK
HEeREY(cT 2. TEEHEOECRENET,

“no PEARNTBE. ROFTIIY FIRIRSNET

(config-if)# no ?
ip Set the IPv4 setup
ipv6 Set the IPv6 setup

* ip address dhcp
HlELT. “no ip address dncp” XY FE A A ULEIHZ AL, DHCP D347 MEREN EESNET
NET,
OGS AL vian [ERESNZIP 7RLAZERALET,
F7z. "noip address"E A SIUTEIGE B IP 7 FLADER EH 15 H AT Rk #8(192.168.1.1)IC
RNZET,
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1.2.4 VLAN BRIV E

50— config B— FOIYY FIE, RKEOEKRZEAHTT,

TAVTFRTRIE. "(configl#” TT , VLAN OERL/:BIIDIEZ & X, JO—)VL config E— KT,
“vlan database” YV FERAVT, £7 VLAN FREE— RICADET,

70V 7 MEEIZ“(config-vian)t”" TY

(GEXG)E

L2H\D VLAN TIL—F ("VLAN ID”EREIZN D) DEREDIHZE S, £9 “interface vian x” 1YY
F("x”l& VLAN ID) T. VLAN 4 Y371 —RA Config €— FT{ToTLESLY,

SMICOLTIE. TVLAN 4 871—2 Config E— F1#SBULTES,

1) "vlan database”t A 1T 3L, U TOEEDRRINET,

(config) # vlan database
(config-vlan) #

(config-vlan)?

exit Exit from current mode

help Show available commands

history Show a list of previously run commands
logout Disconnect

quit Quit commands

end Exit from vlan mode

no Negates a command or sets its defaults
vlan Switch Virtual LAN interface

1. exit ANV F
WEOARV—Y3VE—FER T L, BIOE—FICRENZET,

2. help AYVF
HREARELIVY FETATERRLETS,

3. history YV F
ABUVEIRVFDEREZRTUET,

4. logout YV F
IVYV-=)VEEh LAY 7o LET,

5. quit YV F
VY= IVEEZE T LET, logout ER UMEEETT,
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6. end YV F

VLAN Config E— F&# T UET, exit ER UHERETT,

(config-vlan)# end
(confiqg) #

7.no AYVF
BEEEZ|NCTHN . TISHAERFOEICURANLET,

“no EANTBHE. ROYTIVY FRRENET

(config-vlan)# no ?
vlan Switch Virtual LAN interface

flELT, “no vlan 100"V FE A ALEIHE S, TVLAN 1001 ZHIBRLET

8. vlan YV F
802.1Q VLAN, Fzl& Q-in—Q @ Custom S-port M EtherType #HXELET,

1) vlan x
VLAN S EZITVET,
CODIHZED“X”(E VLAN ID (1~4095 FTNDIE) TT, “no vlan x"AIY KICLND. VLAN X" &HIBR LE
7,

2) vlan x name yyy
VLAN ID :"x”® VLAN Z4ERL L. VLAN & "yyy " #% E LET,
”x” : VLAN ID (1~4095 £TNfE)
“ywy” o XFF|

3) vlan etypecustomsport 0xXXXX
Q-in-Q ? Custom S—port D1 —H Ry A TERTELET, “OxXXXX"(FA =Ry 4TS
(16 EH)TY,
"no vlan etypecustomsport” 1YY FICLD, COXREEHIBRLET .
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1.2.5 Show JYV F

Show VY FICED, YATLOERFREPERIRRSNET,

“show ?"EANTBE, UTOHTIYY RERRENET,

loopback-detection
mac-address-table
mac-security

# show ?
aaa Show AAA service configuration
acl Packet Access Control List
calendar Date and time information
ddmi Digital Diagnostics Monitoring
Interface
dhcp-relay DHCP Relay Configuration
dotlx 802.1x content
eee Show eee configuration
history History information
interface Interface information
ip IP information
ip-source-guard IP source guard
lacp LACP statistics
11ldp Show 1ldp Configuration
log Log records

how loopback detection
Configuration of the address table
MAC Security Configuration

management Management IP filter

map Maps priority

mvr Show MVR Status

ntp Simple Network Time Protocol
configuration

poe Power Over Ethernet

port Port characteristics

queue Priority queue information

radius-server
running-config
rate-limit

RADIUS server information
Information on the running configuration
rate-limits

rmon Rmon
sflow Sampling flow
snmp Simple Network Management Protocol

spanning-tree
storm-control

statistis
Spanning-tree configuration
Show storm control configuration

system System information

tacacs-server TACACS server settings

trunk Trunk information

users Show users configuration

version System hardware and software versions
vlan Virtual LAN settings
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1. show aaa YV F
AAA FREIDERTEEAT—AAERRLET,
R

# show aaa authentication login

Auth Configuration:

Client Authentication Method Local Authentication Fallback

console local Disabled
telnet local Disabled
ssh local Disabled
web local Disabled

2. show acl ¥V F
ACL RERIUAT—HAAERTLET,

E

# show acl ?
ports Show the ACL port configuration
rate Show the ACL rate limiter
status Show ACL status
<1-256> show an access list configuration
<cr> show all access list configuration

1) show acl

FARTOH ACE DAT—HAERRLET

R

# show acl

ID Type Port Policy Frame Action Rate L. Port C.
Mirror Counter

1 User All Any Any Permit Disabled Disabled

Disabled 31741
Number of ACEs: 1

(1) show acl ports

ACL h— FDEREERRLET .

# show acl ports
ACL Configuration:

Port Policy Action RatelL. PortC. Mirror Logging
Shutdown Counter

1 0 Permit Disabled Disabled Disabled Disabled
Disabled 0
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2 0 Permit Disabled Disabled Disabled Disabled
Disabled 0

3 0 Permit Disabled Disabled Disabled Disabled
Disabled 0

4 0 Permit Disabled Disabled Disabled Disabled
Disabled 0

5 0 Permit Disabled Disabled Disabled Disabled
Disabled 0

6 0 Permit Disabled Disabled Disabled Disabled
Disabled 0

7 0 Permit Disabled Disabled Disabled Disabled
Disabled 0

8 0 Permit Disabled Disabled Disabled Disabled
Disabled 0

9 0 Permit Disabled Disabled Disabled Disabled
Disabled 0

10 0 Permit Disabled Disabled Disabled Disabled
Disabled 0

Port State

1 Enabled

2 Enabled

3 Enabled

4 Enabled

5 Enabled

6 Enabled

7 Enabled

8 Enabled

9 Enabled

10 Enabled

(2) show acl rate
ACL L— My PR EIRERRLET,
i -
# show acl rate
Rate Limiter Rate
1 1 PPS
2 1 PPS
3 1 PPS
4 1 PPS
5 1 PPS
6 1 PPS
7 1 PPS
8 1 PPS
9 1 PPS
10 1 PPS
11 1 PPS
12 1 PPS
13 1 PPS
14 1 PPS
15 1 PPS
16 1 PPS
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(3) show acl status
ACL 2T7—32% R RLET,
A1) :

# show acl status
User

S : Static

IPMG: IP Management
IPSG: IP Source Guard

IPMC: IPMC

ARPI: ARP Inspection

DHCP: DHCP

LOOP: Loop Protect

User ID Port Frame Action Rate L. Port C. Mirror

CPU Counter Confl.

S 1 All Any Permit Disabled Disabled Disabled
No 29794 No

Number of ACEs: 1

- User :ACL 1—%

-ID :ACEID &

- Port : ACE DA AiR—F

- Frame :ACE MIL—LR47

- Action : ACE DENE

- Rate L :ACE OL— M)y &S

- Port C : ACE diR— M/ LD MERE
ACE E—¥T37L— L. R—FESICUSI LI FENET,

- Mirror : ACE MIF7—ER7E

- CPU : CPU (@ FAEN3 ACE ) Sy Mg

- Counter  : JL—LICED#&RH ENS ACE D[EI%

- Confl. : ¥ ED ACE D)\—RIT7AT—AA
HED ACE ([CLHTIE, FIRICEIN-FDI7ISERSNEBMGE
&HNZET,
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(3) show acl x

ACE 27 —82ZRRLET . COHZED“X”(E ACE @ ID(1~256 MIE) TY,

F

# show acl 1

ACE ID 1 Rate Limiter : Disabled

Ingress Port: All Port Redirect : Disabled
Mirror : Disabled

Policy/Bitmask : Any Logging : Disabled

Type : User Shutdown : Disabled

Frame Type : Any Counter : 31393

Action : Permit

MAC Parameters VLAN Parameters

802.1Q Tagged : Any
VLAN ID : Any
Tag Priority : Any

(4) show calendar

BITOYAT LA LERRLET,

i

# show calendar

System Time : 2012-01-01T05:09:39+00:00
System Uptime : 05:09:39

(5) show ddmi
DDMI DAT—ARERRLET,
K

# show ddmi ethernet
Digital Diagnostics Monitoring Interface of Eth 1/9
Serial Info Table

Status: N/A

Vendor:

PartNo:

SerialNo:

Revision:

DateCode:

Transceiver: N/A

Ddm Info Table

Type AlarmMax AlarmMin WarnMax WarnMin
Current

N/A 0.00 0.00 0.00 0.00 0.00

N/A 0.00 0.00 0.00 0.00 0.00

N/A 0.00 0.00 0.00 0.00 0.00

N/A 0.00 0.00 0.00 0.00 0.00

N/A 0.00 0.00 0.00 0.00 0.00
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3. show dhcp-relay IYV F
17D DHCP UL—DEEH LUV AT AIAERRLET,
E

# show dhcp-relay
DHCP Relay Configuration:

DHCP Relay Mode : Disabled

DHCP Relay Server : 192.168.1.100
DHCP Relay Information Mode : Enabled

DHCP Relay Information Policy : Replace

Server Statistics:

Transmit to Server : 0 Transmit Error : 0
Receive from Server : 0 Receive Missing Agent Option: 0
Receive Missing Circuit ID : 0 Receive Missing Remote ID: 0
Receive Bad Circuit ID: 0 Receive Bad Remote ID 0
Client Statistics:
Transmit to Client 0 Transmit Error : 0
Receive from Client: 0 Receive Agent Option : 0
Replace Agent Option: 0 Keep Agent Option : 0
Drop Agent Option 0

4. show dot1x IYV F
ITD 802.1x RYI=DPHEAF—NDAT—HAERRLET,
IR
# show dotlx
Port Admin State Port State Last Source Last ID

Force Unauthorized Globally Disabled - -
Force Unauthorized Globally Disabled - -
Force Unauthorized Globally Disabled - -
Force Unauthorized Globally Disabled - -
Unauthorized Globally Disabled - -
Force Unauthorized Globally Disabled - -
Force Unauthorized Globally Disabled - -
Force Unauthorized Globally Disabled - -
Force Unauthorized Globally Disabled - -
0 Force Unauthorized Globally Disabled - -

= O o Jo U WN
=]
o]
=
Q
(0]

Port . h—bFES

Admin State : EIRIREE

Port State  : h—FDAT—RA

Last Source : EAPOL A—AFREFDI=WICTRZICZ{E U EAPOL JL—L. LU
MAC R—ADRELDT=OICHZI D47 M oREBICRELLEIL—LO
E{ETT MAC 7RLA

Last ID . EAPOL R—AFBEED=HIC % ICZ1E LT Response Identity EAPOL
Tb—L. BELY MAC R—ADEBIEDTHICEHTI3D51 7 M bz &(C
ZELETL—LME{ETT MAC 7 RLA
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1) show dotlx configuration
AHD 802. 1x BREEAT—AAERRLET,
A1) :

# show dotlx configuration
802.1X Configuration:

Mode : Disabled
Reauth. : Disabled
Reauth. Period : 3600
EAPOL Timeout : 30

Age Period : 300

hold time : 10
RADIUS QoS : Disabled
RADIUS VLAN : Disabled
Guest VLAN : Disabled
Guest VLAN ID 1

Max. Reauth Count: 2
Allow Guest VLAN if EAPOL Frame Seen: Disabled
Mac Auth Username Format: with-hyphen Lower-case

2) show dotlx guest vlan
B AR VLAN &ZiR— I TRRULET,
IR
# show dotlx guest vlan
Guest
Port VLAN Current
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
0 Disabled

R O oo Jo Ul W
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3) show dotlx radius gos
RADIUS-assigned QoS #h— FEFITRRLET,
A1) :

# show dotlx radius gos
RADIUS
Port QoS Current
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
0 Disabled

P W oo Joy U W N

4) show dotlx radius vlan

RADIUS-assigned VLAN Z#iR—FEAITRRULET,

IR

show dotlx radius vlan

RADIUS

Port VLAN Current
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
0 Disabled

P W oo Joy U b w N
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5) show dotlx statistics
802. IX #EtEHmz R~ LET,
A1) :

# show dotlx statistics
Port 1 EAPOL Statistics:
Rx Total:

Rx Response/Id:

Rx Response:

Rx Start:

Rx Logoff:

Rx Invalid Type:

Rx Invalid Length:

Port 1 Backend Server Statist
Rx Access Challenges:

Rx Other Requests:

Rx Auth. Successes:

Rx Auth. Failures:
—-—--More---

Tx Total: 0
Tx Request/Id: 0
Tx Request: 0

O OO OO oo

(=

cs:
Tx Responses: 0

O O O O

5. show eee YV F
EEE(IEEE802.3az)sX E &R RLET,
51 -

# show eee
EEE Configuration:

Port Mode Urgent queues
1 Disabled none
2 Disabled none
3 Disabled none
4 Disabled none
5 Disabled none
6 Disabled none
7 Disabled none
8 Disabled none
9 N/A none
10 N/A none

6. show history AY YV F

ANVEIRV FOBEEER®LET,

il

# show history
1. config
2. interface valn 10
3. ipv6 address state f£c80::215:c5ff:fe03:4dc7
4, exit
5. show history
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7. show interface N F —
h—MERBLUVAT-HAERTLET,

IR

# show interface ?
counters Interface counters information
description Interface specific description
detailed counters Interface detailed counters information
dualMedia fiberMode Show the port speed for fiber ports
psec Port security status
sfp Show the detected sfp type
status Interface status information
switchport Interface switchport information
veriphy Run cable diagnostics

1) show interface counters

FRTOR— FOFEHERDEERTLET

* show interface counters ethernet 1/x
Port x D#EHERNEEZRRLET (COZAEDXFR—FES)
i) :

# show interface counters ethernet 1/5
Port: 1/5

Rx Counter Statistics
Packets
Octets
Errors
Drops

Filtered

o0 0O O+

Tx Counter Statistics
Packets 0
Octets 0
Errors 0
Drops 0
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2) show interface description
BR—MIZRESN TR UITI-ABERRLET,
K

# show interface description

Port Name

Port
Port
Port
Port
Port
Port
Port
Port
Port
0 Port

O o Joy U wN -
R O o Jo Ul W

3) show interface detailed counters

FRTOR— FOFEGHEHFROEERTLET

show interface detailed counters ethernet 1/x

Port x MEFMGHETIERNMEERTLET (COZ/EDXIR—FES)

R

# show interface detailed counters ethernet 1/5

Rx Packets: 0 Tx Packets: 0
Rx Octets: 0 Tx Octets: 0
Rx Unicast: 0 Tx Unicast: 0
Rx Multicast: 0 Tx Multicast: 0
Rx Broadcast: 0 Tx Broadcast: 0
Rx Pause: 0 Tx Pause: 0
Rx 64: 0 Tx 64: 0
Rx 65-127: 0 Tx 65-127: 0
Rx 128-255: 0 Tx 128-255: 0
Rx 256-511: 0 Tx 256-511: 0
Rx 512-1023: 0 Tx 512-1023: 0
Rx 1024-1526: 0 Tx 1024-1526: 0
Rx 1527- 0 Tx 1527- 0

4) show interface dualMedia fiberMode
K= EIRIEREEE-FOAT—AAERRLET,
A1) :

# show interface dualMedia fiberMode

Port Link MDI/MDI-X

1 1Gfdx AUTO-MDI
2 Down AUTO-MDI
3 Down AUTO-MDI
4 Down AUTO-MDI
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5 Down AUTO-MDI
6 Down AUTO-MDI
7 Down AUTO-MDI
8 Down AUTO-MDI
9 Down AUTO-MDI
10 Down AUTO-MDI

5) show interface psec port
iN—MEF2ITACLTEB SN MAC 7 RLAZRRLET
R
# show interface psec port
Port 1:
MAC Address VID State Added Age/Hold Time
<none>
---More---

* show interface psec switch

R—rEFIITIDAT-IAERTLETS

1) :

# show interface psec switch
Users:

L = Limit Control

8 = 802.1X

D = DHCP Snooping

V = Voice VLAN

Port Users State MAC Cnt
1 --—-— No users 0
2 --—-— No users 0
3 ---- No users 0
4 --—-— No users 0
5 ---- No users 0
6 ---- No users 0
7 ---- No users 0
8 ---- No users 0
9 --—-— No users 0
10 --—-— No users 0
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6) show interface sfp
BH U sfp 34 TR TRLET,
IR
# show interface sfp
Port SFP MDI/MDI-X
1 AUTO-MDI None
2 AUTO-MDI None
3 AUTO-MDI None
4 AUTO-MDI None
5 AUTO-MDI None
6 AUTO-MDI None
7 AUTO-MDI None
8 AUTO-MDI None
9 AUTO-MDI None
10 AUTO-MDI None

7) show interface status
R— O ERBERTLET,
IR

# show interface status

Port Configuration:

Port State Mode Flow Control MaxFrame Power Excessive Link
MDI/MDI-X

1 Enabled Auto Disabled 9600 Disabled Discard 1Gfdx

AUTO-MDI

2 Enabled Auto Disabled 9600 Disabled Discard Down
AUTO-MDI

3 Enabled Auto Disabled 9600 Disabled Discard Down
AUTO-MDI

4 Enabled Auto Disabled 9600 Disabled Discard Down
AUTO-MDI

5 Enabled Auto Disabled 9600 Disabled Discard Down
AUTO-MDI

6 Enabled Auto Disabled 9600 Disabled Discard Down
AUTO-MDI

7 Enabled Auto Disabled 9600 Disabled Discard Down
AUTO-MDI

8 Enabled Auto Disabled 9600 Disabled Discard Down
AUTO-MDI

9 Enabled Auto Disabled 9600 Disabled Discard Down
AUTO-MDI

10 Enabled Auto Disabled 9600 Disabled Discard Down
AUTO-MDI
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8) show interface switchport
FARTDIR— D VLAN BEERTLET,
A1) :

Port PVID Frame Type Ingress Filter Tx Tag Port Type
1 1 All Disabled Untag PVID Unaware
2 1 All Disabled Untag PVID Unaware
3 1 All Disabled Untag PVID Unaware
4 1 All Disabled Untag PVID Unaware
5 1 All Disabled Untag PVID Unaware
6 1 All Disabled Untag PVID Unaware
7 1 All Disabled Untag PVID Unaware
8 1 All Disabled Untag PVID Unaware
9 1 All Disabled Untag PVID Unaware
10 1 All Disabled Untag PVID Unaware

* show interface switchport status
VLAN iR— FDER E fE e R RLET
R

# show interface switchport status
Port VLAN User PortType PVID Frame Type Ing Filter Tx Tag VID

Conflicts
1 Static Unaware 1 All Disabled Untag This 1
NAS No
MVR No
Voice VLAN No
MSTP No
Combined Unaware 1 All Disabled Untag This 1
No
---More---
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.

9) show interface veriphy
F-JIVEBEERTLET,
i

# show interface veriphy
Starting VeriPHY, please wait
Port Pair A Length Pair B Length Pair C Length Pair D

Length
1 Open 0 Open 0 Open 0 Open 0
2 Open 0 Open 0 Open 0 Open 0
3 Open 0 Open 0 Open 0 Open 0
4 Open 0 Open 0 Open 0 Open 0
5 Open 0 Open 0 Open 0 Open 0
6 Open 0 Open 0 Open 0 Open 0
7 OK 3 OK 3 Open 3 Open 3
8 Open 0 Open 0 Open 0 Open 0

8. show ip YV I
AHED IP SHREBLVIRITD ARP 1V ARD Y3, DHCP AX—EVY  HTTPER E . IGMP/MLD
AX—=EVH SSH,IPY—AH—FDAT—RAERTLET,

i
# show ip ?
arp Address Resolution Protocol
dhcp DHCP snooping
http Show HTTP configuration
igmp IGMP snooping
interface Interface information
mld MLD snooping
ssh Secure shell server connections

1) show ip arp inspection
ARP 4V ARG 3V DR EH LV AT—HAER R LET
Bl
# show ip arp inspection
ARP Inspection Configuration:

ARP Inspection Mode: Disabled
Port Port Mode

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

10 Disabled

ARP Inspection Entry Table:
Type Port VLAN MAC Address IP Address
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2) show ip dhcp snooping
DHCP 2X—EV TR EERRLET

# show ip dhcp snooping
DHCP Snooping Configuration:

DHCP Snooping Mode: Disabled
Port Port Mode

1 trusted
2 trusted
3 trusted
4 trusted
5 trusted
6 trusted
7 trusted
8 trusted
9 trusted
10 trusted

3) show ip dhcp snooping statistics
DHCP AX—E T DfistIE#HRe R RLET .
i

# show ip dhcp snooping statistics
Port 1 Statistics:

Rx Discover: Tx Discover:
Rx Offer: Tx Offer:

Rx Request: Tx Request:
Rx Decline: Tx Decline:
Rx ACK: Tx ACK:

Rx NAK: Tx NAK:

Tx Release:

Tx Inform:

Tx Lease Query:

Tx Lease Unassigned:
Tx Lease Unknown:

Tx Lease Active:

Rx Release:

Rx Inform:

Rx Lease Query:

Rx Lease Unassigned:
Rx Lease Unknown:

Rx Lease Active:
---More---

O O O OO OO o oo
O O OO OO OO oOoo oo
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4)

S)

6)

show ip http server secure status
WITOHTTP £F21)T1E—- FOAT—HAZ R RLET,
i

# show ip http server secure status
HTTPS Configuration

HTTPS Mode Enabled
HTTPS Redirect Mode Disabled

show ip igmp

IATO IGMP AX—-EV T EHRERRLETS,
i

# show ip igmp

IGMP Configuration:

IGMP
IGMP
IGMP
IGMP
IGMP
VID

Mode

SSM Range

Leave Proxy
Flooding Control
Interface Setting
Compatibility

Disabled
232.0.0.0/8
Disabled
Enabled

(Please create IGMP Interfaces)
IGMP Port Status (Router-Port )
Port Router Dynamic Router

1 Disabled No
-—--More—---

show ip interface
BITORMO 1P FHREzRTLET,
E

# show ip interface
IP Configuration:

DHCP Client Disabled

IP Address 192.168.1.118

IP Mask 255.255.255.0

IP Router 0.0.0.0

DNS Server : 0.0.0.0

VLAN ID 1

DNS Proxy : Disabled

IPv6 AUTOCONFIG mode Disabled

IPv6 Link-Local Address: fe80::2c0:f9ff:feb606
IPv6 Address : fc80::215:c5ff:fel3
IPv6 Prefix 120

IPv6 Router

16699

:4dc0

Active Configuration for IPv6: (Static with Stateless)

IPv6 Address:

fe80:2::2c0:£9ff:fe66:6699/64 Scope:Link

Status:UP/RUNNING (Enabled) /MTU 1500/LinkMTU is 1500

IPv6 Address:

fc80::215:c5ff:fe03:4dc0/128 Scope:Global
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Status:UP/RUNNING (Enabled) /MTU 1500/LinkMTU is 1500

7) show ip mld
BITOMD 2X-EVTREERTLET .
R

# show ip mld
MLD Configuration:

MLD Mode : Disabled

MLD SSM Range : ff3e::/96
MLD Leave Proxy : Disabled
MLD Flooding Control : Enabled

MLD Interface Setting
VID Compatibility

(Please create MLD Interfaces)
MLD Port Status (Router-Port )

Port Router Dynamic Router
1 Disabled No
---More---

8) show ip ssh
1170 SSH B ERHRERRLET,
i -

# show ip ssh
SSH Configuration
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9. show ip—source—guard JYV F

IPY—2H— FDREEAT—HIAERTLET,
R

# show ip-source-guard

IP Source guard Configuration:

IP Source Guard Mode: Disabled

Port Port Mode Dynamic Entry Limit

1 Disabled unlimited
2 Disabled unlimited
3 Disabled unlimited
4 Disabled unlimited
5 Disabled unlimited
6 Disabled unlimited
7 Disabled unlimited
8 Disabled unlimited
9 Disabled unlimited
10 Disabled unlimited
-—--More---

IP Source Guard Entry Table:

Port VLAN 1IP Address

MAC Address

10. show lacp V¥V F
ABDIRITO LACP BBREHLUAT-AAERRLET,
E

# show lacp ?

config Show LACP configuration
statistics Show LACP statistics
status Show LACP status

1) show lacp config
BIT0 LACP B E &R RLET
I

# show lacp config
LACP Configuration:

System Priority:32768

Port Mode Key Role Timeout Priority
1 Disabled Auto Active Fast 32768
2 Disabled Auto Active Fast 32768
3 Disabled Auto Active Fast 32768
4 Disabled Auto Active Fast 32768
5 Disabled Auto Active Fast 32768

m FXC5210PE/FXC5218PE/ FXC5224PE



=== I
6 Disabled Auto Active Fast 32768
7 Disabled Auto Active Fast 32768
8 Disabled Auto Active Fast 32768
9 Disabled Auto Active Fast 32768
10 Disabled Auto Active Fast 32768

2) show lacp statistics
BIT0 LACP #EtEHERTLET
R
# show lacp statistics
Port Rx Frames Tx Frames Rx Unknown Rx Illegal

P O oo Jo U wN B

3) show lacp status
17D LACP AT —AAZ R RLET,
IE
# show lacp status
Port Mode Key Aggr ID Partner System ID Partner Port
Partner Port Prio
Disabled 1
Disabled 1
Disabled 1
Disabled 1
Disabled 1 - - - -
1
2
1
1
1

Disabled
Disabled
Disabled
Disabled
0 Disabled

P O oo Jo U wN
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11. show lldp IYV F
IRIT0 LLDP BB EHLVAT—ARERRLET,

1)

2)

show 1lldp

IWITO LLDP FREZRRLET
I

# show 11ldp

Interval : 30
Hold : 4
Tx Delay : 2
Reinit Delay : 2

Port Mode Port Descr System Name System Descr System Capa Mgmt
Addr CDP awareness

1 Disabled Enabled Enabled Enabled Enabled Enabled
Disabled

2 Disabled Enabled Enabled Enabled Enabled Enabled
Disabled

3 Disabled Enabled Enabled Enabled Enabled Enabled
Disabled

4 Disabled Enabled Enabled Enabled Enabled Enabled
Disabled

5 Disabled Enabled Disabled Enabled Enabled Enabled
Disabled

6 Disabled Enabled Enabled Enabled Enabled Enabled
Disabled

7 Disabled Enabled Enabled Enabled Enabled Enabled
Disabled

8 Disabled Enabled Enabled Enabled Enabled Enabled
Disabled

9 Disabled Enabled Enabled Enabled Enabled Enabled
Disabled

10 Disabled Enabled Enabled Enabled Enabled Enabled
Disabled

show 1ldp info

LLDP XA N—1EHRERTLET,

IE

# show 1lldp info

Local port Port 6

Chassis ID 00-17-2E-1B-**—-**

Port ID 2

Port Description Port #2

System Name

System Description

System Capabilities
Management Address

Power Over Ethernet

FXC52xxPE-1
FXC52xxPE Ver:
Bridge (+)
192.168.%** ***x (IPv4)

XXX XX XX—XX—-XX

: PSE Device, Primary Power Source, Low

Priority, Power = 0.0 [W]
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3) show 1lldp statistics
LLDP #fEt1E#RER R LET .
i
# show 1ldp statistics
LLDP global counters
Neighbor entries was last changed at
1970-01-01T00:00:00+00:00 (23776 sec. ago).

Total Neighbors Entries Added 0.
Total Neighbors Entries Deleted 0.
Total Neighbors Entries Dropped 0.
Total Neighbors Entries Aged Out 0.

LLDP local counters

Rx Tx Rx Rx Rx TLV Rx TLV Rx TLV

Port Frames Frames Errors Discards Errors Unknown
Organiz. Aged

1 0 0 0 0 0 0 0 0
2 0 0 0 0 0 0 0 0
3 0 0 0 0 0 0 0 0
4 0 0 0 0 0 0 0 0
5 0 0 0 0 0 0 0 0
6 0 0 0 0 0 0 0 0
7 0 0 0 0 0 0 0 0
8 0 0 0 0 0 0 0 0
9 0 0 0 0 0 0 0 0
10 0 0 0 0 0 0 0 0
12. show log YV F
IH1TD system log B LU system log FZEERTLET,
i) -
# show log ?
configuration Logging configuration
detailed Detailed system log information
error Error level log records
info Information level log records
warning Warning level log records
<cr>
1) show log
BT0 system log DEHRERTLET,
IE
# show log
Number of entries:
Info : 2
Warning : 0
Error : 0
All 2
ID Level Time Message

1 Info 2011-01-01T00:00:00+00:00 Switch just made a cold
boot.
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2 Info 2011-01-01T00:00:03+00:00 Link up on port 7

2) show log configuration
BITO system log DEREERTLET,
R
# show log configuration
System Log Configuration:

System Log Server Mode : Disabled
System Log Server Address
System Log Level : Error

3) show log detailed x
07 ID #EELCAYERRSBET, COFGED“ x (A5 ID TT,
BELLE120 ID OH., F=(3 1-10 OLSICEHFETIEE CEET,
K

# show log detailed 15-20
ID Level Time Message

15 Info 1970-01-01T09:00:04+09:00 PoE is enabled on port 4.
16 Info 1970-01-01T09:00:04+09:00 PoE is enabled on port5.
17 Info 1970-01-01T09:00:04+09:00 PoE is enabled on port 6.
18 Info 1970-01-01T09:00:05+09:00 PoE is enabled on port 7.
19 Info 1970-01-01T09:00:05+09:00 PoE is enabled on port 8.
20 Info 1970-01-01T09:00:05+09:00 Link up on port 8.

(1) show log error

I5-LAILonYERERRLET,

(2) show log info
FEHRLANOOTERERTLET

(3) show log warning

ZELALOOTERERTLET,
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13. show loopback-detection JY F
W=TINOIBRHMDBRES LV AT—AAERRLET,

R

# show loopback-detection ?
config Loop protect configuration
ethernet Show loop protection port configuration
status Show the loop protection status

1) show loopback-detection config
=T NYIBRHDREERTLET
i
# show loopback-detection config
Loop Protection Configuration:

Loop Protection : Disabled
Transmission Time: 5
Shutdown Time : 180

2) show loopback-detection ethernet

W=FTATOYaVDR- DR EERTLET .

i) :

# show loopback-detection ethernet

Port Mode Action Transmit
1 Enabled Shutdown Enabled
2 Enabled Shutdown Enabled
3 Enabled Shutdown Enabled
4 Enabled Shutdown Enabled
5 Enabled Shutdown Enabled
6 Enabled Shutdown Enabled
7 Enabled Shutdown Enabled
8 Enabled Shutdown Enabled
9 Enabled Shutdown Enabled
10 Enabled Shutdown Enabled
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3) show loopback-detection status
W=7707D930NAT—3 AR RTLET,
A1) :

# show loopback-detection status
Port Action Transmit Loops Status Loop Time of Last Loop

1 Shutdown Enabled 0 Down - -
2 Shutdown Enabled 0 Down - -
3 Shutdown Enabled 0 Down - -
4 Shutdown Enabled 0 Down - -
5 Shutdown Enabled 0 Down - -
6 Shutdown Enabled 0 Down - -
7 Shutdown Enabled 0 Up - -
8 Shutdown Enabled 0 Down - -
9 Shutdown Enabled 0 Down - -
10 Shutdown Enabled 0 Down - -
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14. show mac—address—table IV F
MAC 7 RLAT—TILB LU DD EEDNE SR ER RLET .

IE
# show mac-address-table ?
aging-time Aging time for entries in the address table
address Address information
learning Show the port learn mode
statistics Show MAC address table statistics
<cr>

1) show mac-address-table

MAC 7 FLAT—JIVEHERRLET

R

# show mac-address-table

Type VID MAC Address Ports
Static 1 00-17-2e-1b-b8-1b None,CPU
Dynamic 1 00-17-2e-21-99-b6 1

Static 1 33-33-00-00-00-01 1-18,CPU
Static 1 33-33-00-00-00-02 1-18,CPU
Static 1 33-33-ff-1b-b8-1b 1-18,CPU
Static 1 33-33-ff-a8-01-01 1-18,CPU

2) show mac-address-table aging-time
MAC 7 RLAT—TIDI—-IV T84 LeRkRmLET
i

# show mac-address-table aging-time
MAC Age Time: 300

3) show mac-address-table address x-x-x-x—-x-X
MAC 7 ELAT—TFILADT RL A" x-x—x—x-x-X" DfEHER T LET,
R

# show mac-address-table address 00-17-2e-21-99-bo6
Type VID MAC Address Ports
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4) show mac-address-table learning
R—FOZEEE-FERTULET,
A1) :

# show mac-address-table learning
Port Learning

= O 0 ~Joy Ul WwWN P
>
c
o
e}

5) show mac-address-table statistics
MAC 7 RLAT—7 I eHEHRERTLET,
i) :
# show mac-address-table statistics
Port Dynamic Addresses

1 0

2 0

3 0

4 0

5 0

6 0

7 23

8 0

9 0

10 0

Total Dynamic Addresses : 23
Total Static Addresses : 7
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15. show mac—security IY F

R—heF1)T4OUIY IV PO—-IVERRLET,

E

# show mac-security

Port Security Limit Control Configuration:

Mode Disabled

Aging Disabled

Age Period 3600

Port Mode Limit Action State
1 Disabled 4 None Disabled
2 Disabled 4 None Disabled
3 Disabled 4 None Disabled
4 Disabled 4 None Disabled
5 Disabled 4 None Disabled
6 Disabled 4 None Disabled
7 Disabled 4 None Disabled
8 Disabled 4 None Disabled
9 Disabled 4 None Disabled
10 Disabled 4 None Disabled

16. show management JY > F
AROEBELF 1T OB EDLUHIHERERRLET,

1) show management
BEA IP 0K ERHERTLET
R
# show management
Access Mgmt Configuration:

System Access Mode: Disabled
W: WEB/HTTPS

S: SNMP

T: TELNET/SSH

Idx VID Start IP Address End IP Address WS T
2) show management statistics

BB T1OMEERERRLET,

A1) :

# show management statistics

Access Management Statistics:

HTTP Receive: 0 Allow: 0 Discard: 0

HTTPS Receive: 0 Allow: 0 Discard: 0

SNMP Receive: 0 Allow: 0 Discard: 0

TELNET Receive: 0 Allow: 0 Discard: 0

SSH Receive: 0 Allow: 0 Discard: 0
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3) show map
QoS iR—FDHIFA5 B LY QoS R—FDHF A%+ Map (Tag Remark ing E— Fhi“Mapped”
Di5E1E QoS DS, DP LAJL) hhis (PCP, DET) IyEVH) #RRULET,
R

# show map
QoS Port Classification:

Port QoS class DP level PCP DEI Tag class.
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

O 0 ~J o U W N
O OO O OO h~~»O O
O O O OO O OO oo
O OO OO OO O oo
O O O OO OO O oo

10 0
QoS Port Classification Map:

1

OO U Ol DWW NDDNE P O o

~J

---More---
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17. show mvr IYV F

MVR B EHLUAT-AAERTLET

IR
# show mvr ?
config Show MVR configuration
group Show MVR group addresses
sfm Show SFM(including SSM) related information for
MVR

statistics Show MVR operational statistics

1) show mvr config
WR B EZ2RTLET,
F
# show mvr config
MVR Configuration:
MVR Mode: Disabled
MVR Interface Setting

VID Name Mode Tagging Priority LLQI

10 aaa Dynamic Tagged 0 5
[Port Setting of aaa(VID-10)]

Inactive Port : 1-10

[Channel Setting of aaa (VID-10)]

Name i aaa

Start Address :224.0.0.1

End Address : 224.0.0.10

MVR Immediate Leave Setting

Port Immediate Leave
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

0 Disabled

P O oo Joy U b w N

2) show mvr group

MR JI—-TeRTLET,

3) show mvr sfm

MVR @ SFM(SSM &2 &0) B EiF#ERER~LET.

4) show mvr statistics
WR #EHRERERRLET,
E
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# show mvr statistics
IPv4 Querier Rx Tx Rx Rx Rx Rx

VID Status Query Query V1 Join V2 Join V3 Join V2 Leave

10 DISABLE O 0 0 0 0
0
IPv6 Querier RxXx Tx Rx Rx Rx
VID Status Query Query V1 Report V2 Report V1 Done
10 DISABLE O 0 0 0 0

18. show ntp JYV F
ABEDIAT LI LOEREHFRERRLET,

# show ntp ?

config Show NTP configuration
dst Show daylight Saving configuration
zone Show system timezone configuration

1) show ntp config
NTP B EfF#RERTLET,
i

# show ntp config
NTP Configuration:

NTP Mode: Disabled
Idx Server IP host address(a.b.c.d) or a host name string

64.90.182.55
64.236.96.53
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2) show ntp dst
BI—-A1 LOFREERRLET,
A1) :

# show ntp dst
System Daylight Saving Time (DST) Configuration:

Daylight Saving Time Mode: Non-Recurring.
Daylight Saving Time Start Time Settings:

Week: 0
Day: 0

* Month:1

* Date: 1

* Year: 2000

* Hour: 0

* Minute: 0

Daylight Saving Time End Time Settings:

Week: 0
Day: 0

* Month:1

* Date: 1

* Year: 2000

* Hour: 0

* Minute:0

Daylight Saving Time Offset: 1 (minutes)

*: This symbol indicates the parameter needs to be set the

reasonable value.

3) show ntp zone
YATLOIA LY -V DERERTLET
i

# show ntp zone
System Timezone Configuration:

Timezone Offset: 5400 (540 minutes)
Timezone Acronym: Japan
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19. show poe YV F
PoE BREHLUAT—AAERRLET,

# show poe ?

auto-checking Show PoE auto checking
config Show PoE configuration
ethernet Show PoE port configuration
power-delay Show POE power delay
scheduling Show PoE scheduling

status Show the PoE status

1) show poe auto-checking
PoE #— MFIVIDREEAT—IRERRLET
1

show poe auto-checking
Ping Check

Disable

Port Ping IP Address Interval Time (sec) Retry Time Failure

Log Failure Action Reboot Time (sec)
1 0.0.0.0 30 3 err=0 tot=0 Nothing 15
2 0.0.0.0 30 3 err=0 tot=0 Nothing 15
3 0.0.0.0 30 3 err=0 tot=0 Nothing 15
4 0.0.0.0 30 3 err=0 tot=0 Nothing 15
5 0.0.0.0 30 3 err=0 tot=0 Nothing 15
6 0.0.0.0 30 3 err=0 tot=0 Nothing 15
7 0.0.0.0 30 3 err=0 tot=0 Nothing 15

Port Ping IP Address Interval Time (sec) Retry Time Failure
Log Failure Action

Reboot Time (sec)

8 0.0.0.0 30 3 err=0 tot=0 Nothing 15

9 PoE not supported

10 PoE not supported
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2) show poe config
RO Pok BREERTLET
i

# show poe config
PoE Configuration:

Max. port power determined by : class.
Power management mode : consumption

3) show poe ethernet
iK— b PoE BEERRLETS,
R
# show poe ethernet
Port Mode Priority Max. Power [W]

1 PoE Low 15.4
2 PoE Low 15.4
3 PoE Low 15.4
4 PoE Low 15.4
5 PoE Low 15.4
6 PoE Low 15.4
7 PoE Low 15.4
8 PoE Low 15.4
9 PoE not supported

10 PoE not supported
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4) show poe power-delay
PoE A B BIENDREEAT—IAERRLET,
1

# show poe power-delay

Port Delay Mode Delay Time (0~300 sec)
Disabled 0
Disabled 0
Disabled 0
Disabled 0
Disabled 0
Disabled 0
Disabled 0
Disabled 0
PoE not supported
0 PoE not supported

P W oo Joy U W N

5) show poe scheduling
PoE DR Y1-UV T DR FEERTLET
1

# show poe scheduling

Port Status

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

PoE not supported
10 PoE not supported
---More---

O ~J oy U W N

e

Port
1
Hour Sun Mon Tue Wed Thu Fri Sat

O J oy Ul WDN B O |
|
|
|

e

MOXX X X X X X X X X

10
11 X
---More---
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6) show poe status
RED PoE AT—A2AEKRTRLET,
K

# show poe status
Port PD Class Port Status Power Requested[W] Power Used [W]
Current Used [mA]

PoE turned OFF
PoE turned OFF
PoE turned OFF
PoE turned OFF
turned OFF
PoE turned OFF
PoE turned OFF
PoE turned OFF

PoE not supported

0 PoE not supported

= W oo Jo U b W N
O O OO OO oo
e}
]
al
O O OO OO oo
O OO OO O oo
O O OO OO oo
O OO OO O oo
O O O OO o oo

20. show port monitor JY¥V F
= FDIS—U T HBENR EEHRERRTLUET,
R

# show port monitor
Mirror Configuration:

Mirror Port: 5
Port Mode

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
9 Disabled
10 Disabled
CPU Disabled

O ~J o U dx W N
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21. show queue JYV F
QCL(Queue Control List) FREHLVAT—RIAERTULET,
R

# show queue ?
status Show QCL status.
<cr>

1) show queue

OCL B EfF#ReRTLET,

1§

# show queue

QoS QCL:

ID Frame SMAC DMAC VID PCP DEI Class DP DSCP
Port

10 Any Any Any Any Any Any O - - 5

2) show queue status

QCL 27— xR RLET,

IE

# show queue status

User ID Frame Class DP DSCP Conflict Port
Static 10 Any 0 - - No 5

Number of QCEs: 1

22. show radius—server Y F
RADIUS H—\DEREFEROLUMEHEHRERRLET,

1) show radius-server
RADIUS H—N\DEREFE#HRERRLET,
i -
# show radius-server
Server Timeout : 15 seconds
Server Dead Time: 300 seconds
RADIUS Authentication Server Configuration:

Server Mode IP Address Secret Port
1 Disabled 1812
2 Disabled 1812
3 Disabled 1812
4 Disabled 1812
5 Disabled 1812

RADIUS Accounting Server Configuration:
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Server Mode IP Address Secret Port
1 Disabled 1813
2 Disabled 1813
3 Disabled 1813
4 Disabled 1813
5 Disabled 1813

(2) show radius-server statistics x
RADIUS H—\O#fEHEHRERRLET . CDIHZED“X” (& RADIUS =301 VT 9D A (1
~5 (Dﬁﬁ) T"j-o

# show radius-server statistics 1

Server #1 (0.0.0.0:1812) RADIUS Authentication Statistics:

)
Rx Access Accepts: 0 Tx Access Requests: 0
Rx Access Rejects: 0 Tx Access Retransmissions: 0
Rx Access Challenges: 0 Tx Pending Requests: 0
Rx Malformed Acc. Responses: 0 Tx Timeouts: 0

Rx Bad Authenticators: 0

Rx Unknown Types: 0
Rx Packets Dropped: 0
State: Disabled

Round-Trip Time:
Server #1 (0.0.0.0:1813

ms
RADIUS Accounting Statistics:

— O

Rx Responses: 0 Tx Requests: 0
Rx Malformed Responses:0 Tx Retransmissions: 0
Rx Bad Authenticators: 0 Tx Pending Requests: 0
Rx Unknown Types: 0 Tx Timeouts: 0
Rx Packets Dropped: 0

State: Disabled

Round-Trip Time: 0 ms
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23. show running—config JY FF
A TREMEL VSR EREEERLET,

# show running-config

'building running-config, please wait.....
FXC52%xxPE

calendar set 3 16 48 january 6 1970

interface ethernet 1/9
private-vlan 1

switchport allowed vlan add 1
|

interface ethernet 1/10
private-vlan 1

switchport allowed vlan add 1
|

exit

interface vlan 1

ip address 192.168.1.1 255.255.255.0
ipvé address ::192.168.1.1 96
exit

exit

24. show rate—limit ethernet YV F
ER—rOL— MY MR EFERERTLET,
IE

# show rate-limit ethernet
QoS Port Policer:

Port Parm Policer
1 Mode Disabled
Rate 500 kbps
Unit kbps
Flow Ctl Disabled
2 Mode Disabled
Rate 500 kbps
Unit kbps
Flow Ctl Disabled
3 Mode Disabled
Rate 500 kbps
Unit kbps
Flow Ctl Disabled
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|
25. show rmon YV F
RMON D& EERRLET,
R
# show rmon ?
alarm Show RMON alarm entries
event Show RMON event entries
history Show RMON history entries
statistics Show RMON statistics entries
1) show rmon alarm
RMON 75— LD EFEHRERTLET
K
# show rmon alarm
Id Interval AlarmVariable Alarm SampleType
1 30 .1.3.6.1.2.1.2.2.1.10.1 deltaValue

Number of entries: 1

2) show rmon event

RMON 4 XY ME#ERRLET .

F

# show rmon event

Id Description Type Community LastSent

1 abc none public Never

3) show rmon history
RMON FERE(E#HRZRRLET,
i -

# show rmon history
Id Data Source controlBucketsRequested
controlBucketsGranted Interval

10 .1.3.6.1.2.1.2.2.1.1.10 50 50 1800
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4) show rmon statistics
RMON #at1EiRz R mLET,
A1) :

# show rmon statistics
Id Data Source etherStatsOctets etherStatsPkts
therStatsCRCAlignErrors

26. show sflow YV F
sFlow R EIFHRERTLET,
i) :

# show sflow ?
counter poller Show counter polling interval configuration per

port
flow sampler Show flow sampler configuration per port.
receiver Show the sFlow receiver
statistics Show statistics

1) show sflow counter poller
K= FEGIO) sFlow VA0 R—Y T HERERRLET,
R
# show sflow counter poller
Counter Poller Configuration:

2) show sflow flow sampler
iK—MEALD sFlow TV T50FREFRERRLET,
F
# show sflow flow sampler
Flow Sampler Configuration:

Port Sampling Rate Max Hdr
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3) show sflow receiver
sFlow LY—NOFZREFRRERRLET,
IR
# show sflow receiver
Receiver Configuration:

Owner : <none>
Receiver : 0.0.0.0
UDP Port : 6343

Max. Datagram : 1400 bytes
Time left : 0 seconds

4) show sflow statistics receiver
Ly—-NofetiEHRER®LET,
R

# show sflow statistics receiver
Receiver Statistics:

Tx Successes Tx Errors Flow Samples Counter Samples

5) show sflow statistics samplers
R— R O#EHERZERRLET,
R

# show sflow statistics samplers
Per-Port Statistics:

No non-zero counters.

27. show snmp JY U F
AHD SNMP R EERTLET

151 -

# show snmp °?
access SNMPv3 access entry
community SNMPv3 community entry
group SNMPv3 group entry
user SNMPv3 user entry
view SNMPv3 view entry
<cr>
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2)

3)

1E JRVFMU871—-2

show snmp
B SNMP £%
i

BHRERTLET,

# show snmp
SNMP Configuration:

SNMP Mode

SNMP Version

Read Community

Write Community

Trap Mode

Trap Version

Trap Community

Trap Destination

Trap IPv6 Destination

Trap Authentication Failure
Trap Link-up and Link-down
Trap Inform Mode

Trap Inform Timeout (seconds)
Trap Inform Retry Times
Trap
Trap Security Engine ID
Trap Security Name
SNMPv3 Engine ID

show snmp access
SNMPv3 7Dt ATV MR RLET,
R

# show snmp access
SNMPv3 Accesses Table:
Idx Group Name

1 default ro group any
None

2 default rw group any
default view

Number of entries: 2

show snmp community
SNMPv3 J31Z71DIV MERRLET,
I

# show snmp community
SNMPv3 Communities Table:
Idx Community

Probe Security Engine ID:

Model Level

NoAuth, NoPriv default view

Source IP

Enabled
2c

: public
: private

Disabled
1

: public
: 192.168.1.10

: Disabled
Enabled

Enabled
1
5
Enabled

: None

800007e5017£000001

ReadView WriteView

NoAuth, NoPriv default view

Source Mask

1 public 0.0.0.0 0.0.0.0
2 private 0.0.0.0 0.0.0.0
3 yyy 192.168.1.11 255.255.255.0

Number of entries: 3
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4) show snmp group
SNMPv3 DIL—TIV MERRUET,
A1) :

# show snmp group
SNMPv3 Groups Table;

Idx Model Security Name Group Name

1 vl public default ro group
2 vl private default rw group
3 v2c public default ro group
4 v2c private default rw group
5 usm default user default rw group

Number of entries: 5

5) show snmp user
SNMPv3 1—HDIY M)ERRLET,
R
# show snmp user
SNMPv3 Users Table:

Idx Engine ID User Name Level Auth
Priv

1 Local default user NoAuth, NoPriv  None
None

Number of entries: 1

6) show snmp view
SNMPV3 Ea—IV MERRLET,
R
# show snmp view
SNMPv3 Views Table:

Idx View Name View Type OID Subtree
1 default view included l
2 XXX included .1
3 yyy included .10

Number of entries: 3

28. show spanning-tree JY F
AEODANZVTV)-DFREFRERTLET

R

# show spanning-tree ?
ethernet Show STP Port configuration
mst Show MSTP configuration
statistics Show STP port statistics
status Show STP Bridge status
<cr>
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1) show spanning-tree
YATLOARZITY) - DR EEHR 2R RLET .
i

# show spanning-tree
STP Configuration

Protocol Version : MSTP
Hello Time : 2

Max Age : 20
Forward Delay : 15

Tx Hold Count 6

Max Hop Count : 20

BPDU Filtering : Disabled
BPDU Guard Disabled
Error Recovery Disabled

2) show spanning-tree ethernet
R—FDASZV TV -DFREFERERTLET .
il

# show spanning-tree ethernet
Port Mode AdminEdge AutoEdge restrRole restrTcn
bpduGuard Point2point

Aggr Enabled Disabled Enabled Disabled Disabled
Disabled Enabled
Port Mode AdminEdge AutoEdge restrRole restrTcn

bpduGuard PointZpoint
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Auto

1 Disabled Disabled Enabled Disabled Disabled Disabled
Auto
2 Disabled Disabled Enabled Disabled Disabled Disabled
Auto
Disabled Disabled Enabled Disabled Disabled
Disabled Auto
Disabled Disabled Enabled Disabled Disabled
Disabled Auto
Disabled Disabled Enabled Disabled Disabled
Disabled Auto
Disabled Disabled Enabled Disabled Disabled
Disabled Auto
Disabled Disabled Enabled Disabled Disabled
Disabled Auto
Disabled Disabled Enabled Disabled Disabled
Disabled Auto
Disabled Disabled Enabled Disabled Disabled
Disabled Auto
10 Disabled Disabled ©Enabled Disabled Disabled Disabled



1E JRVFMU871—-2
. .

3) show spanning-tree ethernet x
= FORLF AUV —OREEHRERTLET . COBEDXCIRNSTL D1 VT
A(0~TFTOBE)TY,
R

# show spanning-tree ethernet 0
MSTI Port Path Cost Priority
CIST Aggr Auto 128

MSTI Port Path Cost Priority

CIST 1 Auto 128
CIST 2 Auto 128
CIST 3 Auto 128
CIST 4 Auto 128
CIST 5 Auto 128
CIST o6 Auto 128
CIST 7 Auto 128
CIST 8 Auto 128
CIST 9 Auto 128
CIST 10 Auto 128

4) show spanning-tree mst

YATLOMSTP DR EFEHRERRLET

R

# show spanning-tree mst

Configuration name: xxx

Configuration rev.: 10

MSTI# Bridge Priority

CIST 32768

MSTI1 32768

MSTI2 32768

MSTI3 32768

MSTI4 32768

MSTI5 32768

MSTI6 32768

MSTI7 32768

MSTI  VLANs mapped to MSTI
MSTI1 No VLANs mapped
MSTI2 No VLANs mapped
MSTI3 No VLANs mapped
MSTI4 No VLANs mapped
MSTI5 No VLANs mapped
MSTI6 No VLANs mapped
MSTI7 No VLANs mapped
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5) show spanning-tree statistics
STP iR— b EHEHRERRLET,
i

# show spanning-tree statistics
Port Rx MSTP Tx MSTP Rx RSTP Tx RSTP Rx STP Tx STP Rx
TCN Tx TCN Rx Ill. Rx Unk.

6) show spanning-tree status x
MSTP JyIDAT—AAERRLET , COIFZED"X"[Z MSTI DA VTYIR0~T £TH
B) TY,
1§

# show spanning-tree status 0
CIST Bridge STP Status

Bridge ID :32768.00-17-2E-xXX-XX~XX
Root ID :32768.00-17-2E-XX—-XX—-XX
Root Port e

Root PathCost : 0

Regional Root :32768.00-17-2E-XxX-XX—XX
Int. PathCost : 0

Max Hops : 20

TC Flag : Steady

TC Count : 0

TC Last e

Port Port Role State Pri PathCost Edge P2P Uptime

29. show storm—control JY/ F
ABDAM—LIVFA-ILOREERERTLET,
R

# show storm-control
QoS Storm Control:

Storm Unicast : Disabled 1 pps
Storm Multicast : Disabled 1 pps
Storm Broadcast : Disabled 1 pps

30. show system YV F
AEDYAT LERBLUREERERRLET .
il
# show system
System Contact
System Name
System Location

Software Version : FXC52xxPE Ver:1.00.xx
Software Date T XXXX—XX—XX

MAC Address : 00-17-2e-xx-XX—XX
Number of Ports T XX

m FXC5210PE/FXC5218PE/ FXC5224PE



Previous Restart : Warm

31. show tacacs—server A¥ F

TACACS+ I —NDEXREFERERTLET,

R

# show tacacs-server

Server Timeout : 15 seconds
Server Dead Time : 300 seconds

TACACS+ Authentication Server Configuration:

Server Mode IP Address Secret Port
1 Disabled 49
2 Disabled 49
3 Disabled 49
4 Disabled 49
5 Disabled 49

32. show trunk JYV F
AEDOMIVIERERBERRLET,
IE

# show trunk ?
all Shows all Trunking Group Configuration
<cr>

1) show trunk
YATLD M UDERERRLET,
IE

# show trunk
Aggregation Configuration:

Aggregation Mode:

SMAC : Enabled
DMAC : Disabled
IP : Enabled
Port : Enabled

2) show trunk all
FRCD M VF TN -TEHRERRLET,

R

# show trunk all

Aggr ID Name Type Configured ©Ports Aggregated
Ports

1 LLAGL Static 1,2 None
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33. show users JY¥V F
1-YOEERFHRERRLET,
R

# show users
Users Configuration:

User Name Privilege Level
admin 3
ad01 3
op01 2
gu01 1

34. show version
YATLON=Y3y, BLUETFVIEHRERRTLET,
i) :

# show version

Software Version: FXC52xxPE Ver:1.00.xx
Software Date ! XXXX-XX—XX

Number of Ports

35. show vlan YV F
ABED VLAN SR ERHRERTULET,

E
# show vlan °?
id VLAN interface
isolation Isolation VLAN entry
name VLAN interface name
port-based Port-Based Virtual LAN Configuration
voice Show voice VLAN configuration
<cr>

1) show wvlan
802. 1Q VLAN ZZE1E%R (VLAN ID, VLAN £& ., EIN L TiR— M) IR TRRENFET,
IE

# show vlan
TPID is 0x8888

VID VLAN Name Ports
1 default 1-10
10 aaa None

VLAN forbidden port list:
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2) show vlan id x

VLAN x @ VLAN B2 E 1R #RERTLET . COZE DX VLAN ID TY,

A1) :

# show vlan id 10

VID VLAN Name User Ports Conflicts Conflict Ports

10 aaa Static None No None
MVR None No None
Combined None No None

VLAN forbidden port list:

3) show vlan isolation
K= FPAYL—2aV R ERRERTLET,
R
# show vlan isolation
Port 1Isolation
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

0 Disabled

R O oo JdJo Ul Wb

4) show vlan name xXxXx
VLAN xxx O VLAN R E1EHERRLET . COB/BEDxxx”(E, VLAN £ TT,
IR
# show vlan name aaa
VID VLAN Name User Ports
Conflicts Conflict Ports

10 aaa Static None No None
MVR None No None
Combined None No None
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5) show vlan port-based

R—hX—-2Z VLAN REFEHRERTLET .
i

# show vlan port-based

PVLAN ID Ports

1 1-10

6) show vlan voice

B VLN SREFHERTLET,

K

# show vlan voice

Voice VLAN Configuration:

Voice VLAN Mode Disabled
Voice VLAN VLAN ID 1000
Voice VLAN Age Time (seconds) 86400
Voice VLAN Traffic Class |

Voice VLAN OUI Table :

Telephony OUI

Description

00-01-E3 Siemens AG phones
00-03-6B Cisco phones

00-0F-E2 H3C phones

00-60-B9 Philips and NEC AG phones
00-DO-1E Pingtel phones

00-E0-75 Polycom phones

00-EO-BB 3Com phones

Voice VLAN Port Configuration:

“ FXC5210PE/FXC5218PE/ FXC5224PE

Port Mode Security

1 Disabled Disabled oUI
2 Disabled Disabled oUI
3 Disabled Disabled oUI
4 Disabled Disabled OoUI
5 Disabled Disabled OoUI
6 Disabled Disabled OoUI
7 Disabled Disabled oUI
8 Disabled Disabled oUI
9 Disabled Disabled oUI
10 Disabled Disabled oUuI

Discovery Protocol



2E WEBICLRRTEHE

B 2% weBIck3®ERE D
2.1 Telnet/SNMP &8

2.1.1 Telnet [CLBYRUAV MEHR

Telnet EN LTAEDYE— MEEETIE S, £ IP/NetMask/Gateway({EEZ)7 KLAZEZREL. AVY—IVE
EEFELT, BEEITOITUZEL,

2.1.2 SNMP [CLBYRIAV METE

NMS N L TAREDT— FEEEITIESIE. IP/NetMask/Gateway 7 ELAZEHRTE LT, SNMP DR EE{T>C
CAIAN

ATl SNMP v1, v2¢, v3 DI—ITY MRES LU MIB Il(Interface). Bridge MIB. 802.1Q MIB LU Private

MIB #HR— L TLVET,
MHRED GET 132 =714 (3 “public” . LU SET I31=F14 (3 “private” TF,
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2E WEBICLBRBRTEAE
e
EA—
2.2 #EAERE
CCTClIE WEB 750 ERANTARRZDO WEB Y2 XY MNEEICAYA VT3 FIEERBALVELET,

221 BREHE

WEB 7505 ZERLTOTM VT BICE LT OFIBCH TS,

Step 1. WEB 7505 %i#2&1LET,

Step 2. WEB 759 D7 FLAICARE SN IP PRLARA KL, Enter ¥—% A HULET,
(WEAERERHE. IP P RLAIEI192.168.1.1 JICERESNTLVET )

Step 3. FREEFAAMPRYIRYDAIL, T1—H -2 1EMNAT—F1ZAHLETS,
(FIEARR EBFRT 15— 1T IAT— R BT admin”EINET S )

IP7RLAEZEETHH A LT OFIRCHETIZEL,

1. 7OV 7 M (confightt” (I3 TIVBIREE T, “interface vian 1"IIV FEA N TBE., “(config-i# HTOVT b
KIRINFET,

“ip address xxX.xXX.XXX.XXX YYY.yyY.yyy.yyy" I3 Floxxxxx.xxx.xxx |& IP 7 FL A, yyy.yyy.y

yyyyy [FRYMIADEASLT, KIKD IP P RLAZEELET,

2. "exit” ANV FEAHLT, “(configlt” (CRNFT

3. IPH—IITMEERTETEHEEIE. “ip default—gateway xxxxxxxxxxxx”I¥Y FE AA LT, KIKD IP 5'—bo1A
Oooxxxxxxx.xxx (& IP 7 FLA)EERTE LTS,

“exit” 1YV REAALT, “#"0FOVT MRRICUINENDDET

“show ip interface” & A 1L T, IP B IE LGRESN TLBNEINMERRL TR ALY,

(#EAER E(iE])
IP Address 192.168.1.1
Subnet Mask 255.255.255.0

Default Gateway L

Username admin

Password admin

(EBEEA A 7OYRyDR]
x

H—)i— 19216810 i1 —H - AT - FEERLTOGET B/ -0
$B3&. CHUT FHCE2xxPE HENERTE,

et g T [ U T TR TR R T S AT
EFEEUTEEN .

ok | x|
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EE):

AEI1I-FEE#ETYR—FLTHEN., EBEOINVATLERTET I ENARETT, EHOI-HN
EBEDID #FERATIIHEE. VATLREETOIEHICRANCOTI U LEI-FOHEFAI LET , Fn LIS
D1-HF. EBEDOID #FERALTEH. YVATLOEZRYVIDHAETHETT , %K 3 1—HDOH N REFCOT A
VTBENATRETT,

[FE]):
WEB 759513 “Microsoft IE 6.0” LA L. "Netscape V7.1” LA E . $3B M3 Fire Fox V1.00” LA L, Fl=E=H—
(SR EE"1024x768" LA L COERICHACEEHRLET,

1. EEOHER

DAZ1—94V kY

L.

AREGEODWEB YR YAV MEEISUTOVAY FOTHERLTNET,

Auto-refresh []| Refresh

1970-01-02T20:18:31+00:00

time: 1d 20-18:31
Software

are Version FXC5218PE Ver1.0003
are Date 2014-11-28

P

P
Ve

laintenance

= Restart Device

= Factory Defaults

» Software

) Configuration

@ AMU94VED J @ MTAZa—94V kD

2. RE/RTER

D AZa—91VED
2214V RITIR . REZTHR—FENBZE A1V —RICRTENFET,

@ AMUH4UEY
AZa—=D4Y RO TEIRUVEAZ1- DR TFIER . RUAT-AAEHRERRLET,

® MFAZ1—94U kY
ABRBDAVEI—T1 ARRRINTHN, Kh—FDIKEEZ 10/100M TUUHPYTLTNBIGE
(ZM#& 1. 1000M TYVHT7YTLTWVBIGEETERITRLET , LB R—MEDYDTBH I,
NIVB—DAZ1—-HRRSINET,
MNLogout|RAVED)YHTBIEICLN, R ENLOTTINET,
[Show help] ' olEFRTRAZ1—0D Help ZRID4Y FITRIRTBENRIRETT,

BEEOMALICLUTOPMIVNRTSNET,

057 FEOREYTY

NVIEEREAFT BN TEET,
HTTP ##ICLR IR IAV MAEOEEMIT . LUBDIETHRIALET,
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2.3 Configuration (ZH#4REDERTE)

CCTIE AN B IBEEEIC DV TORE AEICOVTERALET,
2.3.1 System (YATLIFH)
2.3.1.1 Information (VAT LIEHDERE)

[ Configuration]— I System ]—[Information | &D)yD T 3L, LI TOBEEIRRINFET,
CCTlE, YATLA . REGAT. VATLIEEERERELET,

System Information Configuration

System Contact

System Name

System Location

| Save || Reset |

23121P

[System]—TIP1&DyDT 2L, LTOBEENS R RINET,

IP Configuration

Configured Current
DHCP Client O Renew
IP Address 192.168.11.214 192.168.11.214
IP Mask 255.255.255.0 255.255.255.0
IP Router 192.168.11.1 192.168.11.1
VLANID 1 1
DNS Server Q[KeKely 0.0.0.0

IP DNS Proxy Configuration

| Save || Reset |

CCTlE. RN IP ZRTETIENTEET,
DHCP D34 7Y MERER B RNICTBE . DHCP H— )\ n B EIRIIC IP B SR ESNET,
DHCP D347V MEBREEENICT B, FEICTIP 2R EZITIENTEET,
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2.3.1.3 IPv6

[System |—=TIPv61&D)yDT3E, L TDEIENRTINET,
CCCIIARHD IPv6 DEREZITICENHEFET,

IPv6 Configuration

Configured Current
Auto Configuration Renew

19216611
Link-Local Address: fe80::217 2eff-fe1b:b/tb

Address 192.168.1.1

Prefix 96 96
Router = -

IPv6 JL—ANER SN TOBIREEDIZ S . [Auto Configuration |#ERERFXNCTEE. BEMIZIP EEESNET. F
. FETIP 2R ETHELTEET,

2.3.1.4 NTP

[Configuration | =T System |=INTP J&DUvD T3¢, RDEEHNRTINET,
CCTIEARHED NTP DR EEITOCENHKFET,

NTP Configuration

Server 1

Server 2

Server 3

Server 4

Server 5

‘ Save H Reset ‘

AH(Z. NTP 7O ESR— FLTVBEH. NTP =)\ ol %GR EAFTIENTEET,

1. [Configuration]—TSystem |—ITime &7y LT, “Get Time By % Time Server [CERELET,
0%, KE@EICTNTP =D IP EAALET,

[EEC):
NTP #EEE BT BICE, RYMI—DEBEICLOT. FTNTP =)D IP ZEAFTILELNHNET,

2. R(Z. [Configuration | =T System | =T Time 12DUyH LT, 34 LY =V BLVHY—81 LOZREETVET,
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2.3.1.5 Time

[ Configuration | =T System |=[Time 1&0)wD 93, LTOEEIN R TRINET,
CCCIIBZIDER EEITOICENTEET,

NTP ZERLTHMLY - VERTETHENTEET, NTP TE, EEDTUZy I ZBIHIKRDAYF R BE 0)
ERELTIMEERNMERSINEIT (BEHAEE, UTC EFENZEOTHN. EXBAFRITU Y UIRLERFH
(GMT)) o TI\M ADIERER KR ZIREF T HEICLD . VAT LRV BAAVFIV MO B ZIEREICRERLET
A—=7L34 LICE U THREDKZ 2R T T 3IC}. BEVDIMILY-VDREEITOTEL,

Time Configuration

Time Configuration

Get Time By
Local Time I6: YYY-MM-DD HH:MM:-58

Time Zone Configuration

Time Zone Configuration
Time Zone None hd

Acronym |{ 0 - 16 characters )

Daylight Saving Time Configuration

Daylight Saving Time Mode
Daylight Saving Time

Start Time settings
Month
Date
Year
Hours
Minutes 0
End Time settings
Month
Date
Year
Hours
Minutes

Offset settings
Offset (1 - 1440) Minutes

MIY—54 LIHKREICED BEDORZILN 1 B ECOAT LA LERET HENATRETT
FIREFfCHE TR EERE T ST, TOMMY Y A1 LIKREe AL TEET,
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2.3.1.6 Log

[ Configuration | = I System | =l Logl&D)wD T 3L, L TOEEN R RINET,
CCTClE. Syslog H—NERELET ., COBEREEAINCTBE, Syslog U—NICI AV M EEEFRSINET,

System Log Configuration

Server Mode Enabled V|
Server Address QI=5 |
Syslog Level Info V|

| Save || Reset |

H—I\7 RLVAIC Syslog U—NDT7 FLAERTELET . ChICED., syslog H—IIAAARY MR ESNET , AHED DNS
BEENEDLBEEE., RAMRELTHERTIEETTPvA DH XTI,

Syslog LAV T, syslog H—NITEESNI AT I DIEFEFZEIRTEET,
BHBE-FRUTOESNTT,
-Info : 1EHR. B&. I5-AvE—-IEEELET,

- Warning : &, I5—Avt—YI&EELET,
- Error : I7—Avb—YIEEELFEFT,
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2.3.2 Power Reduction GHE & H$fH#ERE)
CCCl. HEENTIEBEEED EEE DR EETVET,

2.3.2.1 EEE
[ Configuration]—TPower Reduction|]—TEEE | &0)yD3 3L, LTOEERIERRINET,

EEE Configuration
Qu

3]

m
m
K
&

=]
®
=
2

Port Enabled

&

Lm e I I = R B L L

s a s s
S P N Q=]

O0O0O00O00O0000O0O0O0OOOxse

opodooooogooogog

D000 oooOoodO U
OO0 oodoOnin Uy
opodoodioiodoonii Ueg
UObodoodioiodooddi Uk
OOooodooodoooooodnD s
OO0DodooodoooooOdnD Uss
oo on oDl e

T
-] 0

18

| Save || Reset |

CCTlE, A¥D EEE #RRELTC, R— MR TERDEEEMAET,
EEE Urgent Queues (3. T—ANE LB DE, TL—LOREEETVET,
ETNLSME, BIREZRKREICTZ7H(C, 13000 /N1 R IFTOT—ANEEIREECHIFTHELET,
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2.3.3 Ports (iR— FDERE)

2.3.3.1 Ports

CCTClE, R=POUVDIREEDREER D, R— bR —LBERE. 70—V MA-Ib. RRIV-LYA X, JVIavE-R,
1AD—3Y bO—)b. MDI/MDI-XBE DR EEITLET,
[ Configuration | = Ports |=[Ports |EDUyD T3¢, U TDEENRTSNET,

Port Configuration Refresh

=71

Link Speed Flow Control Maximum Excessive Power MDI/

Current Configured Current Rx Current Tx  Configured Frame Size Collision Mode Control MDI-X
Port 1 = i 9600 <> v| [« v (e v
1 Port 1 1Gidx Auto hd X X 9600 Discard ¥ | | Disabled ¥ [Aulo ¥
2 Fort 2 . Down Auto A X X 9600 Discard ¥ | | Disabled v| [Auto ¥
3 Port 3| . Down Auto hd X X 9600 Discard ¥ | |Disabled Y |Auto ¥
4 Portd] @ Down Auto v X X 9600 Discard ¥ | | Disabled ¥ [Aulo ¥
5 Pots, @ Down Auto v X X 9600 Discard ¥ | | Disabled ¥| [Auto ¥
6 Port 6 . Down Auto v X X 9600 Discard ¥ | | Disabled Y| |Auto ¥
7 Port7, @ Down Auto hd X X 9600 Discard ¥ | | Disabled ¥ |Aulo ¥
8 Port § . Down Auto v X X 9600 Discard ¥ | | Disabled ¥| [Auto_ ¥
9 Port 9 . Down Auto hd X X 9600 Discard ¥ | |Disabled Y |Auto ¥
10 Port 10 . Down Auto v X X 9600 Discard ¥ | |Disabled Y| |Auto ¥
1 Port 11 . Down Auto hd X X 9600 Discard ¥ | | Disabled ¥ [Auto ¥
12 Port 12 . Down Auto A x X 9600 Discard ¥ | |Disabled Y| |Auto ¥
13 Port 13| . Down Auto x X X 9600 Discard ¥ | |Disabled ¥ |Auto ¥
14 Port14) @ Down Auto v X X 9600 Discard ¥ | | Disabled T lAulo ¥
15 Port15| @ Down Auto A x X 9600 Discard ¥ | | Disabled v| [Auto ¥
16 Port 16, . Down Auto v X X 9600 Discard ¥ | |Disabled Y| |Auto ¥
17 Port 17| @ Down Auto hd X X 9600
18 Port 18 . Down Auto v X X 9600

8ave || Reset
25 LR

h—rDERTE

Name AVRII—ABERTELFT, HEh— MIXERR BT RENTEET,

Speed BERESLVBREARDEZEEITVET,

Flow Control T EREROIO-HHERELET

Excessive Collision Mode | FZFE@IERENI)IaVHEENREELET,

Maximum Frame Size RARIV-LYAXEHRELET, s8F(EM1518-96001)\1 FTT,

M, SRETHIGEE. ABECHER TRy N)—D#EsN I v IR IL—

LBEBE(ICHH IS LT LB MREER LT ELY,

Power Control R—rDHEENHEEERELET,

- Disabled : IATHHEBE A AR EEMCLET,

= ActiPHY : UVOLTHBIMEEDEEE N ERRICLET,

- PerfectReach: JUDOBMHEE HEEMICLET,
Va—-M=JIVERBOEEENEEMCLET,

- Enabled : YVD7Y /A VBRICEEBE HEEMICLET,

MDI/MDI-X iR— FOMDI/MDI-XE— F(Auto, MDI, MDI-XOWINh) #RE LFT,

MDI-X(3/3Y VA . MDUINT /A4 FRATT , [AutolICERETBE. B

ERANZITVET
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2.3.3.2 Limit Control (V3w ;Y FO-=)1)

[ Configuration ]—IPorts | =T Limit Control JEDUYD T %L, L TOEENERRINET,

CCTlE AEOER—bDYIY IV MO—ILDEREEITICENHESET,

Port Security Limit Control Configuration

System Configuration

Mode Disabled W

Aging Enabled Il

Aging Period 3600 seconds
Port Configuration
Port Mode Limit Action State  Re-open

2 7 Y [ CR—"
1 4| [None ~| Disabled | Reopen
2 4 |None v| Disabled = Reopen
3 4/ | None | Disabled | Reopen
4 4/ | None | Disabled | Reopen
5 4| [None v| Disabled | Reopen
6 4| [Nene ~| Disabled | Reopen
7 4| [None v| Disabled | Reopen
3 4/ | None “| Disabled | Reopen
g 4| [None v| Disabled | Reopen

10 4| | None v Disabled Reopen

11 4| [None v| Disabled | Reopen

12 4| | None v Disabled Reopen

13 4| |None V| Disabled | Reopen

14 4 | None | Disabled | Reopen

13 4| |None V| Disabled | Reopen

16 4| [Nene ~| Disabled | Reopen

17 4| | None | Disabled | Reopen

18 4| [None v| Disabled Reopen

K=Yy RV M-I EEIE S, FEER— FOI-FHO LEZHIBELET,
1—H(E MAC 7 RUAB LY VLAN ID T RISNET .

ERZBABZELUTOD 4 20\VINHID7DaVNERTENET,

‘None: LRRZ#BBLEIGE1I-—TEREFALEEA, BL. ZNUSNDTHIIVEET
SnFBh,

*Trap : SNMP 59/ &XELET,

*Shutdown: R—FEIPY IV ULET , <Reopend>NIVEDYYDTBE, R—MEEIRBLET,
*Trap & Shutdown: EEBD " Trap” BL V" Shutdown” 7D aVhEFTINET,
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2.3.3.3 Storm Control (A ;=LY FO-JL)

[ Configuration ]|—TPorts | = Storm Control1&D)yD 3 3¢, L TDEENRTINET,
CCTE. REEDA =LY FMA- DR EEITOICENHEET,

Storm Control Configuration

Frame Type Enable Rate (pps)
Unicast [l |
Multicast 0 ﬁ
Broadcast ] g

:

AZFvAPAM=L, YIVFFPARA =L, TO- FFP A A M=LOFNFNOL— IV FO-ILDREEITVET,
NHOEZREE. MAC 7 ELAT—FIL EICH LY VLAN ID, DMAC(3E4E MAC 7 KL ABEDTS9T4 U5 LIzIL— L%
HRELTVNET,

HREICE, ZMVFEDIZFrA L, WILFEPAL, TO—FF0 A D 57190 DEREEITVET,
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2.3.4 Security (£¥1YUT1H#8E)

CCClE. RO X1 ) T4 HEBEDER B ICOWVTERBALET

2.3.4.1 Switch

1) Users
£1-YDHFRFEE{TIICIE. [Configuration ]— T Security ] = Switch1—Users D)y LET,

AEOI-PEREFRELET . I-FOLAILCRLLTOESD 3 BRFEHNET

[3]: EEER, I-YRIABOREEINTTICENTEET,

[2]: ZRL=3R, I-YRAKOREBESLIVAT-AAERTTH_ENAIRETT,
1-YRAEEDAVTFTIAERITT SN TEXT,

(1: 2R, I-Y AEOZREEELSLUVAT-IADHERTT SN TRETT

Users Configuration

User Name Privilege Level
admin 3

Add New User

1. FRI-YEZEETIHEE. <Add New User>ihAVED)YHTRE, L TOEENRTEINZDT
1-HLZENNAT—R, I-HFLRIEFNEFNRTE LTS,
1-HULAIE, 1~3 FTD 3 RRBEICRERRETT .
Add User

User Settings

User Name abc

Password |oo..o...

Password (again) |o.u.-u

Privilege Level | 3 V|

| Save || Reset || Cancel |

2. <Save>iN3VEDUYDT L I-FOFREBEEIRRINET,
Users Configuration

User Name Privilege Level
admin 3
abc 3

Add New User
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2) Auth Method (FREEA =)
[ Configuration ]— Security | =T Switch |—T Auth Method ]ZDYUyD 9 3L, L TOEELIRRINET,

Authentication Method Configuration
Fallback

console

telnet RADIUS
ssh AGACST
web local b

CCTI IR IAVNADEEAKERELET,

ARG UTOERBNTT,

-none : FREEAIRETY A, OUAVIIARATY,

—local : AHEOO—-NIL1—FIEHROZREEDH AIEETT
- radius : FREIA®YE— RADIUS =&KX ELET,

- tacacs+: SREIAMYE— b TACACS+H—/\E&XRELET,

rFaIIbackJ)l:J—#&ig*R?g)ts ununE(LgeE&bfiﬁA(uli l:] jJ)lla):L "j'T Q‘LJ:émL.\nl—tb\ 1’)115:115(:
BET,

RADIUS H—=N\H LU TACACS+H—INDEETE A %ICOWTIE. [Configuration | —T Security | > TAAA | &
SHEUTEEL,

3) SSH
I Configuration ]—T Security |—T Switch | = SSH1ZDyD T 3L, L TOEEMIRRINET,

55H Configuration

[ Enzbied [v] |

CCTIE JE— Telnet FAM SSH #ge%HZELET,

4) HTTPS
I Configuration ] — I Security |—T Switch | =THTTPS 1ZD)yh 3¢, L TOEEHIRRINFET,

HTTPS Configuration
Mode Enabled j
Automatic Redirect QIMEELIED vl

Save | Reset |

CCTlE. WEB @ HTTPS t¥aT#ae 2 AR LET,
HTTPS % E Dl mode | B LUT Automatic Redirect IOT AN E L. HBANIESLIEESIEWEB J50Y
& HTTP AICUINEZZT,
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5) Access Management (PO AEIE)

[ Configuration]— T Security | =T Switch | —T Access Management &0y 3E. LI TOEEH

RRINET

Access Management Configuration

Mode JIECREEE

Start IP Address End IP Address HTTP/HTTPS SNMP TELNETISSH
Delete 200.200.200.1 200.200.200.10

ST UE-MEERICIP 7RLAOLY VERET SENAIRETT  UE— MEER/V271—- 23,
HTTP/HTTPS, SNMP, TELNET/SSH T,

6) SNMP
CCTClE. SNMP DR FE(COWVTCERBALET,

6-1) System (SNMP Y AT LODR5E)

[ Configuration] —ISecurity ] = Switch| = SNMP]—[System1&0)yDd3E. L TOEENER
ReNET,

SNMP System Configuration

Mode Enabled v
Version SNMP vZc hd
Read Community Qi
Write Community JisiEiC]
Engine ID 800007e5017f000001

SNMP Trap Configuration
Trap Mode Disabled e
Trap Version SNMP w1 W
Trap Community public
Trap Destination Address
Trap Destination IPv6 Address Jis
Trap Authentication Failure Enabled v
Trap Link-up and Link-down Enabled v
Trap Inform Mode Enabled v
Trap Inform Timeout (seconds) RNl
Trap Inform Retry Times L

Save Reset

CCTIE SNMP VAT LIEHB LU MV T REER ELET .
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6-2) Communities (SNMPv3 J31=F1DEXE)
I Configuration ]— Security ]—I Switch ] =T SNMP ] —[ Communities J#D)yD 3 3¢, LT DE
EiRTINET,

SNMPv3 Community Configuration

Delete Community Source IP Source Mask
[ public 0.0.0.0 0.0.0.0
[ private 0000 0000
[ yyyy 192.168.1.11 255.255.255.0
[ Add New Entry ] [ Save H Resat ]

CZTClE. SNMPV3 J31Z71/DIY NDEMB LUEIBRETICENTEET,

6-3) Users (SNMP 1—H%&:8E)

[ Configuration | — T Security | = Switch | = SNMP | =T Users | &0y 3L, LLTOEEHR
RENEY,

SNMPv3 User Configuration

Security Authentication Authentication Privacy Privacy

2o Level Protocol Password Protocol Password
] 500007=5017f000001 default_user NoAuth, NoPriv MNone Mone MNone MNone
[ Add New Entry ] [ Save ][ Reset ]

CCTlE. SNMPV3 -5 DIV M)DEM/EIBRETHICENTEET,

6-4) Groups (SNMPv3 JIL—FDR5E)

I Configuration ] Security ] =T Switch ] =T SNMP | —[ Groups | 2DVUyD 3 3L . L TOEEHER
TenFET,

SNMPv3 Group Configuration

Delete Security Model Security Name Group Name
] v public default_ro_group
] v private default_rw_group
] vZc public default_ro_group
(] vZe private default_rw_group
] usm default_user default_rw_group
[ Add Mew Entry l [ Save H Reset l

CCTlE. SNMPV3 JIL—T0I Y NDE M/ BIREITHICENTEET,
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6-5) Views (SNMPv3 View D& 5E)

[ Configuration ]— Security ]| =T Switch ]| =T SNMP | = Views 1&DvD T3 LTOEBE®EHIER
RENFEY,

SNMPv3 View Configuration

Delete ViewName View Type OID Subtree
] default_view |included |¥| 1
abcd included [v] 1361211
[ Add New Entry ] [ Save ][ Reset ]

CCCl&. SNMPV3 View DIV FJDEN/BIBRETICENTEET,

6-6) Access (SNMPv3 Access Di&E)

I Configuration ] — T Security ]| = Switch ] =T SNMP | =T Access 1#DvD T 3L, LI TOEEH R
RENEY,

SNMPv3 Access Configuration

Delete Group Name  Security Model Security Level Read View Name Write View Name

] default_ro_group any  MNoAuth, NoPriv default_viewE Mone E|
] default_rw_group any  MNoAuth, NoPriv default_viewE default_viewE
[ Add New Entry ] [ Save ” Reset ]

CCTlE. SNMPV3 Access DIV MDENM/HIBRETICENTEET,

7) RMON
_C_Cl& RMON D% EICOWTERBALE T,

7-1) Statistics (RMON #f&H1E$R)

I Configuration ]—T Security ] =T Switch | —RMON ] —[ Statistics I1&D)yD T 3E. L FOEEH
RRINET,

RMON Statistics Configuration

Delete ID Data Source

‘ Add New Entry | | Save H Reset ‘

CC_Tld. RMON #EHEHROIY FDEM/BEIREITIENTEET,
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7-2) History (RMON &)

[ Configuration ] —T Security | —T Switch]—TRMON |—History 127y 3. L TOEEHER
TenFET,

RMON History Configuration

Delete ID Data Source Interval Buckets
= 10 1361212211 10 1300 50 B0
[ Add New Entry ] [ Save ” Reset ]

CCTld. RMON BEMDIY M)DEM/BIBRETICENTEET,

7-3) Alarm (RMON Alarm DE%5E)

[ Configuration | — I Security ] = Switch | =RMON | =T Alarm &0 )yD T 3E ., 75— LDEREH
AN TFEREOLIICERREINET,

RMON Alarm Configuration

Startup Rising Rising Falling Falling

e Alarm Threshold Index Threshold Index

Delete ID Interval Variable

Sample
Type

| Add New Entry | | Save || Reset |

CCTld. RMON 75—L0OI Y NDEM/EIREITICENTEET,

7-4) Event (RMON 1A MDEXSE)

I Configuration | =T Security ]| =T Switch | =TRMON | —=[Event &7 )yD33E . L TOEEH R

RENEY,
RMON Event Configuration
Delete ID Desc Type Community Event Last Time
[l 1 abc | none |E| public 0
[ Add New Entry ] [ Save ][ Reset ]

CCTld. RMON 1AV MOTIY N)DEM/EIREITICENTEET,
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2.3.4.2 Network(RY FI—DDE& 7€)

CCTClE Ry RI=DDERFECOVWTERBALET,

1) NAS
[ Configuration | —T Security | = Network | =>TNAS |1 &0)yD 9 3L, LTOEBEIRRINET,

Network Access Server Configuration

System Configuration

Mode Disabled v
Reauthentication Enabled

Reauthentication Period 3600 seconds
EAPOL Timeout 30 seconds
Aging Period 300 seconds
Hold Time 10 seconds
RADIUS-Assigned QoS Enabled

RADIUS-Assigned VLAN Enabled

Guest VLAN Enabled

Guest VLAN ID 1

Max. Reauth. Count 2

Allow Guest VLAN if EAPOL Seen

Mac Auth Username Format with-hyphan ¥ | Lower-case v

Port Configuration

RADIUS-Assigned RADIUS-Assigned

Guest

Port Admin State QoS Enabled VLAN Enabled  VLAN Enabled Port State Restart

"= v

1 |Force Authorized ¥ Globally Disabled | Reauthenticate Reinitialize
2 |Force Authorized ¥ Globally Disabled | Reauthenticate Reinitialize
3 |Force Authorized v Globally Disabled | Reauthenticate Reinitialize
4 |Force Authorized v Globally Disabled | Reauthenticate | Reinitialize
5 |Force Authorized v Globally Disabled | Reauthenticate Reinitialize
6 |Force Authorized v Globally Disabled | Reauthenticate | Reinitialize
7 |Force Authorized v Globally Disabled | Reauthenticate Reinitialize
8 | Force Authorized v Globally Disabled | Reauthenticate Reinitialize
9 |Force Authorized v Globally Disabled | Reauthenticate Reinitialize
10 |Force Authorized v Globally Disabled | R henticate

11 |Force Authorized v Globally Disabled | Reauthenticate teinitialize
12 | Force Authorized v Globally Disabled | Reauthenticate Reinitialize
13 |Force Authorized v Globally Disabled | Reauthenticate Reinitializ
14 | Force Authorized v Globally Disabled | Reauthanticate Reinitialize
15 |Force Authorized ¥ Globally Disabled | Reauthenticate Reinitialize
16 |Force Authorized v Globally Disabled | thenticate Reinitialize
17 | Force Authorized v Globally Disabled | authenticate Reinit
18 |Force Authorized ¥ Globally Disabled | Reauthenticale Reinitialize
Save || Reset

CCTClE. 802.1x XY FI—DPH LAY FO—IVEREE R ELET , R— FENTEIRYNT—-DT7DEAR
CIRFF1I-—HORIANNLEICENET, RADIUS H—NCEDEBEIE4TVET,
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2) ACL

CCClE, ACL MERFEICOVVTERBALET,

2-1) Ports (ACL Di— MDERE)

[ Configuration | — T Security | = Network | =T ACL1—[Ports |#DvD T 3L, L TOEEH
RIRSNFET,

ACL Ports Configuration Clear

Port Policy ID  Action Rate Limiter ID Port Redirect Mirror Logging  Shutdown State Counter
~
= o [ v [« v] Port 1 [« v| [= v] [« v] [ V]
pot2 V¥
Disabled P’
1] 0| [Permit v| [Disabled v] Portf [Disabled v| [Disabled v| [Disabled v| [Enabled v| 2643
Port 2
Disabled PN
P 0| [Permit v| |[Disabled V| Port 1 v |Disabled v| [Disabled ™| [Disabled v| [Enabled v| 912220
Port 2
Disabled P}
3 0| [Permit v| [Disabled v Portt |Disabled ™| [Disabled ™| [Disabled v| [Enabled v| 0
Port 2
Disabled Y
4 0| [Permit | [Disabled v| Port 1 [Disabled v| [Disabled ™| [Disabled v| [Enabled v| 0
pot2 V¥
Disabled P}
5 \ o\ [Permit v| [Disabled v Port 1 |Disabled ™| [Disabled v| [Disabled v| [Enabled v| 0
pot2 Vv
Disabled P
6 | 0| [Permit | [Disabled v| Port 1 [Disabled v| [Disabled ™| [Disabled v| [Enabled v| 0
pot2 ¥
Disabled Y
7 | o| [Permit v| [Disabled v Port 1 [Disabled | [Disabled v| [Disabled v| [Enabled w| 1280

ZCTlE. &iR— D ACL JS5A—R(ACE:PHE AV FA-ILIV M) EERELET .
NHBDI5A=RE, TU—LDMEED ACE E—BULEBLME AL, R—FTRELEIL—LISER
INFET,

2-2) Rate Limiters (L— FJIy MEREDERTE)

[ Configuration ]—T Security ]| =T Network ]| = ACL]—TRate Limiters1#D)yDd3E, LLTD
BEEHNARREINET,
ACL Rate Limiter Configuration

Rate Limiter ID Rate Unit

1
1 1 |pps WV
2 11 |pps WV
3 1 |pps V|
4 11 |pps WV
5 1 |pps WV
5 1 |pps WV
7 11 |pps WV
8 1 |pps WV
9 11 |pps WV

10 1 |pps WV

11 1| [pps V|

12 11 |pps WV

13 1 |pps W

14 1 |pps WV

15 11 |pps WV

16 1 |pps V|
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ACL DL—M)3y MEReRERLET, L— M3y MEEEIR . pps(Packet per second), F/z(&

kbps(Kilo bit per second) I TERESINET . BH. AATL—LOFDFIEHTT,
A=H 29 IL—LICR L TOFIEDTH, TCP yoav(CwUTIE, SREEEELBDL— IS
HENHNET .

3) Access Control List (77230 FO—IL)AMDERTE)

I Configuration ]— Security ]| =T Network | =T ACL|—T Access Control List 1&DUvDIT3E. LU
TOBENIRRINET, CCTIE, 702V MA-IWA DR ENTEET,

Access Control List Configuration Auto-refresh [] [ Refresh ][ Clear ][ Remave All

Ingress Port Policy / Bitmask Frame Type Action Rate Limiter Port Redirect Mirror Counter

1. “®)"&DYyDTBE. LT D ACE REBEENKRRINET

ACE Configuration

Action
Rate Limiter
Ingress Port

~ _ Port Redirect
Policy Filter QELY

Frame Type

Mirror Disabled [
Logging Disabled IE‘
Shutdown Disablzd [¥|
Counter o

MAC Parameters VLAN Parameters

omac Fitter [JEERIEEN 202.1G Tagged IELE
VLAN ID Filter Specific
VLAN ID 10

id
i

Tag Priority 5 [l
IP Parameters ICMP Paramaters
IP Protocol Fitter QNS ICMP Type Fiffer Any Iz‘
IPTTL Any ICMP Code Filter QESN IE‘

IP Fragment Any
IP Option Any
5IP Filter Hest
SIP Address 200.200.200.1
DIP Filer Any

[Save][ﬂeset][[:ancel]

2. NIA=BC—BT B, ACE D)\SA—AERTEL. 7DIaVE&EIRLET,
<Save>hAVEDUYDLT, ACE 2R ELET,

Access Control List Configuration Auto-refresh Refresh || Clear | Remove All
Ingress Port Policy / Bitmask Action Rate Limiter Port Redirect Mirror Counter
All Any IPv4/ICMP SIP-200.200.200.1/32 Deny Disabled Disabled Disabled 0 gQ: ®

HEDVYDTBHE. BlD ACE HEMENET . ()& T 5L ACE DRk, (\&EDJYITHE ACE
DHIBRSNET . 1/ | F—2EATHEICLN. ACE ERBFLET,
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4) DHCP

C_TCld. DHCP ME&EICDOVTCERBALET,

4-1) DHCP Snooping (DHCP AX—E > #gE)

I Configuration | —T Security ]| = Network | = DHCP | =T Snooping 1#0wD 3 BE. LI T DEH
AR RSINZET,

DHCP Snooping Configuration
Snooping Mode II

Port Mode Configuration

Port Mode
<= W
1 |Trusted W
2 |Trusted w
3 |Trusted W
4 |Trusted W
5 | Trusted
6 | Trusted
7 | Trusted
8
9
0
1
2
3
4

”I

Trusted
Trusted

4 E4/E9/E4|KS

1

11T

Trusted W

Trusted W
rusted W

1
1
1

— —
= || =
[ = | =
| S
el
[=Nig=9
<€

CCTlE. DHCP ARX—E VT # R E LET, DHCP ARX—E VT HREEHF XN T BE. DHCP 1)
HIARAYE—UIE FSARR— F"Mode” h Trusted” [CER EINTLVBHR— MICOH ERESN., b
SARR= M oDIEENTYMIDHEFRILET , ChCED, FRIEL DHCP =)\ b0iEkEN b
RETIENTEETS,
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4-2) DHCP Relay (DHCP YL —##E)

[ Configuration | —T Security | = Network ]| = DHCP | —[Relay 1&7)yD 3 3. LTOEEHER
TeNFET,

DHCP Relay Configuration

Relay Mode Enabled B3
Relay Server 192 168.10.1

Relay Information Mode [Qi=hEisl=l [~
Relay Information Policy RIzG]slkle:] |z|

Save H Reset ]

CCTlE. DHCP YL—H LU DHCP OZA T3Vt 82 #3%FLET,

DHCP YL—E—FEEMICTRE. DIAT7U M/ H—=NBECHTRY M RA VRICEME S, T
—JTVMIENEDREID DHCP Ayt —UBEELET,
tX1UT/ORRE L DHCP JO— RFv A AL =3I T79T1 VT ESNFE A,

DHCP relay information £— FEE#HCTEE, I— Y1V ML) DHCP H—/SADEERE TS TE
1&¥R (73> 82) H DHCP Xyt —J(Z3 A SN, DHCP D34 7Y MAME{ERF(C, DHCP Xyt
—IhbLEIBREINET,

_N (3. DHCP relay operation E— FHAEIRIZEEDHFBHAINET,

Z7230 82 MEFRID (" [vian_id ][module_id |[port_no | “ERRENFET , I FID 4 XF(L VLAN
ID.5 FEBE6 FBHREY1-ILIDAAY FPAVEELEET0], AAYHTIVEBDIFE L switch
DIZELED), mED 2 XFFR—MEEZRELET,

I-YIVMIEIETS DHCP Ayt —J(CR)Y—&fEITT3UL—I- IV MBI EENS15
&1(3. relay information E— FEEMICLET,
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5) IP Source Gurard (Y—AH—F)

TR IPY—2H-FOZREICOVTEREALET,

5-1) Configuration(IP ¥Y—A1— FDEXTE)

I Configuration ]— I Security | =T Network ]| —TIP Source Guard]— T Configuration |#HDvyHd 3L,
UTOBEENIRRSNET, CCTREL IPY—AH— FOREEITHIENTEET,

IP Source Guard Configuration
Ry [Disabled ||

| Translate dynamic to static |

Port Mode Configuration

Port Mode  Max Dynamic Clients

o v E—
0

1 | Disabled v 1
2 |Dizabled w2

3 [Disabled s ||Unlimited

4 |Disabled s || Unlimited o
5 |Disabled s || Unlimited v
& |Disabled || Unlimited v
7 |Disabled ~ || Unlimited v
& |Disabled »|| Unlimited W
9 |Disabled s || Unlimited e
10 |Disabled || Unlimited v

IPY—2H—El&. DHCP AX—EVHF—=TFIUZIEUT. bS749DD 4R EIT BN IP Y
— 2Ty IERFEF TN RTBIEICLD. DHCP AR—EVH DT FSAMR— D IP F5749D%
HIRLIENTBIENTEET,

SNICED, BIDIRA LD 1P 7 RLADRIEE AN LBACCENTEET . COBEREICLD. HEER—bH
CTEERRELBMIIMT7Y MO LREHIRLET,

(X&)

H4F39D1IPY—ANIY MIEDHCP UDTIAMIENEE LET, IPY—AH— FEEZICTBHIIC,
F9° DHCP AX—E VI HERER A STERE LTS, ENLUSME, IP Y= — FHEREICR LT,
A8T49D 1P Y—2ADI Y M)EHRTE L TLESLY,
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5-2) Static Table (ABT1Y7 IP Y—ANEKTE)

I Configuration ]— Security ] = Network |—TIP Source Guard]—[Static Table |&DUvDITBE.
UTOEEIRTRINET,

Static IP Source Guard Table

Delete Port VLANID IP Address MAC address
] 10 10 192.168.10.10 00-00-00-00-00-01

ZCTR A3T49D 1P Y—=20TI Y NDEM/EIBRETVET . A3T49D1IPY—2ADI Y MIE, R—
FES.VLANID,IP 7RLA.MAC 7 RLANOEERSNET , CORITA4YDT—T I &EEST, BID
RARD IP 7 RUADFRIEFE AN LI CENTEET,

6) ARP Inspection (ARP 1 AR Y3Y)

CCTlE. ARP AV ARD Y3V DR FEICOVTERBALET .

6-1) Configuration (ARP 4 Y ARD Y3V DERTE)

[ Configuration | =T Security ]| —Network | =T ARP Inspection]— T Configuration 1&D)yHD33E.
UTOEEIRTRINET,

ARP Inspection Configuration
[ [Disabled v]|

‘ Translate dynamic to static |

Port Mode Configuration
Port Mode

*lex v
Disabled v
Disabled v
Disabled v
Disabled v
Disabled Vv
Disabled Vv
Disabled Vv
Disabled Vv
Disabled Vv

L TR T T T B O B S

-

CCTCld. ARP A UARD Y3 BEDER EZITICEN HEFT , ARP AV ARD YAV Ik, tFaUT
1DTZHDHERETT , ARP Ty Ya% A AU TBEICEST, LAV 2 Ry b I—DICHERHINT
WBIRA R, FRET M ALK LTHEEZITONEIS S (CENLORBEIOVILET . EHE
ARP UDTIAMS LU ENH B BT R ENTEET,
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(GEXHE
H4F+39D 1P Y—=ANDIY MIEDHCP YIIAMILNZE ULET IPY—AH— FEERCTBHIIC.
F9° DHCP AX—E VI HRER A BTERTE LTS, ENLSME, IP Y- — FHEREICR LT,
A3 T49D IP Source DIV M)EEHRTE LTS,

6-2) Static Table(A3T1YDT—TIDERE)

[ Configuration ] —T Security | = Network ] —T ARP Inspection | —[ Static Table %Dy 93
EUTOEEMRRINET,

Static ARP Inspection Table

Delete Port VLANID MAC Address IP Address
[ 11 10 00-00-00-00-00-02 192.168.10.10

CCTlE. A8T499 ARP A U ARD 3y T—=TIDART49D ARP IV DB/ HIBRETVET,
ZDT—TIUE ARP A VARD Y3 X1 T #EEBERATT,
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2.3.4.3 AAA

ZCTCld. RADIUS B4LU TACACSHY— &R ELET,
COEZREIL. 802.1x £y I=H7Ht AR, hO1—-H3OVMVEERTT,

[ Configuration ] —[ Security ]| >TAAA 1EDYYD T 38, UL TOBEIENIRTSINET,

Authentication Server Configuration

Common Server Configuration

Timeout 15 seconds
Dead Time QENY seconds

RADIUS Authentication Server Configuration

# Enabled IP Address/Hostname Port Secret
1 O 1812
2 O 1812
3 0 1812
4 O 1812
5 0O 1812

RADIUS Accounting Server Configuration

# Enabled IP Address/Hostname Port Secret
1 1813
1813
1813
1813
1813

(S =R SR S |
ooooo

TACACS+ Authentication Server Configuration

# Enabled IP Address/Hostname Secret
1 O 49
2 O 49
3 O 49
4 49
5 O 49

Save Reset
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2.3.5 Aggregation (PJVUH'—33Y)
CCTlE. PH)T =030 0 & FEICOWVTERBALET,

2.35.1 Static (BEEHRE)

CCTE, PHIF =3 BREDE E R EEITOCENTEET,
[ Configuration ]—[ Aggregation | —[ Static |#7)yD 33, L TOEEDIRRINET,

I Aggregation Hash|E— FTl&. THash Code Contributors |DAZ1—h»:EIRLT, 7L—LODIEER— FeEH LE
T, PHIF=avd I —TF1}. &K 5 DFCEERENTEETT,
[ Aggregation Mode Configuration JOAZ1—DH M b, BEVNDI-HFREICENETR— MR EEITOTLESL,

Aggregation Mode Configuration

Hash Code Contributors

Source MAC Address ]
Destination MAGC Address [ ]
IP Address ]
TCP/UDP Port Number ]

Aggregation Group Configuration

Port Members
GroupID 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18

P = = '’ P = ) F e a P P Py P
Normal (& @ @ ONORONORONONONCORONONO)
1 Ny " ' " " £y " P oy Ty P
2 Y £y Ty ™y s
3 " oy ' " N "
et e A - o
4 " " " " " ™\ ' P
5 Y Y £y Y r') r y
6 P " " " " ' P
- R N Y W A
Y " Yy Ty Ty Y ' Y " Y Yy
e o L R e o NS o
8 " ) Y " " " " oy " " P " " " " oy oy P
- - - - - - - - - - - - - - - - - p—
9 r'\l Ty Yy Y Y Y ' Yy Y oy Y Y Y oy " Yy Ty "
o R N B L N Ny

‘ Save || Reset |
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2.35.2 LACP

[ Configuration ] —T Aggregation | > LACP |&DYvD 9 3E. L TOBEEIRRINET,

LACP Port Configuration

Port LACP Enabled Key Role Timeout Prio
0 [o [ oV [o_v][ s
1 O [Active ~| [Fast v| | 32763
2 O [Active | [Fast v| | 32768
3 O [Active ~| [Fast v| | 32768
4 O [Active | [Fast v| | 32768
5 O [Active | [Fast v| | 32768
6 O [Active | [Fast v| | 32768
7 O [Active | [Fast v| | 32768
8 O [Active | [Fast v| | 32768
9 O [Active ~| [Fast v] | 32768
10 ] [Active ~v| [Fast v| | 32768
11 O [Active | [Fast v| | 32768
12 O [Active ~| [Fast v] | 32768
12 ! (Tl [artiva sl [Faet wl | 297gal

CCTR. PH)F =23V D LACP %R ELE T, LACP (3, IEEE802.3ad M SO ML TT,

LACP (C&D. M OMIER— & 1 DORIER— MIERRBZENTRETT,

A% 2 B FEE, LACPEYR— LTIV HEE) EE 2T, LACP#REE N LTINS —YaVigEm a1 TOCENAIRET
7,
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2.3.6 Loop Protection (JL—FFOTHY3Y)
I Configuration]—I Loop Protection|&#0UyD ¥ 3¢, L TOEENRRINET,

General Settings
Global Configuration

Enable Loop Protection QINIEED]CS

Transmission Time 5 seconds

Shutdown Time 180 seconds

Port Enable Action Tx Mode
T e Vo v
1 ™
2 ] Eggltg?ln;n Port and Log
3 [+ STUTAoWIT FOTT 7 Im
4 [ |Shutdown Port V||Enab|e V|
] [+ |Shutdown Port V||Enab|e V|
(5] [ |Shutd0wn Port V||Enab|e V|
7 [+ |Shutdown Port V||Enab|e V|
] M  [Shutdown Port v||Enable v/|
9 [+ |Shutdown Port V||Enab|e V|
10 M  [Shutdown Port v||Enable v/|
11 M  [Shutdown Port v||Enable V|
12 M  [Shutdown Port v||Enable v/|
13 [Shutdown Port v|[Enable v/|
14 M  |Shutdown Port v||Enable v/|
15 M [Shutdown Port v||Enable v|
16 M  |Shutdown Port v||Enable V|
17 M |Shutdown Port v||Enable v|
18 M |Shutdown Port v||Enable v/

‘ Save H Reset |

ST =T RO AR Z R ELE T iR— PDIL—TINDREREICEN Sy A M= LR E LI5S . R— MO
HETOICENTRETT,

=T RYDRRENND " Tx Mode "B ZNCT L. I—TFFOTHYavD PDU ZEELET,

W=TNRDEBRETRE, R—ME Dy MU TEh, FEERHI OV ERINET,

vy MDY ORREIE— E BRI CECRERRETT . R E OB EZ BT dER— MEEDICENET,
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2.3.7 Spanning Tree(RI\=TW—)

TR AN ZUY) - HEEDRRE(COVWVTEHRBALET

2.3.7.1 Bridge Settings

T AZUTI-0T VI DRFEETVET

[Configuration |—I Spanning Tree |—=Bridge Settings |&7Jvh ¥ 3L, U TOBENARRINET,

STP Bridge Configuration

Protocol Version
Bridge Priority
Forward Delay
Hello Time

Max Age

Maximum Hop Count

Transmit Hold Count

Advanced Settings

Edge Port BPDU Filtering
Edge Port BPDU Guard

ooo

Port Error Recovery

Port Error Recovery Timeout

| Save H Reset ‘

AHET(L. STPUEEE 802.1D), RSTP(IEEE 802.1w)H LU MSTP(IEEE 802.1s)&Hh— L TLVET, CCTIE. O
WON=IJ3VEBIRTBENTEET,
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2.3.7.2 MSTI Mapping

[ Configuration ]—I Spanning Tree | =T MSTI Mapping &0y $ 3L, L TOEENIRRINET,

MSTI Configuration
Add VLANSs separated by spaces or comma.

Unmapped VLANSs are mapped to the CIST. (The default bridge instance).

m Configuration Identification
Configuration Name 00-17-2e-1b-b7-fb
Configuration Revision Qs

= MSTI Mapping

MSTI VLANs Mapped
MSTIM

MSTI2

MSTI3

MSTI4

MSTIS

MSTIS

MSTI7

CCTlE. MSTI/VLAN DIVE VI EZRELET,

ID (&, VLAN 15 MSTI ORE VT &R T3EHICRRTEVE VaV TRBSNET,
T)wld, BRIEVE V3V ELEF L., REICEZD MSTIRDOR/SZUH Y =D VLAN-to-MSTI mapping 5% E &1t
BTR3LENHNET,
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2.3.7.3 MSTI Priorities

[ Configuration ]—I Spanning Tree | =T MSTI Priorities |&7)yD33E . L TFTOEEIRRINET,

MSTI Configuration

= <= E
CIST |32768[~]
MSTI1 4096 [=]
MSTI2 (8192 [+]
MSTI3 |61440]~]
MSTI4 |22768[~]
MSTIS | 32768 ]
MSTI6 |32768[~]
MSTI7 |32768]]

Save

T MSTI I SAAUTAERTELET o IENMEL AN, TIM AT E<BNET,
TIIDTFAFVTAE MST A1V ARV AEE (L. 6 131 ~D MAC 7 RLATE ESN., Ty I DRI FEERLET

2.3.7.4 CIST Ports

[ Configuration]—I Spanning Tree |=[ CIST Ports | &0)yD 3 3L, LLTOEEDBRRINET,

STP CIST Port Configuration

STP . . Restricted ~ Point-to-
Port Enabled Path Cost Priority Admin Edge Auto Edge Role TCN BPDU Guard point
O Auto e 128 w Non-Edge v =i} O (] (] Forced True v

STP Restricted Point-to-

Port Path Cost Priority Admin Edge Auto Edge BPDU Guard

Enabled Role TCN

N

I
i
¥
<

=

<

Auto
Auto
Auto
Auto

Non-Edge v

]
o ||ca

= = = = = = = = =
El El El El El El El El El
m m m m m m m m m
& & & & & & & & &
] ] ] ] ] ] ] ] ]
< < < < < < < < <
ANARRARAARARARARRARARANER-RIRR

128 v Non-Edge v

L R N L

Auto Non-Edge v
Auto
Auto 128 w Non-Edge v
Auto 128 v
Auto Non-Edge v

-
=]

Auto
Auto
Auto

i
o
!

-

128 v
128

Non-Edge v

I
<

ooouooooouooooooooog
> [=1 == [Z] =] === [Z] = =] = =] =] =] =] =]
c|E|z|E|E|EE|E E|IE|IE|EIE|E|E|E|E|E]Y
[SHAI=REI=RiI=RUI=Rii=REl=RAi=REI=Rii=Rul=Rii=Ral=Rii=RAl=Ri=REl=N} =]
=
=
K [ € K €L €

OooDoo0o0oooDoogoooooogdg
OOoOoooooooooooooogoo
OOoOoooooooooooooogoo

13 Auto Non-Edge v
14 Auto
15 Auto 128 w Non-Edge v
16 Auto
17 Auto Non-Edge v
18 Auto 128 v

CCTlE., CIST IR—FDREEITHIENTEET,
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2.3.7.5 MSTI Ports

[ Configuration ]—I Spanning Tree | = MSTI Ports |#DwD 3 3L, LTOEEHIRRINET,
CCTld, MSTIR— FOEREZITHOCEN TEET,

MSTI h— MIREER— FTHD ., R— b LD MSTI A VARV AT EICE ST CIST(4IB) R— FENEFNITA VARV A%
HRBRUET, MSTIA YRRV AL, EBED MSTI R— FDEREA T VAV aR R T BRTISER LTS,

MSTI Port Configuration

MST1 ]

IMSTUEEIRLT<LGet > HRAVED VDT BE, UTOEEHRRINET,
MST1 MSTI Port Configuration

MS5TI Aggrepated Ports Configuration

Port Path Cost Priority
- fae v [125 v|
MS5TI Normal Ports Configuration
Port Path Cost Priority
Auta W ,ﬁ'
1
2
2
4 |Auta ¥ 128 ¥
5 |Auto W 128 v
6
T [Awte v
5 |Aute W
B [Ate W
10
11 |Auto W 128 v
12 [atn v
12 [Ata v
15 [Avta
18
17 128 W
18 |Auto W 125 v

RAZIAME. R—+DSRAIAME

11—

ax AE

“Path Cost”%"Auto”[CERTETBE. 802.1D DHEEEXANT, MEBYVDEEREIGUCGEYIGIA MR ELE

3-0

“Path Cost”%”Specific”[CERE LB A . [1-200000000 QR T, SAIA M EEEICRETEET, 2YMI—-D0
PROY—&ZERICANAIA M EERLET, SRR MDEVR— MEEIRT 26, NATARDE VR—MIRESNE

3-0

MPriority IIC&D, K= DT FAFUTABRESNET . RUR— FIAMEFFOR— FDT I A TAERE TN TE

E3: I8
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2.3.8 MVR

CCTlIE. MVRESBED R EEITVET  MVREEREICED., TWILFFVY ARSI T49DEQILFE v AL VLAN (LIEEEITHC
EDETREICRDET,

[ Configuration | =TMVR1ZDUYDT 3L, LT DEEN R RINET,

MVR Configurations
VLT [Disabled v| |

VLAN Interface Setting (Role [I:Inactive / S:Source / R:Receiver])

Delete MVRVID MVR Name Mode Tagging Priority LLQI Interface Channel Setting

| Add New MVR VLAN |

Immediate Leave Setting

Port Immediate Leave

1 Disabled

7 Enabled

3 Disabled v
4 Disabled v
5 Disabled v
6 Disabled v
7 Disabled v
8 Disabled v
4l Disabled v
10 Disabled v
11 Disabled v
12 Disabled v
13 Disabled v
14 Disabled v
15 Disabled v
16 Disabled v
17 Disabled v
18 Disabled v

INFEYARTUE V7TV —0avDBE . PC Fld 2y bI—DTLE, $30MEEY b TRYDAICEZTILFFv
ARAMN)—LOZENATRETT , EHOtY T RYDARPCE1D2DYTADF4 1N—iR— MIIES AT RETHD . MVR
Ly—NR—pheULTERELET,

BIADFAN-DBFe IV EBRTIEE R, Ly byTRYD A HBWMEPCH IGMP/MLD LiR—FAvt—Y
%"Switch A [CEE LT, BRI FFv AN I —T P RLAREE LET, WILFFv AL VLAN [ICRILFEV AT
—BMEZEEITIPVIIVDR—FE"MVR Y—AR— N EFVET, WLFFrA L VLAN CEICRH GO F v RIVEERTE
LT.MVR VLAN 5 K 8 DETEREMBETT , JILl—T7 FLARFYRIVERTE CEICR K256 ) I —TETRELE
R

BREET TTBICE. UTOFIBICHE-LTESLY,

Step 1: MVR VLAN %Z%E LT, R—MZ VLAN ZEID Y TET,
Step 2: (e)&DYUYDLT. VLAN [CFvRILEEIN S TET,

Step 3: ih— F® Immediate Leave #REER T/ EXNLET,
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2.3.9 IPMC

CCTClIE IPMCRIVFERYAMDEREICOWVTCERBALET,

2.3.9.1 IGMP Snooping(IGMP AX—E">)

1) Basic Configuration (EAE%E)

[ Configuration | =T IPMC ]—TIGMP Snooping]—[Basic Configuration &0y 9 3&. LI T DE
AR TSINET,

IGMP Snooping Configuration

Global Configuration

Snooping Enabled [l
Unregistered IPMCwv4 Flooding Enabled [
IGMP SSM Range [232.00.0 UEE
Leave Proxy Enabled
Proxy Enabled [l
Port Related Configuration
O O
1 O O unlimited |
2 O 0 ;
3 Ol | 3
4 ] 1 4
5 O oo
6 O 1 7
7 O a 8
8 O R
9 O O onlimited
10 O Il unlimited W
1 O O unlimited W
12 O Il unlimited W
13 O O unlimited W
14 O Il unlimited W
15 O O unlimited W
16 O Il unlimited W
17 O O unlimited W
18 O Il unlimited W

CCTClE IGMP AR—EV T EEDE KRR EETVET , R— MRGIOAOY MIDUWTIE, 10 ERBE(C
RERHETT,
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2) VLAN Configuration (VLAN £%7E)

I Configuration ]—TIPMC | —TIGMP Snooping]—TVLAN Configuration |&DUyD 9 3E. LLTFDE
EiRTINET,

IGMP Snooping VLAN Configuration

Start from VLAN with entries per page.

Delete VLANID Snooping Enabled IGMP Querier Compatibility RV Ql(sec) QRI(0.1sec) LLQI(0.15ec) URI(sec)

| Add New IGMP VLAN |

CCTIEVIGMP 2AX—EVH D VLAN T=TIDAVTHYAEITVET
UT ORREEYR—LTUET,
- 38 IGMP VLAN OB/ R/ RE

- IGMP VLAN D#R£E
- IGMP VLAN O#IIf&

3) Port Group Filtering GR— FIL—FD74)LRYVH)

I Configuration ]—IPMC | —TIGMP Snooping]—TPort Group Filtering |20y 3E. LI T DE
ERTEINET,

IGMP Snooping Port Group Filtering Configuration

Delete Port Filtering Groups
[ 3 2241001

[ Add New Filtering Group ]

CCTE R=FD IGMP 24T DN =T DAV TF I AETVET, T—TIL LD IP IILFFY AL
OI=TDO74V3) 0= TVET,
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2.3.9.2 MLD Snooping(MLD AX—E4)

CCCld. MLD AX—EVIDFREICOVNTOHRAZLET,
1) Basic Configuration (EA%E)

[ Configuration ] —TIPMC |—TMLD Snooping]—IBasic Configuration |&7vD 9 3L, LI T DiEH
ENRRINET,

MLD Snooping Configuration

Global Configuration

Snooping Enabled O
Unregistered IPMCv6 Flooding Enabled  [v]
MLD SSM Range [ff3e: UE
Leave Proxy Enabled ]
Proxy Enabled [l

Port Related Configuration

Port Router Port FastlLeave Throttling

= 0 0 [~
1 O O [unlimited V|
2 ] 1 unlimited
3 O | unlimited
4 J 1 unlimited
g [l | unlimited
6 J 1 unlimited
7 [l | unlimited
3 O O unlimited
9 [l | unlimited
10 ] | unlimited
11 [l | unlimited
12 ] | unlimited
13 O O unlimited
14 | L1 unlimited W
15 O O unlimited
16 ] 1 unlimited
17 O O unlimited
18 ] 1 unlimited

CCTlE MLD AR—EVT#EEDE AR EETIVET,
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2) VLAN Configuration (VLAN £%5E)

[ Configuration | —TIPMC ]—TMLD Snooping]—TVLAN Configuration1%&D")yD 9 3E. LLTDEH
AR RINET,

MLD Snooping VLAN Configuration

Start from WLAN with entries per page.

URI (sec)

Delete VLANID Snooping Enabled MLD Querier Compatibility RV Ql(sec) QRI (0.1 sec) LLQI(0.1sec)

| Add New MLD VLAN |

CCTCld. MLD AX—EYJ M VLAN T—T DAV T+ IARTVNET,

LI OBEBEN S R— FEINTUET,

- ¥713 MLD VLAN OB NN/RE /1R TF
- MLD VLAN O¥F%&E

- MLD VLAN D&lI&

3) Port Group Filtering GR— ML= D74V V1)

I Configuration ]—TIPMC ]—TMLD Snooping]—[Port Group Filtering]&D)yD33E. LLTOE
AR TEINET,

MLD Snooping Port Group Filtering Configuration

Delete Port Filtering Groups
O 1 ff08::3

| Add New Filtering Group |

CCTlEMLD 243UV T DN =T DA TF I A% TVNET , IP IILFFY AN =T D743 05
2 TVET,
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2.3.10 LLDP

CCTld, AHED LLDP #RE%RELET,
[ Configuration |—=TLLDP1%0)yD 33, LT OEEN R REINET,

LLDP Configuration
LLDP Parameters

Tx Interval [EH] seconds

Tx Hold times

seconds

Tx Delay
Tx Reinit

1l

2 seconds

LLDP Port Configuration

Optional TLVs
Port Mode CDP aware PortDescr Sys Name SysDescr SysCapa MgmtAddr
* B v O i bl vl
1 [Disabled v O ¥ [ v
2 [Disabled v O [+ kvl 1|
3 [Disabled v O i W ¥
4 [Disabled v O ¥ ¥ |
5 [Disabled v O ¥ [ v
6 [Disabled v O [+ kvl 1|
7 [Disabled v O i ¥ ¥
8 [Disabled Vv O ¥ ¥ |
9 [Disabled v O ¥ [ v
10 [Disabled v O ¥ vl ¥
11 [Disabled Vv O ¥ ¥ ]
12 [Disabled Vv 1 ¥ ¥ |
13 [Disabled v O ¥ [ v
14 [Disabled v O ¥ ¥ ¥
15 |Disabled Vv O ¥ ¥ ]
16 |Disabled Vv 1 ¥ ¥ |
17 [Disabled v O [ [ i}
18 [Disabled v ) ¥ ¥ ¥

LLDP (3. IEEE802.1ab £SO L TT,

F=RYVHRBOEGER T/ EET5SOMNILTIEEES02.1ab [CENIZE(LSNTVET,

LHEET LAN (CEGSNHBERE U TEBOREPEEETOICENTEET,

LLDP (3. IEEE802 0 LAN M¥ESRFEDAT—avhs, [F U IEEE802 () LAN [CE#HSN TR D AT—avIc, Thb
OHEENEBETHORKOEETY FLA, EEAOKRKICHET IEEES02 ADIERNDAT— AV V rOTEIHREER
DAL YATLICE TR END EUHEEZ BRI LET

TARIVENLTEESN TV ERIZ. MIB OZERICLI>TAMZEN., SNMP BEOEBE IO L EFERALT
NMS [CLBTERAD PO AN AT REICBDET,
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2.3.11 PoE

PoE (£, TPower Over Ethernet |DEEHFA T, 1ZHENDM—H 2y =TI EFIALT)E-MEOEECEHEHRIRTD
EHICERULET, FIZE. EREFIONRHLIZATICEEESNE IP BEE. B LAN 7DEARI U+, Z0H0HE
BICENEHRHBTEENTTEETT,

2.3.11.1 Configuration(§% 7€)

[ Configuration |—TPoE |]—T Configuration J&#0vyD ¥ 3. U T DEEHN R TINET,
CC T3, PoE HEEDR EEITOENTEET,

Power Over Ethernet Configuration

Reserved Power determined by Ol O Allocation
Power Management Mode ®) Actual Consumption () Reserved Power

PoE Power Supply Configuration

Primary Power Sup
220

PoE Port Configuration

Port PoE Mode Priority Maximum Power [W]

= |am w|o == L 154
1 |PoE v [Low W 15.4
2 |PoE v [Low W 15.4
3 |PoE v| |Low W 154
4 |PoE v [Low W 154
5 |PoE v| |Low W 154
6 |PoE v| |Low W 154
7 |PoE v| |Low W 154
8 |PoE v| |Low W 154
9 |PoE v| |Low W 154
10 |PoE v| |Low W 154
11 [DAF wl hrwe 1E A

BHAEDRBACONTE, TROEHNTT,

Power Over Ethernet Configuration

R—rELUZERIERCLIIBENDFHAZIONTE., LTD220
FENBIET,

1.Allocation:

COE—FTIR. I-YRBR—FECFHMEELENERET I N
AJRETY . Maximum Power [W1DHRICER— FOEREHRE LTS
AN

2. Class:

COE—FCTHE. EREDZEAMBIRETIVIACLUTEANE
BIMICERESNET , R—MISAE 141,171, T15.4], T301ICER E AT AL
TY, [Maximum Power [W]|DE% E BT @ERINEFE .

Reserved Power determined by

m FXC5210PE/FXC5218PE/ FXC5224PE
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=PIy MDYTBICE 2 2O ENBIET,
1. Actual Consumption:
COE-FTIE, IRTOR— FOEBEOEHEE ENMRIG AR EEE
HBATIGE . HIVWEIR—FCEOB N EEENRESNLR-FOES
FBALIZEE. R— MYy MIULET , R—MITFM174UT4(C
Power Management Mode. SUTOPY MDY LET , 220R— T4 ) T4H R LB &,
= FEEHNREVAN vy MY VSNET,
2. Reserved Power
COE-FTIR, FRILVEENDE MG REGE N EBALIES
(&, R=FEIPIMIVLET, COE— RTIE, BRENOERAATEEL
BHEERSINEIZEE. R— FOERMNTOFFIICHBNET,

PoE Power Supply Configuration

ZBEAKBNERATTRLEENOKRESERET B, BRNLELE

Primary Pover Swoely Wl reenmnogsnetsnsnsnss.

PoE Port Configuration

«ih— D PoE DENEE— FERTELET .

+ Disabled: "— I PoE (EZTT,

PoE Mode - PoE : £— R% IEEE802.3af(PoE : F2 K 15.4W FTHHBCHRFELE
R

+ PoE+ E— F%IEEE802.3at(PoE+: B K 30W X TH#E)CHRELET,

Priority (. R—FDTFMAUT1ERLET . TNEFNDOE LD T34 AU T1

[ 3 LAJL(TLowl. MHighl. lCritical ) ICRFoNFET, COTS5M474) T4

Priority (&, VE— MEELINBERSNEZENNMEBAIGERE B ATIGEICE

BALET., COBE. T F)T1DEVNR—MIOWTIE, R—FEBDKE

WENSERNEZET,

R—hZEIC, PD NG ATRER R KRB HERELET,

“Reserved Power determined by” T Allocation” IHEIREN TR IHEI(C

Maximum Power [W] RENTRETT,

“PoE Mode”ht"PoE” Mik— FTIET0-15.4 |OEEE T, F7="PoE Mode” H¥

“PoE+"DR— FTIET0-30 | DEERE TENEFNRE CTEET,
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2.3.11.2 Power Delay(¥3 B DR IE)

[ Configuration | =T PoE ] =T Power Delay 1&7)v0d 3¢, L TOEENRTINET,

POE Power Delay
Port Delay Mode Delay Time(0~300 sec)

L - “ 0
1 |Disabled v 0
2 |Disabled v 0
3 |Disabled v 0
4 |Disabled v 0
5 |Disabled v 0
6 |Disabled 0
7 |Disabled v 0
8  |Disabled v 0
9 |Disabled v 0
10 |Disabled w i
11 |Disabled v 0
12 |Disabled v 0
13 |Disabled v 0
14 |Disabled v 0
15 |Disabled v 0
16 |Disabled V| 0
17 |Disabled v 0
18 |Disabled v 0

Reset

CCTIR AOBRZZALLLE D PoE BN ELERMERELET,
AHCERERALVTERNSE T IHE. CCTHRE VLBIER DR B ER(C PoE #5ENTHN
i?o
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2.3.11.3 Auto Checking(BE)FIYD)

[ Configuration ]|—TPoE ]—T Auto Checking |ZDvyD 33, U TOBEMNKRRINET,
CCClE. PoE DEFHFIVIDEREEITICENTEET,

POE Auto Checking
Ping Check

Ping IP Address Interval Time(sec) Failure Log Failure Action Reboot Time(sec)

0.0.0.0 30 3 | 15

1 0000 30 3 error=0 total=0 Nothing ~ 15
2 0000 0 3 error=0 total=D Nothing v 15
3 0000 0 3 eror=0 total=0 Nothing v 15
4 0.000] 30 e error=0 total=0 Nothing v 15
5 0.000] 30 3 error=0 total=0 Nothing v 15
6 0000 30| 3 error=0 total=D Nothing v 13|
7 D000 D 3 error=0 lotal=D Nothing v 13|
3 0.00.0 0 3| error=0 total=0 Nothing v 15
5 0000 30 3 error=0 total=0 Nothing ~ 15
10 0000 30 3 eror=0 total=D Nothing ~ 15
1 0000 0 3 eror=0 total=0 Nothing v 15
12 0000 30 3 ermor=0 total=D Nothing ~ 15
13 0.000] 30 3 error=0 total=0 Nothing v 15
14 D000 30| 3 error=0 total=D Nothing -~ 13|
15 0000 30| 3 error=0 lotal=D Nothing v 13|
16 0.0.0.0) 30 . eror=0 total=0 Nathing ~ 15
17 0.0.0.0 30! 3 error=0 total=0 Nothing ~ 15
18 0.0.0.0 30! 3 error=0 total=0 Nothing ~ 15!

Save Clear

ERENSEAMEDATHIAEFIVILET ZRD IP 7 FLADZ EAIH#8(Z ping 2EITLET UYMILTE
ZEAHEBIODRENGIMEEE. KB UEEAB LD D3V EERTLET, 7P Y3V “Reboot Remote PD”(CE%
ESINTVSIEE(E. BIEEEIFF(C PoE DIREE—E1ETdE. PoE BHEBEEZ(EL. XERIKSREEREEHLE
7,

POE Auto Checking

Ping Check SERB[OTEZAIVTOKE (BMER/ENEART]) & B XN/ ESICRELET,
Port h—rEESERTLET,
Ping IP Address | ping Z{T)Z BAIKZRDIPY RLAZRELET,
Interval Time AV REIRERELET , BX{EIRN10-120)TT,
R ' ZERFINLDISENBMEEDEZA) VTN MR ERELET ., ESEIE
etry Time
(i\ r1 —5JT"¢0
Failure Log ping £BEOOVERRUET,

DA UTE, REREBINIODIGEDNGNEEDEIEERELET., NothinglF
7zlZMReboot Remote PD |OWNTNONEEIRTEFT,

BENTIRFMERELET, VT- OB ERELTSMEIE. PoE DHE AZEA LY
JUFET, BREIEI., [3-1201TT,

Failure Action

Reboot Time

(GEX)E
INTERVAL TIME (3, ZERIEBOREBMESEELUTHREL TS,
ZEAIBOREERBENEERTELTUEIE. Failure Action ZLVDFETHENDIRT CEICHENET,
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2.3.11.4 Scheduling(A7 Y1—)L DR E)

[ Configuration ] —TPoE ]—[ Scheduling 10w 3 3. L TOEENIRRINET,
POE Scheduling

1 2 4 6 7 12 13 14 15 16 17 18
Status | x ¥ ¥ X X X X X X X X X x X % x - -
Port
Status | Disable v
Select All W

Hour Sunday Monday Tuesday Wednesday Thursday Friday Saturday

(= = F I & I A L

w0

10
1
12

JoOoo0OoOoooocogoOoan
Jooooooooooa
JoOoo0OoOoooocogoOoan
JoOoo0OoOoooocogoOoan
Jooodgoooodoon
Jooodgoooodoon
Jgoooooooogooa

TR, BiR— M0 PoE DIGEAT J1—ILDRKREER R LD, PoE AT Ya1— )V HREEIR— ML CHEY/ EIHICT
BIENTEET . COMBEEARICT L. AT Y1—ILRITIEUT PoE DIREBEITVET .
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2.3.12 MAC Table

CCClE.MAC T=JILOEREEITVET,
[ Configuration ] =TMAC Table |&DYyDd 3¢, U TOEEIRRINET,

MAC Address Table Configuration
Aging Configuration

Disable Automatic Aging
Aging Time 0 seconds

MAC Table Learning

Port Members
2 3 4 5 6 7T 8 9 10 11 12 13 14 15 16 17 18

®

Auto (=)
Disable (
Secure O O O O OO OO OO0 0O0O00O0O0O0O0O0

Static MAC Table Configuration

Port Members
Delete VLANID MAC Address 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18
O 10 00-00-00-00-00-1 O OMOOODDOOOODOOOOOO

| Add New Static Entry |

I-IV9R4 L MAC 7 RLAZEE ., 237190 MAC 7 FLADZREZITVET,

I-IV984 LOT 74V bE&E(E. 1300 #1TT,

MAC 7 RLAT—TIDAZ1—DEERTEE"Secure”ICRTETRE. A3T149D MAC IV NDHEZE L.
FNUNDIL— LR IATHESNET,
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2.3.13 VLANs

CCTClE. VLAN DR EICOVVTERBALET

2.3.13.1 VLAN Membership (VLAN X¥/{=)

[ Configuration]—TVLANs ]—=TVLAN Membership /&0y 3L, LTOBEBEIRRINFET,

VLAN Membership Configuration

| Refresh || << || >> |
Start from VLAN |1 |with |20 | entries per page.
Port Members
Delete VLANID VLAN Name 1 2 3 45 6 7 8 9 1011 12 13 14 15 16 17 18
default] MIVIVIMIVIVIVIVIVIFIVIFIVIFIVIFIVI]
Add New VLAN

802.1Q VLAN L= DA VTV AETVET,

- 3738 VLAN D30/ VLAN ID/VLAN & DERTE
- VLAN O#R&

- VLAN Ol
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2.3.13.2 Ports (VLAN R— FDEE5E)

[ Configuration |=TVLANs | =T Ports |ZD)yD T 3L, UL TOBEENRTINET,

Ethertype for Custom S-ports 0x58A3 |
VLAN Port Configuration

Port VLAN

Port Port Type Ingress Filtering Frame Type Mode D Tx Tag
* <> v Il <> Vo< v 1] |=> v
1 |Unaware v [l All v Specific v 1| [Untag_pvid W
2 |Unaware v ] All v Specific v 1| [Untag_pvid W
3 |Unaware v O All v Specific Vv 1| |Untag_pvid ¥
4 |Unaware v ] All v Specific v 1| |Untag_pvid v
5 |Unaware v ] All v Specific v 1| |Untag_pvid v
6 O [All V| [specific V| 1| [Untag_pvid Vv
7 |Unaware v [l All v Specific v 1| [Untag_pvid W
8 |Unaware v ] All v Specific v 1| [Untag_pvid W
9 O [All v| [specific V| 1| [Untag_pvid ™
10 |Unaware v ] All v Specific v 1| |Untag_pvid v
11 |Unaware v ] All v Specific v 1| |Untag_pvid v
12 O [All V| [specific V| 1| [Untag_pvid Vv
13 O (Al v| [Specific V| 1| [Untag_pvid Vv
14 O X v| |[Specific V| 1| [Untag_pvid Vv
15 O [All v| [specific V| 1| [Untag_pvid ™
16 |Unaware v ] All v Specific v 1| |Untag_pvid v
17 |Unaware v O All v Specific v 1| |Untag_pvid v
18 |Unaware v ] |A|I V| |Speciﬁc V| 1 |Untag_pvid V|
CC Tl R—b0 802.1Q VLAN BLU Q-in-Q #REDREETVET
Port Type
Unaware: R— ML “Unaware” [CERTESNDE. RIETL—LIZ"ATLIL-L"ELTUEENE
T, ZIETL—LDRTHEDIZAETE, 3T ER10- RELTREENET , JL—LIER
—FR—=Z VLAN — PVID [CD52A (FESNET, TNid. 802.1Q 7O A« A, Fid
Q-in-Q AV UDIERATY , IR— M —AVLAN ZEFHT 3354 RU PVID D54
[ZMUnaware JICE% & LTLIZELY,
C-port: iK— ¥ C-port 3T FETL— LICERESN TV IZE R, 3T ETIL—LIZTL—LD
ATICHEUTVLAN [ZD5A53 FenET . Chi, 802.1Q VLAN F5UDTT,
S-port: S-port [CERXESNTVBIZ AL, HATL—LORT D TPID (L@ H Y —E X VLAN

ELTIOx88A81TY, Chid. Q-in-Q 7Yy TUUDIEHGRATT
S-custom—port: | S—custom-port [CERESNTWVBIHEEE, HATL—LOAT D TPID (IH—EA VLAN

ELTHRRIRAI XENFET,

Port VLAN

None: PVID (FEMEINET , DIARFENT VLAN ID 252800 R— b L TEESNEZIL
—LICEASNET,

COE—FIS, BE 802.1Q VLAN F5UD#E#RE LT VLAN BBEAMVFICHEHRINTLY
Bih—MIERINTT, COT— FEFERICE. “Tx Tag”"ldMUntag pvid JICEEE LTK
AR
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Specific: R—F®D VLAN ID B EAHETT , Ih—FCRIELEATBLIL—LIEK, R—FD
VLAN ID [CDZA5FENET, VLAN DZRENTER WG E (GR— M4 THIER G
DIFE) . K= FTCRIELEIL—LETATZDR— D VLAN ID (CD5AR(FEN
9, = ETEESNEIL-LRD" D525 FENT VLAN ID"HR—k VLAN
ID"ERBRSEEIE. "DIARFTENT VLAN ID"E"VLAN 85 7L — LICHE A SN
7,

“Tx_Tag”(CLD, "= DD IL— LOZEREDIT(FIHEN R ESNET,

802.1Q VLAN EZFEICH VT, BR— FOEREI T RDMBENTT

» Access: [Port Typel-"Unaware”, [Port VLAN Mode]-"Specific(set PVID)”, [Tx Tagl-"Untag all”

* Trunk :[Port Typel-"C-port”, [Port VLAN Mode]-"None”, [Tx Tagl-"Untag pvid”

* Hybrid : [Port Typel-"Unaware”, [Port VLAN Model-"Specific(set PVID)”, [Tx Tagl]-"Untag_pvid”
Q-in-Q FREICHBNT, BR—FDFRER> TEOERNTT,

+ Uplink: [Port Typel-"S-port” (%3 L M&. custom TPID Z%2”S-custom—port”), [Port VLAN Mode]-"None”,

[Tx Tagl-"Untag pvid”
« Downlink: [Port Type]-"Unaware”, [Port VLAN Model-"Specific(set PVID)”, [Tx Tag]-"Untag all”
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2.3.14 Private VLAN (754 A—b VLAN)

CCTIE, 774 R—F VLAN H#BEDER E ICOWVTERBALET
2.3.14.1 PVLAN Membership (PVLAN *>/)\=)
I Configuration | —Private VLANs]—TPVLAN Membership 1#DUvD 3 3L, LTOBEEMARRINET,

Private VLAN Membership Configuration Auto-refresh [
Port Members

Delete PVLANID 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18
| 1 VW VvV VMMMV MYV VYV YV

\ Add New Private VLAN \

‘ Save H Reset |

CC T, 791X—F VLAN ID DR TE/ AV N—HRE/HIBRETVET,

2.3.14.2 Port Isolation (R— FD 5> Ell)

[ Configuration ]—[Private VLANs |—[Port Isolation |&DYvD 3 3L, L TOEEHIRRINFET,

Port Isolation Configuration

Port Number

8 9 10 11 12

CCTR A= D7V — D REE R E LET . [RESNIZR— M, U VLAN ETHEWNSEEZTIEN
TERBNET,
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2.3.15 Voice VLAN

CCTld. B VLAN(Voice VLAN)DER E(COWVTERBALET,
2.3.15.1 Configuration (7= VLAN DE%5E)

[ Configuration]—TVoice VLAN1—[ Configuration |#DvD 3 3E. L TOEEHIRRINFET .

Voice VLAN Configuration

Mode Disabled v
VLAN ID 1000 |

Aging Time 26400 | seconds
Traffic Class [JEECIED) v

Port Configuration

Port Mode Security Discovery Protocol
1 | Disabled V| Disabled /|
2 Disabled v|Disabled v| |LLOF |
3 |Disabled V||Disabled V| oot hd
4 |Disabled ¥ | Disabled | [OUI V|
5 | Disabled | Disabled /| [OUI v|
6 |Disabled W | Disabled | [OUI V|
7 | Disabled ™| Disabled | [OUI v|
8 |Disabled W | Disabled | [OUI V|
9 |Disabled | Disabled | [OUI v|
10 |Disabled | Disabled | |OUI V|
11 |Disabled | Disabled | [OUI V|
12 | Disabled V| Disabled v| | OUI v/
13 |Disabled | Disabled | [OUI V|
14 | Disabled V| Disabled v| |OUI v/
15 |Disabled | Disabled | [OUI V|
16 | Disabled V| Disabled v| |OUI v/
17 |Disabled | Disabled | |OUI V|
18 | Disabled | Disabled v| |OUI v/

| Save H Reset ‘

CCTIIAHNDEE VLAN R ELET,

COBBEEBRIICTEHE. VoIP F71v0EEEIREIL. HEDTI1ZUTAICEUTER VLAN F4vD0imiE%s
TUFT, BF VLAN R—MEH IO RIIVIE, OUI F(E LLDP (CEDEZHTT(OUI (X, MAC 7 RLADZRHID3 /{4
rDRVHT—RTY),
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2.3.15.2 OUI

[ Configuration |—TVoice VLAN|—=TOUL|&EDYyDT 3L, LTOBEIRREINET,
Voice VLAN OUI Table

Delete Telephony OUI Description

= 00-01-23 Siemens AG phones
[ 00-03-6b Cisco phones
|| 00-0f-e2 H3C phones
(= 00-80-b9 Philips and NEC AG phones
| 00-d0-1e Pingtel phones
1] 00-e0-75 Polycom phones
[ 00-20-bh 3Com phones
Add New Entry
e

CCZ T3, Voice IP ;524900 OUl T—=TIDAVTFHIAEFTVET, OUI (&, MAC 7 RLADRZRAD3)N1 FTT,
OUl #£ D\ MIEFE Fo749heLTEBENET,
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2.3.16 QoS

CCTld. QoS MEEFEICOWVTERAALET,
2.3.16.1 Port Classification (IR— FDISIAST)

[ Configuration ] =T QoS 1—TPort Classification1#DUyD 3L, L TOEENIRRINET,

QoS Ingress Port Classification
Port QoSclass DPlevel PCP DElI TagClass. DSCP Based

©lev (o] [evev O
1 [0v| [owv] [0v] Disabled O
2 [0v] [0wv] [0v] Disabled O
3 lov| Jowv] [0v] Disabled O
4 (0v| [owv] [0v] Disabled 0
5 0v| |owv| [0v]| Disabled O
6 (0v| [owv] [0v] Disabled 0
7 0v| |owv| [0v]| Disabled O
8 j0v| |0wv| [0v]| Disabled ]
9 lov| |owv| [0v]| Disabled O
10 j0v| |0wv| [0v]| Disabled O
11 lov|  lowv| [0v| Disabled O
12 0v| [ow] [0v] Disabled O
13 lov|  lowv| [0v| Disabled O
14 0v| [ow] [0v] Disabled O
15 [0v| [0wv| [0v]| Disabled O
16 ov| Jowv| [0v] Disabled O
17 [0v| [0wv| [0v]| Disabled O
18 [ov] lov| Jowv] [0v] Disabled O

| Save H Reset |

CCTE. QoS IVILADDIAR T OEARFZREETVET . UTDISA—AERELET,
» 35713 L7L— L0 Default QoS D5, default DP(BEZEE L E)L AL, default PCP(Priority Code Point), default
DEIBSEEREHA) . R— MOITHEIL—LDT T4 FOILE  DSCP A—2 QoS.

O AYDH7A73FIONT

[Tag Class]l3. 802.1Q 850 PCP hD DEI (L& QoS ZA SN/ EMICLET,

DJyh9 %k, (PCP.DEDHNB(QoS class, DP leve)DIYE VIR RENET, BT RE. R—FDAHZTD
D251 QoS [E. Ny MeEDIVEVTICELET,

O DSCP H3ARFIDVT

[DSCP Based]ld. IP AY4® DSCP (L&D QoS #HXN/EMICLET , BEANDE, BRCBNET,

A 71 DSCP DY AR FDERTE FiEICDOWTIE, TDSCP-Based QoS |#5 88 L TS,

[DSCP-Based QoS |EE D Trust |ICAEANSE, DSCP {ENEESNET,

[ A7 DSCP D5ARTDZE# /5% 1R EDEEMICDUVTIE, TDSCP Translation 18 & UTPort DSCP IDIE%
SHRUTEL,
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legress DSCP remarking configuration(tf /1 DSCP JIY—YMDE&5E) IDFEMICDLN\TIE, TPort DSCP], DSCP
Classification 1B &UTDSCP Translation |DIEZES R LTS,

QoS DFABLY DP LAIDERTEE. 3T DDA 1TH LY DSCP DI AR ITHESNRIBEEDHFBZITT, 3K LA
Ty a5t &)y MCE#R SN 15 AI(C. PCP LU DEI SR ENERASINET,

BTH5 AR B LU DSCP U3 AR T EM IS E1E. QoS HIAB LU DP LAIGFEETR— MIEID L TOHNET,
R—FTZEULEZTIL—LD QoS H5AB LU DP LAIIERIUIETT , chld. R— FA—2 QoS TT,

2.3.16.2 Port Policing((R— FDRYDUY)

lConfiguration] =T QoS ]—TPort Policing | &DwD 9 3E. L TOBEMIRRSNET,

QoS Ingress Port Policers

Port Enabled Rate Unit Flow Control
- O 500 O
1 O 500 ﬁé’;ﬁ n
2 O 500 |fps L]
3 O 500( |kfps O
4 ] 500| |kbps W ]
5 O 500| |kbps W ]
5 O 500| |kbps W ]
7 ] 500| |kbps W [l
8 ] 500| |kbps W ]
9 ] 500| |kbps W [l
10 O 500| [kbps W O
11 O 500| [kbps w O
12 O 500| |kbps W ]
13 O 500| |kbps | O

CC Tl R=PAADL— MY FERTELET, R— MBS (Enabled) . 70— FO—JLE— FHEIRENTLY
3155, ERECETSIE. V- LERERT(C. RA—ZATL—LREEINFTU YRV O A D FIEHORES TCP
Y3V 0HIENIGE R EBEERDZENHIET),

FNEFN. Tkbpsl. TMbps]. Mfps]. Tkfos INDRE TR EAERINTEET,
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2.3.16.3 Port Scheduler

[ Configuration ]| =T QoS ]—IPort Scheduler |&7)yD 3 3E, L TOBEIENRRSINET,

QoS Egress Port Schedulers

Weight
Q0 Q1 Q2 Q3 Q4 Q5

Port Mode

Strict Priority
Strict Priority - - - - - -
Strict Priority - - - - - -
Strict Priority - - - - - -
Strict Priority - - - - - -
Strict Priority - - - - - -
Strict Priority - - - - - -
Strict Priority - - - - - -
Strict Priority - - - - - -
Strict Priority - - - - - -
Strict Priority - - - - - -
Strict Prionity ™ - - - - - -
Strict Priority - - - - - -
Strict Priority - - - - - -
Strict Prionity - - - - - -
Strict Priority - - - - - -
Strict Priority - - - - - -
Strict Prionity - - - - - -

|t [ [ | | [ | |

CCTlE. &iR—FOE— F(Tport egress scheduler | E— RB LU EF1—DEH FFTWeight) PR RESNFT,
h—rEBED)YDTRE, FDHEAR—FOART I1—IUILLTFOLIICRTEINET,

QoS Egress Port Scheduler and Shapers Port 1
Scheduler Mode

Queue Shaper Port Shaper
Enable Rate Unit Excess Enable Rate Unit

QOHS}
[71/500 kbps W /
01}-(32
[]/500 kbps W
az=(s
:l-CD)ECID kbps W $
QsHS!
[1/500 kbps W R
I | Dlsoo  |[keps v
Q4SS
j{g)aou kbps v G
as}-) T
[1/500 kbps W
as(S
}QEGD kbps W \
Q?HS}
[71/500 kbps W

‘ Save || Reset || Cancel |

CCTRIR= PO A NI T49DDAT I21—5BLVH A M T19DDYI-EVTERELET
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;574905 1—313. TStrict Priority JE— K. F(EWeighted | E— FTEIMELET,
[Weighted JE— FDBEIE. BF1—DEINLUTEERTETIENTEFT,

b5T490V1-EVT}, F1-FL@IR— MR TEMELET,
COMREERIRT SEHRENRESN . REMEEBBLIHFEFIL - LEARESNTT,

2.3.16.4 Port Shaping (iR— b 1—EVY)

[ Configuration | =T QoS ]—TPort Shaping|Z2D)vD 33t U TFOEEN R RENET,
QoS Egress Port Shapers

rt Shapers
Qo Q1 Q2 Q3 Q4 Qs Qb6 Q7 Port

disabled disabled disabled disabled disabled disabled disabled disabled disabled
disabled disabled disabled disabled disabled disabled disabled disabled disabled
disabled disabled disabled disabled disabled disabled disabled disabled disabled
disabled disabled disabled disabled disabled disabled disabled disabled disabled
disabled disabled disabled disabled disabled disabled disabled disabled disabled
disabled disabled disabled disabled disabled disabled disabled disabled disabled
disabled disabled disabled disabled disabled disabled disabled disabled disabled
disabled disabled disabled disabled disabled disabled disabled disabled disabled
disabled disabled disabled disabled disabled disabled disabled disabled disabled
disabled disabled disabled disabled disabled disabled disabled disabled disabled
disabled disabled disabled disabled disabled disabled disabled disabled disabled
disabled disabled disabled disabled disabled disabled disabled disabled disabled
disabled disabled disabled disabled disabled disabled disabled disabled disabled
disabled disabled disabled disabled disabled disabled disabled disabled disabled
disabled disabled disabled disabled disabled disabled disabled disabled disabled
disabled disabled disabled disabled disabled disabled disabled disabled disabled
disabled disabled disabled disabled disabled disabled disabled disabled disabled
disabled disabled disabled disabled disabled disabled disabled disabled disabled

Pol

“-J|03|U‘I|-b|(.~h|l\3|—kDICDIUOI"-IIUDIU‘II-IEI(.-JII\JI—L

CITR A= bBLUF1-CECH A VI-EVT DR ENRRSNET
R—FESEDIIDTHE, UTOLICHAVI-EVT DR EEANRRINET,

QoS Egress Port Scheduler and Shapers Port 1
Scheduler Mode

Queue Shaper Port Shaper
Enable Rate Unit Excess Enable Rate Unit

ao(S
E}.CD)ECID kbps W /
Q1HS'}
/500 kbps W
S
E-CE%ECID kbps W $
a3=-(S
3’95312 kbps W R
6 I | Tlso0  |[kops v
[]/500 kbps v G
asp(s
}CD)EUI] kbps W T
QGHS}
/500 kbps W \
ar(s
[]/500 kbps W
‘ Save || Reset || Cancel |

CCTR R= PO A ISITAYIDAT J1-5BLVH A IST190DYI-EVTERELES .
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F2749D A5 Y1—313. TStrict Priority | E— F. F=(EWeighted | E— FTEIMELET,
[Weighted ] E— FDIB & (&, F1—LICEH (HIEHRTETRETT,
ERL, EHFHIERETERDEF1-51FTTT, [F1-615LUTF1-710 M1 D RBEINET,

b4 9T-EVTR, Fa1—-FdR— MELTEMELET,
COMREERRT SEHIRMENRESN. SREEEEBLIHEEETL - LIEIEESNET,

2.3.16.5 Port Tag Remarking

[ Configuration]—T QoS ]—[Port Tag Remarking1#0)wD 33, LTOEEMNRRINET,
CCTE. R—PDRTD)I—F VT DR EEITICENTEET,
COERTEICLD., HASNBERICTIL—LIC PCP/DEI BB MBLUVEETZENTHETT,

QoS Egress Port Tag Remarking

Classified
Classified
Classified
Classified
Classified
Classified
Classified
Classified
Classified
Classified
Classified
Classified
Classified
Classified
Classified
Classified
Classified
Classified

"-l|m|':.ﬁ|-b- |'f.:~-'!|l"~-1|—L =N LT =] (= b f (= [ g W F =S SN [ B

|—L—l—L—L—L—L—L|—L

e
[=is]

R—FESEDVYITRE, UTOLICH ATV -F I TEENRTINET,

QoS Egress Port Tag Remarking Port 2

..
g J ¥ Tag Remarking Mode h'l Classified | D15 & DE &

[ Save ” Reset H Cancel l
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QoS Egress Port Tag Remarking Port 2

(QoS class, DP level) to (PCP, DEI) Mapping

QoSclass DPlevel PCP DEI

*

M
W

¥ Tag Remarking Mode h'l Mapped D15 & DIE

v
L
T
L
L
T
L
T
v
L
T
L
L
T
L
T
v

=2 |IQ(l=|0= Q| =20 =D = | Q= || Q== OD| A
W

44| 4 4|4 444 A |44 4 4| 4 4] 4| 4

-0 = 0 = Q0 = 0Q = 0 = Q = 0 = O

R = RN RS S R S S ST SUI N R
==l o] o] e wl ) al g ==

| Save || Reset || Cancel |

QoS Egress Port Tag Remarking Port 2

Tag Remarking Mode (I8N E

N H \ a8 _A
PCPIDEI Configuration % Tag Remarking Mode H'[ Default |15 & DE E

Default PCP [[VINIEd
Default DEI [[JENEd

[ Save H Reset ” Cancel ]

COE-REUTOEENTT,

+ Classified: DA F&N 7= PCP/DEl fEZ{EA GEM-ZEEULHELY)

- Default : T74)VF&ED PCP/DEI {E%{E (51 PCP/DEI [T ATICDEREEICE D)

* Mapped: QoSHIABLY DP LAIDIYE VT D)S—Jav%{E FA(PCP/DEI EICLNE 3% PCP/DEI {ET
HAHT3)

T-FERBIRL., JIOA-IERTELET, “Default”HB\E “Mapped” &:EIRT 2L, HAiR— MR HER—-MDIGE
(& default/mapped PCP & U DEI (& AT 4E) Sy MOBERSNET,

7t PCP LU DEI MERTE (L. default/mapped PCP H&U DEI [CENBEY—H{FEN3dNH . default/mapped PCP
BLUDEI ZEN. HTINAF VT Q-in-Q PT)T—2av0R T USNSERESNET
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2.3.16.6 Port DSCP

I Configuration ]| = QoS ]—Port DSCP&DYUyH T 3L, L TOEENERRINET,

QoS Port DSCP Configuration

Port Ingress Egress
Translate  Classify Rewrite

=0 < v
1 O Disable v
2 ] DSCP=0 Disable v

Selected
3 ] All Disable v
4 ] Disable | |Disable v
5 ] Disable /| |Disable v
6 [l Disable “| |Disable v
7 ] Disable | |Disable v
8 ] Disable /| |Disable v
9 [l Disable ‘| |Disable v

10 ] Disable | |Disable v

11 ] Disable | |Disable v

12 ] Disable “| |Disable v

13 ] Disable /| |Disable v

14 Il Disable | |Disable v

15 ] Disable | |Disable v

16 ] Disable “/| |Disable v

17 ] Disable | |Disable v

18 ] Disable /| |Disable v

‘ Save H Reset ‘

CC_TlE.DSCP ANBLUVHADEZEETVET, ANREDIGE . R— P ECANTHR, DIADEOREEE
BTEET, HARTEDGAEE. HER— bV T4VH  UIEVTRITVET,

O Ingress Translate( A FAZH)CDNVT:
“Translate"hMERSNTLVBIHE(E. AF1DSCP{EIL. QoS XERICHID DSCP {EICERTEET , THAIIEY
H12TDSCP Translation |E[E CE%E L. Z#2L7% DSCP {#E(d A 1 DSCP M QoS B FEICHEAINET,

O Ingress Classify (A DI A7) [COWT:
DSCP ingress classify (&, DSCP h'n QoS ADYFARTEITICETIEHNEHA(DSCP hb QoS ADIYE VTS
[DSCP-Based QoS JEE ClE1THNFEE ), [Port DSCP M Ingress Classify (&, QoS bR ES DSCP IvEY %
50 TIEEL. QoS D5 A(Tport default ], TVLAN 5%, TDSCP 1LV NHIDD)EAFTBE. Ingress Classify 3T
D QoS H5A%NER DSCP (CIWEVH LET,

Jb— LA ERE. )ES DSCP [FRIDA AIVE Y%7\ DSCP EICERINET .

[Port DSCPIEIE DI Egress Rewrite I XZ1—h“enable”/”Remap DP Unaware”/”Remap DP Aware” DZ & (3.

Ingress Classify (A D325 1) DFHICOVTIE, LLFDEBNTT,

- Disable : & DSCP AMD DSCP M QoS H5ANIIE VT IEEEMICLET,

» DSCP=0 : %{5 DSCP MTOINEINEDFIARTLET FEEMLBZ SR EHRINET),

- Selected : [DSCP Translation | B CHEE LIEDI A5 8N EZNTE DSCP OHDIARFLET (“classify " h
BIRSNTWRI5E0H)

- Al . FATHDSCP {EICE®,
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L R m—————

Egress Rewrite (i 71/ ® DSCP U4 1) DEEMICOWTIE, LT DEHBNTT,

+ Disable: Egress rewrite T3 U,

* Enable : YYYE S 1 LT, TDSCP Classification ] B COI Rewrite DR ENEICEDET,

 Remap DP Unaware: &} DSCP {ENHDSCP Translation B E®D“Remap DPO” X E#)IVEVTLET,

* Remap DP Aware : NEB DSCP {ENHIDSCP Translation |EIE D “Remap DP0” ., F7zl3“Remap DP1”®)

HEFEUIEVILET,

2.3.16.7 DSCP-Based QoS

[ Configuration ]| = QoS ]—IDSCP-Based QoS |&DUyH T 3L, L TOEEMNKRRINET,
DSCP-Based QoS8 Ingress Classification

DSCP Trust QoS Class DPL

* 1 <>E| {}E
0 (BE) [ 0[~] 0[+]
1 ] 0[] 0[*]
2 ] 0[] 0[]
3 [ 0[~] 0[+]
4 [ 0[] 0[*]
5 O 0[~] 0[~]
6 El 0[] 0[~]
7 = 0[~] 0[+]
8 (CS1) ] 0[~] 0[]
9 [ 0[] 0[*]
10 (AF11) [ 0[] 0[~]
11 0 0[~] 0[]
12(AF12) [ 0[] 0[+]
13 ] 0[] 0[*]
14 (AF13) [0 0[] 0[]
15 [ 0[] 0[+]
16(CS2) [ 0[] 0[*]
17 ] D[+l 0l=]

CCCl3. DSCP {ECEIZ QoS AADIF AR T EHRELET,

“Trust”[CFIvD%E ANT DSCP EZED7L—LDHFDHEED QoS HFAICIYEYTEN., RIER DSCP {EZEF DI
ZEEEOIL-LIE.IP UNDTL—LELTIEEINET,
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2.3.16.8 DSCP Translation (DSCP Z ##)

[ Configuration] =T QoS1—IDSCP Translation1#DUyDd3E. LTOEENIRRINET,

DSCP Translation

DSCP Ingress ) Egress
Translate Classify Remap DP0 Remap DP1
<> [] 0o <> [*] |<» [*]
0 (BE) 0(BE) |[+] ] 0(BE) [+] [0(@BE) []
1 1 [=] [l 1 (=] [1 [=]
2 2 [*] [ 2 [»] 2 [*]
3 3 [] [ 3 [*] 3 [*]
4 4 > O 4 [»] |4 ]
5 5 [=] [l 5 [*+] 5 [=]
6 6 [*] [ 6 [*] & [*]
7 7 [] [ 7 [*] |7 [*]
8(CS1) 8(Ccs1) [+] ] g(cs1) [+] [8({csn []
g ] [=] [l g [*+] 9 [=]
10 (AF11) 10 (AF11)[+] (] 10 (AF11)[=] [10 (AF11)[~]
11 11 [] [ 1 [=] [11 [*]
12 (AF12) |12 (AF12)[*] (] 12 (AF12)[=] [12 (AF12)[*]
13 13 (] O 13 [=] [13 [*]
14 (AF13) |14 (AF13)[+] (] 14 (AF13)[=]| [14 (AF13)[~]
15 15 [] [ 15 [*] |15 [*]
16 (CS2) |16 (CS2) [¥] ] 16 (CS2) [v] [16(Cs2) [¥]
17 17 [*] O 17 [*] |17 [*]
18 (AF21) |18 (AF21)[¥] (] 18 (AF21)[=]| [18 (AF21)[~]
19 19 [*] [ 19 [*] [19 [*]

CCTlE. $ATMH DSCP {EM QoS DSCP DEAZE#%E1TIVET, DSCP [E, "Ingress(AA1)”.
Fr3"Egress(H )" TEHINFT,

QoS D5AB LU DPL Iy F(M DSCP AT 3H1(C. A {810 DSCP %FJ'#H LL)DSCP (CEH#LFET,

DSCP M AXICIE, ITD 2 2OFREHENHNET,

* Translate : A 78| DSCP (&, DSCP fE(0~63 DL\TNHDE)CEHRATEETT,

* Classify : [Port DSCPJAZ1—"TClIngess Classify INEIRSN TIVBI5EIC. DSCP EZEIRT 3L,
NEB DSCP AD QoS DZANIVEVINEBERICLET,

HAZTIEAICH DBAITHREMRER A S UTOESNTT,

- Remap DPO [C&D. TDP level 0JO7L—LOUIVEVHEHIEILET
* Remap DP1[Z&D, TDP level 1107L—LOURYEV T EHIEILET
COEREIS. [Port DSCPJAZ1—0) Egress Rewrite [CEAINET .

SEHICDOUVTIE. TPort DSCPJAZ1—® Egress Rewrite #5 B U TSN,
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2.3.16.9 DSCP Classification

lConfiguration |—I QoS |—DSCP Classification |[#9UyD T3¢ L TOEEIRRINET,

DSCP Classification
2 =] <= A
0 0 0(BE) W
0 1 0(BE) W
1 0 0(BE) W
1 1 0(BE) W
2 0 0(BE) W™
2 1 0(BE) W™
3 0 0(BE) W
3 1 0(BE) W
4 0 0(BE) W
4 1 0(BE) W
5 0 0(BE) W
5 1 0(BE) W™
6 0 0(BE) W
6 1 0(BE) W
7 0 0(BE) W
7 1 0(BE) W™

‘ Save H Reset |

CCTlE. QoS DIAB LU ER L ECDLVTHE DSCP EADIYE VI EBRELET,

JL—L% QoS D5 A (port default, VLAN Tag, DSCP ho®WFNH) o AFTBE, D QoS ZNER DSCP ADY
YEVIEITNET , RER DSCP (37— L ERFCRIOH ATvE VT &7V, DSCP DEICEER®5 25T,

[Port DSCPJEE M Egress Rewrite [N $GHE(L. 171 DSCP DfEF LEEFINFET,

SEHCDULVTIE. TPort DSCP I Egress Rewrite #5 BB LTSN,
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2.3.16.10 QoS Control List (QoS I rFA-JLUARF)

[ Configuration]—TQoS1—IQoS Control List1#DUvDT 3L, L TOBEEIRTINET,

QoS Control List Configuration

Action
QCE# Port Frame Type SMAC DMAC VID PCP DEI Class DPL DSCP

®

CZTClE. QCL(QoS Control List) &% E LET ., TNEND QCE [Z. I35y FDISTA—=EB LY QoS PHYavh ot s
NET, COBREICIN AFEDINT YD FS5749D1F, BFRFESNTILVS QoS 7D YAV aERTTBENAIRETT,

(HEDVYITRE UTOBENKRRSNET , COBEEICT QCE Z/ERLET .
QCE Configuration

Port Members

7 8 9 10 11 12 13 14 15 16 17 18
MMMMYMMVMMMM MMM MMM MM

Key Parameters Action Parameters
Any W Class 0 W

viD Any 4 DPL Default v
PCP Any v 11 | Defauit V|
= Any W
SMAC Any W
DMAC Type BELRY
Frame Type B W

| Save H Reseat H Cancel |
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2.3.17 Mirroring (35—Y4)

TR ADIF-UVTHREERTELET . %V NI-D DB EEMRTT W, TL—LIA—@TALLTIL—L
AIEREREBLEIFT—R—MIFSD490ZIE-UI2N, 35UV T EITOINT BEN AT HETY

[ Configuration | =T Mirroring 12003 3. U T OEENKRRINET,

Mirror Configuration

Port to mirror to ||[Disabled
1

Mirror Port Confi
Port Mode

Ry L
Disabled Y
Disabled Y
Disabled Y

Disabled Y 1?
Disabled Y 12
Disabled 413
Disabled 14
Disabled Y1
Disabled Y17
Disabled Y18
Disabled v
Disabled v
Disabled v
Disabled v
Disabled v
Disabled v
Disabled v
Disabled v
CPU |Disabled v

I5—-57490 . Ty bDZEE/ZE. HRIVIEORADIL—LTIF—R—MIIF-UITEITVET,
E—F%"Disabled" SR ETdE. I5—UVTHBESESICHENES,

2
3
4
5
6
7
8
9
1

(o= TN B B B L7 B =

[Le]

—
=]

—-
-

'y
o]

—
(5]

-
o+

-
4]

—
[=2]

Y
=

—
[==]
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2.3.18 sFlow

[ Configuration | =T sFlow |&0)yD T3¢, U TOBENRREINET,

sFlow Configuration

Receiver Configuration

Owner <nones Release
IP Address/iHostname [iiiasii

UDFP Paort 5343

Timeout 0 seconds
Max. Datagram Size 1400 bytes

Port Configuration

Flow Sampler Counter Poller

Paort

Enabled Sampling Rate Max. Header Enabled Interval

= O 0 128 O [ 0]
1 O 1] 128 O o
2 | 0 128 O o
3 O 0 128 O o
4 | 0 128 O o
5 O 0 128 O o
i} | ] 128 O o
T O 1] 128 O 0
] O 0 128 O 0
3 O 1] 128 O i
10 O 0 128 O 0
11 O 0 128 O 0
12 O 0 128 O 0
13 O ] 128 O 0
14 O ] 128 O 0
15 O ] 128 O ]
18 O 0 128 O o
17 O 0 128 [ o
18 O 0 128 O o

CC T3, sFlow #REZEZRELET, EIEIL sFlow LY—NDFRFEER— FZED flow/ NIV I TIVDERFED 2 D25
[FohEd,

sFlow DFRERARADAEUCRFINE B, TOH. BIEENEFIC sFlow YTV T FEIERDET,
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2.4 Monitor (EZRY)H)

CCTlE REEDFZFEDEZAR)ITIONVTERBALET,

2.4.1 System
CC Tl VAT LIEHRPOJEROFK RICOVTERBALET,
2.4.1.1 Information (Y AT LIEEH)

I'Monitor | =T System |—=[Information 120y 33, U TOEEIRTINET,
System Information

System
Contact
Name
Location

Hardware

Time
System Date 2014-12-15T14:02:28+05:00
System Uptime 2d 21:07:21

Software Version FXCE218PE Ver:1.00.03
Software Date 2014-11-28

CITRL VAT LIRBO R RSNET
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2.4.1.2 Log (VAT LOYTIER)

'Monitor | =T System | =l Log ) &D)vD T3, U TOEEINRREINET,

System Log Information Auto-refresh [ [ Refresh | [ Clear |[ I<< |[ << |[ > ][ >21 |
Level

Clear Level

The total number of entries is 40 for the given lavel.

Start from ID with entries per page.

ID Level Time Message
Info 1970-01-01T00:00:01+00:00  Switch just made a cold boot

Info  1970-01-01T00:00:04+00:00 Link up on port 16

Info  1970-01-01T00:00:05+00:00 PD is off on port 1

Info  1970-01-01T00:00:05+00:00 PD is off on port 2

Info  1970-01-01T00:00:05+00:00 PD is off on part 3

Info  1970-01-01T00:00:05+00:00 PD is off on port 4

Info  1970-01-01T00:00:05+00:00 PD is off on port 5

Info  1970-01-01T00:00:05+00:00 PD is off on port 6

Info 1970-01-01T00-00:05+00:00 PD is off on part 7

Info  1970-01-01T00:00:05+00:00 PD s off on port 8,

Info  1970-01-01T00:00:05+00:00 PD is off on port &

Info  1970-01-01T00:00:05+00:00 PD is off on port 10.

Info  1970-01-01T00:00:05+00:00 PD is off on port 11.

Info  1970-01-01T00:00:05+00:00 PD is off on port 12.

Info  1970-01-01T00:00:05+00:00 PD is off on port 13.

Info  1970-01-01T00:00:05+00:00 PD is off on port 14.

Info  1970-01-01T00:00:05+00:00 PD is off on port 15.

Info  1970-01-01T00:00:05+00:00 PD is off on port 16.

Info  1970-01-01T00-00:06+00:00 PoE is enabled on port 1.
Info 1970-01-01T00:00:06+00:00 PoE is enabled on port 2.

|B |Ela |:|a |al;|: ||TJ“: |_D.ILD (S0 1T [ | [P =2

CCCld. KARD VAT LOJERI R RSNET,

VAT LOJER

Level BRULELALVOYATLOTERRLET,

Clear Level | LAIEERULER. <Clear> RAVERTE ERLELANOOTEEELET,
ID ID 20903 %L, DT DF#MEFZIEED A — IR RENFT,

2.4.1.3 Detailed Log(OJEERD )

'Monitor ]| =T System]—[Detailed Log1%D)vh T 3L, UTOBEEARTEINET,

Detailed System Log Information | Refresh || |<< || << || > || > |

Message

Level Info
Time 1970-01-01T00:00:01+00:00
Message Switch just made a warm boot.

CCTlE, OV DN R RSNET ID ZEANT3E, 20 ID OOJDFMNRTENET,
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2.4.2 Ports ((R— FDIFHRE =)
CCTlE. R—FOIREEDRRICOVWTERBALE T,

2.4.2.1 State GR— FDIRKE)

Monitor |=[Ports |—[ State |5D)vD T3, U TOBEENRTINET,

Port State Overview

Auto-refresh []

TR R FOUVDIREEERRULET . IR— MEDUDT BE, BIRUIZR— FOREH BRI R RENET,

Detailed Port Statistics Port 2

Auto-refresh []

Receive Total Transmit Total
Rx Packets 1024855 Tx Packets 1676446
Rx Octets 145459207 Tx Octets 429464291
Rx Unicast 504133 Tx Unicast 500201
Rx Multicast 153928 Tx Multicast 421463
Rx Broadcast 366794 Tx Broadcast 754782
Rx Pause 0 Tx Pause 0
Receive Size Counters Transmit Size Counters

Rx 64 Bytes 331886 Tx 64 Bytes 299982
Rx 65-127 Bytes 417910 Tx 66-127 Bytes 799188
Rx 128-255 Bytes 194916 Tx 128-255 Bytes 319190
Rx 256-511 Bytes 36604 Tx 266-511 Bytes 44844
Rx 512-1023 Bytes 27889 Tx 512-1023 Bytes 56448
Rx 1024-1526 Bytes 15640 Tx 1024-1526 Bytes 156794
Rx 1527- Bytes 0 Tx 1527- Bytes 0
Rx Q0 1024855 Tx Q0 1660606
Rx Q1 0 TxQ1 0
Rx Q2 0 TxQ2 0
Rx Q3 0 TxQ3 0
Rx Q4 0 TxQ4d 0
Rx Q5 0 TxQ§ 0
Rx Q6 0 TxQ6 0
Rx Q7 0 Tx Q7 15840
Rx Drops 6120 Tx Drops 0
Rx CRC/Alignment 0 Tx Late/Exc. Coll. 0
Rx Undersize 0

Rx Oversize 0

Rx Fragments 0

Rx Jabber 0

Rx Filtered 293009

m FXC5210PE/FXC5218PE/ FXC5224PE



2E WEBICLBRBRTEAE

e
2.4.2.2 Traffic Overview (F574vDiER)

I'Monitor ]| =T Ports | = Traffic Overview 1&#DUvD 3L, L TOEENIRRINET,

Port Statistics Overview Auto-refresh [

Packets Bytes Errors Drops Filtered

Received Transmitted Received Transmitted Received Transmitted Received Transmitted Received

1 3044 1461 392894 991467 0 0 0 0 731
2 1027875 1684714 145827138 431756026 0 0 6120 0 293009
3 0 0 0 0 0 0 0 0 0
4 0 0 0 0 0 0 0 0 0
5 0 0 0 0 0 0 0 0 0
3 0 0 0 0 0 0 0 0 0
7 1308 1798 915050 213879 0 0 0 0 0
g 0 0 0 0 0 0 0 0 0
9 0 0 0 0 0 0 0 0 0
10 569 4140 44026 473226 0 0 0 0 0
u 0 0 0 0 0 0 0 0 0
2 0 0 0 0 0 0 0 0 0
13 0 0 0 0 0 0 0 0 0
14 0 0 0 0 0 0 0 0 0
15 0 0 0 0 0 0 0 0 0
16 3589693 1187262 637677741 191257231 0 0 13037 0 636780
17 0 0 0 0 0 0 0 0 0
18 0 0 0 0 0 0 0 0 0
L_t__C'(i~ h— #u&@%ﬁﬁﬂﬁiﬁ’éﬁm Llij-o
2.4.2.3 QoS Statistics (QoS #EHEHR)
I'Monitor ] =T Ports ] =T QoS Statistics |&7)vD T3, LTOEEINRTRINET,
Queuing Counters Auto-refresh [J | Refresh || Clear |
Port Qo a1 Q2 Q3 Q4 Qs Q6 Q7
Rx TXx Rx Tx Rx Tx Rx Tx Rx Tx Rx Tx Rx Tx Rx Tx
1 0 1] 0 0 0 0 0 0 0 0 0 0 0 0 0 0
2 0 0 0 0 0 0 0 0 0 1] 0 0 0 0 0 0
3 0 1] 0 0 0 0 0 0 0 1] 0 0 0 0 0 0
4 0 1] 0 0 D 0 0 0 0 1] 0 0 D 0 0 0
5 0 1] 0 0 0 0 0 0 0 1] 0 0 0 0 0 0
6 0 1] 0 0 0 0 0 0 0 1] 0 0 0 0 0 0
T 0 1] 0 0 0 0 0 0 0 1] 0 0 0 0] 0 0
B8 0 0 0 0 0 0 0 0 0 1] 0 0 0 0 0 0
9 0 1] 0 0 0 0 0 0 0 1] 0 0 0 0 0 0
10 0 1] 0 0 D 0 0 0 0 1] 0 0 D 0 0 0
11 0 1] 0 0 0 0 0 0 0 1] 0 0 0 0 0 0
12 0 1] 0 0 0 0 0 0 0 1] 0 0 0 0 0 0
13 0 1] 0 0 0 0 0 0 0 1] 0 0 0 0] 0 0
14 0 1] 0 1] 0 0 0 0 0 1] 0 1] 0 0 0 0
15 0 1] 0 0 0 0 0 0 0 1] 0 0 0 0 0 0
16 2046487 1] 0 0 D 0 0 0 0 1] 0 0 D 0 0 395717
17 0 1] 0 0 0 0 0 0 0 1] 0 0 0 0 0 0
18 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

CCTR L IR=PCECF1-D M1 9DMEHERER R ULET . IR— b EDUYDTBE, EDIR— FOFREHEHRI KRS
nZy.

m FXC5210PE/FXC5218PE/ FXC5224PE



2E WEBICLBRBRTEAE

24.2.4 QCL Status

'Monitor | =T Ports | =T QCL Status |&7)vD T 3E, LTOBEENRTENET,

QoS Control List Status Auto-refresh [ | Resolve Conflict H Refresh

Action .
User QCE# Frame Type Port Class DPL DSCP Conflict

No entries

ZZTlE. QCL 1—4TEIC QCL AT—AARRTRLET,
BIITIE, ZBESNTLVS QCE [OWTRRLET, N—FII7HIBRICENEEED QCE HiN—RHI7IC@EASNG W
BERIVIUDMELET,

Conflict(AV 7D MICDLVT

QCL IV MDAV IVT FDAT—HBANERRENET, H/W VY-ABEROFT)r—vay THBEINZ =, IV7)
DRAT=R20 T Yes DB E(E QCE DEMICHER)Y—-AIFATEE . FNUSHEINOJICHREINTNET,
<{Resolve Conflict>RAVEDYYDTEE, QCL IV MDEMICHER H/W )Y —AZRRT S ElCED. TVIID M
B33 ENTEET,

2.4.2.5 Detailed Statistics (#tEHEHRO )

I'Monitor | =T Ports ] —I Detailed Statistics 1&7)yD 3 %E. L TFOEHRMPRRSNET,

Detailed Port Statistics Port 1 Port 1 [w] Auto-refresh [
Rx Packets 1033324234 Tx Packets 22540
Rx Octets G6132834046 Tx Octets 2830680
Rx Unicast 1033323919 Tx Unicast 3808
Rx Multicast 177 Tx Multicast 4478
Rx Broadcast 147 Tx Broadcast 14254
Rx Pause 0 Tx Pause 0
Rx 64 Bytes 1033321649 Tx 64 Bytes 8231
Rx 65-127 Bytes 2460 Tx 65-127 Bytes 7746
Rx 128-255 Bytes a9 128-255 Bytes 5503
Rx 256-511 Bytes 36 256-511 Bytes 406
Rx 512-1023 Bytes 0 Tx512-1023 Bytes 562
Rx 1024-1526 Bytes 0 Tx 1024-1526 Bytes 2
Rx 1527- Bytes 0 Tx 1527- Bytes 0
Rx Q0 131163043 Tx QO 21750
Rx Q1 0 Txal 1]
Rx Q2 0 TxQ2 0
Rx Q3 433097876 Tx Q3 0
Rx Q4 0 TxQ4 0
Rx Q5 469063285 Tx Q5 0
Rx Q6 0 TxQb 0
Rx Q7 0 TxQ7 790
Rx Drops 121757280 Tx Drops [1]
Rx CRC/Alignment 0 Tx Late/Exc. Coll. 1]
Rx Undersize 0
Rx Oversize 0
Rx Fragments 0
Rx Jabber 0
Rx Filtered 0

CCTR - FOREHEROREERTLIT,
- MERRT 3L, 20— FOREHBROFMI RTINS
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2.4.2.6 DDMI

'Monitor ]| =T Ports ] =DDMI&DYyD T 3L, LTOBEIERRINET,

DDMI Port 17 [Port 17 v|

Serial Info Table

Status N/A

Vendor

PartNo

SerialNo

Revision

DateCode

Transceiver N/A

Ddm Info Table

Type AlarmMin WarnMax WarnMin Current

Temperature(*C) 0.00 0.00 0.00 0.00 0.00
Voltage(V) 0.00 0.00 0.00 0.00 0.00
TxBias{mA) 0.00 0.00 0.00 0.00 0.00
TxPower(mW) 0.00 0.00 0.00 0.00 0.00
RxPower(mW) 0.00 0.00 0.00 0.00 0.00

CCZCld. DDMI(Digital Diagnostics Monitoring Interface)¥sREN T iR— FEN TS SFP U Y— I\ AREICIE AL
NTWBIEAIC, D SFP ;U I—NDEREAT—HAANKRREINET,

2.4.3 Security (EF21Y71)

CCTE, EFA)TADBEROFRRICOVWTERBALET,

2.4.3.1 Access Management Statistics (PO ABEEHEHTEHR)

I'Monitor ]—T Security | = Access Management Statistics 2Dy 3E. L TOEERIRTINFET,

Access Management Statistics

Interface Received Packets Allowed Packets Discarded Packets

HTTP 0 0 0
HTTPS 0 0 0
SNMP 0 0 0
TELNET 0 0 0
SSH 0 0 0

CCTClIEAVRII-AD 21D EBHEHE RN R TSNET,
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2.4.3.2 Network

CCTlE, 2y FI=DDEHRDRRICOVWTEREALET,

1) Port Security (h— FDEF1UTIAT—4A)

1-1) Switch

I'Monitor | =T Security | = Network | =T Port Security |—I Switch |&#DUyD33E. LLTOEEH
RRINZET,

Port Security Switch Status Auto-refresh []

User Module Legend

User Module Name Abbr

Limit Control
802.1X

DHCP Snooping
Voice VLAN

<go,r

Port Status

MAC Count
Port Users State Current Limit

——-—  Disabled -
——-—  Disabled
——-—  Disabled
——-—  Disabled
-—-—  Disabled
——-—  Disabled
——-—  Disabled
——-—  Disabled
——-—  Disabled
——-—  Disabled
-—-—  Disabled

O O |00 I~ D I = o o =

—

—
—

CCTE, R—POREDIKEE  BLURAEFE P D MAC 7 RLAK ., R— hEICFE B T HED MAC
7RFLABO LROBRRSNET,

“state”[FR— FDIREZRLTHENET . RINSNIARIEL, LLTFOEBNTTY :

15H Z5ER
Disabled BHER—MF1)T Y —E2ZFRALTNVZ1I-YEY1-LEIHNF RN,
Ready iN— MeF 1T Y —E A I-FEI1—-IUICEDFERF . hDkE1D MAC 7 KL

ANoDIL— L2 ETRFTHRELET,

Limit Reached: R—reFa)T49—ERE, Uy DY A=V I—HEJ2-IUTENERICENE
T, EV1-IUE ERRISGELECERRL, TNLAELD MAC 7 RLAIRER E TELS
BNET,

Shutdown: R—reFa)T49—ERE, Uy FIY FO=ILI—HFEJ21—IUCENERICENE
T, EVa1—-LIF ERRICELECEERL. MLimit Control |EIEICTHR— D)
<{Reopen>iN3V&EN )DL TEIBEEEETMAC 7 FLADZEE (I H FEHBNE
7,

l'Limit Control |EEDFEMICDL\TIE. 2.3.3.2 Limit Control (Y3y IV FA—
W) 1B RBUTESL,
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1-2) Port

CCTIR = bEFaUTAICEOTERESNE MAC 7 RLARSRRENFET . R—beFaUT4(3 E
BEERTEETOCENTERLED, EV1- IR EEITVET,

['Monitor ] =T Security | = Network ] =T Port Security | = Ports 1#0)y0 T 3E., LLTOEEHN
TRENFET,

Port Security Port Status Port 1

MAC Address VLANID State Time of Addition Age/Hold
No MAC addresses aftached

1-HYEI1-IUSEDR—MeFIUTAEBRICTEE. R—MIYT DI PR-ADFEE AICERES
NET, COE—FTIE. REFDMAC 7 RLANDDTL— LER— MFa1UT(EI1-ILTRIETS
& TRTDI-HICHLTIND MAC 7 RLAZEEETHN. TOVD TN OBVEDEEITVET,
EEIREED MAC 7 RLAICOWTIE, IATOESIBI-HEV1-ILEEETNIE MAC 7 RFL Al
BEEIN, I-YEIJ1-I05512TETOYYT 3L, TAvDSNREICENET,

OAge/Hold [CDUVT: .
1-HEJ1-ID>512TH MAC 7 RLAZTOVD T 3L FHEFREFY B iUINdFTIOY
DIREE(CNZET , I—HEY1—IUE MAC 7RUADEEEHRIT 5L, I-IWERICRHD, R—
MMeFaUT1EY1-UIE. MAC 7 FLAN NS 749D EELTVSNE DN EERIICFIVILE
ER
I-IV054 L(BEL) KN E, JL—LIERFSNGEEN, MAC 7 FLAIE MAC T—=T)Lh
DHIBRENET, TNUSME, FTLLWI—I VB4 LD RRIRSNET,
I-INEDOGZE. FEE1-YFEI1— I EFIRIC MAC 7 RLAZREZETIHEAIF. ek
RENZET,
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CCTlR RYMI=D7HE A - NOFERORRICOVTERIALET,

2-1) Switch

AKEEORYRI=DPDCAY—NDAMYFDAT—RIAERRLET,
['Monitor ] =T Security | = Network ]| = TNAS ] = Switch 1#D)yD T 3E. L TOBEEMNR RSN

E3: I

Network Access Server Switch Status Auto-refresh [

Port Admin State

Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized

"-J|03 |U‘1 |-P~ |QJ|I\J|—\ O [0 €0 [~ [T 1N | [ N | —

|_;_\_x_\_;_\_x|_x

—
[

Port State
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled

Last Source LastID QoS Class Port VLANID

2-2) Port

&ih— 0D NAS D#ficHEHRERTUET,
I'Monitor |—[ Security | = Network | =TNAS | = Ports |&#DvDd 3. LTOE@mARTEN

E3: I8

NAS Statistics Port 1
Port State

LG LGRS EICE Force Authorized
Port State Globally Disabled

Auto-refresh []

Port 2
Port 3
Port 4
Port 5
Port 6
Port 7
Port 8
Port 9
Port 10
Port 11
Port 12
Port 13
Port 14
Port 15
Port 16
Port 17

Port 18
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3) ACL Status

ACL AT—A2%& R RLET,

'Monitor ] —[ Security | = Network ] =T ACL Status |&DVUvD T 3L, L TOBEDRRINE

£
ACL Status Auto-refresh ||
Ingress - Rate Port . CPU .
Port Frame Type Action Limiter Redirect Mirror CPU Once Counter Conflict
1P All ARP Permit Disabled Disabled Disabled Yes No 422977 No
Management
IP IPv4/UDP 68 - ] ; :
W E T All DHCP Server Permit Disabled Disabled Disabled Yes No 424 No
4) DHCP

4-1) Snooping Statistics (AX—EVJ#REEHER)

DHCP AX—EVH Dt ERER~LET,
Monitor | =T Security | = Network | —=TDHCP ] —[ Snooping Statistics I&DUvDT3BE. LT

DOE@EHRRINET,

DHCP Snooping Port Statistics Port 1 [Port 1 V| Auto-refresh [] [ Refresh H Clear ]
Rx Discover 0 Tx Discover 0
Rx Offer 0 Tx Offer 0
Rx Request 0 Tx Request 0
Rx Decline 0 Tx Decline 0
Rx ACK 0 TxACK 0
Rx NAK 0 Tx NAK 0
Rx Release 0 Tx Release 0
Rx Inform 0 TxInform 0
Rx Lease Query 0 Tx Lease Query 0
Rx Lease Unassigned 0 Tx Lease Unassigned 0
Rx Lease Unknown 0 Tx Lease Unknown 0
Rx Lease Active 0 Tx Lease Active 0

4-2) DHCP Relay (VL—#t&t1&R)

DHCP UL—D#fitERE R ~LET,

'Monitor | —[ Security |— [ Network | —DHCP ] —[Relay Statistics |#D)yDd 3L, LT DE
ENRRREINZET,

DHCP Relay Statistics Auto-refresh [

Server Statistics

Transmit . Receive Receive Receive Receive Receive Receive
Transmit s o S
E i from Missing Missing Missing Bad Bad
Server Agent Option Circuit ID Remote ID Circuit ID Remote ID

Transmit Transmit Receive Receive Replace Keep Drop
to Client Error from Client Agent Option Agent Option Agent Option Agent Option
0 0 0

FXC5210PE/FXC5218PE/ FXC5224PE
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5) ARP Inspection (ARP {1 Y ARDY3Y)

H4F395 ARP AV ARD Y3 T—TIVER R UET,
I'Monitor ] —[ Security | = Network ] =T ARP Inspection &0y D3 3L, L TOEEHRTRIN

&Y,

Dynamic ARP Inspection Table Auto-refresh [][ Refresh ” |<< H >> ]
Start from [Port 1 /], VLAN |1 |, MAC address |00-00-00-00-00-00 | and IP address
IO.D.0.0 ]with [20 | entries per page.

Port VLANID MAC Address IP Address
No more entries

6) IP Source Guard (IP Y—2H—F)

HAF39D 1P Y—-AH— =TI ERRLET,
I'Monitor ] =T Security | = Network ] =T IP Source Guard |&0vD33E. LLTOEEHRTRIN

7.
Dynamic IP Source Guard Table Auto-refresh [] | Refresh || << || >> |
Start from , VLAN and IP address [0.0.0.0 \with[20 | entries per
page.
Port VLANID IP Address MAC Address
No more entries
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2433 AAA

CCTlE. AAA DIEROKRRICOVWVTERBALET,
1) RADIUS Overview (RADIUS #}2)

'Monitor | = Security |—TAAA]—TRADIUS Overview |ZDUvDT3E. L TOBEEH R TENE
EP

RADIUS Authentication Server Status Overview

IP Address
1 0.0.0.0:1812 Disabled
2 0.0.0.0:1812 Disabled
3 0.0.0.0:1812 Disabled
4 0.0.0.0:1812 Disabled
5 0.0.0.0:1812 Disabled

RADIUS Accounting Server Status Overview

IP Address Status
1 0.0.0.0:1813 Disabled
2 0.0.0.0:1813 Disabled
3 0.0.0.0:1813 Disabled
4 0.0.0.0:1813 Disabled
5 0.0.0.0:1813 Disabled

CC Tl FRELER E B E CEX E A AETS RADIUS H—NNDAT—AAEHRERRLET

“Status”(ClE. L TFOFHRHNRTRINET,

- Disabled c H—=NEEHNTT,

- Not Ready - B=NEEHTIH, IP BERFHEFTT,

- Ready - H=NEEZ. MO IP BIEFBERTHD. RADIUS EV1—IUE 7O AEFATE
NIZIREETT,

- Dead(3&0 X B): COY—NICPIEAEITOTH, BRE LA LYV MATIRERHNFE A,
Y= —EFRICESICIBDET, "dead-time" TN 2L BEFICEN
T, CORENESZZETOMEN( )"AICRTRSNET . EROY-)NF
MBEEOHDRENFELELET,
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2) RADIUS Details (RADIUS % D E¥HH)
CCTld. RADIUS =IOV T O EHEROFHN R RSNET,

'Monitor |—[ Security | =T AAA1—TRADIUS Details |1&#7UvD T 3. LTOEEHIRIINE
7,

RADIUS Authentication Statistics for Server #1 Server #1 7]

Receive Packets Transmit Packets

Access Accepts 0 Access Requests 1]
Access Rejects 0 Access Retransmissions 1]
Access Challenges 0 Pending Requests 0
Malformed Access Responses 0 Timeouts 0
Bad Authenticators 0
Unknown Types 0
Packets Dropped 0

Other Info

IP Address 0.0.0.0:1812
State Disabled
Round-Trip Time 0ms

RADIUS Accounting Statistics for Server #1

Receive Packets Transmit Packets

Responses 0 Requests 1]
Malformed Responses 0 Retransmissions 0
Bad Authenticators 0 Pending Requests 0
Unknown Types 0 Timeouts 1]
Packets Dropped 0

IP Address 0.0.0.0:1813
State Disabled
Round-Trip Time 0ms

#ETIEERICLD, RFC4668 — RADIUS FREED 7M7Y k MIB [CHEE SN TWSELUBEICIYEY T LE
Zo—l \DELD MRYDAEE ST, FlZRRIBEHIC\WIIY R —NHzINE2ET,
2.4.3.4 Switch
CCTR AMMyF 1) TADBERDFRRICOVWTERALET .
1) RMON
CCTIE. RMON DIEFROFKRICOVTERBALET .

1-1) Statistics(¥t 5H1E$R)

'Monitor |—T Security |—T Switch | —RMON | =T Statistics |1 DvD T3¢, L FOBE RN TR T
SNZEY,

RMON Statistics Status Overview Auto-refresh [0

Start from Control Index 0 with 20 entries per page.

Data Broad Multi

CRC Unfler Over

64
(iflndex) cast cast Ewer= size size S

10 10 1840 2505075968 911557038 0 0 0 0 0 0 0 0 911557038 0 0 0 0

ID Source Drop Octets Pkts Frag. Jabb. Coll

65 128 256 512 1024

127 255 511 1023 1588

1]

CCClE. RMON #fEHEHROIY MR TRENET,
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1-2) History(FBEE)

__TCld. RMON NEEEEHRERTLET,

I'Monitor | =T Security |— Switch ]|=TRMON |—=THistory |£DYUvD T3¢ L FTOEEH R RS

nZy,

RMON History Overview
Start from Control Index 0 and Sample Index 0 with 20 entries per page.
History Sample Sample Broad- Multi- CRC Under-
Index Index Start Bhep | 62EE | His cast cast Errors size
10 1 166022 0 0 0 0 [1] 0 0
10 2 187822 0 0 0 0 0 0 0
10 3 189622 0 0 0 0 0 0 0
10 4 191422 0 0 0 1] 1] 0 0
10 ] 193222 0 0 0 0 o] 0 0
10 6 192022 0 0 0 0 1] 0 0
10 7 196822 0 0 0 0 0 0 0
10 g 198622 0 0 0 1] 1] 0 0
10 9 200422 0 0 0 0 o 0 0
10 10 202222 0 0 0 0 1] 0 0
10 11 204022 0 0 0 0 0 0 0
10 12 205822 0 0 0 1] 1] 0 0
10 13 207622 0 0 0 1] o 0 0
10 14 209422 0 0 0 0 1] 0 0
10 15 211222 0 0 0 0 0 0 0
10 16 213022 0 0 0 1] 1] 0 0
10 17 214822 0 0 0 1] 1] 0 0
10 16 216622 0 0 0 0 1] 0 0
10 19 218422 0 0 0 0 0 0 0
10 20 220222 0 0 0 0 1] 0 0

Over-
size

Frag.

===l lel=lel=el=l=l=lel=l=l ===l
===l lal=lal=lal=l=l=lal=lel=leN=l=

Jabb. Coll.

Utilization

[=H=N=N ===l -]
[==N=N=l=l=l=Y=l=N=l=}=N=N=N=N=l=N=N=F=]
===l lal=lal=lal=l=l=lal=lel=leN=l=

1-3) Alarm(RMON 75— LMD FR)

CCTlE. RMON 75— LICE T 3 1EHRI KR TENET,

'Monitor ]—[ Security | = Switch ] =TRMON =T Alarm 1 #DYUvD 9 3L, LI TOE@EHIR RS

nFy.

RMON Alarm Overview

Start from Control Index 0 with 20 entries per page.

Sample

Type
Delta

Startup
Alarm
0 RisingOrFalling

Rising
Threshold
20

ID
1 30

Variable Value

136121221101

Interval

Rising
Index

Falling
Threshold

10 10

Falling
Index
10

1-4) Event({ Ay MERNDFK R)

I'Monitor | —T Security |— Switch ]| —RMON |—TEvent 1 2DUvD 3. LTOEEHIRTRS

nEy,

RMON Event Overview

Start from Control Index 0 and Sample Index 0 with 20
S Logindex LogTime LogDescription
Index g 9 g P

No more entries

entries per page.

Auto-refresh [

CZTClE. RMON 1AV b= LTIV PUDRKRRSNET,
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244 LACP

CCTlE. LACP DIESROFRICOWVTEHRBALET,
2.4.4.1 System Status(VATLAT—RR)

CCTlE  LACP AV AR YATARTDAT—AAER R LET,
'Monitor | =T LACP |—[System Status |ZDv) T %E, L TOBEENRRINET,

LACP System Status

Aggr ID Partner Partner Partner Last Local

System ID Key Prio Changed Ports
LLAGT 00-17-2e-21-959-h6 3 32768 0d00:01:03 34

2.4.4.2 Port Status GR—FAT—5R)
['Monitor | =T LACP ]—[Port Status |&0)yD9%E, L TOEEIRRTINET,

LACP Status Auto-refresh [

Partner Partner Partner
Port LACP Key AgorlD goictomip Port  Prio
No - - - - -
No - - - =
No - - - -
No - - - =
No - - - -
No - - - =
No - - - -
No - - - =
No - - - -
10 No - - - -
11 No - - - -
12 No - - - -
13 No - - - -
14 No - - - -
15 No - - - -
16 No - - - -
17 No - - - -
18 No - - - -

o~k wWhN—=

w

ZITlE. TRTOR—PD LACP AT—HAERRLET,
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2.4.4.3 Port Statistics(ii— FD#EEHER)

CCTlE. TRTOIR— D) LACP #fsHIEHERTLET,
'Monitor | =T LACP J—TPort Statistics |ZDUvDT 3¢, U TOEEINKRRINET,

LACP Statistics Auto-refresh |:|| Refresh || Clear |
Port LACP LACP Discarded
° Received Transmitted Unknown Illlegal
1 0 0 0 0
2 0 0 0 0
3 0 0 0 0
4 0 0 0 0
5 0 0 0 0
6 0 0 0 0
7 0 0 0 0
8 0 0 0 0
9 0 0 0 0
10 0 0 0 0
11 0 0 0 0
12 0 0 0 0
13 0 0 0 0
14 0 0 0 0
15 0 0 0 0
16 0 0 0 0
17 0 0 0 0
18 0 0 0 0
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2.4.5 Loop Protection JL—F7F7OTH3Y)

CCTE W=FTaTD0av0R— FAT—A AR RSNET,
"Monitor ]—TLoop Protection1&DUyD T 3L, L TOEEHRTINET,

Loop Protection Status Auto-refresh [1 | Refresh || Clear |

Port Action Transmit Loops Status Loop Time of Last Loop
No ports enabled

W=THRETRE, ITYPAM—LBERENET  CNICED, RYPI-DEENSIEFE SN AR HOET M,
W=FTOTOIaVBREICED, R— P ETRETZNOOEEER BT H N TEET,

2.4.6 Spanning Tree (R)S\=TY—)

CCTE ANZUTV) - DERORRICOVWVTERBALET,

2.4.6.1 Bridge Status (FUYIDAT—AHA)

CCTR. TRTD STP Uy IA VARV ADAT—AAN R RENET
I'Monitor ]| =1 Spanning Tree |—[Bridge Status|&0yDd3E, LTOEEMNRRINET,

STP Bridges

Bridge ID Root Topology  Topology

ID Port Cost Flag Change Last
CIST 32768.00-17-2E-1B-B8-1B  32768.00-17-2E-1E-B8-1B - 0 Steady -

FCIST15H3WMEITMSTIxI1ZDUYDIT L, UTOLOIBEEMNRRSN, STP TV IDAT-AANHER TEET,
STP Detailed Bridge Status

Bridge Instance CIST

Bridge ID 32768.00-17-2E-1B-B6-1B
Root ID 32768.00-17-2E-1BE-B8-1B
Root Cost 0

Root Port -

Regional Root 32768.00-17-2E-1B-B8-1B
Internal Root Cost 0

Topology Flag Steady

Topology Change Count 0

Topology Change Last

CIST Ports & Aggregations State

Port PortlD Role State Path Cost Edge Point-to-Point Uptime
3 - Part of LLAG1 Forwarding
4 - Part of LLAG1 Forwarding

m FXC5210PE/FXC5218PE/ FXC5224PE
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2.4.6.2 Port Status(if— FPAT—HR)

I'Monitor ]—T Spanning Tree ]—[Port Status |&#0)yD T &, LLFTOBEEIRTINET,

STP Port Status Auto-refresh [

Port CIST Role CIST State Uptime

Non-STP Forwarding -
Non-STP Forwarding -
Non-STP Forwarding -
Non-STP Forwarding -
Non-STP Forwarding -
Non-STP Forwarding -
Non-STP Forwarding -
Non-STP Forwarding -
Non-STP Forwarding -
10 Non-STP Forwarding -
11 Non-STP Forwarding -
12 Non-STP Forwarding -
13 Non-STP Forwarding -
14 Non-STP Forwarding -
15 Non-STP Forwarding -
16 Non-STP Forwarding -
17 Non-STP Forwarding -
18 Non-STP Forwarding

CCTld. AHEDIR— D STP CIST R— FAT—HAERTENZET,

OCO~NOoO kW=

“CIST Role”(Cld. TAlternatePort]. [BackupPort]. [RootPort]. DesignatedPort]. IDisabled IOVTNHIH R

INFEY,
“CIST State”[CIZ. Discarding]. lLearningl. [Forwarding]®L\VFNHHRRRENFT,

2.4.6.3 Port Statistics(iR— FO#EEHEER)

I'Monitor |—T Spanning Tree ]—[Port Statistics |Z7)yDT2E. LTOEEIRTINFET,

STP Statistics Auto-refresh |:|| Refresh || Clear |

Transmitted Received Discarded
MSTP RSTP STP TCN MSTP RSTP STP TCN Unknown lllegal
No ports enabled

Port

t_L.t(I 7')‘Jy1£ kD STP -F F@ﬁn+'|ﬁ§|§0)7]'7j|*73‘§T3ﬂ353'
+ MSTP : MSTP BPDU M Z{E#
- RSTP :RSTP BPDU D% Z{E4.
+ STP  :legacy STP Configuration BPDU D% Z{E 4L
+ TCN:(legacy)Topology Change Notification(TCN: FiRA/ZE 5@ 41)BPDU M Z{E 8K
» Discarded Unknown : FRZFENDR)IIZVJY)—BPDU NZ{E (FKE)#
* Discarded lllegal o RERBRAINZVTVY—BPDU NDF1E (BE)

FXC5210PE/FXC5218PE/ FXC5224PE
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24.71 MVR

CCTClE. MVR DIEFRORRICOWVTERBALET,
2.4.7.1 Statistics(#EH1EHR)

'Monitor | =TMVR | —[ Statistics IZDyD T dE. U TDEEMNRTINET,
CCTlE. MVR #EHIRIRN R RENZET,
MVR Statistics Auto-refresh [

VLAN ID IGMP/MLD IGMP/MLD IGMPv1 IGMPv2/MLDv1 IGMPv3/MLDv2 IGMPv2/MLDv1

Queries Received Queries Transmitted Joins Received Reports Received Reports Received Leaves Received
No more entries

2.4.7.2 MVR Channel Groups(MVR FvJ)LJIV—7)

'Monitor |=TMVR]—TMVR Channel Groups 1&D)vD T3¢, L TOEBEIENRTREINET,

MVR Channels (Groups) Information Auto-refresh [l
Start from VLAN 1 and Group Address = with 20 entries per page.

Port Members
VLANID Groups 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24
No more entries

MVR Channels(Groups) Information IOTY P RRSINET,
TMVR Channels(Groups) Information]ld. £9' VLAN ID C&(Z, EICH I —-FEIZ)— bENFET,

2.4.7.3 MVR SFM Information

Monitor ]| =TMVR]—TMVR SFM Information &0y d 3. LTOEEIRTINET,

MVR SFM Information Auto-refresh [

Start from VLAN 1 and Group Address with 20 entries per page.

VLANID Group Port Mode Source Address Type Hardware Filter/Switch
No more entries

TMVR SFM Information ] T—7ILDIY MR RSNFET, [MVR SFM(Source—Filtered Multicast) Information |3
(ZI3. SSM(Source—Specific Multicast)fE$t &FNFT, COKIE. I VLANID CElC, RIHI—-T e, R—bCE
[CY—FENZET,

BUIIN-TDEGZY-AT7 VAR, BE—DIY MELTREEINET,
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2.4.8 IPMC

CCTlELIGMP AR—EVHT R U MLD AX—EV T DIERORRICOVTERBALET

2.4.8.1 IGMP Snooping(IGMP AX—EFH)
CC Tl IGMP AX—EV T DEHRDF RICOWTERBALET,
1) Status(IGMP AX—EVJDAT—42A)

'Monitor ]—TIPMC ] —TIGMP Snooping]— [ Status |&D)yD 33, L TOEEHIARRINET,

IGMP Snooping Status
Statistics

VLAN Querier Host Querier Queries Queries V1 Reports V2 Reports V3 Reports V2 Leaves

Version Version Status Transmitted Received Received Received Received Received
100 v3 v3 ACTIVE 0 1] 0 0 0 0

Router Port

Port Status

00 =~ @ Uh g L0 R

9
10
11
12
13
14
15
16
17
13
19
20
21
22
23
24

T}V IGMP AR—EVTOAT-RA(TA PN AT -AAR UHETIER. L —3R— FORE) R
w~UET,
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2) Groups Information (J)L—71E$R)

'Monitor ] —=TIPMC]—TIGMP Snooping]— Groups Information |&DUvDd3E. L TOEE %
#=RUET,

IGMP Snooping Group Information Auto-refresh [l [

Start from VLAN 1 and group address 224.0.0.0 with 20 entries per page

Port Members
VLANID Groups 12345678910 111213 14 15 16 17 18 19 20 21 22 23 24

No more entries

CCTIETIGMP Group 7= IV DIESRI R RSNET,
[IGMP GrouplF—7IblE. F7 VLAN ID, RICH I —TFZECY—bENET,
3) IPv4 SFM Information (IPv4 SFM &%)

['Monitor ] =T IPMC ]—TIGMP Snooping]—l1Pv4 SFM Information 1#D)yDd3E. LL T DE &
HRRENFET,

IGMP SFM Information
Start from VLAN |1 | and Group [224.0.0.0 |with [20 | entries per page.

VLANID Group Port Mode Source Address Type Hardware Filter/Switch
Mo more entnes

CCClATIGMP SFM Information ] 7—7 IO IV M)DERA TR RENET

FIGMP SFM(Source—Filtered Multicast) Information 17— 7JUICIZ. SSM(Source-Specific
Multicast) 1E8EEINFET ., CORKIE. £I VLAN ID ZEIC, RITHI—-TZE, R—rZECY—E
nNET, RUIIN-TOERRBZY-A7 VAR, BE—DOIY MNELTURIESNET,
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2.4.8.2 MLD Snooping (MLD AX—EVH)

MLD AX—E VY D1ERER KT BICIE. TMonitor ] =IPMC]—MLD Snooping &7y LET,
1) Status (MLD AX—EVTDAT—AR2R)

'Monitor |—=TTPMC ]—=TMLD Snooping|—[Status |ZD)vD T 3¢, LTOEENRTINET,

MLD Snooping Status
Statistics

VLAN Querier Host Querier Queries Queries V1 Reports V2 Reports V1 Leaves

Version Version Status Transmitted Received Received Received Received
10 V2 V2 DISABLE 0 1] 1] 1] 0

Router Port

Port Status

1 -

CCTIEMLD ARX—EVTDAT—RATOMINAT—AARUHEHER. IL—3R— bOREIN R
RENZFT,

2) Groups Information (JJL—TEHRDERR)

'Monitor |—=TIPMC ]—=TMLD Snooping]— Groups Information |&DUvD T 3E. L FTOEEH R

RENET,
MLD Snooping Group Information Auto-refresh [ | Refresh || [<< || >> |
Start from VLAN 1 and group address ff00:: with 20 entries per page

Port Members
VLANID Groups 1234567891011 12 13 14 15 16 17 18 19 20 21 22 23 24
No more enirnes

CC Tl MLD HIL—TEBRN R RSNET,
TMLD Group]7—7 V. £9° VLAN ID ZElC, RICHIN—TZEICY— pENZET,
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3) IPv6 SFM Information(IPv6 SFM 1&E%R)

Monitor |—=TIPMC ]—TMLD Snooping]—1Pv6 SFM Information |&DYUvH33E. LLFOE@EMH

RRSNFET
MLD SFM Information Auto-refresh [ | Refresh ” << ” > I
with 20 entries per page.

Start from VLAN 1

and Group ff00::

VLANID Group Port Mode Source Address Type Hardware Filter/Switch
No more entries

CCTIE, TMLD SFM Information | 7= VOV M)DEHRAR RENET

IMLD SFM(Source—Filtered Multicast) Information]7—7JUICIE . SSM(Source—Specific
Multicast)|E#Rt 2FNFT
CORIE, I VLANID ZE(C, RICT =Tk, R—bTELY—FENET,
BUIIN—TDERDY—-A7 VAR, BE—DIV MELTRESNET,
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249 LLDP

CCTld. LLDP OIEHRORRICOVTERABLET,
2.4.9.1 Neighbours (1 1\ —1&#R)

'Monitor | =T LLDP ]—TNeighbours 1&DUvD T3¢, L TOEEINRRINET,

LLDP Neighbour Information Auto-refresh []

Local Chassis Remote Port System Port System Management

Port ID ID Name Description Capabilities Address
No LLDP neighbour information found

Tl IATO LLDP # N-EE(HEEE)DAT—HAAERRLET,
R, B U LLDP 1A N—KENIR— FCELILRTSNET

2.4.9.2 PoE

CCTlE. PoE O N—1EHRHBRFRSINET,
Monitor | =TLLDP ]—TPoE |1 &DUYD T3, LTOBEMIRRINET,

LLDP Neighbour Power Over Ethernet Information Auto-refresh []
Local Port Power Type Power Source Power Priority Maximum Power
Mo PoE neighbour information found

2493 EEE

'Monitor | >TLLDP | —>TEEE 1&D)vD T BE. U T DEENRRSNET

LLDP Neighbors EEE Information Auto-refresh [
Tx Rx Fallback Receive Echo Tx Echo Rx Resolved Tx Resolved Rx EEE in

TwW Tw TwW W W Tw W Sync
No LLDP EEE information found

CC T3, LLDP (4o TSN 3 EEE fERERRLET,

EEE DEEBEBNBIRICELLT, MMDIGEENSRELET,

EEE (B HDEEENAZEHICEBROEREYZ5H., YD ED 7490 IETIRICHEREICET /N
HUBCEICINEENELFET , CORFRIL "wakeup time " EE WET , BEER/DMRICHIZBEHIC. ENFND tx/rx
D" wakeup time” DIERERX#LE LT, MEICHERR/IROD "wakeup time” Z:E&RLET,
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2.4.9.4 Port Statistics ((R— MEEFTHEIR)

'Monitor | >TLLDP ] —TPort Statistics [Z5)vD 3 3¢, L TOEEDNRTINET,

LLDP Global Counters Auto-refresh []

Global Counters
Neighbour entries were last changed 1970-01-01T00:00:00+00:00 (279525 secs. ago)

Total Neighbours Entries Added 0
Total Neighbours Entries Deleted 0
Total Neighbours Entries Dropped 0
Total Neighbours Entries Aged Out 0

LLDP Statistics Local Counters
Local Tx Rx Rx Frames TLVs TLVs Org. Age-

Port Frames Frames Errors Discarded Discarded Unrecognized Discarded Quts

-
o
o
o
o
o
o
o

©

O0o0O0O0OO0OO0OOCO0ODOOOOOO
O0OO0O0O0O0O000O0O000 0O
0O00DO0D0O0DO0OD0DO0DO0DO0O00ODO
O0OO0O0O0O0O000O0O000 0O
0000000000000 oo
O0OO0O0O0O0O000O0O000 0O
OO0 000000000000
0O0D0O0DO0O0OO0OO0DO0DO0OO OO0 OO

CCTlE, IATD LLDP F57490ERRLET,

ENEN 2 34TDHIVAINRFREINET,

LLDP Global Counters |BIHEIC[E A Y F 2 ADNI AN FKREN., [LLDP Statistics Local Counters |EIE[C(dR— &
DA VARKRTEINET,
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2.410 PoE

PoE (£, TPower Over Ethernet |DEEFR T, 1ZHENDM—H 2y =TI EFIALT)E-MEOEECEHERIRTS
EDICERLET, HlZIE. EREBIONRHELIGFTICERESING IP BEE. EE LAN 7OEARM U b, 00
BICENERBTIENTEETT,

[Monitor | =T PoE J&DUYDT 3L, L TOEEIRRSINET,

Power Over Ethernet Status

Local Port PD class Power Requested Power Allocated Power Used Current Used Priority Port Status

1 0 0 W] 0 [W] 0 [W] 0 [mA] Low PoF turned OFF
2 0 0 W] 0 [W] 0 [W] 0 [mA] Low PoE turned OFF
3 0 0 W] 0 [W] 0 [W] 0 [mA] Low PoF turned OFF
4 0 0 W 0 [W] 0 [W] 0 [mA] Low PoE turned OFF
5 0 0 W 0 [W] 0 [W] 0 [mA] Low  PoE turned OFF
6 0 0 W] 0 [W] 0 [W] 0 [mA] Low PoE turned OFF
7 0 0 W] 0 [W] 0 [W] 0 [mA] Low  PoF turned OFF
8 0 0 W] 0 [W] 0 [W] 0 [mA] Low PoE turned OFF
g 0 0 W 0 [W] 0 [W] 0 [mA] Low  PoFE turned OFF
10 0 0 W 0 [W] 0 [W] 0 [mA] Low PoE turned OFF
11 0 0 W] 0 [W] 0 [W] 0 [mA] Low PoF turned OFF
12 0 0 W] 0 [W] 0 [W] 0 [mA] Low PoE turned OFF
13 0 0 W] 0 [W] 0 [W] 0 [mA] Low PoF turned OFF
14 0 0 Wi 0 [W] 0 [W] 0 [mA] Low  PoF turned OFF
15 0 0 W 0 [W] 0 [W] 0 [mA] Low  PoE turned OFF
16 0 0 W] 0 [W] 0 [W] 0 [mA] Low PoE turned OFF

Total 0 W] 0 [W] 0 W] 0 [mA]

CCTlE, & PoE iR— FOBRITOREEHER T SN THETT .

Power Over Ethernet Status

PD Class ZEAMBRCHERINTVBRAENEEETD VAL LTISIARFE
nxy,
UTD5D7ACEHRSINET,

* Class 0: Max. power 154 W

* Class 1: Max. power 4.0 W

* Class 2: Max. power 7.0 W

* Class 3: Max. power 15.4 W

* Class 4: Max. power 30.0 W

Power Requested | REAIKFRICFHTILHICHERGENEERTLET,
Power Allocated ABICINZEARCENE TONEENEERTULET,

Power Used TEAMSCHEFRATOE 2R TULET,
Current Used S EAMR CHEFERYOEREZRTLET,
Priority Priority [&. IR—FDTF1 A T1 &R LET , ENFNDERD T4 4T 113

3 LA (TLowl], THighl, lCritical ) [C2 (N ET

COTFAAYTAE VE- PEBICINER SN BRIBATTREEERE
BALGEICERLET, COGE . II1FUT1DENR— MIDWTIE,
R—FBEEORZVENSEIRNEZAET,
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Port Status R—MDAT—RAERRLET , AT FALUTOEINTNMILBDFET:
* PoE not available—-No PoE chip found: PoE (&Y H— T,

* PoE turned OFF-PoE disabled:PoE (3{ERA R TT,

* PoE turned OFF-Power budget exceeded: ZE B ICNLERL . FIE
FERALTVSEAN LRZBALIGEE. T3 T1O—FELR— M
AU LET,

* No PD detected: Z BRI HEEINEE A,

* PoE turned OFF- PD overload: Zf B Al REX BN EZBALIH AL, BIR

FAHVULET,
- PoE turned OFF - PD is off:Invalid PD - S EAI#AREIFEINELE
., EKEIMELE A,

2411 MAC Table

[Monitor |—TMAC Table 127)vD 3%, LTOEIEN R REINET,

MAC Address Table Auto-refresh I:I‘ Refresh H Clear H |== H >> |

Start from VLAN and MAC address [00-00-00-00-00-00 |with[20 | entries per page

Port Members
Type VLAN MACAddress CPU 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18

Dynamic 1 00-0Cc-29-02-75-BB
Dynamic 1 00-12-2E-BD-FB-92&
Dynamic 1 00-13-20-3F-00-2%
Dynamic 1 00-15-60-95-8F-C7
Static 1  00-17-2E-1B-B7-FB |
Dynamic 1 00-17-2E-1B-B7-FE
Dynamic 1 00-AO-DE-AB-15-0D
Dynamic 1 00-RAC-24-CB-82-3B
Dynamic 1 00-AE-5C-C7-EB-D7
Dynamic 1 00-AE-BE-4F-ED-C2
Dynamic 1 2C-SE-FC-02-AC-21
Static 1 33-33-00-00-00-01 |
Static 1 33-33-00-00-00-0Z
Static 1 33-33-FF-1B-B7-FB
Static 1 33-33-FF-28-01-01 |
Dynamic 1 3C-$7-0E-00-C1-8F
Dynamic 1 40-25-C2-1C-D0-5C
Dynamic 1 40-61-86-1E-8C-A0
Dynamic 1 40-61-86-94-41-42
Dynamic 1 40-61-86-AE-28-50

MAC F—7IUZIF, IV MIIET8192 BIFTEEN. 3 VLAN ID, RIC MAC 7 RLATEICY— FENET,
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2.4.12 VLANs

ZZ Tl VLAN OEBDRRICOVTERALET,

24121 VLAN Member

IMonitor | —TVLANs ]—TVLAN Membership 1&9)vDd3E. L FOBEENRTINET,

VLAN Membership Status for Combined users

Start from VLAN |1 ‘ with|20 ‘ entries per page.

Port Members

VLANID 1 2 3 4 5 6 7 & 9 10 11 12 13 14 15 16 17 18
1

CCTlE. VLAN AU N—=DAT—RAANRRENET,

2.4.12.2 VLAN Port

Monitor | —=TVLANs ]|—=TVLAN Port |&DUyD T3¢, U TOBEEINKRRTINET,

VLAN Port Status for Static user
Port PVID Port Type Ingress Filtering Frame Type

TxTag UVID Conflicts

1 1 UnAware Disabled Al Untag_this 1 Mo
2 1 UnAware Disabled All Untag_this 1 Mo
3 1 Unfware Disabled Al Untag_this 1 Mo
4 1 UnAware Disabled All Untag_this 1 Mo
5 1 UnAware Disabled Al Untag_this 1 Mo
6 1 UnAware Disabled All Untag_this 1 Mo
T 1 Unfware Disabled Al Untag_this 1 Mo
8 1 UnAware Disabled All Untag_this 1 Mo
9 1 UnAware Disabled Al Untag_this 1 Mo
10 1 UnAware Disabled All Untag_this 1 Mo
11 1 Unfware Disabled All Untag_this 1 Mo
12 1 UnAware Disabled All Untag_this 1 Mo
13 1 UnAware Disabled Al Untag_this 1 Mo
14 1 UnAware Disabled All Untag_this 1 Mo
15 1 Unfware Disabled All Untag_this 1 Mo
16 1 UnAware Disabled All  Untag_this 1 Mo
17 1 UnAware Disabled Al Untag_this 1 Mo
18 1 Unfware Disabled All Untag_this 1 No

CCTlE. VLAN R=FOAT—AABLUREN R REINET,
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2.4.13 sFlow

sFlowlld. FZ7190BITIVAA LICEZRYV DT BDTO RV TT ., sFlow (E F5749DDT{—EEY Y TUVTL
THEFETERITTREN, RV F)—DPEENARENITICEZRIVTTEIENTEET,

'Monitor | =T sFlow 1 9Uvh§ 3¢, U TFOEEHRRSNET,

sFlow Statistics Auto-refresh D‘ Refresh H Clear Receiver H Clear Ports

Receiver Statistics

Owner <none>
GG ICEI LGRS 0.0.0.0
Timeout 0

Tx Successes 0
Tx Errors 0
Flow Samples 0
Counter Samples 0
Port Statistics
1 0 0 0
2 0 0 0
3 0 0 0
4 0 0 0
5 0 0 0
6 0 0 0
7 0 0 0
8 0 0 0
9 0 0 0
10 0 0 0
11 0 0 0
12 0 0 0
13 0 0 0
14 0 0 0
15 0 0 0
16 0 0 0
17 0 0 0
18 0 0 0

CCTR LY=NBLUR— FEALD sFlow fEHEHRNER RENET,
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2.5 Diagnostics (B2 Hi#%RE)

CCTlIE AN REICDVTERBALET,

2.5.1 ping

[Diagnostics |— [ ping J&EDVUYDT 3L, UTOEEN TR RENET,
ICMP Ping

IP Address 0.0.0.0
Ping Length 56
Ping Count 5

Ping Interval 1

COTlE. IP EEDRREMR R DIHIC. ICMP O PING /S5y M2 E TR ENTEET,
<Start>INIVEDYDITEEICMP STy MEESN . BB EZEXRE V-T VAR S LURERBNR TINE
7,

ICMP ECHO_REPLY M IP /7y h R ELET—AEXEICER ULET—RIAR—A(ICMP header) £DEH K E, 8 /14
MIBDET, COEmEIE, TATONTY OO BEEZIETIET., FEEAMLT7IMIBRETEHEMICEHRINE
7,

2.5.2 ping6

IDiagnostics | =T ping61%0)vh %L, TOBEEARRINET,

ICMPv6 Ping

IP Address 0:0:0:0:0:0:0:0
Ping Length 56

Ping Count 5

Ping Interval 1

ICMPV6 14 DR ERERDIZHIC. ICMPV6 PING /Sy M2 {ETRCENTEET,

<Start> RAVEDYYDTBE, ICMPV6 STy bhSEE SN, BEEZEXRE V-V ABSRLIVEFERBNRREN
EX I

COEEE, TATOI Y M OO ENZIESNDET, FHEAMLPIMIBZETHEMNICEHFINET,
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2.5.3 VeriPHY (5—7 )L &2kr)

IDiagnostics |=T VeriPHY J&DUyD T %L, LI TOBEEA R RSNET,

VeriPHY Cable Diagnostics

Cable Status
Length A PairB LengthB PairC LengthC PairD LengthD

Port PairA
1 -

CCTld. 10/100/1000M iR— kD VeriPHY(r—J L2 DFREEITVET,

h—ME4EE L T<Star>BDUYD T L, FOR— MDD FAIRSNET . SSERICIETH9 5 F1FEDMMDFET,
FTARTOR—MLEIRSNTNBIGEE. ZERICTH15HIEEBELET, ETT5¢. BRI EIMICEFHIN, I—
TWAT=RARICT—TINEZ ORI R RENET,

[EER):

VeriPHY (&, [7~140m1DREDT—TIVCDWTIFE LKEITRIEETT,

10/100Mbps h— M. VeriPHY WV EIERF TIZUUDAD YT 3728, 10 Mbps F72(3 100Mbps D E IR— T VeriPHY
EEHNTR5HE(E. VeriPHY B5E T T2FTRELEENET,
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2.6 Maintenance (AVTFVRA)
CC TR AVTHFYADFEAEICONTERBALES,

2.6.1 Restart (FB#2Eh)

'Maintenance ] =T Restart Device |&#9))yD 9 3L, L TOBEEANRTINET,

Restart Device

Are you sure you want to perform a Restart?

CCTlE. REDBES ZITICENTEEXT,
Yes : AtEEBEHLET,
No : BfEEITEIIC. [Port State Overview JEIEICRDET,

2.6.2 Factory Defaults (L5 HFIEERE)

'Maintenance |—[Factory Defaults |Z20UvD T 3E, L TOBEENRRINET,
Factory Defaults

Are you sure you want to reset the configuration to

Factory Defaults?

ST AOBREETHHARREBLCR T IENTEETIP REDHRIFNET ).
FLLVRERICISERAIND N, BEBTILENHNFEA,

Yes : AN EEZTHHEEBHOIREICRLET,

No : EREZEULYMTIC, [Port State Overview |BEIEICRENFT .
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2.6.3 Software (Y7 +II7)

CCTRYINIIPDPYTA—REYIMITP DR E R EICOVWTERBALET,
2.6.3.1 Upload(Y 7 FIT7DEHT)

CCTR YIMIIPDEHEITVET,

Software Upload

Browse | Upload |

YIOI7D7yTO— FE4TIICIE. <Browse >NAV&EDYHILT, VI MII7DREFZFTERIRL. <Upload>ikA
VED)YILET,

VIMIIPDEHFEITIEE . BHFNFBRSN TS EOAVE-INRTINET,
H1~2 2RBTRE VIMIITOEFNET L. AL BEBLET

AHETE, YIRITPONYD 7Y THEREE Y R— L TVET, YIMIITDEFHEZ. LW III7REREYIIIY
[CEIEDD., FHROV I II7EEMICLET, TWWN=JavDV I b1 7EERLEIMES(E. TImage Select &
ED<Activate Alternate Image>h3VED DT BEICL THEIIICTHENAIRETT,

(5]

B, Web ADTPOEANPEL TS LIICRAFTHN, BREBEFLLD, BRERLLLILBNTIZEL,
AN—EHPICERE LG AR. MohDEENEESAREMNHIET .

2.6.3.2 Image Select(’Y 7 FII7DER)

I'Maintenance | =T Software ] —[Image Select &7y T 3L, L TOEENRRINET,
Software Image Selection

Active Image
Image managed
Version FXC5218PE Ver:1.00.03
Date 2014-11-28

Alternate Image
Image  managed.bk
Version FXC5218PE Ver:1.00.02
Date 2014-11-14

Activate Alternate Image Cancel

CCTClE. AMTIREAMELGH>TIVBY I MIT 7 (Active Image)t., BV T 17 (Alternate Image)lCDVTDIEER
BRRSN, FHRTBYVIMIITEEIRTEENTFRETT,

[EER):
1. REETHOVYIMII7HERBOVILIITOG S, EIFOYI MIITPDHNRRRIN,
< Activate Alternate Image > WAV (T EMICENFET,
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2. RBEYVIMII7EFERLTVIGE TR ENBIREL LY I MII7ICRIENRHZBEL. FETYINIITE
YNBALFOERAT)., HLWIMIIPZE7YIO—RFTBE. “Active Image” DAY MIH LW T FIT7H
AVAM=EN, SN EIEBDET,

2.6.4 Configuration (config 771 VDX E k)

['Maintenance ]—[ Configuration | = Save |#DUvD 3 3L, ULTOEEHIRRINET,
CCTlE. RO config 771 IVEREFRDRF L7 YTO— FICOWTERALET,

2.6.4.1 Save(1R 1)

Maintenance |—[ Configuration | = Save 1&0UyD 3 %E, LT DEEN R REINET , CCTlE config 774 L EO—HIVIC
RIFTHENTEET, config TPV TFAMERTREINET,

Configuration Save

mave Configuration |

2.6.4.2 Upload(7vy70—FK)

I'Maintenance | — T Configuration | —[Upload 1#7)y03 &, L FOBEEDIRRSNET,
CC TR config ZPMILD7yIO— RETBENHEET,

Configuration Upload
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